
 

Oracle Expert Health Check 

Oracle Security Healthcheck & Audit 
 
Are you are using an Oracle Database and have high security requirements, but are not 

sure whether existing measures meet your requirements? Do you lack the resources to 

be able to conduct a thorough security assessment? 

 

If so, our Oracle Security Healthcheck and Audit is for you. Our experts can 
analyze your existing Oracle Database and adjust the parameters to achieve 
the levels of security that match your organization’s requirements. Our security 
healthcheck draws on all of the current recommended best practices and 
supports the optimal, secure use of your Oracle Database. 
 
 

Overview 

The Oracle Database offers many configuration options. Security options can 
be chosen alongside other options for speed and space utilization, and data can 
also be comprehensively protected through the definition of roles and the use of 
Virtual Private Database (VPD) functionality. Not only can the data in the 
database be secured using the relevant measures, but that data should also be 
protected during any transfers, especially if it is subject to privacy legislation. 
 
 

Scope of the Offering 

 

The Oracle Security Healthcheck and Audit is conducted in two phases: 
 
A review phase comprising a meeting with the systems administrator, the DBA 
and the security representative, followed by the security analysis. The analysis 
is conducted according to a defined checklist, which includes the following 
elements: 
 

■  Oracle RDBMS versions 7 – 10g 
 

■  Operating system  
 
■  Oracle Software 
 
■  SQL*Net configuration 
 
■  Database passwords 
 

■  Auditing 
 

■  Roles and role allocations, system and object privileges 
 
■  Views, stored procedures etc. 
 

■  Test of a typical client computer 
 
 

Features 

Maximize the Power of Your Oracle Software 

■  Comprehensive security analysis 
and report 
 
 

■  Security assessment conducted 
by Oracle experts 
 

■   Proven Oracle best practice 
techniques 
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A report phase, which comprises the analysis of the information collected during the 
review, and the production of a report with a detailed enumeration of all the weak 
spots found during the analysis, together with recommendations for correcting them. 

 

Requirements 

The Oracle Security Healthcheck and Audit offer applies to up to two Oracle 
Databases running on Sun Solaris, AIX, HP-UX, MS-Windows or Linux. 
Testing of the operating system only extends as far as assuring the secure installation 
and operation of the Oracle components under review. If your systems are complex, 
don’t hesitate to discuss your requirements with us. We can create a tailored proposal 
to match your needs. 
 
This service does not include the cost of any software licenses that may be required. 
 

Deliverables 

Security Audit report which contains: 
 
■   analysis of the reviewed system  
 
■   details about founded security vulnerabilities 
 
■   action plan for their resolution 
 

Price 

Oracle Security Healthcheck & Audit service is offered for a fixed price of 6.300,-EUR 
and will be implemented in a period of 8 man/days. You will receive a final security 
review report within 5 working days since initial visit. The prices listed are without 
VAT. 

Contact 

Antun Vukšić 
Senior Consultant  
Oracle Croatia, d.o.o 
Tel: +385 1 6323 200 
Fax: +385 1 6323 250 
Email: antun.vuksic@oracle.com 

 


