
OpRisk & Compliance: How common are rogue trading incidents 

at fi nancial services fi rms? What is the average loss profi le of one of 

these events? 

Ramakrishnan: Over the past several years, there have been three incidents 

of the magnitude of the SG incident: Nick Leeson (£850 millon), which 

brought about the collapse of Barings Bank in 1995; Yasuo Hamanaka (£1.3 

billon), who tried to corner the copper market at the Japanese conglomerate 

Sumitomo in 1996; and Peter Young (£220 millon), whose speculative trades 

at Morgan Grenfell broke regulations in 1996. There have been many other 

rogue trading incidents over the past 20 years, so it is not uncommon, 

but they don’t usually reach the amounts of these three incidents. Rogue 

trading has always been part of the fi nancial industry, given access to 

substantial money combined with loose controls and procedures and, of 

course, temptation. Additional incidents include: NatWest had losses of 

£90.5 million from two traders’ activities in 2000; Muirpace Group lost £32 

million in trading losses in 1997; and, in 1995, Daiwa Bank’s loss of $1.1 billion 

in unauthorised trades over 11 years. Times of fi nancial unease and crisis 

often cause more incidents – in such nervous times, traders can often make 

mistakes and become fraudulent to cover the trading errors. It is likely we will 

see more such incidents while the economy is in disarray.

OpRisk & Compliance: What kind of regulatory reaction do you foresee the 

international supervisory community having to the recent events at SG?

Ramakrishnan: The most common regulatory reaction has usually 

comprised imposing monetary sanctions and establishing new procedures 

for reporting to the regulatory body. Usually the monetary sanctions are 

large enough to cause serious pain to the fi nancial institution, but more 

importantly are designed primarily to highlight the power of the regulatory 

agency. The sanctions and new reporting/disclosure procedures are 

designed primarily to help the fi rm control future incidents and prevent 

similar rogue losses. They will often direct the sanctions and controls at the 

areas determined to be weakest within the organisation. In some cases, the 

regulatory agency has pursued the supervisor with the most responsibility 

for the oversight of the rogue trader, which might be diffi cult to determine 

in the SG case since different processes were involved.

OpRisk & Compliance: What tools, procedures or methodologies could be 

used by fi rms to prevent similar rogue trader losses going forward?

Ramakrishnan: In a volatile, global environment there can be a thin 

line between smart trades and illegal ones. Based on a library of trader 

behaviours, behaviour-detection engines can monitor trading and 

market-making activities with respect to regulatory compliance and best 

execution, and can provide alerts to the organisation when suspicious 

behaviour is identifi ed, such as when behaviour outside of the norm for a 

position/specifi c employee/trader is identifi ed. Monitoring and control over 

password generation would have prevented unauthorised access, but so 

would behaviour-detection engines by identifying behaviour outside the 

norm for a specifi c role. A system that identifi es trader positions would have 

uncovered the fact that this particular rogue trader was amassing very large 

positions and transacting more numerous trades than normal.

OpRisk & Compliance: What advice would you give to operational risk 

and compliance executives who are now suddenly being charged with 

“preventing any SG-type rogue trading event happening at our fi rm?”  

Ramakrishnan: Operational risk and compliance executives need to 

review their internal procedures and systems to determine whether they 

could identify, in advance, suspicious patterns of behaviour in these areas 

of concern: behaviour occurring outside the normal profi le for a position 

in the fi rm, behaviour indicating more numerous trades than expected or 

amassing of larger than normal positions, and generation of passwords 

or lack of generating passwords with enough frequency to avoid misuse 

of passwords and access to data/records, and so on. Once such a review 

is done – and hiring an outside fi rm to do this review is much more likely 

to identify areas of concern due to their independence from the fi rm 

– the operational risk and compliance executives need to obtain systems 

that will fi ll the gaps. These systems should provide all of the behaviour 

pattern detection required to identify suspicious behaviour outside the 

norm for the roles involved. The fi rm needs to be conscious of the need  

for independent compliance systems in preventing further rogue trading 

events. It is the lack of such independent compliance systems that present 

the employees/rogue traders with opportunity for abuse.
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