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Base Registration and Visitors Online (BRAVO): 
A Comprehensive, Integrated Self-Service  

Registration and Authentication System 

EXECUTIVE OVERVIEW 
Base Registration and Visitors Online (BRAVO) was originally designed as a 
solution based on Commercial Off The Shelf (COTS) technology as an 
access/security solution for Military Installations.  Due to the heightened security 
conditions the public is experiencing during these uncertain times, it has become 
apparent that Federal facilities may require more advanced access security solutions.   

BRAVO is a comprehensive Web-based self-service application which empowers 
non-registered visitors to initiate requests for access to Federally controlled facilities 
themselves and, if necessary, to receive assisted service.   

Its problem-avoidance architecture, based on a powerful data modeling system, 
leads to a significant reduction in the volume of access requests handled at entry 
points and the related costs associated with managing that process. The BRAVO 
solution includes a powerful knowledge-management module that can enable the 
visitor to search for necessary documents and/or regulatory information.  

BRAVO also offers other compelling features such as tiered authentication 
processes, standardized alert capabilities, and organizational routing of access 
requests. By means of its integration with the Oracle E-business Suite, BRAVO can 
incorporate existing security policies, and provide intelligence that may be shared 
with other agencies.  The BRAVO solution has the ability to provide closed-loop 
facility access, increase security, and create authentication points across multiple 
facilities. 

The BRAVO offering may also support multichannel collaboration through its 
Web call-back feature, which can immediately and intelligently route a request from 
a visitor to security personnel. 

BRAVO enables Federal facilities to enhance visitor satisfaction, while cutting costs 
and improving the productivity of security organizations. 

INTRODUCTION 
The BRAVO system is designed to automate the process of registration of non-
governmental personnel for installation/building ingress and egress.  The solution has 

DOD personnel increasingly view visitor 

access, gate security and intelligence as a 

critical component of Force Protection. 
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been designed to incorporate barcode and/or biometric technology into electronic 
records that can be collected, recorded and authenticated at all entry points.   

From this system, organizations will be able to gather critical intelligence on Visitors 
that would not otherwise be captured in any Federal personnel management system.  
As a web based solution, BRAVO may be deployed at multiple facilities from one 
location. Additionally, BRAVO has the capability to share information with other 
intelligence and law enforcement agencies, can perform trending analytics of Visitors 
for multiple facilities. 

With today’s changing and uncertain security concerns, it has become vital for 
Federal organizations to become more efficient and effective. They are focusing on 
lowering costs, strengthening security and intelligence efforts through efficient and 
targeted business processes while meeting customer needs for facility access and 
efficient security policies.   

Most organizations still have a long way to go towards the development of secure 
access procedures for Federal facilities.  Some experts say that there is no means of 
managing potential threats electronically. There are no standards for the 
management of essential non-government personnel, such as delivery services and 
the like during times of higher alert status. 

.  

REDUCE SECURITY COSTS AND IMPROVE VISITOR SATISFACTION 
THROUGH SELF-SERVICE REGISTRATION  
In the traditional security model for Federal facilities, visitors are granted access by 
a wide range of authentication processes.  Typically the information is collected 
manually and is not subject to any cross-referencing that can assess possible 
security threats.  

This model requires a significant amount of time and investment to ensure that 
security personnel take the time to collect the necessary information just to log in 
guests.  In addition, security organizations need to develop and monitor policies for 
access procedures, authentication processes, and quality of service.  

Once users are empowered for self-service registration, the focus shifts from 
managing the process to collecting data. The security organization can focus on 
standardizing security policies, and concentrate protecting human and physical 
assets. Empowering visitors to enter data about themselves prior to entering the 
facility enhances productivity, enables the collection of intelligence, and 
dramatically lowers costs. 

Because the majority of entry requests are from common and repetitive visitors, 
self-service registration dramatically reduces the workload of security personnel for 
the majority of visitors.  Self-service visitor registration immediately begins to repay 
its investment. The cost avoidance associated with standardized security procedures 

The Office of Homeland Defense have 

required Federal agencies to increase 

security measures and focus on the 

protection of employees and government 

facilities  

The three most important things access 

security personnel need to know are how 

can threats be detected proactively, how 

can the access points be controlled, and 

how can they share intelligence with other 

agencies online.  
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will be realized, as manpower for data collection at entry points will significantly be 
reduced.   

A traditional security organization is charged with the protection of the physical 
structure and all employees assigned to that particular environment. Additionally, 
visitor satisfaction and employee convenience during normal conditions is required. 
With self-service registration, the security organization and the employee 
population can collaborate about future visitors and potential security threats. 

In addition, visitor satisfaction is increased because users can now view procedures 
and request access from either a kiosk located at a reception center or remotely via 
the Internet. They no longer have to wait in line to register with security personnel.  
The employee receiving the visitor will may also be alerted when the registered 
visitor arrives through alerts set into the authentication process.  This could result 
in a reduction of labor costs associated with locating and notifying personnel 
authorized to grant visitors access. 

EASY-AND-PERSONALIZED “CLICK TO REGISTRATION” 
The registration process is based on the “Click to Registration” business flow, 
which is illustrated in Figure 1. When a visitor wishes to gain access to the facility, 
he or she can initiate a “request for access”.  The access request is then routed to 
the appropriate personnel for initial approval.  All this can be accomplished by the 
employment of Oracle’s workflow technology, which may be rendered on the 
recipient’s desktop in many formats.  Once the initial approval has been routed 
through the organization, the visitor will get an alert, either by e-mail or the web.  
The web callback feature may also be used to notify the visitor of access approval.    

If he cannot find a solution, he can reroute the access request to another approving 
organization.  During the process of creating the access request, the problem-
avoidance architecture of the service-request functionality can suggest what 
additional information may be required.  The registration module can be configured 
to provide possible answers from a knowledge base of solutions relating to the 
problem for which the access request is being logged. In many a cases, the solution 
will be found, and the rerouting of the access request is avoided, thus reducing the 
load on the support organization. 
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Figure 1. Self-Service Registration 

During the creation of an access request, security personnel can gather information 
from users in a flexible and structured way by using service-request templates. For 
example, visitor X can enter information such as Social Security Number, 
Citizenship, Date of Birth, and/or State Drivers License Number.  Information 
about the visitors vehicle can be collected during as well.  The information gathered 
can help in faster and more effective data collection for security purposes. 

After the access request is created, rule-based settings are used to intelligently and 
automatically route it to security personnel or queue for resolution. Immediate 
assistance can be requested via the Web callback feature. 
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Figure 2.  Resolution of an Access Request 

INTEGRATED FACILITY ACCESS CONTROL AND AUTHENTICATION 
One of the questions every security element faces is how to provide consistent and 
complete access to facilities for registered personnel, and how to implement 
unimposing security procedures for guests and visitors (or “unknowns”).  Security 
personnel also need a mechanism to collect data and intelligence on “unknowns” 
from all access points. The answer is an effective ingress/egress solution that can 
be used by the security organization to affect authorization procedures and manage 
flow control at all access points.  If the facility has restricted areas (i.e.; laboratories, 
flight lines) where a higher level of security is required, access could be managed 
using the same system by requiring a secondary authentication, such as collection of 
biometric identifiers.  All information would be stored in a relational data model 
that may be used at a later time.  

As part of the BRAVO solution, mobile devices (PDAs, laptops) may be deployed 
to authentication points in multiple locations that will enable the organization to 
maintain an enterprise-wide security solution. The mobile portion of the solution 
enables security personnel to gather data from visitors in the field and from the 
security support organization.  Mobile security personnel will have access to 
accurate intelligence as to who is accessing the facility, their intended destination, 
and contact information on the person/organization they are visiting.  This allows 
the organization to capture and/or edit information with minimal effort. 
Workflow-driven knowledge-authoring tools enable fast, easy data capture from 
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anywhere. Extended security controls (ex:  for restricted areas) via workflows can 
also be implemented where approriate. 

INCREASED VISIBILITY 
The BRAVO system leverages a unified data model that enables the organization to 
perform analysis of persons granted access.  This capability substantially improves 
visibility within the perimeter by providing valuable information such as who is 
presently on the premises, their relationship to companies and/or other 
organizations, and their business purpose.   The BRAVO system facilitates security 
and base personnel in making real-time decisions founded on data known to be 
accurate, timely, and complete.  Additionally, the system can record biometric data 
(i.e.; digitized fingerprint), driver’s license number, and vehicle information.  All 
access inquiries, either granted or denied, can be associated by visitor and/or 
facility. 

COLLABORATION FOR IMPROVED EFFECTIVENESS  
The BRAVO system allows facilities to collect and analyze data on potential threats 
internally, and share information with other regional facilities.  Because the data 
collected is stored in a central repository, security personnel may also send 
information to local state and federal law enforcement to cross reference against 
systems that are in place to identify potential security risks. 

CLOSED-LOOP SUPPORT ACROSS MULTIPLE SERVICE CHANNELS 
The BRAVO self-service system is designed to integrate well with a security 
organization to support visitors for whom self-service doesn't provide the answers. 
To provide this closed-loop support across multiple service channels, BRAVO is 
integrated with an organizational-facing application that will allow security 
personnel to assist potential visitors if necessary.  Visitors can access live help from 
a security representative through the Web callback feature or by calling the 
registration office. 

PERSONALIZED CONTENT AND SERVICE ALERTS  
BRAVO provides a personalized self-service experience with a home page featuring 
user-customizable content and layout. BRAVO also allows security organizations to 
target groups of users with proactive alerts and notifications that can be delivered 
online and via e-mail at regular intervals. This would be impossible to achieve en 
masse without the Web acting as a delivery mechanism. 

GLOBAL REACH 
In order to realize the value of any security solution, it must be scaleable to reach 
multiple facilities.  With the web architecture inherent in the BRAVO solution, 
organizations can deploy at facilities geographically dispersed.  Security procedures 
can be standardized, processes streamlined, and access to critical intelligence may 
be truly global.  
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OPEN AND FLEXIBLE ARCHITECTURE 
Integration is a critical requirement for any COTS solution. Integration must go 
beyond the functional area.  Organizations who intend to fully capitalize on the 
Internet must integrate business processes across the entire enterprise. However, 
integrating many different applications using different technologies and 
architectures can be very challenging. Systems that continually change complicate 
the implementation and maintenance of the integration solution. Managing such 
complexity is difficult and expensive; costs and schedules are often difficult if not 
impossible to predict. 

BRAVO is configured using Oracle’s Service Modules that can be integrated with 
Oracle’s back-office applications.  Organizations that do not have Oracle back-end 
applications, or who need to integrate this solution with other systems, can easily 
do so.  Oracle offers open APIs and interface tables that facilitate integration with 
other systems. 

ORACLE’S E-BUSINESS TECHNOLOGY 

The technology stack of the Oracle E-Business Suite is based on Oracle’s industry-
leading technology platform—a highly robust, scalable, secure, and maintainable 
solution. The tech stack includes the Oracle database, Oracle 9i Application Server, 
complimentary server components such as Oracle 9iAS Portal and 9iAS Web 
Cache, business intelligence tools, Oracle Workflow, and development tools. 

Oracle e-commerce products incorporate the newer industry-standard Internet 
technologies into an open, high-performance, and scalable Internet architecture. 
Oracle’s e-commerce products are all written using the J2EE framework and are 
developed on for a multitiered Internet computing architecture. 

Oracle’s e-commerce offering uses the Apache-based Oracle HTTP Server 
(component of Oracle 9iAS) that can reliably serve requests to thousands of users 
in a secure, scalable, and predictable manner. To address the performance and 
scalability of Web sites, Oracle’s e-commerce solution leverages the Oracle9iAS 
Web Cache. It caches both static and dynamically generated Web content, making it 
very suitable for improving the performance of the JSP-based e-commerce 
products. 

CONCLUSION 
With today’s uncertain security risks, organizations are focused on improving 
security/safety procedures, lowering costs, strengthening access points, enhancing 
threat detection through efficient and targeted processes, and where possible, 
decreasing manpower costs. BRAVO provides the following key benefits: 

• Increased visitor satisfaction and intelligence gathering through self service 
capabilities 

• Reduced security costs through standardized processes and improved 
issue-resolution process in the field 
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• Closed-loop support across multiple channels 

Oracle’s Internet-enabled E-Business Suite transforms the way business is 
conducted.  Customer management, supply chain, and internal operations can go 
online with Oracle’s comprehensive and fully integrated solution.  The wide reach 
of the Internet combined with Oracle’s fully globalized product can run any 
business consistently and accurately worldwide.  Costs and complexity can be 
reduced by running on corporate Internets or the World Wide Web.  
 

FOR MORE INFORMATION 
Contact your Oracle Government representative at 1.800.633.0584 

Visit the Oracle Web site at http://www.oracle.com/industries/government
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