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Leveraging Information Technology  
to Secure America  

Oracle Homeland Security Solutions 

One ought never to turn one's back on a threatened danger and try to run away from it. If you do 
that, you will double the danger. But if you meet it promptly and without flinching, you will reduce 
the danger by half.  

- Sir Winston Churchill 

UNDERSTANDING THE CHALLENGE – ANSWERING THE CALL 
Beneath the yellow, orange, and red security alert levels that make headlines, 
Homeland Security poses massive and complex management and collaboration 
challenges: 

� How do we collect, integrate, analyze, and share sensitive information 
across public- and private-sector organizations?  

� How do we coordinate the numerous detection, prevention, preparation, 
response, and recovery activities designed to shield Americans from future 
threats?  

� How do we ensure the integrity of information and at the same time 
balance public interest relative to individual rights to privacy?  

� How do we construct our Homeland Security processes and management 
infrastructure to address today’s realities, while ensuring flexibility to move 
rapidly to address future requirements? 

Oracle has more than 25 years’ experience supporting Federal defense and civilian 
agencies as well as state, local, and municipal governments. Oracle’s installed 
solutions form the foundation of America’s critical information infrastructure 
today. Our database, architecture, and application offerings power government 
agencies, Wall Street, utilities, hospitals, and educational institutions. We 
understand the scope and depth of the Homeland Security challenge: there is no 
quick-fix solution. Oracle is committed to bringing together our leading technology 
infrastructure, applications, and domain expertise to deliver secure, cohesive, 
relevant, and flexible solutions. We work with our broad partner network to 
provide a diverse and inclusive portfolio of end-to-end and point capabilities.  
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ARCHITECTURE: A SOLID FOUNDATION FOR SUCCESS 
Building a robust, cohesive national infrastructure that will connect diverse public- 
and private-sector organizations must start with a common foundation. 
Government agencies must embrace a common approach to architecture across 
business, data, technology, and application levels to successfully integrate deployed 
legacy systems and add new functionality to address emerging threats. Oracle 
asserts that any viable Homeland Security information infrastructure must follow 
the Federal Enterprise Architecture (FEA) framework and observe the principles 
defined by the Office of Management and Budget E-Government Task Force. 
FEA maps requirements for technology architectures, models, and standards. This 
approach enables agencies to make the right decisions at the big-picture level – 
avoiding duplicate development as well as expensive dead-end paths and inflexible 
technologies. The E-Government Task Force outlines best practices for cross-
agency data sharing and provisioning better quality service to constituents. 
Consistent with FEA and E-Gov principles, Oracle underscores that Homeland 
Security architects must factor access and availability, scalability, manageability, 
interoperability, and security requirements in their infrastructure blueprints.  

As we appreciate the requirement for integrated, cohesive architecture, Oracle 
offers a unique set of baseline technologies and solutions that map directly to FEA 
and E-Gov requirements. 

 

 

 

 

 

 

 

 

 

 

Oracle delivers a range of efficient, consistent, secure, and reliable intra- and inter-
agency functional and collaborative capabilities: 

� Information Assurance – The Oracle brand is built on the quality and 
dependability of our security. We design all offerings with built-in, 
inherent security.  While other venders make claims on security, only 
Oracle has been truly validated by 15 independent security evaluations 
(all other venders combined have 1) as being secure, including: 
International Common Criteria (ISO-15408) and U.S. Federal 

 
Federal Enterprise Architecture and Model 

Mapped to Oracle Solution Suites 
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Information Processing Standard (FIPS) 140.   Moreover, only Oracle’s 
industry leading database is NSTISSP #11 compliant.  

Key Oracle security features include securing data transmitted over the 
Internet, encrypting sensitive data within the database, restricting user 
access at the row-level, centralizing user authentication and 
authorization, providing a single point of entry to all authorized 
applications and detecting data misuse. "Who has access to what" is an 
ongoing concern to all organizations affected by data privacy mandates. 
Built upon stringent government requirements for controlled data 
access at the row-level, Oracle9i Label Security allows multiple 
communities of users with varying access privileges to share data within 
the same database. Oracle9i Application Server's Single Sign-on and the 
Oracle Internet Directory centralize the administration of user 
identities and access rights. Oracle provides the security to support 
intra-organizational Homeland Security collaboration requirements by 
enabling secure information sharing while safeguarding the integrity of 
each organization's data. 

� Business Continuity – Interruptions in any component of the nation’s 
critical infrastructure are devastating. Oracle builds every solution to 
deliver business-critical availability and superior performance. Widely 
deployed in the financial services market and throughout the 
Department of Defense, our offerings automatically detect, prevent, 
and respond to unforeseen disruptions. Customers that require 
advanced survivability can select from a series of advanced business 
continuity product and service offerings. Data Guard, Oracle’s standby 
database, protects data from all forms of unplanned failure and reduces 
planned downtime. Additionally, Oracle 9i Real Application Clusters 
(9iRAC) consolidate systems and increase reliability, offering advanced 
scalability and availability through a single, easy-to-manage database 
solution. 

� Communication and Collaboration – The ability to share information assets 
is integral to Homeland Security coordination and as first response to 
immediate threats to critical infrastructure, as well as communication 
with constituents and emergency responders. The Oracle Collaboration 
Suite provides data integrity, performance, and reliability. We offer 
compelling value by maximizing existing infrastructure and delivering 
the industry’s lowest total cost of ownership. Oracle offers a broad 
range of value-add collaboration solutions, including: connected and 
disconnected wireless access, data warehousing and decision support, 
online information exchanges, as well as complete integration of email, 
voicemail, calendar and files. Further, Oracle supports work flow 
integration with our Process Connect capabilities. Process Connect enables 
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the creation of automated business flows with user authentication as 
required at each step of the process. 

 

SUPPORTING KEY HOMELAND SECURITY DISCIPLINES 
While America is focused on building a cohesive plan, Homeland Security is not a 
monolithic undertaking. A common architecture enables our nation to gain 
maximum use of existing IT resources, while retaining flexibility. A common 
architecture also enables public- and private-sector organizations to collaborate in 
rapid deployment of new applications to support critical homeland security needs. 
Priority Homeland Security disciplines include: 

� Critical Infrastructure Protection 

� Public Health Preparedness 

� Border and Transportation Security 

� Integrated Criminal Justice 

� First Responder/Command & Control 

Critical Infrastructure Protection 
The nation’s critical infrastructure is the essential network that supports the 
American way of life. It is a complex web of law enforcement, electricity, 
emergency response, financial, oil, telecommunications, transportation, and water 
services. All points in the network are obvious targets for terrorism. The fact that 
these services are owned and operated by many different public- and private-sector 
organizations drives a requirement for communication and collaboration in 
detection, prevention, preparation, response, and recovery planning. The scale of 
the task is complicated by the requirement to manage both virtual and physical 
assets whose data is expressed in multiple formats and resides in disparate 
locations. 

Oracle recognizes that securing critical infrastructure is a massive and complex 
challenge. Oracle Threat Manager (OTM) is a critical infrastructure protection 
application. It is an interactive Web-based, planning, decision support, and 
collaboration application that supports identifying and assessing threats, analyzing 
vulnerabilities of assets (specifically infrastructure), and planning vulnerability 
reduction and evaluating threat reaction capabilities. 

Oracle Threat Manager provides a framework and process for threat management for 
assets/infrastructure (including identification, qualification review, approval, 
collaboration, & disposition). OTM provides processes and mechanisms for 
managing and inventorying threats against assets and supports analysis of 
vulnerabilities associated with the assets. One of the primary functions is to support 
the development and execution of plans to reduce vulnerabilities and plans to react 
to actual threats. OTM is highly useful as a tool to support prioritizing asset and 

In the mid-1990s, New York City 
began using Oracle’s Spatial 

Database to map the physical 
assets that constitute its critical 

infrastructure – including 
underground piping, water, and 
sewer systems.  On September 

11, and the months that followed, 
the spatial data proved an 

irreplaceable asset. The Oracle 
Database provided emergency 

crews, firefighters, first 
responders removing debris, and 
city officials with pictures, maps, 
and asset tracking capabilities to 

accelerate rescue and 
reconstruction decisions. 

 
 "Using GIS [Geographic 

Information Systems] in an 
emergency demonstrated that we 

could bring all kinds of things 
together in ways no one had 

imagined” 
 

- Alan Leidner 
NYC Department of Information 

Technology & Telecommunications 
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threat criticality, determining courses of action, allocating budgets, program/project 
planning, and mitigating threat exposure.  OTM allows organizations to collect, 
store, and manage all types of asset-supporting information – including 
unstructured text, audio, video, and spatial data – in a centralized data repository. 

Public Health Preparedness 
Homeland Security requirements, as well as Health Insurance Portability and 
Accountability Act of 1996 (HIPAA) and National Electronic Disease Surveillance Systems 
(NEDSS) guidelines, are placing significant additional strain on America’s 
healthcare systems. Under-funded public health IT systems are in serious need of 
major upgrades. The healthcare infrastructure is inadequately prepared to handle 
large-scale terrorist attacks. Significant pressing vulnerabilities include: 

� Insufficient communications environments lead to difficulties to 
understand, adapt, and respond to the scale and nature of emergencies in a 
effective and timely manner. 

� Outdated data processing capabilities that fail to support on-demand 
retrieval of patient records, epidemiological information, and immunization 
information 

� Absence of comprehensive threat tracking infrastructure to rapidly identify 
and mitigate bio-terrorism and chemical attacks  

Oracle offers a comprehensive suite of healthcare application solutions that directly 
support public health collaboration and infrastructure requirements. The Oracle 
9iAS Integration Hub (iHUB) provides the healthcare community support for 
HIPAA and NEDSS compliance. iHUB enables organizations with unparalleled 
performance in integration and advanced communication capabilities to connect 
disparate internal systems and external business partners. 

In addition, the Oracle Healthcare Transaction Base (HTB) provides a standards-based 
information model, data repository, and business process functionality to help 
streamline the development, integration, and operation of healthcare applications. 
Patients and providers benefit from improved information quality, collaborative 
decision-making capabilities, and more efficient business operations. Specific 
benefits of the Oracle HTB include: 

� Enables healthcare providers to access patient information across 
organizational boundaries, thereby reducing medical errors 

� Facilitates surveillance and timely relay of critical epidemiological 
information to public health officials 

� Enables the Centers for Disease Control (CDC) to accelerate 
implementation of the Public Health Information Network 

� Supports HIPAA and NEDSS compliance for the security of electronic 
health information 
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� Protects installed investments by leveraging legacy systems  

Border and Transportation Security 
In a nation as vast and commercially active as the United States, monitoring 
personnel and transportation entry and exit is a daunting task. Authorities must 
juggle huge data collection, tracking, integration, and system security requirements 
to control who and what resources are passing through our borders. At the same 
time, agencies require strong systems reliability, availability, interoperability, and 
scalability to ensure traffic processing and management does not compromise civil 
liberties and trade. Key challenges include: 

� Protecting movement of international trade across US borders, while 
identifying and eliminating security threats as they arrive at US ports and 
borders crossings 

� Preventing the passage of individuals or goods from unlawfully entering the 
United States 

� Taking logical, daily steps to guard against compromise without crippling 
international trade and travel 

Oracle's strong identity authentication features combined with partner applications 
support the protection of America's borders, waterways and ports.   In addition to 
the traditional password and PIN, the Oracle platform supports partner developed 
document authentication and biometric verification to prove "you are who you say 
you are."  This information can be stored on a smart card or token for improved 
security at border entry/exit, thus facilitating visa applications, import/export trade 
and both business and personal travel.  When stored directly in Oracle, biometrics 
such as fingerprints, facial images, and iris scans can be searched quickly and 
accurately for a comparison against known watch list subjects.  A timely 
identification of potential suspects adds a significant increase to the security and 
protection to our borders. 

Integrated Criminal Justice 
Homeland security necessitates information sharing in support of cross-
jurisdictional investigations – spanning Federal, state, local, and international law 
enforcement. Under this collaborative law enforcement model, data is often owned 
and managed by autonomous parties. Individual entities, however, must protect 
their respective sources, methods, and data integrity. While law enforcement 
agencies frequently own the technical systems to support information sharing, they 
are challenged to navigate the associated procedures, politics, and policies.   

Oracle E-Business Suite offers advanced integrated criminal justice functionality to 
support collaborative law enforcement requirements. A pre-built, case-centric, web-
based tool, Oracle Case Management collects and manages case, inquiry, event, and 
investigation data. This integrated, secure, and comprehensive solution reduces 
processing time, improves quality of service, centralizes data collection, as well as 

"Unisys selected Oracle after an 
extensive review of multiple 

vendors to support TSA’s 
mission of protecting the 

nation's transportation systems. 
Oracle CRM, combined with 

Oracle9i Database and Oracle9i 
Application Server software, will 
provide a single system, capable 

of handling multiple business 
workflows to address the 

different needs of each 
constituent group." 

 
 - Greg Baroni 

President, Unisys 
Global Public Sector 
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increases speed of case resolution and inquiry response. Oracle further supports 
collaboration requirements with our Process Connect capability – enabling integration 
at the process level with built-in authentication mechanisms and real-time flow 
update capabilities. 

First Responders 
If threat prevention fails, we as a nation must respond quickly to mitigate and 
recover from attacks. First responders may include city, county, state and federal 
personnel, all of whom need to effectively and efficiently manage critical response 
and recovery efforts. 

Oracle offers a series of training solutions that enable organizations to ready, 
prepare, and educate first responders to effectively identify threats and manage 
emergency situations. Oracle iLearning is a flexible, on-demand education tool. This 
platform allows organizations to offer distance learning on how to handle critical 
situations such as bio-terrorism and chemical attacks. It reduces travel cost and 
increases classroom reach and attendance.  

ORACLE PARTNER NETWORK 
Oracle is committed to ensuring that we deliver true Homeland Security solutions, 
not just technologies. In addition to our infrastructure, application solutions, and 
internal expert resources, organizations can also take advantage of Oracle’s vast 
network of partners for more complete, tailored and effective Homeland Security 
solutions.  Our partner solutions encompass a broad spectrum of categories 
including:   

� Alerting, notification, and communications solutions 

� Asset management 

� Biometrics 

� Bio-surveillance 

� Cargo security 

� Command and control 

� Document authentication 

� Emergency response and incident management 

� Geographic information systems 

� Network security 

� Simulation/modeling 
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CONCLUSION 
There is no task more complex, dynamic, or critical than Homeland Security. 
Success requires a coordinated response across all public- and private-sector 
segments of the United States. Oracle understands the challenges. We offer 
structured, innovative solution sets that work together to enable America to answer 
the call. Oracle is proud of our public-sector heritage and will continue to answer 
the call in securing America and everything it represents.  

For more information, contact your Oracle Government representative at 
1.800.633.0584, or visit: www.oracle.com/industries/government. 
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