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Disclaimer

The following is intended to outline our general product direction. It is intended for information purposes
only, and may not be incorporated into anyract It is not a commitment to deliver any material, code, or
functionality, and should not be relied upon in making purchasing decisions. The development, release, and

timing of any features or funct i esdeldisctejonaescri be
Oracle.



Oracle White Paperd Bridging the Divide between SaaS and Enterprise Datacenters

EXECULIVE OVEIVIEW ...ttt sanesnnene 2
INEFOAUCTION ... 2
Loading Data in Bulk using E-LT .........ccoiiiiiiiiieeiieiiee e, 4
Synchronizing Data in Real-Time ..o 5
Assimilating SaaS Applications into Existing Business Processes..... 6
Pervasive CONNECLIVILY .........coeiiieeiiiiiiiiiie e 7
Secure and Reliable CommuniCatioN..............uuvvveeeeeviiiiiiieiieeennnnnns 7
Comprehensive Business Process Platform............cccccceeeiieeniinn, 9
Administering Identities and Ensuring Compliance ................cccuue.. 10
Identity ADMINIStration ...........coooeveiiieiee e 11
Unifying Information Security and Access Control ...............cccvveeen. 12
Federated Single SigN-ON ..o, 13

CONCIUSION <. e 14



Oracle White Paperd Bridging the Divide between SaaS and Enterprise Datacenters

Executive Overview

Increasingly, companies are considering public cloud computing, including Software-as-a-
Service (SaaS) solutions. As a result, SaaS solutions will increasingly become the newly
alrved 6neighborso6 of the I T data centers enterprises
the last few decades. However, this is not a tightly-knit neighborhood, as a vast technological
divide separates the privately-owned data centers from the third-party public clouds. This
divide presents organizations wishing to adopt public cloud solutions an array of new
challenges to overcome and a new level of management complexity to control. Read this
white paper to learn how customers can leverage Oracle Fusion Middleware to seamlessly
bridge this divide by overcoming the five challenges of bulk data loads, real-time
synchronization, process integration, identity administration and compliance, and security
access and management, and continue on their path of business agility and transformation
even in the most hybrid of environments.

Introduction

In the last few years, the IT industry has seen an increase in adoption of public cloud
computing and SaaS applications. While businesses are making new economic investments
in these emerging business models, they continue to rely heavily on their existing on-premise
IT investments. This strategy of straddling between the two infrastructure types poses its own
set of challenges. While thousands of customers have chosen Oracle Fusion Middleware as
the primary platform for addressing their on-premise middleware needs, its comprehensive
feature set, openness from commitment to industry standards, and integrated capabilities
makes it a natural choice for extending private or on-premise infrastructure capabilities into the
cloud.

To integrate public cloud and private data center solutions, organizations face five major
challenges. First, they must be able to rapidly load data to get cloud applications up and
running in a timely fashion. Second, that data must be kept synchronized i often in real-time,
or near real-time. Third, where business processes encompass applications on both sides of
the public/private divide, those processes must be fully integrated. Fourth, user accounts and
access privileges to public Clouds must be managed as employees join and leave the
company, while at the same time also ensuring the ability to produce compliance reports on
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who has access to which sensitive systems. Fifth, sensitive information must remain secure
while spanning both IT data centers and public Clouds, requiring organizations to extend
enforcement of their authentication and authorization policies to cloud applications.

In this paper we discuss how Oracle Fusion Middleware offers the most comprehensive
technologies to meet each of these challenges and seamlessly bridge this hybrid environment.
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Loading Data in Bulk using E-LT

One of the first challenges that many organizations face when implementbasekbahitectures

is being able to load terabytes of data from their private network into a public cloud application. This
requires accessing information from heterogeneous sources and then bulk loading this data consistently
across the firewall to a publicutlo To deliver data between firewalls, the bulk load solution needs to
support modern wegervices style integrations which can be delivered via HTTP, also known as data
access services. For example, an organization that is moving its CustomeiigRiglatiagement

(CRM) functionality in to a SaaS CRM application would need to do an upfront bulk upload of all the
customer dateurrentlyresiding in various applicatid@isoth packaged and custom applications

into the SaaS CRM application. In additidhe ability of moving data, in bulk,extreme

performance, the underlying data integration platform also needs comprehensive connectivity to
interact with the existing-pmemise business applications.
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Oracle Data Integrator Enterprise Editionisa unique solution because it includes a powerful,

natve ELT approach T sOtactcliedsdBesndt require separat e
These ETL engines can be deployed directly on the datab@smékiif) it 10x faster than

traditioral ETL tools for extracting and transforming dethile these improvements help access data

efficiently on the private Idatacentetthe data still needs to be delivered to the public cyadle

Data Integrator Enterprise Edition also supports celmepisive and standaldsed data access

services which can be leveraged across networks to facilitate the delivery of data across firewalls.

These are critical for delivering large amounts of data-tmatcimito successfully load public cloud

applicatins.
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Synchronizing Data in Real-Time

Loading bulk data across the public cloud and the entdgbaisentesolves only one part of the
integration problemin many cases, the application data in the cloud needs to be synchronized with
the data in thprivate ITdatacenteto enable continuous data access for related business operations.
Continuing withthe previous exampléhe customer order information that lives in a SaaS CRM
system shouldow be accessible to order fulfilment systems and custelpdesk so that the order

can be processed immediately and representatives can support customers with an integrated view of
the customerThe need for integration between public cloud and piisaieenteris not necessarily
unidirectional.The datdhat lives in the enterpridatacentemay need to be shared with the public
cloud as well to enable accurate procesRigSaaS CRM application may need to be synchronized
with the order fulfillment system to have the order status informatioigate for CRM application

end users.

Keeping public cloud data in sync with the systems in the gabeatentein an efficient and nen

intrusive way can seem a daunting task. In addition, companies need to use solutions that conform to
open standards web services or JMS to be able to move data through firewalls and support bi
directional replication between public cloud and private data sBurakys the replication solution

needs to maintain transaction integrity to ensure access to relialile detarate business context,

and provide guaranteed data delivery to support busitieaksystems.

Oracle GoldenGateprovides redime, logbased change data capture, routing and delivery between
heterogeneous systems, synchronizing data adlisslpuds and privadatacentarefficiently with

the highest performance and reliability. With Hsdeed capture, it provides a-loyact, non
intrusive way to access data in the privadatlcentegnvironment and deliver it to the publandi
applicationsIn addition, Oracle GoldenGate moves only committed transactions and maintains
transaction integrityith its checkpointing system and persisted files that store changed data, it
minimizes risk of data loss during replication betwtenprsedatacenterand public cloud
environments. The architecture also supports different data replication topologies stach as one
many, manyo-many, cascading and bidirectional, which can provide flexibility needed when
supporting multiple cloud wronments. Finally, it works together with Oracle Data Integrator to
transform data usinglET in the privatelatacentedatabases before delivering it across to the public
cloud.

The synchronization can be implemented in different models:

1) Capturing charged data from privatedatacentes and delivering to public cloud:
Oracle GoldenGate can capture changed data from source OLTP systems in the private
datacenteaind publish it to a JMS topic that the SaaS application subscribes to.

a) For cases where paldioud needs to initiate the data load and capture of changes as a web
service, Oracle Data Integrator exposes a web service for capturing change data via Oracle
GoldenGate.This web service can be invoked by the public cloud application and allows for
the public cloud to control the loading from the pridatacentesis a minbatch or in near

realtime.
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b) Forcases where the privdsgacentemeeds to initiate the data load or capture, Oracle
GoldenGate captures the data-imdgrusively; Oracle Dabategrator would proactively push

the data, as a web service, on behalf of Oracle Goldemiatallows for thprivate

datacenteto drive the loading of data into the public cloud as well as capturing the changes
from the public cloud.

2) Capturing changed data from public cloudOracle GoldenGate provides-logsed, non
invasive capture of changed data and publishes to a JMS topic in the messaging system to
which Oracle Data Integrator would subscribe to and deliver the data to the target databases
in the private enterprisiatacenterOracle Data Integratean expose a web service to allow
the privatelatacenteto control the data capture or (loading of the public cloud) in mini
batch format.

These two processes can run concurrently to suppoettiastial replication between public
cloud application and the privdtdacenter

Oracle GoldenGate and Oracle Data Integrator provide a unique approach for synchronizing data
between private enterpriggacentarand public clouds, one that suppoftexible and standards

based approach for ensuring that data is accessible, timely, and consistent between diverse IT
environments.

Assimilating SaaS Applications into Existing Business Processes

Business process automasipanning heterogeneous paakagplicationasing middleware

technologies such as SOA and BPM has gained significant adoption over the pdstittdabels.
releaseQracle ServiceOriented Architecture Suite (SOA Suite)a business procestegration

product of the Oracle Fosi Middlewarehas delivered the next generation business application
platform to enterprise IT. Oracle has demonstrated continued market leadership by addressing the
critical pain points faced by organizations implementing-seisited architecturdhis new

platform helps organizations lower costs, increase efficiency, and improveviggbdapitalizing

on the followingcore competencies:

o Simplified and Productive Development

e Extreme Performance and Scalability

e Unified Management and Monikayi

e Multi-dimensional Business Process Platform

However, in context of business proeessmatiorbetween privatgatacentarand public cloud
infrastructureother considerations start gaining special significance. This shift of focus on
requirements & reflection of the change in scope of the business process that now spans across these
two or moreinfrastructures that reside inglugir respectivérewalls. The considerations mainly
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revolve arountheconnectivity options available, informati@usty and reliability of the

interactions, ancbmpleteness of tipeocesplatform Letds | ook at these consi
understand and appreciate the underlying complexities, and review product capabilitieslthat best

the IT organizatiodleviate them.

Pervasive Connectivity

On the public cloud infrastructure side, as more and more SaaS vendors offer software applications as
services, there will be an explosion of the flavors of connectivity #wteapsise will have to

negotiate in aer to bring these to the applications into the business process fold. Given that the
interaction between the SOA platform andabieud applicatiais being conducteover the

internet, HTTP protocol, the backbone of all internet communigatiimore likely than not be the

protocol of choice. However, sophisticated flavors and enhancements of this protocol such as the web
services standards (W3 ave evolved into industry standards to adsbiess of the enterprise

needs.For example, an IT ganization that currently uses the Web Service protocol, SOAP over

HTTPS protocol, to connect to a SaaS CRM application may need its business process to extend itself
and connect with a newly purchased SaaS Human Capital Management (HCM) moduikabibat is ava
over a RESTul interface.

On theprivatedatacenteside, there are fewer limitations as the interaction rareljoneeds the
networkfirewall systemd-doweverpervasiveonnectivity with consistent and dasyse user
interface greatly splifies development and execution of business processes and integrations.

Oracle ServiceOriented Architecture Suite (SOA Suite)provides the most complete platform in

terms of commitment to industry standards in general, and connectivity standanifis.i®@sgcle

Service Bus (OSB)the enterprise service bus component of thesupiggrts all the basic HTTP/S
protocols and sophisticated Web Services standarsf@M&nnectivity with public cloud

infrastructure. It also provides comprehermsinaectivity to 300+ packaged applications out of the

box, while leveraging an extensible framework that is based on the Java Enterprise Edition Connector
ArchitecturgJ2CA)standard.

With Oracle SOA Suitthe IT organization can seamlessly extersduthe principles efimplified
connectivitythat it leverages with the-premise applications onto the SaaS appliafitve Oracle
SOA platform that provides comprehensive connectivitlfoontswill help the organizati@ase
these extensionsto the existing processaadlowernewprocess development and maintenance
costsby streamlining the business prodespite of it spanning acradsybrid infrastructure.

Secure and Reliable Communication

While comprehensive connectivity is importhatability to communicate securely and reliably with
the public cloud infrastructure over the interratsslutelygriticalfor anybusiness

Industry regulations suchtheHealth Insurance Portability and Accountability Act of HABP&A)
privacy andecurity rulesmandate information encryptidm response to the continuing wave of data
heists, several U.S. states have begun to dictate that businesses must protect credit card transaction
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records and other personal data. And it goes withouttbayiagy enterprisgrade business process
spanning a hybrid infrastructure is naturally expected to communicate data and information in a highly
secure and encrypted fashion, especially becacm@tingnicationvith the public infrastructure is

over theinternet. Hence, in hybrid IT environmentshécomes absolutely essentialtliiaSOA

platform used fobusiness process automations and integrations supports the Web Services industry
standards for payload encryption.

However, security alone is ndfisient to conduct business over the internet. There are certain use
cases where definitiveness to the delivery of the information is as critical.amlfaghganization

not being able to answer witrtaintywhethera one million dollar Purchased@érwas delivered
successfullyLack of visibility into thimternals of theublic cloud infrastructure further exacerbates
the problem.

Oracle SOA Suitgprovides comprehensive encryptiodsecurity contextropagation capabilities

that help securetaractions between the privdédacentsrand public cloud infrastructures. While
guaranteeing message deli@ggle SOA Sui@so provides a rich exception handling and retry
framework to facilitate automated retries until the information isedbbuecessfullyt also

provides comprehensive éneend visibility into the business process even when the process spans a
hybrid infrastructure of publitoudsandprivatedatacenter, giving customers the ability to exactly
idertify the stage athich a process is executing at any given moment.

The combination dDracle Complex Event Processing (CEPandOracle Business Activity
Monitoring (BAM) provides redime visibility and KPI/SLA monitoring of tlheisinesprocesses.
With rich BAM dashboaichpabilitieghe IT organizationan proactively monitor and identify
process bottlenecks resulting from an underperforming public cloud infrastructure and hold the
providers accountable.

/ IT Data Center \ .- Enter New
! Order

) COrder Update
Business Apps

1 Date 1 |irventory
T € - ! = 2 =
oy race Y i~ |
Oracle Oracle BPM Suite Oracle SOA Suite - J

Enterprise N

\ & & 4
Order Confirmation

Number & Shipping
info

s & z P p
: . ublic CI
g oo ]
Financials EI}I\J Supplier
A - LA
]
I Order D1 Vo he [
Fayment | :ChECk o V! TR Veness Send Order &
Cleared | Credit 1,1 shipping! | Updata Payment Details
1
L




Oracle White Paperd Bridging the Divide between SaaS and Enterprise Datacenters

Comprehensive Business Process Platform

The last consideratiam regards to business pro@#emations that of the completeness of the
business process platform. The same platform that provides comprehensive connectivity, and secure
and reliable interactions also expected be@ complete enough to handlekdinents of a typical
business process; the platform should support syesteric, humaaentric, and documeaoéntric
interactions seamlessly across public apdithéedatacentesr For examples, the same customer on
boarding process spanning th&SSaRM and epremise AccouaReceivable module that was
earlier straigithrough, may now mandate managerial approvatbmranding customers with below
par credit ratingResponding tchis change in business policy and introduction of hintegacion

into the business process can prove codthe td organizationonlyif the underlyingrocess

platform is not flexibland agilenough to accommodate multiple business pruettssisand

changes tthe business rules that drive the decisiomgaki

Oracle SOA Suitegprovidesacomprehensivieusiness process platform that unifies the three process
elements into a single infrastructure. In this unified infrastructure, the same business process platform
can handle systerantric, documertentricand humaitentricorchestratiomequirements

seamlesslyOracle BPEL Process Managerthe orchestration engine of shite, provides

i n d wobstscald@ble and reliable process platform that is based on the leading indust@ standard
theBusiness Press Execution Language (BPEL)is unification greatly simplifies the design and
development, and governance of the business processes. Customers reap significant performance
benefitand lower total cost of ownershipm this unification as well.
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Administering Identities and Ensuring Compliance

A significant problem for enterprises considering the adoption of public cloud SaaS apptleations

issue of compliance or régjory considerations in the clodlhenever an organizatiortsaurces

sensitive business information to a cloud service provider, it runs the risk of access control

complexities and data privacy violations. A proliferation of security breaches globally in recent times

has compelled governments and industries videltwtake regulatory actda protect the security

and privacy of consumers. Consequently, an enterprise that outsources critical business applications to

a public cloud vendor offering-demand services must enforce relevant compliance mandates with

utmost responsibility to ensure that access to sensitive data is not compromised. The more the

amount of sensitive data that organizations host outside of their own four walls, the more they need to

be able to enforce the types of controls that willenaimpliance with regulatory mandates. It is

i mperative for enterprises embracing twe cloud to
is the whsadr d sandcdhed user all owed to access in a clo
such copliance is cosdffective and sustainable in the long term.

/ IT Data Center

Compliance
Reports

e.g. “Who has Oracle
Access fa What? Identity [ -f -> SaaS CRM Application
Management S
€4 €4 €4

Public Cloud

Comprehensive audit and compliance reporting for SaaS apps with Oracle Identity Manager

With Oracle Identity Manager (OIM), enterprises can meet stringent regulatory requirements by
automatig the management of audit trails for both on premise as well as public cloud SaaS

applications. With OIM, organizations can capture all the necess@anadsiver questions such as

0 Wo has accesswhat,when,how, andvh y ? & Ol Md s duiregontihngyandsawdipityi st i c at
capabilities enable enterprises toeffsttively cope with increasingly stringent regulatory

requirements, such as Sarb&ndey, 21 GramrheachBliley, HIPAA, and HSPD2. In addition,

10
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Oracle Identity Analytics (OIlA) offersa besin-class attestation feature to enable an access
certification process for automated report generation, delivery and notification.

Identity Administration

A significant securighallenge that enterprigggounter with the integration of varioubljz cloud

SaaS applications into their core IT infrastructurepsablem of identity silodNew doud

appicatiors meamewsecurity silos resulting in increased overheadodstgiministrative hassles.

So organizains nee centratied infrasticture to manage user ideritifprmationacross both en

premise and public cloud SaaS applicatioredditional challengethe cloud scenario is related to
theexplosivggrowthin theadoption of web applicatioasd web serviceRegardless of winetr
applicationaredeployed on premise or whether they are offered by SaaS vendors, proliferation in the
usage of applicatiomereases the complexity and administrative overhfeaditating users with the

right entitlements to access varepai@tions. So it ismperativen the cloud context that users be

able to provision their own accounts whenever possible to féelitatd agility.
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Provisioning Users to SaaS applications using Oracle Identity Manager

Oracle Identity and Access Maagement Suitesimplifies the managemenusér identitieand

security in an enterprise infrastructuregpans mixture oprivateand public cloud servicedlith

Oracle Identity Manager (OIM), enterprises can automate all aspects of adminigteriagcess
privileges spanning enterprise resources hotbgsivateand public cloud SaaS applicati@is/

enables organizations to simplify the challenge of identity life cycle management beginning with the
initial onboarding of users tbefinal de-provisioning of their identiti@®m all relevant applications
Additionally, with OIMorganizations can realize a significant amount of cost savings through its
intuitiveself service interfaces for user provisioning and password mana8elisemvice facilities

in OIM reduce administrative overhead, streamline IT agility, and eliminate a significant volume of

11
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helpdesk calls resulting in dramatically reduced operationdhcaddtion, OIM offersmextensive
libraryof preconfiguredonnetors that accelerate the integratio®dfl with mostpopular
commerciahpplications.

De-provisioning Users from SaaS Applications with Oracle Identity Manager

Typically when neamployegcome onboardhey are entered iradHR system. Oracle Idiyt
Manager (OIMgan automatidly detect this additi@md kick off a workflow process for peiening
them with access to the-premise and public cloud SaaS applicdtiepsould need. After
receivinqiecessary approvétsm businestevel approvs, OIM can automatically creatzounts

for this user in all the relevant applicatibhs.interaction between OIM andmremise as well as
public cloud Saa$S applications is facilitated through SPML. Standards compatibility not only ensures
investmenprotection but also rapid integration of commercial applications witlsi@ilslcly, when
an employee is terminat@M can quickly revoke accémsthe usefrom allon-premise and public
cloud SaaS applicatiamscet has knowledge of everythingtiser has access to. Additionally, as
userghange roles thegn beautomatically derovisioned from systems they no longer need, and
added to new ones relevant to their new role.

Unifying Information Security and Access Control

According to a recentrseyconductedy IDC, nearly 7% of IT professionals mentioned that

security is the most critical barriethimadopton of cloud computing within theterprise. The rising
incidence of sophisticated security attacks on busamssskagarious clad service providers and

the resulting security and privacy concerns are compelling organizations to mitigate the risk of such
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