
Quantum Secure’s Physical-Identity Management System for Oracle Identity Manager

the power to converge

Quantum Secure’s Physical Security Policy Platform, SAFE 

Provides Full Physical Access Identity Lifecycle Management 

For Oracle Identity Manager

Quantum Secure’s SAFE Physical – Identity Management 

System (SAFE P-IDMSTM) is a market leading solution for 

Physical Identity & Access Management to synchronize 

cardholders across diverse and non-interoperable physical 

access control systems (PACS), biometric, RFID and smart  card 

enabled systems. SAFE P-IDMS is a standards based, 

centralized, scalable and robust application providing enterprise 

and government customers with role-based physical access 

management including automated card provisioning & de-

provisioning, access privilege administration, synchronization 

with LDAP directory and HR systems, and PKI certificate 

management.

SAFE platform includes physical security industry’s first rules 

based policy management engine that allows security managers 

to deploy globally proven best practices for identity and event 

management across heterogeneous PACS and devices. 

Oracle Identity Management (OIM) Platform integrated with 

SAFE P-IDMS provides complete end-to-end Identity & 

Access Management across diverse PACS infrastructure from 

a centralized environment. Identities created and managed 

within HR, ERP and IT systems can now be seamlessly & 

automatically administered within disjointed PACS infrastructure

ensuring compliance with various regulations and enhancing 

security. The combined solution ensures full Identity lifecycle 

management in both, IT and Physical Security, domains.
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Benefits of Converged (Physical & Logical) Identity Lifecycle Management:

Seamless End-to-End Identity Management. 

Upon creation/deletion of user record in OIM, concurrently provision/de-provision user information and their  

physical access privileges into multi-vendor PACS worldwide 

Automatically update User information in PACS and enable OIM User Reconciliation 

Role-based Physical Access Control 

Assign physical access privileges based on OIM User attributes such as role, department, location etc. 

End-to-End Regulatory Compliance 

Enable segregation of duties and change management across PACS as per OIM workflow and policies 

Generate real-time global and consolidated reports from all PACS 

Self-service & Delegated Administration

Enable Physical & IT resource access request and approval process based on OIM workflow

The integrated approach will enable companies to manage, audit 

and correlate facility badge-in/badge-out with login/logout to IT 

applications/Network. Organizations can automate employee / 

contractor / vendor’s physical access to corporate resources 

(building, data centers, labs, etc) based on their business roles as 

defined in OIM. 

Prior to this integrated approach, Physical Security, HR and/or IT 

administrators had to manually manage personnel information and 

access privileges across silos of disparate multi-vendor, multi-

location PACS. The integrated OIM & SAFE P-IDMS solution 

eliminates this labor-intensive, costly and error prone process. 

The integrated solution includes SAFE OIM Agent developed by 

Quantum Secure as per OIM Resource Adapter Framework 

guidelines. 

SAFE P-IDMS and OIM Combined Solution 
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