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20 Ways to Detect Fraud
http://www.auditnet.org/testing_20_ways.htm

1. Unusual Behavior 
The perpetrator will often display unusual behavior, that when taken as a whole is a strong indicator of fraud. 

The fraudster may not ever take a vacation or call in sick in fear of being caught. He or she may not assign out 
work even when overloaded. Other symptoms may be changes in behavior such as increased drinking, 
smoking, defensiveness, and unusual irritability and suspiciousness.

2. Complaints
Frequently tips or complaints will be received which indicate that a fraudulent action is going on. Complaints 

have been known to be some of the best sources of fraud and should be taken seriously. Although all too 
often, the motives of the complainant may be suspect, the allegations usually have merit that warrant further 
investigation.

3. Stale Items in Reconciliations
In bank reconciliations, deposits or checks not included in the reconciliation could be indicative of theft. Missing 

deposits could mean the perpetrator absconded with the funds; missing checks could indicate one made out to 
a bogus payee.

4. Excessive Voids
Voided sales slips could mean that the sale was rung up, the payment diverted to the use of the perpetrator, and 

the sales slip subsequently voided to cover the theft.

5. Missing Documents
Documents which are unable to be located can be a red flag for fraud. Although it is expected that some 

documents will be misplaced, the auditor should look for explanations as to why the documents are missing, 
and what steps were taken to locate the requested items. All too often, the auditors will select an alternate item 
or allow the auditee to select an alternate without determining whether or not a problem exists.

6. Excessive Credit Memos
Similar to excessive voids, this technique can be used to cover the theft of cash. A credit memo to a phony 

customer is written out, and the cash is taken to make total cash balance.

http://www.fraudiscovery.com/detect.html
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What is Data Mining?

• Automatically sifts through data to 
find hidden patterns, discover new insights, 
and make predictions

• Data Mining can provide valuable results:
• Predict customer behavior (Classification)

• Predict or estimate a value (Regression)

• Segment a population (Clustering)

• Identify factors more associated with a business 
problem (Attribute Importance)

• Find profiles of targeted people or items (Decision Trees)

• Determine important relationships and ―market baskets‖ 
within the population (Associations)

• Find fraudulent or ―rare events‖ (Anomaly Detection)
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Data Mining Provides
Better Information, Valuable Insights and Predictions

Customer Months

Cell Phone Churners         vs. Loyal Customers

Insight & 
Prediction

Segment #1:  

IF CUST_MO > 14 AND 
INCOME < $90K, THEN 
Prediction = Cell Phone 
Churner, Confidence = 
100%, Support = 8/39

Segment #3:  

IF CUST_MO > 7 AND 
INCOME < $175K, THEN 
Prediction = Cell Phone 
Churner, Confidence = 
83%, Support = 6/39

Source:  Inspired from Data Mining Techniques: For Marketing, Sales, and Customer Relationship Management by Michael J. A. Berry, Gordon S. Linoff 
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Oracle Data Mining Algorithms

Classification

Association 

Rules

Clustering

Attribute 

Importance

Problem Algorithm Applicability
Classical statistical technique

Popular / Rules / transparency

Embedded app

Wide / narrow data / text

Minimum Description 

Length (MDL)

Attribute reduction

Identify useful data

Reduce data noise

Hierarchical K-Means

Hierarchical O-Cluster

Product grouping

Text mining

Gene and protein analysis

Apriori
Market basket analysis

Link analysis

Multiple Regression (GLM)

Support Vector Machine
Classical statistical technique

Wide / narrow data / text

Regression

Feature 

Extraction

NMF
Text analysis

Feature reduction

Logistic Regression (GLM)

Decision Trees

Naïve Bayes

Support Vector Machine

One Class SVM Lack examplesAnomaly 

Detection

A1 A2 A3 A4 A5 A6 A7

F1 F2 F3 F4
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You Can Think of It Like This…

Traditional SQL
• ―Human-driven‖ queries

• Domain expertise

• Any ―rules‖ must be 

defined and managed

• SQL Queries
• SELECT

• DISTINCT

• AGGREGATE

• WHERE

• AND OR

• GROUP BY

• ORDER BY

• RANK

Oracle Data Mining
• Automated knowledge 

discovery, model building and 

deployment

• Domain expertise to assemble 

the ―right‖ data to mine

• ODM ―Verbs‖
• PREDICT

• DETECT

• CLUSTER

• CLASSIFY

• REGRESS

• PROFILE

• IDENTIFY FACTORS

• ASSOCIATE

+
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Fraud Prediction
drop table CLAIMS_SET;

exec dbms_data_mining.drop_model('CLAIMSMODEL');

create table CLAIMS_SET (setting_name varchar2(30), setting_value varchar2(4000));

insert into CLAIMS_SET values 

('ALGO_NAME','ALGO_SUPPORT_VECTOR_MACHINES');

insert into CLAIMS_SET values ('PREP_AUTO','ON');

commit;

begin

dbms_data_mining.create_model('CLAIMSMODEL', 'CLASSIFICATION',

'CLAIMS2', 'POLICYNUMBER', null, 'CLAIMS_SET');

end;

/

-- Top 5 most suspicious fraud policy holder claims

select * from

(select POLICYNUMBER, round(prob_fraud*100,2) percent_fraud,

rank() over (order by prob_fraud desc) rnk from

(select POLICYNUMBER, prediction_probability(CLAIMSMODEL, '0' using *) prob_fraud

from CLAIMS2

where PASTNUMBEROFCLAIMS in ('2 to 4', 'more than 4')))

where rnk <= 5

order by percent_fraud desc;

POLICYNUMBER PERCENT_FRAUD RNK

------------ ------------- ----------

6532         64.78          1

2749         64.17          2

3440         63.22          3

654          63.1          4

12650         62.36          5

http://search.oraclecorp.com/search/search
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Building a Check Fraud Detection System 

Using Oracle 11g and Oracle Data Mining
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• 11 years ―stem celling analytics‖ into Oracle
• Designed advanced analytics into database kernel to leverage relational 

database strengths

• Naïve Bayes and Association Rules—1st algorithms added

• Leverages counting, conditional probabilities, and much more 

• Now, analytical database platform
• 12 cutting edge machine learning algorithms and 50+ statistical functions

• A data mining model is a schema object in the database, built via a PL/SQL API 

and scored via built-in SQL functions.  

• When building models, leverage existing scalable technology 

• (e.g., parallel execution, bitmap indexes, aggregation techniques) and add new core 

database technology (e.g., recursion within the parallel infrastructure, IEEE float, etc.)

• True power of embedding within the database is evident when scoring models 

using built-in SQL functions (incl. Exadata)

select cust_id

from customers

where region = „US‟

and prediction_probability(churnmod, „Y‟ using *) > 0.8;

http://search.oraclecorp.com/search/search


Copyright © 2010  Oracle Corporation

Oracle Data Miner 11g Release 2 GUI
Free product on OTN for Oracle Data Mining Option

• Graphical User 

Interface for data 

analyst

• SQL Developer 

Extension (OTN download)

• Explore data—

discover new insights

• Build and evaluate 

data mining models

• Apply predictive 

models

• Share analytical 

workflows

• Deploy SQL Apply 

code/scripts
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The Forrester Wave™: Predictive Analytics And 

Data Mining Solutions, Q1 2010
Oracle Data Mining Cited as a Leader; 2nd place in Current Offering 

• Ranks 2nd place in 

Current Offering

• ―Oracle focuses on in-

database mining in the 

Oracle Database, on 

integration of Oracle Data 

Mining into the kernel of 

that database, and on 

leveraging that technology 

in Oracle’s branded 

applications.‖

The Forrester Wave is copyrighted by Forrester Research, Inc. Forrester and Forrester Wave are trademarks of Forrester Research, Inc. The Forrester Wave is a 
graphical representation of Forrester's call on a market and is plotted using a detailed spreadsheet with exposed scores, weightings, and comments. Forrester 
does not endorse any vendor, product, or service depicted in the Forrester Wave. Information is based on best available resources. Opinions reflect judgment at 
the time and are subject to change.
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Data Mining Provides
Better Information, Valuable Insights and Predictions

Customer Months

Cell Phone Fraud         vs. Loyal Customers

Source:  Inspired from Data Mining Techniques: For Marketing, Sales, and Customer Relationship Management by Michael J. A. Berry, Gordon S. Linoff 

?
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• Haystacks 

are usually 

BIG

• Needles are 

typically small

and rare

Finding Needles in Haystacks
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Look for What is “Different”
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Challenge:  Finding Anomalous Records

• Considering 

multiple 

attributes, taken 

collectively, 

a record may 

appear 

anomalous

X1

X2

X3

X4

X1

X2

X3

X4
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Traditional Analytics

Hours, Days or Weeks

In-Database Data Mining

Data Extraction

Data  Prep & 
Transformation

Data Mining 
Model Building

Data Mining
Model “Scoring”

Data  Preparation 
and 

Transformation

Data Import

Source 

Data

SAS 

Work 

Area 

SAS 

Process

ing

Process 

Output 

Target 

Results
• Faster time for 

“Data” to “Insights”

• Lower TCO—Eliminates

• Data Movement

• Data Duplication

• Maintains Security

Data remains in the Database

SQL—Most powerful language for data 
preparation and transformation

Embedded data  preparation

Cutting edge machine learning 
algorithms inside the SQL kernel of 
Database

Model ―Scoring‖
Data remains in the Database

Savings

Secs, Mins or Hours

Model “Scoring”

Embedded Data Prep

Data  Preparation

Model Building

Oracle Data Mining

SAS SAS SAS

http://search.oraclecorp.com/search/search
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Oracle Data Mining
Algorithm Summary 11g Release 2

Classification

Association 

Rules

Clustering

Attribute 

Importance

Problem Algorithm Applicability
Classical statistical technique

Popular / Rules / transparency

Embedded app

Wide / narrow data / text

Minimum Description 

Length (MDL)

Attribute reduction

Identify useful data

Reduce data noise

Hierarchical K-Means

Hierarchical O-Cluster

Product grouping

Text mining

Gene and protein analysis

Apriori
Market basket analysis

Link analysis

Multiple Regression (GLM)

Support Vector Machine

Classical statistical technique

Wide / narrow data / text

Regression

Feature 

Extraction

NMF
Text analysis

Feature reduction

Logistic Regression (GLM)

Decision Trees

Naïve Bayes 

Support Vector Machine

One Class SVM Lack examplesAnomaly 

Detection

A1 A2 A3 A4 A5 A6 A7

F1 F2 F3 F4
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Oracle Data Mining 11g Release 2 
Anomaly Detection

• Rare events, true novelty

• Fraud, noncompliance

• Disease outbreaks

• Outlier detection 

• Network intrusion detection 

• Oracle Data Mining

• ―One-Class‖ SVM Models

Problem:  Detect rare cases
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• Oracle Data 
Mining mines 
unstructured i.e. 
―text‖ data

• Include free text 
and comments in 
ODM models

• Cluster and 
Classify 
documents 

• Oracle Text 
used to 
preprocess 
unstructured text

Oracle Data Mining and Unstructured Data
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Predictive Analytics Applications
Powered by Oracle Data Mining (Partial List as of March 2010)

CRM OnDemand—Sales Prospector
Oracle Communications Data Model

Spend Classification

Oracle Open World - Schedule Builder

Oracle Retail Data Model
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Oracle Data Miner 11g 

Release 2 GUI
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Oracle Data Miner GUIs
Free Products on OTN

11g Release 2 and previous 

releases—ODM’r “Classic”

11g Release 2 and future—

ODM’r “New” or just ODM’r



Copyright © 2010  Oracle Corporation



Copyright © 2010  Oracle Corporation



Copyright © 2010  Oracle Corporation



Copyright © 2010  Oracle Corporation



Copyright © 2010  Oracle Corporation



Copyright © 2010  Oracle Corporation



Copyright © 2010  Oracle Corporation



Copyright © 2010  Oracle Corporation



Copyright © 2010  Oracle Corporation



Copyright © 2010  Oracle Corporation



Copyright © 2010  Oracle Corporation



Copyright © 2010  Oracle Corporation



Copyright © 2010  Oracle Corporation



Copyright © 2010  Oracle Corporation

Presentation of Results and 

Integration with Applications
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Oracle Data Mining results 

available to Oracle BI EE 

administrators
Oracle BI EE defines 

results for end user 

presentation

Integration with Oracle BI EE
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Example
Better Information for OBI EE Reports and Dashboards

ODM’s 

Predictions &  

probabilities 

available in 

Database for 

Oracle BI EE 

and other 

reporting tools 

ODM’s 

predictions &  

probabilities 

are available 

in the 

Database for 

reporting 

using Oracle 

BI EE and 

other tools 
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Integration with Oracle BI EE
ODM provides likelihood of 

expense reporting fraud 

….and other important 

questions. 
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Oracle Spend Classification
Classify Spend into Purchasing Categories

• Features

• Hierarchical classification 

and scoring

• Auto Spend Classification 

– Inline and Batch

• Integration to OBIA  Procurement 

& Spend Analytics 7.9.6

• Benefits

• Classifies spend data from various sources into procurement 

category hierarchies 

• Category normalization aids strategic sourcing and contract 

negotiation

• In-line mode integrated with EBS iProcurement
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Additional Information 
• Preview of the new Oracle Data Miner 11g R2 ―work flow‖ New GUI

• Oracle Data Mining 11gR2 presentation at Oracle Open World 2009

• Oracle Data Mining Blog

• Funny YouTube video that features Oracle Data Mining

• Oracle Data Mining on the Amazon Cloud

• Oracle Data Mining 11gR2 data sheet

• Oracle Data Mining 11gR2 white paper

• New TechCast (audio and video recording): ODM overview and several demos

• Fraud and Anomaly Detection using Oracle Data Mining 11g presentation

• Algorithm technical summary with links to Documentation

• Getting Started w/ ODM page w/ instructions to download 

• Oracle Data Miner graphical user interface (GUI), 

• ODM Step-by-Step Tutorial

• Demo datasets

• ODM Discussion Forum on OTN (great for posting questions/answers)

• ODM 11g Sample Code (examples of ODM SQL and Java APIs applied in several use cases;  great for 

developers)

• Oracle’s 50+ SQL based statistical functions (t-test, ANOVA, Pearson’s, etc.)

Oracle Data Mining              

http://blogs.oracle.com/datamining/2010/02/get_ready_for_the_new_oracle_data_miner_11gr2_gui_1.html
http://www.oracle.com/technology/products/bi/odm/pdf/oracle data mining overview and demo cb_11gr2.pdf
http://blogs.oracle.com/datamining/
http://www.youtube.com/watch?v=WgVSu-4Mizs
http://www.oracle.com/wocportal/page/wocprod/ver-DRAFT/ocom/technology/products/bi/odm/odm_on_the_cloud.html
http://www.oracle.com/technology/products/bi/odm/pdf/oracledatamining11gr2datasheet_v4.pdf
http://www.oracle.com/technology/products/bi/odm/pdf/oracledatamining11gr2whitepaper_v4_0.pdf
http://ioug.itconvergence.com/pls/htmldb/DWBISIG.download_my_file?p_file=2409.
http://ioug.itconvergence.com/pls/htmldb/DWBISIG.download_my_file?p_file=2409.
http://ioug.itconvergence.com/pls/htmldb/DWBISIG.download_my_file?p_file=2409.
http://www.oracle.com/technology/products/bi/odm/pdf/anomaly and fraud detection using oracle data mining_11gr2.pdf
http://www.oracle.com/technology/products/bi/odm/odm_techniques_algorithms.html
http://www.oracle.com/pls/db112/portal.portal_db?selected=6&frame=
http://www.oracle.com/technology/products/bi/odm/odm_education.html
http://www.oracle.com/technology/products/bi/odm/odminer.html
http://www.oracle.com/technology/products/bi/odm/odminer.html
http://www.oracle.com/technology/products/bi/odm/odminer.html
http://www.oracle.com/technology/products/bi/odm/odminer.html
http://www.oracle.com/technology/products/bi/odm/odminer.html
http://www.oracle.com/technology/products/bi/odm/odminer.html
http://www.oracle.com/technology/products/bi/odm/odm_education.html
http://forums.oracle.com/forums/forum.jspa?forumID=55
http://www.oracle.com/technology/products/bi/odm/samples/odm11.1_sample_code.zip
http://www.oracle.com/technology/products/bi/stats_fns/index.html
http://search.oraclecorp.com/search/search
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―This presentation is for informational purposes only and may not be incorporated into a contract or agreement.‖


