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INTRODUCTION

In today’ s global Internet economy, nearly continuous 24 x 7 operation has become a basic business necessity, and
even a brief server outage can quickly compound into thousands or millions of dollarsin lost revenue and missed
opportunities. Don’t wait for a downtime disaster—Ilearn how Oracle Fail Safe ensures high availability (through fast
failover) for databases and applications deployed on Windows NT and Windows 2000 clusters. Understand the key
concepts and features behind highly available e-business solutions configured with Oracle Fail Safe. Find out why
armed forces, breweries, call centers, courier and postal services, hotels, energy utilities, financia services, government
agencies, insurance agencies, law enforcement agencies, manufacturing plants, health care providers, retail chains,
telephone services, and warehouses—thousands of customers—all use Oracle Fail Safe today!

BASIC CONCEPTS

The goal in designing a highly available e-business solution isto eliminate as many potential points of failure as
possible within a reasonable cost constraint (typically afunction of the cost of downtime associated with the solution).
One way to gain ameasure of high availability is to use redundant hardware components such as RAID storage and
multiple power supplies, network cards, and CPUs. Two or more such redundant systems can be combined to form a
cluster. A cluster is agroup of independent computing systems (nodes) that operates as asingle virtual system. Clusters
eliminate individual host systems as points of failure.

Microsoft Cluster Server (M SCS--included with Windows NT Enterprise Edition and the Windows 2000 Advanced
Server and Datacenter releases) works with the Windows operating system to configure Windows systems into clusters.
Oracle Fail Safe workswith MSCS to ensure that if afailure occurs on one node of a Windows cluster, then the
workloads running on that node move (fail over) quickly and automatically to a surviving node, usually in seconds.

MSCS provides a basic cluster environment, known as a shared-nothing cluster, in which disks, 1P addresses, and other
cluster resources can be owned and accessed through only one cluster node at atime. When a database or application
fails over from one cluster node to another, ownership of the disks, IP addresses, and other cluster resources associated
with the database or application is quickly and automatically transferred to the new node. Two cluster nodes cannot
write to the same disk at the same time (because all accessis exclusively through the single node that currently owns
the disk), and a given application workload cannot scale across multiple cluster nodes. In the event of anode failure,
the surviving system must be able to handle its own normal workload plus all failed over workloads.

Oracle Fail Safeis optimized for the MSCS environment and includes two main components, a server and a manager.
The server component, Oracle Services for MSCS, works with the MSCS cluster software and a set of resource libraries
to ensure fast automatic failover during both planned and unplanned outages. The management component, Oracle Fail
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Safe Manager, provides an easy-to-use graphical interface that works with the Oracle Fail Safe server software on one
or more clusters to perform configuration, management, verification, and static load balancing. Together, these
components provide arich set of features and integrated troubleshooting tools that enable rapid deployment of highly
available database and e-business solutions on commodity Windows clusters.

Resource

A cluster resourceis any physical or logical entity configured and managed on a cluster node that provides a serviceto
clients. There are standard M SCS resource types (such as | P Address and Physical Disk) aswell as an application
programming interface (API) to create custom resource types (such as Oracle Database). Each resource typeis
associated with aresource Dynamic Link Library (DLL) that MSCS calls to manage the resource. High availability
solutions configured with Oracle Fail Safe typically involve avariety of cluster resources configured to work together.

Time Service Resource and Quorum Resource

Each cluster has atime service resource and a quorum resource. These two resources are critical to the successful
creation and operation of a cluster and deserve special mention.

Therole of thetime serviceisintuitive: it keeps the system time synchronized across the cluster nodes. For Windows
NT, the time serviceis explicitly included as aresource in the MSCS Cluster Group. For Windows 2000, the time
service is subsumed into the cluster software.

Therole of the quorum resource is more complex. The quorum resourceis created at the time the first node of a cluster
is defined and provides a physical storage area used to log changes made to the cluster configuration database.
Currently, it must be located on one of the cluster disks (future M SCS rel eases may support other locations). When a
cluster node comes online, it attempts to gain control of the quorum resource. If the node successfully gains ownership
of the quorum resource, it then creates the cluster. If another node aready owns the quorum resource, then the node
joinsthe already existing cluster. In situations when normal network communication between the cluster nodesis not
possible, the node that owns the quorum resource continues operating while any nodes that cannot communicate with
or gain ownership of the quorum resource immediately shutdown. This avoids potentia “split-brain” situations with
multiple cluster nodes operating in isolation asif each controlled the cluster.

Group

A group isalogical container that holds zero or more cluster resources; it is the minimum unit of failover. At any
given time, agroup and all the resources it contains are owned by and accessed through the same cluster node. Each
cluster resource must be a member of exactly one group.

The relationships among the individual resourcesin agroup are specified as dependencies. Resource dependencies
determine the order in which the cluster software brings the resources online oroffline. Figure 1 illustrates the typical
resource dependencies within a group containing an Oracle database. 1n this case, the database is not brought online
before the IP address and the disks that contain the data, log, and control files are online, and the listener is not brought
online until the network name is online, and so forth. The opposite sequence is followed when bringing the resources
offline.
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Figurel: Resource Dependencies Within a Group Containing a Database

Generally, agroup should only contain resources that are in some way related to each other, such as a database
resource and the related disks, I1P addresses, network names, and other resources required to ensure that the database
functions correctly. Note that a resource can only depend upon resources within the same group—dependencies upon
resources in another group are not permitted because there is no guarantee that both groups will always exist together
on the same node. Whenever possible, resources associated with different independent workloads should be
configured into separate groups to ensure that a given resource failure does not unnecessarily cause aloss of serviceto
unrelated workloads or resources.

Oracle Fail Safe Manager works with the cluster software to automate the creation, configuration, and management of
resources and groups on Windows clusters. Figure 2 shows the Oracle Fail Safe Manager tree view of resources and
groups on atypical cluster, while Figure 3 shows the initia screen of the Add Resource to Group wizard. When a
resource is added to agroup, Oracle Fail Safe performs al steps necessary to configure that resource to run in the
cluster environment. A status report, like the one shown in Figure 4, records each action performed by Oracle Fail Safe
and optionally can be saved to disk for future reference. If a clusterwide operation cannot complete successfully, the
operation is rolled back and any problems encountered during the operation are documented in the status report.
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Figure2: Oracle Fail Safe Manager Tree View of Resources and Groups
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Figure 3: Oracle Fail Safe Manager Add Resource to Group Wizard
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Adding resource “salesdb.us.oracle.com™ to group “5Sales™

Rezources in group "'S ales"

Fezource Mame | Fezource Type | State | Hode |
= |P Addiess 138.1.12.145 IP Address Online FS-161
= Metwork Mame F5-164 Metwaork, Mame Online FS-161
= Digk | Phyzical Dizk Online F5-161
& OracleOracleSiTNS ListenerF slfs-164 Oracle THS Ligtener Online F5-161
&l salesdb.us.oracle.com Oracle Databaze Online FS-161
» W aiting for the operation ta move group Sales to F5-162 to complete ;I

¥ Group Sales successfully moved to F5-162

FS-162 : Configuring wirtual zerver information for rezource salesdb.us. oracle. com

» [aenerating the Oracle Met migration plan for 2alesdb.us aracle.com

» Configuning the Oracle Met listener for zalesdb.ug. aracle.com

»» Oracle Met configuration file updated: D:ADRACLE ANME T ORENADRMIMNALISTEMER . ORA
»» Oracle Met listener Fzlfz-164 created

» Configuning the Oracle Met zervice name far 2alesdb.us. aracle. com

»» Oracle Met configuration file updated: D:AORACLENIRAST WWE TWORKNADRIMNATMSHAME S ORA
»» Oracle Met configuration file updated: D:AORACLE ANME T ORENADMINATHSHAME S ORA
FS-162 : Creating the resource information for rezource salesdb.uz. oracle.com

» Creating databaze instance OFS1 far THS service name zalesdb. us oracle. com
FS-162 : Bringing resource zalesdb uz oracle.com online

F5-162 : Completed configuration of resource salesdb. us.aracle.com

» Starting move of group Sales to preferred owner node

»» Starting ta move group Sales o F5-161

»» Performing resource-zpecific operations to prepare for the move operation

»» Moving group Sales to FS-161

»» Waiting for the operation to mowe group Sales to F5-167 to complete

»» Group Sales successfully moved to FS-161

Resource salesdb.us oracle.com was successfully added to group Sales

The clusterwide operation completed successfully.

<] |

Save.-’-‘-.s...l Earee| |

Figure 4: Add Database to Group Status Report
Failover

The process of taking a group of resources offline on one cluster node and bringing them online on another cluster
nodeis called failover. A failover can be unplanned (automatic failover in response to an unexpected problem, such as
aresource or system failure) or planned (user initiated Move Group command in response to a planned event, such asa
hardware or software upgrade).

The behavior of resources and groups during an unexpected outage is governed by sets of parameters called failover
policies. Failover policies are specified for both individual resources and for groups. A typical resource failover policy
specifies whether or not to restart the resource on the current node if it unexpectedly fails and whether or not the failure
of aresource (assuming it cannot be restarted) should affect the group that containsit. If aresource fails and the
resource failover policy indicates that the resource failure should affect the group, then the group isfailed over. The
group policy specifies how many times an unplanned failover is alowed to happen within a given time interval before
the entire group is taken offline (stops a group from failing back and forth between nodes indefinitely). Figure 2 shows
typical resource policy parameters for a database and Figure 5 shows typicalfailover policy parameters for a group.
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Figure5: Group Failover Policy Property Sheet

During normal cluster operations, the cluster software periodically polls each resource (IsAlive and LooksAlive
resource polling) to ensureit is functioning correctly. If aproblem is detected, the actions specified in the resource and
group failover policies are automatically implemented.

Planned failovers, by contrast, are initiated by the user, either interactively through the Oracle Fail Safe Manager Move
Group menu command, or by executing a script that uses the Oracle Fail Safe FSCMD command line interface.
Planned failovers can significantly reduce downtime during system maintenance and during hardware and software
upgrades. In addition, planned failovers can be used to achieve optimal cluster load balancing. If one node becomes
heavily utilized, one or more of the groups hosted by that node can be moved to aless utilized node. Load balancing
can be made automatic if a detection tool, such as Oracle Enterprise Manager, is configured to automatically execute a
script that redistributes workloads whenever cluster node usage becomes unbalanced (for example, if CPU resources
are overutilized on one node and underutilized on another). Since clients are disconnected each time a group is moved
(and may potentially lose uncommitted work), load balancing decisions are effectively tradeoffs between the cost of a
brief service interruption versus the subseguent benefit of using the available cluster resources more efficiently.

Failback

Failback is the process of returning a group of resources back to their preferred node once that node comes back online.
The conditions under which failback occur are specified at the group level. For failback to be enabled, a group must
have a preferred node defined. Each time a node comes online, the cluster software will check to seeif it isthe
preferred node for any of the cluster groups. Then, based on the failback policy for each group, it will move groupsto
the new cluster node.

The Oracle Fail Safe Manager Create Group wizard collects information to create the initial group failback policy.
After initial creation, the failback policy for a group can be modified by changing the information in the Failback and
Nodes tabs of the group property sheet. A group can be configured to:

+ never fall back (run on whatever node is hosting it until that node goes down or the group is manually moved to
another node).

« fail back immediately (move immediately to the preferred node as soon as it comes online).
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« fail back between a specific time interval (move the preferred node after it comes online, but only between
specific hours—for example, when thereis less chance of disrupting client sessions).

Figure 6 shows thefailback properties for atypical group. In thisexample, failback is scheduled to occur only between
3AM and 4AM after the preferred node comes online. If the preferred node came online at 6AM, failback would not
occur until between 3AM and 4AM the next day.

Eg Oracle Fail Safe Manager
Eile ‘iew Groups Besources Troubleshooting Help
A NE A RN
FS-160 . -
B0 Nodes Generall Virtuial .ﬁ.ddressesl Failover Failback I Nu:u:lesl =i
2|8 F5-161
EEﬁ' Clugter Group
Haﬁl D!Sk Eijaita " Prevent failback
Eiﬁ' Diigk. Group 2 e :
- Disk Group 3 = @llow faiback
-8 Digk Group 4  Fa . . i
. B Fail back immmediately
EEII:I Standalone Resources f* Fail back bebween |3 j and |4 j hiours
-8 F5-162
g0 Groups
B Cluster Resources ~|
Feady | 4

Figure6: Failback Policy Parametersfor a Typical Group

ADVANCED CONCEPTS

Group, resource, failover, failback, and the various cluster configurations described in the previous section are basic
concepts that apply to any high availability solution deployed on a shared-nothing cluster. The following section
describes more advanced cluster concepts that have features or implementations specific to Oracle Fail Safe solutions.

Virtual Address

A virtual addressis afixed node-independent network address (network name and associated | P address) through
which clients can access the resources in a group regardless of the specific hardware server hosting those resources.
The Oracle Fail Safe Manager Add Resource to Group wizard, shown in Figure 7, can be used to add one or more
virtual addresses to a group.
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Add Resource to Group - Yirtual Address: Step 2 of 2 |

A wirtual address is defined by the netwark an which it runs,
itz hozt name, and the aszociated |P address.

— Metwork,
% Show networks accessible by clients

™ Show networks private to the cluster

M ebwork: I Public j
Subnet Address: |1 331120

Subnet Mask: |255.255.252.n

—Yirkual Address
Hozt M ame: IFS'1 =5
IP Address: |13a.1.12.134

< Back I Finizh I Cancel Help

Figure7: Add Virtual Address Resource to Group Wizard

Virtual Server

A virtual server isalogica server availableto clients at afixed |P address and configured to operate on any one of a set
of physical servers. For MSCS clusters, avirtua server isimplemented as a group with one or more virtual addresses.
At any given time, aclient user cannot tell which physical cluster node is hosting avirtual server.

Oracle Fail Safe automates the creation of virtua servers for databases, Oracle Forms and Reports Services, Oracle
HTTP Server, and other applications. It takes only three wizards to configure a highly available e-business solution:

+ Create Group wizard to create a group.
+ Add Virtua Addresswizard to add one or more virtual addresses to the group.

+ Add Resource to Group wizard to add databases, Forms and Reports Services, Oracle HTTP Server, Oracle
Applications Release 11i components, and other resources to the group to complete the solution.

Clients then use afixed highly available virtual address instead of a node-specific address to access the resources
configured to run in the virtual server environment. If afailure occurs on one node, the virtual server automatically
fails over to asurviving cluster node. Clients then reconnect using the same virtual address and can quickly resume
work. For database clients, the Oracle Call Interface transparent applicationfailover features can make reconnection
automatic and can automatically replay interrupted SELECT statements. For many users, avirtual server failover may
not even be detectable or may appear only as a brief pause in activity, giving the illusion of continuous availability.
Figure 8 shows client access before and after afailover to avirtual server that hosts a highly available database.
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Figure 8: Client Database Access Through a Virtual Server Before and After a Failover

Clusterwide Operations

Many of the configuration and management operations performed through Oracle Fail Safe Manager take place across
multiple cluster nodes. Oracle Services for MSCS coordinates the work across the cluster nodes to perform these
clusterwide operations and to ensure that all clusterwide operationsroll back if problems are encountered, returning the
cluster to the original state. Examples of clusterwide operations include adding a resource to agroup or using any of
the troubleshooting tools (Verify Cluster, Verify Group, or Verify Standalone Database). The Oracle Fail Safe
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Manager console displays the ongoing status of clusterwide operations across al nodes. Figure 9, for example, shows a
typical status report displayed during a Verify Group clusterwide operation.

Yerifying group "Sales™

Rezources in group "'S ales"

Rezource Mame I Rezource Type I State | MHode |
= Dizk | FPhwpszical Dizk, Online FS-161
2k P Address 138.1.12.145 IP Address Online FS-181
= Metwork Hame F5-164 Metwork, Mame Oniline F5-161
= Dizk H: Phupsical Dizk, Online FS-161
& OracleOracleSTNS ListenerF =lfs-164 Oracle THS Listener Online FS-161
51 zalesdb.us.oracle.com Oracle Database Online FS-181
% Oracle0racleidgentF5-164 Oracle Intelligent Agent Online FS-161
Starting clustenwide operation -

FS-161 : Performing initialization processing

FS-162 : Perfarming intialization processing

FS-161 : Determining awner hode of resource

FS-161 : Gathering cluster information needed to perform the specified operation
FS-162 : Gathering cluster information needed to perform the specified opearation
FS-161 : Starting verfication of group Sales

FS-161 : Werifying group attribukes far aroup Sales

FS-161 : “erifying attributes for rezources in group Sales

» Wernifving disk resource Dizk H:

> Wenbying dizk resource Digk |:

> Werifwing the IP address resource [P Address 133.1.12.745

» Wernifwing the netwark name rezource Mebwork, Mame F5-164

» Wernifwing Oracle Met listener regzource Oracle0racleSiTH S ListenerFzifs-164

» Wenbying Oracle Inteligent Agent resource OracleOracleSitgentFS-164

» Werifwing database resource salesdb.us aracle. com

FS-161 : Werifying dependencies for resources in group 5 ales

» Wernifving dependencies for disk resource Dizk H:

» Wenbying dependencies for dizk rezource Disk |:

> Werifwing the dependencies for IP address resource 1P Address 133112745
» Werifwing dependencies for the netwark. name resource Mebwork, Mame F5-164
» Wernifving dependencies for Oracle Met liztener resource Oracle0raclediT NS ListenerF zifz-164
» Werifying dependencies for databaze resource salesdb. uz.oracle.com
FS-161 : Vernfication of group Salez completed successtully

FS-162 : Starting werification of group Sales

FS-162 : Werifying group attribukes for group Sales

FS-162 : Verfving attributes for resources in group Sales

> Wenfuing dizk resource Disk H:

1] |

Save Az, | [Faneel |

Figure 9: Oracle Fail Safe Manager Report Showing Ongoing Satus of a Verify Group Operation

Rolling Upgrades

A key benefit of all Oracle Fail Safe high availability solutionsis the ability to minimize downtime through rolling
upgrades. During initial installation and configuration, separate copies of all program executable files are placed on a
private disk on each cluster node and only data files are located on the cluster disks. This allows administrators to
upgrade the program executable files on one cluster node while users continue working on the other node using a
different copy of the program executable files. Once the first node is upgraded, users can be failed back to it, and the
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rest of the upgrade can be completed while users again continue working. Some downtime may be unavoidablein
situations where data files need to be modified as part of an upgrade. However, with careful planning, rolling upgrades
can eliminate significant downtime from many common maintenance operations, including:

+ Rolling upgrades of the Windows operating system

+ Rolling upgrades of system hardware

+ Rolling upgrades of Oracle Fail Safe

+ Rolling upgrades of database and application software

Non-Oracle application and database solutions that place both program executable files and data files on the cluster
disks do not have this benefit, because users will experience potentially long periods of downtime each time any
application or database software component is upgraded.

Configuration Change Management and Troubleshooting Tools

The Oracle Fail Safe Manager Troubleshooting menu commands (shown in Figure 10) and the FSCMD commandline
parameters DUMPCLUSTER, VERIFY GROUP, and VERIFY ALLGROUPS make it easy to diagnose and repair
problems and to proactively monitor the health of cluster resources. In addition, they can be used to automatically
reconfigure cluster resources when changes (such as adding more disks to a database or adding a new cluster node) are
made after the initial cluster setup and configuration steps have been completed. Detailed information on how to best
use each of thesetoolsis provided in the online help and documentation included with Oracle Fail Safe.

Troublezhooting

"erify Cluster
"erify Group
Yerify Standalone Database. .

Diump Clusgter

Figure 10: Oracle Fail Safe Manager Troubleshooting Menu Commands

CLUSTER ARCHITECTURE AND CONFIGURATION

Architecture

A detailed understanding of the internal architectures of Microsoft Cluster Server and Oracle Fail Safe is not required
to use or deploy highly available database or application solutions. Oracle Fail Safe wizards automate most cluster and
network configuration tasks and ensure that databases and applications will operate correctly on the cluster. However,
some familiarity with key cluster concepts and architecture features is helpful when deciding how to deploy a solution
for optimal high availability or when troubleshooting unexpected behavior. Figure 11 shows the major components of
Windows, MSCS, and Oracle Fail Safe. Oracle Enterprise Manager (optional) and Oracle Fail Safe Manager (required)
are usually installed on a separate (non-clustered) administration console, while the other components are installed on
each node of the cluster.
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Figure 11: Oracle, MSCS, and Windows Software Component Architecture

Microsoft Cluster Server includes its own administration console, Microsoft Cluster Administrator. However, because
Cluster Administrator has no intrinsic knowledge of Oracle databases and applications, the suggested way to configure
and administer Oracle software components on MSCS clustersisto use Oracle Fail Safe Manager.

Clusters designed for use with MSCS are generally similar in configuration. They differ primarily in price, vendor-
specific added value features, and storage interconnect (typically either SCSI or fibre channel). SCSI clusters are
generally less expensive than fibre channel clusters, but all nodes and storage arrays must all be located within afew
feet of each other due to SCSI cable length restrictions. Fibre channel clusters allow individual nodes or storage arrays
to be separated by distances of 10 kilometers or more, providing a measure of additional (though still limited) disaster
protection. In addition, SCSI clusters are limited to two nodes, while fibre channel clusters can have more than two
nodes (for example, Windows 2000 Datacenter clusters support fibre channel clusters with up to four nodes). Most
clusters are configured with both a public network connection (for client access) and a private internode network
connection (for intra-cluster “heartbeat” communications). Figure 12 shows the mgjor physical components of a typical
fibre channel cluster.

Private Internode Network Connection
(heartbeat connection)

Cluster Storage Interconnect

Fibre Hub
— —
ngakte Cluster Disk [—2 Plrjlyakte
'S Array is
Quorum Resource
- LI ]
| =I=I=]=] = |
Node A Node B

Ethernet Hub

Public Network Connection

Figure 12: Fibre Channel Cluster Hardware Components

Cluster Configuration
Most Windows clusters are configured similarly, differing primarily in choice of storage interconnect (SCSI or fibre

channel) and in the software deployed on the cluster nodes. Oracle Fail Safe solutions can be deployed on any cluster
configuration listed on the Microsoft Hardware Compatibility List.
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Each cluster node must have Windows NT Enterprise Edition or arelease of Windows 2000 that supports clustering
installed along with Microsoft Cluster Server. Product-related files that must be accessible to either cluster node (for
example, the data, control, and log files associated with a database instance) are installed on cluster disks attached to
the shared storage interconnect between the nodes. Oracle Services for MSCS and all other executable Oracle software
arethen installed on a private disk (usually the system disk) on each node. In addition, Oracle Fail Safe Manager is
usually installed on the management system for the Windows domain containing the cluster.

Most Oracle Fail Safe solutions can be described as active/passive, active/active, or multitier. For al of these
configurations, RAID storage is recommended to prevent downtime or loss of data due to mediafailure. Using separate
RAID arrays for the quorum resource and for each independent workload (application or database) further minimizes
the potential effects of adata corruption or disk failure. In addition, by configuring each independent workload to use a
separate group, aresource failure in one group will not unnecessarily affect the unrelated resources in another group.
The key features and benefits of these three cluster configurations are summarized in the next sections.

Active/Passive Software Configuration

In an active/passive configuration (see Figure 13), one cluster node performs al work while the other node stands by to
pick up work in the event there is afailure on the first node. This configuration is less expensive than traditional
standby solutions (no second disk farm or data replication costs) and provides the fastest failover response, because the
entire second node isimmediately available to process afailover.

v
Windows Cluster \/\‘

Hode1 g i Hode 2
| |

| Marketirg Database | Clients

| Oracle Fail Safe |

i ]

Marketing DB

Figure 13: Typical Active/Passive Database Configuration

Active/Active Software Configuration

In an active/active configuration, both nodes perform useful work. There are tradeoffs between the resources used by
the workloads normally running on each node and the response time during and after afailure. Several performance
optimizations are possible that allow usersto get more work out of active/active configurations during normal
operations, yet still ensure that critical workloads will fail over successfully. For example:

+ Only the critical workloads on a system (such as a database) may be configured to fail over.
A database can use a different parameter file on each node for optimal tuning and configuration.

Another benefit of active/active configurations is that when each node runs at around 50% capacity, there is plenty of
additional capacity available on each node to handle transient workload spikes. For active/passive configurations, by
contrast, the active node typically runs much closer to full capacity and has only minimal additional resources
available. Figure 14 illustrates atypical active/active configuration with a Marketing database normally running on one
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cluster node and a Sales database running on the other cluster node, each configured for high availability using Oracle
Fail Safe.

\ 4
Windows Cluster (‘

Hode 1y y y o Hoide 2
Marketing Sales H
Database Database Clients
| Oracle Fail Safe |
Marketing DB Sales DB

Figure 14: Typical Active/Active Cluster Configuration

Multitier E-Business Solutions

Oracle Fail Safe provides wizards to automate the configuration of both application and data tier software components
and supports many flexible deployment options for Windows-based e-business solutions. Figure 15 shows a highly
available Oracle Reports solution, for example, that combines both clustered and standalone systems. As reporting
reguirements grow, more slave Reports Servers can be added, allowing the solution to scale. Oracle Fail Safe
eliminates potential points of failure in both the application and data tier, such as the master Reports Server and
Database Server, to ensure that end users, as much as possible, have theillusion of zero downtime. For critical
reporting functions, availability can be enhanced even further by configuring each slave Reports Server with Oracle
Fail Safe on acluster. If afailure occurs, both the slave Report Server and its associated job queue will fail over
together, ensuring that any previously queued reports will execute as scheduled on the surviving node.

Slawe Reports Serners

hiaster Reports 5 enver
Mieb Listener
Orade Fail 5afe

Orade Database
Orade Fail Safe

Application Tier Data Tier

Figure 15: Scalable Highly Available Multitier Reporting Solution

Similarly, Oracle Applications Release 11i e-business solutions can be configured for high availability using Oracle
Fail Safe. Figure 16 shows atypical multitiered configuration. In this case, the database, Reports Server, Concurrent
Manager, Web Server, and Forms Load Balancer Server components are all configured with Oracle Fail Safe on

Technical Introduction to Oracle Fail Safe, An Oracle Technical White Paper 14
October 2001



clustersto ensure high availability and to eliminate what would otherwise be potential points of failure in the overall
solution. Additional standalone Forms Servers can be added as needed to provide application tier scalability.

Forms Load Balancer Clients
Forms Serwers Orade Reports Server
Concument hanager
Orade Databaze

Orade Fail Safe

Foarms Load Balancer Server
Mizh Servers
Orade Fail Safe

Client Tier Application Tier i' Data Tier

Figure 16: Scalable Highly Available Oracle Applications Solution

Economies of Scale

Oracle Fail Safe supports Windows 2000 Datacenter clusters with up to four nodes. Larger clusters can provide
significant economies of scale. Replacing a collection of two-node clusters with a single Windows 2000 Datacenter
Server cluster can substantially reduce the hardware cost associated with otherwise “idle” systems. Management and
administration tasks are also consolidated into a single cluster environment. Figure 17 shows a 4-node Windows 2000
Datacenter cluster configured so that a single cluster node serves as the backup system in the event that any of the other
nodes fails. By contrast, if each of the three workloadsisinstead deployed on its own separate 2-node active/passive
cluster, then three of the six total systemswould beidle.

Wind ows 2000 Datacenter Cluster

| | ]
| | I
Marketing Sales Irert ory Mt =14 I
Databaze Databaze Databasze pe e Be
| Oracle Fail Safe | | | | | | |
|

| |
Fibre Channel |i~' I |i~' l |.|J l |r I |i. l |,|JI
Cluster Drives

Figure 17: Economies of Scale with Larger Clusters
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SUMMARY

Oracle Fail Safe minimizes or eliminates many potential sources of downtime. By understanding key concepts such as
virtual server, failover, and failback, devel opers and administrators can design and implement alarge variety of highly
available application and database solutions on Windows clusters. The automated wizards and configuration tools
included with Oracle Fail Safe make deployment and maintenance easy and error-free. For many customers, the client
downtime prevented during a single server outage provides an immediate return of investment for their entire high
availability solution.

For more information, refer to the following online sources:

TOPIC ONLINE LOCATION
High Availability | http://www.oracle.com/ip/deploy/database/oracle9i/index.html?ha_home.html
Oracle Databases | http://www.oracle.com/ip/deploy/database/oracl e9i/index.html ?content.html
Oracle Fail Safe http://www.oracle.com/ip/depl oy/database/features/fail safe/
http://technet.oracle.com/tech/windows/fail safe/
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