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Disclaimer  

The following is intended to outline our general product direction. It is intended for information 
purposes only, and may not be incorporated into any contract. It is not a commitment to deliver any 
material, code, or functionality, and should not be relied upon in making purchasing decisions. The 
development, release, and timing of any features or functionality described for Oracle’s products 
remains at the sole discretion of Oracle. 
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Executive Overview 

Oracle Application Express is a declarative, rapid web application development tool for the Oracle 
Database. It is a fully supported, no cost option available with all editions of the Oracle Database. 
Oracle Application Express enables you to create database-centric Web applications that are reliable, 
scalable, and secure.  
 
Successful enterprise deployment of Oracle Application Express requires forethought around 
planning and installing the required software. The Example Web Listener Deployment for Oracle 
Application Express white paper provides a step-by-step approach to implement the suggested 
architecture for enterprise deployment of the web tier for Oracle Application Express.  
 
This white paper defines the key components involved in the middle-tier deployment and includes 
the relevant steps and guidelines to integrate these components. 
 

Introduction 

Oracle Application Express utilizes a simple architecture where pages are dynamically generated 
using metadata stored within the Oracle Database. There is no code generation or file based 
compilation. Once fully installed and configured, the Uniform Resource Locator (URL) will be 
defined for both developers and end users to access Oracle Application Express. Users require only 
a Web browser to build, develop, and deploy Oracle Application Express applications. No additional 
client software is required. 
 
The Oracle Application Express architecture requires some form of Web server to proxy requests 
between a client Web browser and the Oracle Application Express engine. The Web server options 
include: 

• Oracle REST Data Services:  Oracle REST Data Services (ORDS) is a Java based, free 
tool that is fully supported when used with Oracle WebLogic Server and Oracle Glassfish 
Server. Oracle REST Data Services was formerly known as Oracle Application Express 
Listener prior to Release 2.0.6. 

• Oracle HTTP Server: The Oracle HTTP Server (Apache) with mod_plsql plugin can be 
placed on the same physical machine as the database, or on a separate physical machine. 

• Embedded PL/SQL Gateway: The Embedded PL/SQL Gateway (EPG) runs in the 
Oracle XML DB Protocol Server within the Oracle Database and includes the core features 
of mod_plsql. 

 
 
When designing enterprise-class or mission critical deployments, for Oracle Application Express, it 
must be architected to incorporate appropriate scalability and redundancy. Therefore you should 
consider: 
 

• Separating the database tier and middle-tierChoosing an HTTP Server 

• Selecting the appropriate middle-tier components and setting up the middle-tier architecture 
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• Setting up multiple Application Express instances on a single server that share the same 
middle-tier infrastructure 

 
The Example Web Listener Deployment for Oracle Application Express white paper provides a 
template solution for these requirements. By using the detailed steps provided in this white paper, 
you should be able to build the suggested architecture for a successful enterprise deployment of 
Oracle Application Express.  
 

Prerequisites 

The solution presented in this white paper requires two different servers, for example Mid Tier and 
Database Tier. The operating system for these two servers in the example is Oracle Enterprise Linux 
5.  
 
Oracle Application Express requires an Oracle Database. If you are performing a single deployment 
of Oracle Application Express then, you should have downloaded and installed an Oracle Database. 
The example covered in the Performing a Single Deployment of the Web Tier section requires an Oracle 
Database installed on the Database Tier server and the SID is orcl1.  
 
If you are performing multiple deployments of Oracle Application Express then, you should have 
multiple database installations. The example discussed in Performing Multiple Deployments of the Web Tier 
section needs two Oracle Application Express instances. Therefore, this example requires two 
database installations on the Database Tier server: one with the SID orcl1 and the other one with 
the SID orcl2.  
 
You can download Oracle Database software from the Downloads page on Oracle Technology 
Network. For more information on how to install Oracle Database, see Oracle Database Installation 
Guide. 
 
The steps and screenshots provided in this white paper use the following software installed on the 
Mid Tier server: 
 

• Oracle REST Data Services 2.0.6 

• Oracle WebLogic Server 12c (12.1.2) 

• Oracle HTTP Server 12c (12.1.2) 
 
On the Database Tier server: 
 

• Oracle Application Express 4.2.4 

• Oracle Database 11g Release 2 (11.2.0.4) 
 
The screenshots and steps might be different for later versions of the above Oracle products. 
For more information on where to download the software see Planning the Required Software section.  
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Web Listener Deployment for Oracle Application Express 

The example middle-tier architecture in this document is to utilize Oracle REST Data Services 
installed on Oracle WebLogic Server. Oracle HTTP Server acts as a front end to Oracle WebLogic 
Server.  

 
 
 

Oracle REST Data Services as the Preferred Web Listener 

The Oracle REST Data Services is Java EE-based and is the preferred Web listener option. The Java 
EE implementation offers increased functionality including a command line based configuration, 
enhanced security, file caching, and RESTful Web Services. Oracle REST Data Services also 
provides increased flexibility by supporting deployments using Oracle WebLogic Server, Oracle 
GlassFish Server, Apache Tomcat, and a standalone mode. The Oracle REST Data Services (Release 
>= 2.0) includes FOP support and is part of the reference architecture used to operate the Oracle 
Database Cloud Service. 
 
Oracle REST Data Services communicates directly with the Oracle Application Express engine. It 
acts as a communication broker between the Web server and the Oracle Application Express objects 
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in the Oracle Database. More specifically, Oracle REST Data Services maps browser requests to 
Database stored procedure calls. 
 

OHS as a Front-end to WebLogic 

In this example architecture Oracle HTTP Server (OHS) acts a front-end solution to WebLogic and 
includes: 

• An Apache HTTP Server to handle incoming requests and route them to the appropriate 
processing utility.  

•  Apache HTTP Modules (mods), to implement and extend the basic functionality of Oracle 
HTTP Server. 
Many of the standard Apache modules are included with Oracle HTTP Server. Oracle also 
includes several modules that are specific to Oracle Fusion Middleware to support 
integration between Oracle HTTP Server and other Oracle Fusion Middleware 
components. 

The mod_wl_ohs module, which is included in Oracle HTTP Server, routes requests to Oracle 
WebLogic Server. This module also provides load balancing functionality with the Oracle WebLogic 
Server.  Additionally, OHS can be used to manage and serve the static content (images, CSS files, 
etc.) of an Oracle Application Express instance. 

Planning the Required Software 

Before performing the tasks in this paper, you should have an Oracle Database installed on the 
Database Tier server. For more information, see the Prerequisites section.  
 
To build the architecture discussed in this white paper, you need the following software: 

• Oracle Application Express 

• Oracle REST Data Services 

• Oracle WebLogic Server 

• Oracle HTTP Server 

• Java Development Kit (JDK) 
 

Note:  

• Oracle Application Express is a no-cost feature of the Oracle Database which is fully 
supported as part of your Oracle Database maintenance agreement.  

• If installed on the same physical machine as the database, then the Oracle HTTP Server is 
included as part of the restricted-use license included with the Oracle Database license. 
However, in this example architecture the Oracle HTTP Server will be running on a separate 
server. Therefore, there will be licensing costs associated with Oracle HTTP Server. 

• There are licensing costs associated with Oracle WebLogic Server Enterprise Edition. 

• Oracle WebLogic Server 12.1.2 installer requires that a certified Java Development Kit 
already exists on your system. For more information, see the appropriate certification 
document for 12c (12.1.2) on the Oracle Fusion Middleware Supported System 
Configurations page. 
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For more information, navigate to the respective product’s page on Oracle Technology Network: 
http://www.oracle.com/technetwork/index.html. 
 
You can download the suggested software from the following locations: 

• Oracle Application Express 

• Oracle REST Data Services 

• Oracle WebLogic Server 

• Oracle HTTP Server 

• Java Development Kit (JDK) 

Performing the Example Web Listener Deployment 

In a production environment, the database and middle-tiers should be deployed on different servers. 
In this document Oracle WebLogic Server, Oracle HTTP Server, and Oracle REST Data Services 
are installed on the Mid Tier server. The Database Tier server includes Oracle Database and Oracle 
Application Express.  
 
The task of setting up the example architecture discussed in this document involves the following 
steps: 

1. Setting up the basic environment 
2. Installing  the required software - 

On the Mid Tier server: 
a) Installing and configuring Oracle WebLogic Server 
b) Installing and configuring Oracle HTTP Server 
c) Installing and Configuring Oracle REST Data Services 
d) Installing Oracle REST Data Services deployment in Oracle WebLogic Server 

 
On the Database Tier server: 

a) Installing and Configuring Oracle Application Express 
3. Performing other Oracle Application Express tasks 
4. Configuring Oracle HTTP Server as a front end to Oracle WebLogic Server 
5. Testing the environment 

Setting up the Basic Environment 

In this section, you create Linux operating system users and directory structures on the Mid Tier 
server.  
 
Note: You do not have to follow the same naming conventions for directories and users as 
discussed in this document. 
 
On the Mid Tier server, perform the following steps as the root user: 
 

1. Create a directory structure to store the installation and configuration files, called /d1/home 
2. Create an operating system users under the oinstall (Oracle Inventory Group) and dba 

groups, called webtier. Create this user by executing the following command as root: 
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/usr/sbin/useradd -g oinstall -G dba webtier -d /d1/home/webtier 
 

Performing a Single Deployment of the Web Tier 

In this section, you learn how to integrate all of the components required for a single deployment of 
the web tier for Oracle Application Express. For information on how to extend this architecture for 
multiple deployments, see the Performing Multiple Deployments of the web tier section. 

Installing and Configuring Oracle WebLogic Server 

Oracle WebLogic Server is a scalable, enterprise-ready Java Platform, Enterprise Edition (Java EE) 
application server. The WebLogic Server infrastructure supports the deployment of many types of 
distributed applications. Before performing the steps in this section, download Oracle WebLogic 
Server 12c binary installer to your Mid Tier server. 

Installing Oracle WebLogic Server 

Perform the following steps to install Oracle WebLogic Server 12c on the Mid Tier server.  
 

1. First, install the required JDK by logging in as the root user.  
 

 
 

2. Open a Terminal window and log in as the operating system user. Navigate to the location 
where you downloaded the installation program. For example, in this document, login as 
webtier and navigate to the /scratch directory. Then, launch the installation program by 
invoking java -jar from the JDK directory on your system as shown in the example 
below: 
 
/usr/java/jdk1.7.0_51/bin/java -jar wls_121200.jar 
 
The installation program appears and you are now ready to begin the installation. 

 
3. The installer will create a new central inventory directory if it does not already exist. Specify 

the directory where you want to create the central inventory. Click OK. 
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4. On the Welcome page, click Next. On the Installation Location page, enter the name of the 
Oracle Home directory. In this document, it is: 
/d1/home/webtier/Oracle/Middleware/Oracle_Home. Then click Next.  
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5. You need to create the standard installation topology for WebLogic Server and Coherence. 
Therefore, select WebLogic Server Installation for Installation Type and click Next. 
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6. The Prerequisite Checks screen verifies that your system meets the minimum requirements. 
Click Next. 

7. On the Installation Summary page, verify the installation options you selected. If you want 
to save these options to a response file, click Save Response File and enter the location and 
name of the file. Click Install. Then, click Next.  

8. On the Installation Complete page, make sure to select the Automatically Launch the 
Configuration Wizard radio button, and click Finish. The Configuration Wizard appears 
and you will use this wizard to create your WebLogic domain. 
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 Creating a Domain 

A domain is the basic administration unit for Oracle WebLogic Server. It consists of one or more 
Oracle WebLogic Server instances and logically related resources and services that are managed 
collectively.  A domain must contain one administration server. It may contain any number of 
managed servers. 
 
In our example, we need a managed server pointing to a specific Oracle REST Data Services 
deployment in the WebLogic server. Perform the following steps: 
 

1. On the Configuration Type page, select Create a new domain radio button and click Next. 
In this document, the domain name is base_domain. You are free to choose a different 
name and location for the domain. 
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2. Make sure that the Create Domain Using Product Templates radio button is selected and 
click Next. 
 

3. Specify the user name and password for the default WebLogic Administrator account for the 
domain. This account is used to boot and connect to the domain’s Administration server. 
Click Next.  
Note: Do not forget this username and password. These are required to do anything with 
the domain, from starting servers to changing the domain configuration. 

4. Select Production for Domain Mode and Oracle HotSpot JDK for JDK. Click Next. 
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5. Select Administration Server check box and click Next. In this document, you will 
configure the managed server and the machine using the browser-based WebLogic Server 
Administration Console. 
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6. Select the Enable SSL checkbox, leave the default values for Server Name, Listen address, 
and Listen Port. Click Next. Then Click Create. 
Note: In this document, the default value for Listen Port, 7001 is used. If any other program 
on your machine is already using 7001, you can always enter a different port number on this 
screen. 

7. A WebLogic Server domain has now been created. Click Next. 
8. Note the domain location and Admin Server URL. Click Finish.  
9. Navigate to the newly created domain directory. For example, in this example, navigate to 

/d1/home/webtier/Oracle/Middleware/Oracle_Home/user_projects/domains/ba

se_domain. Now, to start the WebLogic Server Administration Console, enter  
./startWebLogic.sh 

10. To access the WebLogic Server administration console, open a web browser and enter the 
URL: http://<hostname>:7001/console. On the Welcome screen, log in using the 
Username and Password entered to start the administration server. The home page of the 
administration console is displayed. 
Note: If you used a different port number for the administration server, use that port 
instead.  
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Creating and Configuring Managed Servers 

You configure a domain to include additional WebLogic Server instances called Managed Servers. 
You deploy Web applications, EJBs, and other resources onto the Managed Servers and use the 
Administration Server for configuration and management purposes only. When a Managed Server 
starts up, it connects to the domain's Administration Server to obtain configuration and 
deployment settings. 

 
In this section, you create a managed server under the domain that you created in the previous 
section. In our example, you will create the http8080 managed server under base_domain.  
 
Perform the following steps: 
 

1. Log in to the WebLogic Server Administration Console. Under Domain Structure > 
<your_domain_name> >Environment, click Servers. 
 

 
 

2. You see that the AdminServer (admin) is listed in the table. Click New. 
3. Under Server Properties, enter a name for Server Name, http8080, and port number for 

Server Listen Port, 8080. This is a standalone server. Accept the defaults and click Next. 
4. Click Finish. 

 
The Summary of Servers page should look like: 
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Creating and Configuring a Machine 

In a WebLogic Server domain, machines can be defined to represent physical computers that host 
one or more Oracle WebLogic Server instances. Machine definitions help WebLogic Server choose 
backup servers for session replication. 
 
In this document, we use localhost for the machine and then associate the managed server with this 
machine. Perform the following steps: 
 

1. Under Domain Structure > <your_domain_name> >Environment, click Machines.  Then, 
click New.  
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2. Under Machine Identity, enter a machine name for Name, localhost. 
3. Select Unix from the Machine OS select list and click Next.  
4. Review the following details and click Finish. 

• Type: SSL 

• Listen Address: localhost 

• Listen Port: 5556 
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. 

 

 
Now, you need to configure the machine that you just created. To add the managed server to the 
newly created machine, perform the following steps: 
 

1. Under Domain Structure > <your_domain_name> >Environment, click Servers. 
2. Click the managed server http8080 in the table. 
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3. Under Machine, select the machine name localhost. Click Save. 
 

 
 

Starting Node Manager and the Servers 

Node Manager is a WebLogic Server utility that enables you to start, shut down, and restart the 
administration server and managed servers from a remote location. Although Node Manager is not 
required, it is recommended if your WebLogic Server environment hosts applications with high 
availability requirements.  
 
A Node Manager process is not associated with a specific WebLogic domain, but with a particular 
machine. You can use the same Node Manager process to control server instances from any 
WebLogic Server domain, as long as those server instances reside on the same machine as the Node 
Manager process.  
 
In this section, you start the Node Manager using the command-line and then start the servers by 
using the WebLogic Server administration console. Perform the following steps: 
 

1. On machine A, navigate to <Domain_Home>/bin and run the following command: 
./startNodeManager.sh 

2. Access the WebLogic Server administration console again 
(http://<hostname>:7001/console). In the Domain Structure section, expand 
Environment and click Servers. Then click the Control tab. 

3. Select the check boxes for all of the managed servers and then click the Start button. 
4. Click the refresh icon to periodically refresh the Servers table. After a few minutes, verify 

that each server's State is "Running." 
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Installing and Configuring Oracle HTTP Server 

Oracle HTTP Server is the Web server component for Oracle Fusion Middleware. It provides a 
HTTP listener for Oracle WebLogic Server and the framework for hosting static pages, dynamic 
pages, and applications over the web. 
 
Before performing the steps in this section, you should have downloaded Oracle HTTP Server 12c 
to your Linux machine A and unzipped the file. 

 
Installing Oracle HTTP Server 

On machine A, perform the following steps: 
 

1. In a Terminal window, navigate to the directory where you have unzipped the installation 
program zip file. Then, launch the installation program by executing the following 
command:  
./ohs_121200_linux64.bin  

2. You already have the central inventory directory created. Click OK. 
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3. On the Welcome page, click Next. 
4. In this document, you are using the standard installation topology for Oracle HTTP Server 

in a standalone domain. Therefore, you can specify an Oracle home directory of your choice. 
Specify a new Oracle home as /d1/home/webtier/Oracle/ohs. 
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5. Select Standalone HTTP Server (Managed independently of WebLogic server) for 
Installation Type, and click Next. 
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6. Once the prerequisite checks are done, click Next. 
7. On the Specify Security Updates page, you can choose to receive updates and enter an email 

address. Alternatively, you can just deselect the option and click Next. 
8. Review the Installation Summary, save the response file and click Install. 
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9. Once you see the Installation Progress is 100%, click Next. 
10. Review the Installation Complete page and click Finish. 
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Creating a Domain 

In this step, you configure Oracle HTTP Server in a standalone domain. To start the Oracle Fusion 
Middleware configuration wizard, perform the following steps: 
 

1. Navigate to the ORACLE_HOME/oracle_common/common/bin directory. In this 
example, navigate to /d1/home/webtier/Oracle/ohs/oracle_common/common/bin. 

2. Then, run ./config.sh 
 
Note: The configuration wizard does not perform automatic port allocation. Therefore, make sure 
to verify that the ports you are assigning to your components are available.  
 
Now perform the following steps: 
 

1. Select Create a new domain. Your domain home can reside anywhere on your system. 
Click Next. 

2. On the Templates page, select Oracle HTTP Server (Standalone) – 12.1.2.0 [ ohs]. Click 
Next. 

3. Select Oracle HotSpot JDK for JDK and click Next. 
4. On the System Components page, accept the defaults and click Next. 
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5. Note that the ohs1 system component is populated on the OHS Server page. Make sure that 
the default ports are not used by other services. Accept the defaults and click Next. 

6. Select Per Domain as the Node Manager type and specify the Node Manager credentials. 
Click Next. 
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7. On the Configuration Summary page, click Create. 
 

 
 

8. Once you see the Configuration Progress is 100%, click Next. 
9. Note the domain location and click Finish. 

 
 

Starting the Instances 
 

In this step, you will start the Oracle HTTP Server. First, you may need to set the required 
environment variables. Perform the following steps: 
 

1. Navigate to DOMAIN_HOME/nodemanager and then update the 
nodemanager.properties file. You need to set the ListenPort value as 5557. 
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2. To start your per-domain Node Manager, go to the DOMAIN_HOME/bin directory. 
DOMAIN_HOME is the complete path to the location in which you have configured 
Oracle HTTP Server. Start the Node Manager, by entering the following command: 
 
./startNodeManager.sh 

3. Now, navigate to the DOMAIN_HOME/config directory and then update the config.xml 
to include the listen port tag and value as: 
 
<listen-port>5557</listen-port> 
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4. To start the Oracle HTTP Server instance, go to DOMAIN_HOME/bin directory. Then, 
run the following command: 
 
./startComponent.sh ohs1 

 

Installing and configuring Oracle Application Express 

Now, on the Database Tier server, you install and configure Oracle Application Express. You 
should have already installed an Oracle Database with the SID orcl1. For more information, see the 
Prerequisites section. The Oracle Application Express instance in the example is apexdev. 
 
First, unzip the downloaded Application Express installation zip file. Perform the following steps: 
 

1. Log in as the operating system user and change your working directory to apex. 
cd apex 
 

Note: You may need to set environment variables to run SQL*Plus. 
 

2. Start SQL*Plus and connect to the Oracle Database where Oracle Application Express is 
installed as SYS specifying the SYSDBA role. For example: 
$ sqlplus /nolog 
SQL> CONNECT SYS as SYSDBA 
Enter password: SYS_password 
 

3. Run the following command to install Application Express full development environment: 
@apexins.sql  SYSAUX  SYSAUX  TEMP /i/ 

 
4. Start SQL*Plus and connect to the Database as SYS specifying the SYSDBA role. 

$ sqlplus /nolog 
SQL> CONNECT SYS as SYSDBA 
Enter password: SYS_password 
 

5. Run apxchpwd.sql to change the password of the ADMIN account. For example: 
@apxchpwd.sql 

When prompted, enter a password for the ADMIN account. 
 

6. Now unlock the APEX_PUBLIC_USER  account and change the password: 
ALTER USER APEX_PUBLIC_USER ACCOUNT UNLOCK; 
ALTER USER APEX_PUBLIC_USER IDENTIFIED BY new_password; 

 
For more information on the installation, see Oracle Application Express Installation Guide, 
Downloading from OTN and Configuring Oracle REST Data Services section. 

 
 

Installing and Configuring Oracle REST Data Services 

On the Mid Tier server, you need to install and configure Oracle REST Data Services. Once the 
Oracle REST Data Services is configured, you will then deploy it to the WebLogic Server.  
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Perform the following steps: 
 

1. Configure Oracle REST Data Services 
2. Create a directory for images and copy the images from /apex directory 

Configuring Oracle REST Data Services 

Starting with Oracle REST Data Services Release 2.0.6, the name of the product WAR file has 
changed from apex.war to ords.war. Therefore, the context path that WebLogic and Tomcat will 
assign has changed from /apex to /ords. If you want to maintain the existing context root of 
/apex, then you should rename the ords.war file to apex.war before the deployment. The context 
root is part of the URL of the Oracle Application Express instance (http://host:port/apex/). 
 
In this section, you use the command-line interface to configure Oracle REST Data Services. The 
example in this document uses the /apex context path. Therefore, you need to rename the 
ords.war file to apex.war. 
First, create a directory structure on the Mid Tier server for the apex.war file and the images folder:  

• First, create two directories as: wkdir and deploy 

• Then, create two directories as: wkdir/apexdev and deploy/apexdev 
 
Now, perform the following steps: 
 

1. Unzip the downloaded ords.version.number.zip file under /deploy/apexdev. You can now 
see an ords.war file under /deploy/apexdev.  
 

2. Change your active directory to the directory where you unzipped Oracle REST Data 
Services, namely to /deploy/apexdev.  

3. Now, rename the ords.war file to apex.war. 
 

 
 

4. Next, you configure the database connection details appropriate to where Application 
Express was installed. Execute the following command: 
java -jar apex.war 
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You are prompted to enter the following data: 

 
a. The location to store configuration data. There is no default value. You should enter 

the directory you created earlier, namely /d1/home/webtier/wkdir/apexdev.  
b. The name of the database server. The default value is: localhost. In this document, 

the database is hosted on the Database Tier server. Enter the <hostname> of the 
Database Tier server. 

c. The database listener port. The default value is 1521. If the port number of the 
Oracle Database that you have installed is different, then make sure to enter this 
value instead of 1521. 

d. The database service name or the database SID. In this step, enter 2 to specify the 
database SID. Enter the appropriate value you specified when installing the Oracle 
Database, which should be orcl1 if you followed our earlier recommendations. 

e. The database user name. Enter the default value, APEX_PUBLIC_USER. 
f. The database user password of the user APEX_PUBLIC_USER.  

Note: Make sure the APEX_PUBLIC_USER account or whichever user account 
you specified in step e is unlocked and matches the password supplied in this step. If 
the password doesn’t match then you see an error (503-Service Unavailable) when 
trying to access Application Express. 

g. RESTful Services database users' passwords. Enter 2 to ensure the 
APEX_LISTENER and APEX_REST_PUBLIC_USER accounts have the same 
password as APEX_PUBLIC_USER. 

h. Start standalone? You do not want to start in standalone mode so enter 2 to exit. 
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Copying the Images folder from the Application Express Installation Directory 

You need to have a copy of the images folder on the server where the middle-tier is installed. This 
images folder includes all of the Oracle Application Express images available from the installation 
directory. Perform the following steps: 
 

1) From the Mid Tier server, connect to the Database Tier server, and navigate to the 
Application Express installation directory of the apexdev instance.  

2) Copy the images folder from apexdev installation on the Database Tier server, and place it 
under /d1/home/webtier/wkdir/apexdev on the Mid Tier server. 

 
The Mid Tier server, /d1/home/webtier/wkdir/apexdev directory contents would now look like: 
 

 
 
You see that apexdev directory includes an images folder (copied from the corresponding 
Application Express installation directory on the Database Tier server) and apex folder (Oracle 
REST Data Services configuration folder that was created earlier in this section).  
 
 
Note:  

• As you have manually copied the Application Express images directory and placed it on the 
server, you do not need to create a web archive for Oracle Application Express images in 
this setup. 

• You can include this images folder in a directory of your choice and do not need to 
necessarily use the same directory as mentioned in this section. However, make sure you 
specify the correct path of this images folder when you enter the reference in httpd.conf file. 
See Configuring Oracle HTTP Server as a Front End to WebLogic section. 

 

Deploying Oracle REST Data Services to Oracle WebLogic Server 

In this section, you install Oracle REST Data Services deployment in Oracle WebLogic Server. The 
name of the deployment in the example is apexdev and the deployment target is the http8080 
managed server. 
Perform the following steps: 
 

1. Launch the WebLogic Administration Console by typing the following URL in your web 
browser: 
http://<hostname>:<port>/console 
In general the port is 7001. Enter your WebLogic Administrator username and password. 

2. Go to the WebLogic Server Home Page. Below Domain Structure, select Deployments. 
The Summary of Deployments displays. 
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3. Click Install. Specify the location of the apex.war file and click Next. Select the 
/d1/home/webtier/deploy/apexdev/apex.war file. 
Note: The apex.war file is located in the directory where you unzipped the Oracle REST 
Data Services ZIP file. See Configuring Oracle REST Data Services section. 
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4. Install Application Assistant appears. Select Install this deployment as an application and 
click Next. 

5. Select the servers to which you want to deploy the application or module and click Next. In 
this example, select the http8080 managed server. 
 

 
 

6. Under Optional Settings: 
 

• Enter name for the deployment. In this example, enter apexdev. 

• Select DD Only: Use only roles and policies that are defined in the deployment 
descriptors radio button. 

Then, click Next. 
7. Select No, I will review the configuration later radio button and click Finish. 

 

Configuring WebLogic to Handle HTTP Basic Challenges Correctly 

 
By default, WebLogic will attempt to intercept all HTTP Basic Authentication challenges. This 
default behavior needs to be disabled for Oracle REST Data Services to function correctly. 
Consult your WebLogic documentation for the location of the WebLogic configuration file named 
config.xml. In this document, the config.xml is located on the Mid Tier server, under:  
/d1/home/webtier/Oracle/Middleware/Oracle_Home/user_projects/domains/base_dom

ain/config/config.xml. 
 
Add the <enforce-valid-basic-auth-credentials> element to config.xml within the 
<security-configuration> element. The edited file should look like the following: 
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Save the updated config.xml file, and restart WebLogic if it is running. 

Verifying the State of Deployments 

In the Summary of Deployments, select the Control tab and verify that the deployment' State is 
Active. If it is not active, select the check box adjacent to the deployment name, apexdev, click 
Start and select Servicing all requests to make it active. 
 

 

Performing Other Oracle Application Express tasks 

In this section, you perform certain other tasks in Oracle Application Express as required by this 
architecture. Perform the following tasks for the Application Express installation (apexdev) on the 
Database Tier server. 
 

• Disabling Oracle XML DB Protocol Server: In this setup, you are using Oracle HTTP 
Server. Therefore, you need to disable the existing Oracle XML DB HTTP Server. Change 
your working directory to the Application Express installation directory, and Log in to 
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SQL*Plus as SYS specifying the SYSDBA role. Then, execute the following command to 
disable Oracle XML DB Protocol server: 
EXEC DBMS_XDB.SETHTTPPORT(0); 
 

• Configuring RESTful Services:  This step is optional and only needs to be completed if 
you wish to use RESTful Services with the Oracle REST Data Services on the instance. 
Change your working directory to the Application Express directory where you unzipped the 
installation software. Log in to SQL*Plus as SYS specifying the SYSDBA role. Then, run the 
following command: 
@apex_rest_config.sql 
            
When prompted, enter a password for the APEX_LISTENER and 
APEX_REST_PUBLIC_USER accounts. 
 

• Enabling Network Services in Oracle Database 11g: By default, the ability to interact 
with network services is disabled in Oracle Database 11g Release 1 or later. Therefore, if you 
are running Oracle Application Express with Oracle Database 11g Release 1 or later, you 
must use the DBMS_NETWORK_ACL_ADMIN package to grant connect privileges to 
any host for the APEX_040200 database user. 

 
For more information on Configuring RESTful Services and Enabling Network Services in Oracle 
Database 11g, see Oracle Application Express Installation Guide. 

Configuring Oracle HTTP Server as a Front End to WebLogic 

By default, routing between Oracle HTTP Server and Oracle WebLogic Server is not configured. In 
order to allow requests to be routed from Oracle HTTP Server to Oracle WebLogic Server, you 
must manually edit and make some changes to the OHS configuration files.  
 
The main configuration file is httpd.conf that includes information about listening ports, server 
names, virtual hosts, proxy configurations, and the like. This file also configures Secure Sockets 
Layer (SSL) support by defining information such as certificates and other HTTPS configuration 
directives. This file is available at the following location: 
DOMAIN_HOME/config/fmwconfig/components/OHS/instances/componentName. For this 
implementation the file is under 
/d1/home/webtier/Oracle/ohs/user_projects/domains/base_domain/config/fmwconfi

g/components/OHS/ohs1. 
 
The mod_wl_ohs module allows requests to be proxied from an Oracle HTTP Server to Oracle 
WebLogic Server. The mod_wl_ohs module is installed and loaded out-of-the-box with Oracle 
HTTP Server, but it is not configured by default. The mod_wl_ohs.conf file is available under the 
location: DOMAIN_HOME/config/fmwconfig/components/OHS/instances/componentName. For 
this implementation the file is under 
/d1/home/webtier/Oracle/ohs/user_projects/domains/base_domain/config/fmwconfi

g/components/OHS/ohs1. 
 
In this section, you will modify the mod_wl_ohs.conf file on the Oracle HTTP Server to reference 
the Oracle WebLogic server where the Oracle REST Data Services is configured. After editing and 



 Example Web Listener Deployment for Oracle Application Express 

39 
 

saving the changes in mod_wl_ohs.conf file, you modify the httpd.conf file to enter values for 
ports, include host information, and provide Oracle Application Express references. 
 
Perform the following steps: 
 

1) On the Mid Tier server, navigate to the location of mod_wl_ohs.conf. Then, modify this 
file to enter the host and port of the WebLogic Server and specify location details. Your 
mod_wl_ohs.conf should include contents like the screenshot below: 
 

 
Save the changes to this file. 
 

2)  Now, navigate to the location of the httpd.conf file and modify the file to enter values for 
 OHS listen port, User, Server name, and Virtual Host Configuration. 
 
The key sections of the httpd.conf file include: 
a) OHS Listen Port: Enter values for the OHS Listen Port. Use 7777 as the port for the 

apexdev instance. 
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b) User: Enter the operating system user to run the httpd.conf, in this case webtier. 

 
 

c) Server Name: Enter the IP address or the host name of the machine where the middle-
tier is installed. 
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d) Virtual Host Configuration:  Include the virtual host configuration details such as port, 
and location of the Application Express images directory. The screenshot below shows 
the configuration details with the port 7777. 

 
e) mod_deflate: You can enable mod_deflate that allows for compressing files and 

delivering them to the browsers. 
 

 
 
Once you complete editing and saving the httpd.conf file, make sure you restart the OHS. For 
information on how to start OHS using command line, see Starting Oracle HTTP Server section. 
 
Note: Instead of modifying both mod_wl_ohs.conf and httpd.conf files, you can simply edit the 
httpd.conf file and provide all of the configuration details. However, if you are using FMW control, 
it understands the changes only within mod_wl_ohs file. Therefore, using both the mod_wl_ohs and 
httpd.conf (as described in this document) is the recommended option. A further benefit is that you 
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can simply comment out references to mod_wl_ohs.conf within the httpd.conf file, if required for  
easy troubleshooting. 

 

Testing the environment 

To test the environment, first make sure to start the WebLogic Server and Oracle HTTP Server. 
 
Note: You can automate the startup process so that the servers keep running in the background.  
 
Then, open a browser and enter the URL http://<hostname>:7777/apex/apex_admin.  You can 
now see Oracle Application Express Administration Services log in page that looks like: 
 

 
 
 
 

Performing Multiple Deployments of the Web Tier 

You have learned how to perform a single deployment in the Performing a Single Deployment of the Web 
Tier section. Another typical scenario might be to set up multiple Oracle Application Express 
instances. For example, you would like to have three different instances for development, testing, 
and production. You can use either of the following two approaches to perform multiple 
deployments: 
 

• Configure Oracle REST Data Services to use URL mapping: Oracle REST Data 
Services supports the ability to connect to more than one database. It provides a number of 
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different strategies for routing requests to the appropriate database. All of these strategies 
rely on examining the request URL and choosing the database based on some kind of match 
against the URL. For more information on URL mapping, see Oracle REST Data Services 
Installation and Configuration Guide. 

• Extend the single deployment architecture for multiple deployments of the web tier: 
You need to repeat all of the following steps for each new additional deployment that you 
would like to make: 

1. Install a new Oracle Database 
2. Install and configure Oracle Application Express 
3. Add a new managed server in the WebLogic domain and then, associate it with the 

machine. 
4. Configure a new deployment of Oracle REST Data Services. Make sure to copy the 

images folder from the Application Express installation directory and place it on the 
server where the Oracle REST Data Services is installed. 

5. Deploy Oracle REST Data Services to Oracle WebLogic Server 
6. Update the Oracle HTTP Server configuration files: mod_wl_ohs.conf and 

httpd.conf 
 
  
This document covers how to extend the single deployment architecture for multiple deployments 
of the web tier. In this example, you set up the Oracle Application Express instance apexstage. On 
the Database Tier server, you should have already installed an Oracle Database with the SID orcl2. 
For more information, see the Prerequisites section. 
 
On the Database Tier Server: 
 

1. Unzip the downloaded Application Express installation zip file. Then, repeat all of the steps 
in the Installing and Configuring Oracle Application Express section. 

2. Perform all of the tasks in the Performing Other Oracle Application Express Tasks section. 
  

Configuring the WebLogic Domain 

In this section, you create a new managed server in the WebLogic domain. Perform the following 
steps: 
 

1. Log in to the WebLogic Server Administration Console. Under Domain Structure > 
<your_domain_name> >Environment, click Servers. 

2. Click New. Under Server Properties, enter http8081 for Server Name and 8081 for Server 
Listen Port. Click Next and then click Finish. 

3. From the Servers table, click http8081. 
4. For machine, select localhost and then click Save. 
5. Now, navigate to Servers and click the Control tab. 
6. Select the checkbox for the http8081 server and click Start. You can see that a request has 

been sent to the Node Manager to start the selected server. 
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7. Click the Configuration tab and refresh the page to verify that each server’s State is 
“Running”. The Summary of Servers page should look like: 

 

Configuring a new Deployment of Oracle REST Data Services 

On the Mid Tier server, perform the following steps: 
 

1. Create two directories as: wkdir/apexstage and deploy/apexstage 
2. Unzip the downloaded ords.version.number.zip under /deploy/apexstage. 
3. Change your active directory to /deploy/apexstage. Rename the ords.war file to 

apex.war. 
4. Next, you configure the database connection details appropriate to where Oracle Application 

Express was installed. Execute the following command: 
java –jar apex.war 
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Enter the following data: 

• Configuration folder: /d1/home/webtier/wkdir/apexstage 

• Name of the database server: <hostname> of the Database Tier server 

• Listener port: 1522 (or whatever appropriate per your database installation) 

• Database SID: orcl2 (or whatever appropriate per your database installation) 

• Database User and Password: APEX_PUBLIC_USER/<Password> specified 
during Oracle Application Express installation for this instance 

5. You need to copy the images from the Application Express installation directory. From the 
Mid Tier server, connect to the Database Tier server and then navigate to the Application 
Express installation directory of the apexstage instance. Copy the images folder and place it 
under /d1/home/webtier/wkdir/apexstage on the Mid Tier server. 

6. Now, perform all of the steps as mentioned in the Deploying Oracle REST Data Services to 
Oracle WebLogic Server section. Enter the following details in the wizard steps: 

• apex.war location: Select the /d1/home/webtier/deploy/apexstage/apex.war 

• Available targets for apex: http8081 managed server 

• Name for the deployment: apexstage 
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The Summary of Deployments page looks like: 
 

 
 

Modifying the Oracle HTTP Server Configuration Files 

In this section, you update the two configuration files mod_wl_ohs.conf and httpd.conf. 
Perform the following steps on the Mid Tier server: 
 

1. Update mod_wl_ohs.conf with the WebLogic port and location details. For example, your 
mod_wl_ohs.conf should look like: 
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2. Update httpd.conf with the OHS Listen Port. For example, in this document, enter 7778 
as the port for the apexstage instance. 
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3. Update httpd.conf to include the virtual host configuration details such as port and 
location of the Application Express images directory. Your httpd.conf should look like: 
 

 
 

Testing the Environment 
 

Open a browser and enter the URL http://<hostname>:7778/apex/apex_admin . You can now see 
Oracle Application Express Administration Services log in page that looks like: 
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Summary 

The most common scenario of setting up an Oracle Application Express production environment is 
to separate the database tier and middle-tier. The focus of this white paper is how to set up this 
architecture so that the middle-tier is deployed on one host and multiple Application Express 
instances are installed on another host. This document provides guidelines and instructions on how 
to set up each of the components involved in a middle-tier deployment for Oracle Application 
Express. 
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