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Configuring Forms 10.1.2 With Single Sign-On (SSO) 
When SSL Is Enabled 

Introduction
Oracle  Application  Server  Forms  Services  provides  out-of-the  box support  for 
Single Sign-on with no additional coding required in the Forms application. 

The Single Sign-on out-of-the box configuration is for HTTP protocol.  If after 
installation SSL is enabled for Forms middle tier, then you need to re-register the 
Forms middle tier, for SSL requests, in Single Sign-On Server. 

This document explains by example how to configure Single Sign-On (SSO) for 
Oracle  Forms  when  Secure  Sockets  Layer  (SSL)  is  enabled.  The  configuration 
provided in this document is tested in a single instant installation, it is not tested in 
HA environment.

Overview Of The Single Sign-On Flow In Oracle Forms
This paper assumes you are aware of the Single Sign-On flow in Oracle Forms. 
The flow is explained the  Oracle® Application Server Forms Services Deployment Guide 
and in the white paper Oracle Application Server 10g (9.0.4) - Forms Single Sign-On

Prerequisite Steps
Before you start with the configuration steps provided here in this document:

1. Configure Oracle Forms Services to run using Secure Sockets Layer (SSL). A 
clear  explanation  for  the  steps  needed  to configure  Oracle  Forms  with  SSL is 
explained in the white  paper:  Oracle  Forms Services  10g: Configuring Transport  Layer  
Security with SSL

Please verify first that you can run the forms successfully using SSL configuration 
by running the following URL: 

https://<SiteName>:<SSL Port>/forms/frmservlet? 

2. Make sure Forms applications can run successfully with Single Sign-On in 
HTTP protocol. For more information please check: 

- Forms Services Single Sign-On Viewlet 

- Oracle Application Server 10g (9.0.4) - Forms Single Sign-On (Applies for Forms 
10.1.2) 
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Optional Steps
You may need to configure the Single Sign-On server for SSL. SSL encryption can 
be used to protect user credential against malicious intrusion. The configuration 
steps is included here in this document in Appendix A

Note: This step is  not a necessary step for Forms to work with Single 
Sign-On (SSO) when Secure Sockets Layer (SSL) protocol is used.

If you decided to configure the Single Sign-On server for SSL, you should 
do this step before continuing with Forms configuration steps.

Ports Used In This Document
The following port numbers and application server components are used in the 
example and descriptions in this document:

(a) Forms Middle tier Name: myapp.oracle.com

(b) HTTP Server Ports for Forms Middle Tier

Oracle HTTP Server Listen (SSL) port 4444 

Oracle HTTP Server SSL Port 443

(c) Web Cache Ports

Web Cache HTTP Listen (SSL) Port 443

Web Cache Administration Port 9400

(d) HTTP Server 1 of the Single Sign-On Server

Oracle HTTP Server Listen (SSL) port 4443

1 HTTP Server installed in the Oracle home of the Single Sign-On component 
sometimes is referred as "Single Sign-on middle tier”.
If you have installed all the infrastructure components on the same machine, then 
"Single Sign-on middle tier" is typically the HTTP server installed in the infrastructure 
Home
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The port numbers used by a specific 
Oracle Application Server instance can be 

looked up in 
ORACLE_HOME\install\portlist.ini



Configuration Steps

Case 1: Web Cache is not used
1. Set ORACLE_HOME environment variable to the path of the Middle Tier.

2. Register the middle tier as a partner application using the HTTP Server SSL 
Listen port: 

NOTE: 

The following command has multiple lines for readability only. When you 
execute it, all parameters must be on a single continuous line.

 For UNIX platform: 

 $ORACLE_HOME/sso/bin/ssoreg.sh 

-oracle_home_path $ORACLE_HOME 

-site_name myapp.oracle.com

-config_mod_osso TRUE 

-mod_osso_url https://myapp.oracle.com:4444

-virtualhost 

-config_file $ORACLE_HOME/Apache/Apache/conf/osso/osso-https.conf

 For Windows platform: 

%ORACLE_HOME%\sso\bin\ssoreg.bat 

-oracle_home_path %ORACLE_HOME% 

-site_name myapp.oracle.com

-config_mod_osso TRUE 

-mod_osso_url https://myapp.oracle.com:4444 

-virtualhost 

-config_file %ORACLE_HOME%/Apache/Apache/conf/osso/osso-https.conf

3. To allow mod_osso to work with other Oracle HTTP Server authentication 
module, for example, if you would like to use mod_osso to protect some of 
your resources, while using  mod_auth to protect other resources, then you 
need  to  modify  the  order  of  loading  the  libraries  in  httpd.conf as  the 
following:

From Application Server control, navigate to HTTP Server -> 
Administration -> Advanced Server Properties
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(a) Edit the file ORACLE_HOME/Apache/Apache/conf/mod_osso.conf file 
and comment the following directive:

 In UNIX: 
LoadModule osso_module libexec/mod_osso.so 

 In Windows: 
LoadModule osso_module modules\ApacheModuleOsso.dll 

(b) In ORACLE_HOME/Apache/Apache/conf/httpd.conf file: 

Add the directive commented in the preceding step (a)

 In Unix:
In a default setup, place the directive right after “LoadModule  
wchandshake_module libexec/mod_wchandshake.so”

 In Windows:
- In a default setup, place the directive right after “LoadModule  

wchandshake_module modules/ApacheModuleWchandshake.dll”

- Add the following directive right after the directive 
"AddModule mod_wchandshake.c”:

AddModule mod_osso.c

4. Restart the Oracle HTTP server: 

 In Unix:
$ORACLE_HOME/opmn/bin/opmnctl restartproc process-type=HTTP_Server

 In Windows
%ORACLE_HOME%/opmn/bin/opmnctl restartproc process-
type=HTTP_Server

5. In ORACLE_HOME/Apache/Apache/conf/ssl.conf , update the virtual host 
"<VirtualHost _default_:4444>" as follows:

(a) Change the Port directive to be the same as Listen port:

Port 4444

(b) Modify the VirtualHost section to include references to the file osso-
https.conf generated in step 2 (Remember to replace the 
ORACLE_HOME with your actual Middle Tier path): 

<VirtualHost _default_:4444> 

OssoConfigFile ORACLE_HOME/Apache/Apache/conf/osso/osso-
https.conf 

OssoIpCheck off

</VirtualHost> 

6. Update the DCM repository with changes:
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The Port directive in the Virtual Host 
section is used when the server must 

generate a URL that refers to itself. In many 
situations Apache has to construct a self-

referential URL. That is, a URL which refers 
back to the same server. With 

"UseCanonicalName on" Apache will use 
the ServerName and Port directives to 

construct the canonical name for the 
server. This name is used in all self-

referential URLs.



 In Unix:
$ORACLE_HOME/dcm/bin/dcmctl updateConfig -v –d

 In Windows:
%ORACLE_HOME%/dcm/bin/dcmctl updateConfig -v –d

7. Restart the Oracle HTTP server: 

 In Unix:
$ORACLE_HOME/opmn/bin/opmnctl restartproc process-type=HTTP_Server

 In Windows
%ORACLE_HOME%/opmn/bin/opmnctl restartproc process-
type=HTTP_Server

8. Add the following section in ORACLE_HOME/forms/server/formsweb.cfg file: 

[sso_test] 

form=test.fmx 

ssomode=true

9. Test the configuration by running the following URL: 

https://myapp.oracle.com:4444/forms/frmservlet?config=sso_test
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Case 2: Web Cache is used

1. Set ORACLE_HOME environment variable to the path of the Middle Tier.

2. Modify the order of loading the libraries in httpd.conf as explained in Case 1 
– Step 3 (Skip this step if you already have modified the order of loading 
libraries before in Case 1)

3. Configure Oracle Web Cache for SSL as explained in Appendix B in this 
document.

4. Register the middle tier as a partner application:

NOTE

1. The following command has multiple lines for readability only. When 
you execute it, all parameters must be on a single continuous line.

2. When registering the partner application, do not specify the default 
ports 443. If you added the port 443 in the parameter  mod_osso_url, 
this will result in error “Oracle SSO Failure - Unable to process  
request” in Firefox and Netscape only,  it  will  work in IE.  This is 
because Netscape browser family treats port 80 and 443 differently 
(See Metalink Note 361209.1)

 For UNIX platform: 

 $ORACLE_HOME/sso/bin/ssoreg.sh 

-oracle_home_path $ORACLE_HOME 

-site_name myapp.oracle.com

-config_mod_osso TRUE 

-mod_osso_url https://myapp.oracle.com

-virtualhost 

-config_file $ORACLE_HOME/Apache/Apache/conf/osso/osso-https.conf

 For Windows platform: 

%ORACLE_HOME%\sso\bin\ssoreg.bat 

-oracle_home_path %ORACLE_HOME% 

-site_name myapp.oracle.com

-config_mod_osso TRUE 

-mod_osso_url https://myapp.oracle.com

-virtualhost 
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-config_file %ORACLE_HOME%/Apache/Apache/conf/osso/osso-https.conf

5. In ORACLE_HOME/Apache/Apache/conf/ssl.conf update the virtual host 
<VirtualHost _default_:4444> as follows:

(a) Set the Port directive in ssl.conf to be the Web Cache HTTP 
Listen (SSL) Port:

Port 443

(b) Modify the VirtualHost section to include references to the file osso-
https.conf generated in step 4  (Skip this step if you already added 
this line before in Case 1).

(Remember to replace the ORACLE_HOME with your actual 
Middle Tier path): 

<VirtualHost _default_:4444> 

OssoConfigFile ORACLE_HOME/Apache/Apache/conf/osso/osso-
https.conf 

OssoIpCheck off  

</VirtualHost> 

10. Update the DCM repository with changes:

 In Unix:
$ORACLE_HOME/dcm/bin/dcmctl updateConfig -v –d

 In Windows:
%ORACLE_HOME%/dcm/bin/dcmctl updateConfig -v –d

11. Restart the Oracle HTTP server: 

 In Unix:
$ORACLE_HOME/opmn/bin/opmnctl restartproc process-type=HTTP_Server

 In Windows
%ORACLE_HOME%/opmn/bin/opmnctl restartproc process-
type=HTTP_Server

6. Test the configuration by running the following URL:

 https://myapp.oracle.com/forms/frmservlet?config=sso_test
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APPENDIX A

Configuring Single Sign-On server for SSL (Optional)

Enable SSL for the Single Sign-On HTTP server

1. Select the Process Manager link on the main page of the Oracle Application 
Server Control for the Single Sign-On instance to access the opmn.xml file 
configuration.

2. By default the value of start mode will be ssl-disabled. Change this to ssl-
enabled.

3. The default wallet location is 
ORACLE_HOME/Apache/Apache/conf/ssl.wlt/default 

You may need to specify a different path for a valid Wallet, for example: 

SSLWallet file:C:\Oracle\iAS\infra\myWallet

SSLWalletPassword myWalletPassword
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HTTP Server installed in the Oracle home of the 
Single Sign-On component sometimes is referred as 

"Single Sign-on middle tier”.

If you have installed all the infrastructure 
components on the same machine, then "Single 
Sign-on middle tier" is typically the HTTP server 

installed in the infrastructure Home



For information about how to create a wallet, see Oracle® Application Server 
Administrator's  Guide  –  section  15.1.4.2.1  Creating  a  Standard  Wallet and 
section 15.1.5.1.1 Adding a Certificate Request

(The steps are also explained in white paper  Oracle Forms Services 10g:  
Configuring Transport Layer Security with SSL     )

4. Apply the rule mod_rewrite to SSL configuration. This step involves 
modifying the ssl.conf file on the SSO server middle-tier computer.  

a. From the Oracle Application Server Control page select 

HTTP_Server -> Advanced Server Properties -> ssl.conf
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b. Add the following under <VirtualHost _default_:4443> section

RewriteEngine on

RewriteOptions inherit

5. Verify that you have enabled the single sign-on middle tier for SSL by trying to 
access the Oracle AS welcome page, using the format 

https://<host>:<ssl_port>

Reconfigure the Identity Management Infrastructure Database

1. Re-register mod_osso. This step changes all references of http in single sign-
on URLs to https within the identity management infrastructure database

(a) Set ORACLE_HOME to the home of the infrastructure 

(b) Run the ssoreg script:

NOTE: 

The following command has multiple lines for readability only. When you 
execute it, all parameters must be on a single continuous line.

 For Unix

$ORACLE_HOME\sso\bin\ssoreg.bat

-oracle_home_path $ORACLE_HOME

-host myapp.oracle.com

-port 1521

-sid myInfraDB

-site_name infra.myapp.oracle.com
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-config_mod_osso TRUE

-mod_osso_url https://myapp.oracle.com:4443

-schema orasso

-pass myOraSSOPass

-ssoDBConnect myapp.oracle.com:1521:infraXP

-u system

 For Windows

%ORACLE_HOME%\sso\bin\ssoreg.bat

-oracle_home_path %ORACLE_HOME%

-host myapp.oracle.com

-port 1521

-sid myInfraDB

-site_name infra.myapp.oracle.com

-config_mod_osso TRUE

-mod_osso_url https://myapp.oracle.com:4443

-schema orasso

-pass myOraSSOPass

-ssoDBConnect myapp.oracle.com:1521:infraXP

-u system

NOTE: 

Change the value of the port, sid and pass with the corresponding values 
in your installation. To get the password of the orasso schema:  

(a) Launch the Oracle Directory Manager: 

ORACLE_HOME/bin/oidadmin 

(b) In the System Objects frame, expand in succession the following 
entries: 

Entry Management 

cn=OracleContext 

cn=Products 

cn=IAS 
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cn=IAS Infrastructure Databases 

orclReferenceName=database_service_name_for_infrastructure_database 

OrclResourceName=ORASSO 

The orclpasswordattribute text box on the 
OrclResourceName=ORASSO tab contains the schema password.

2. Restart the OC4J_SECURITY instance: 

ORACLE_HOME/opmn/bin/opmnctl restartproc process-type=OC4J_SECURITY

3. Then try logging in to the single sign-on server at its SSL address: 

https://host:ssl_port/pls/orasso/

4. After running ssoreg, update the targets.xml file on the single sign-on middle 
tier. To update targets.xml

a) Back up the file: 

cp ORACLE_HOME/sysman/emd/targets.xml  
ORACLE_HOME/sysman/emd/targets.xml.backup

b) Open  the  file  and  find  the  target  type  oracle_sso_server.  Within  this 
target type, locate and edit the three attributes that you passed to ssoreg: 

HTTPMachine — the HTTP server host name 

HTTPPort — the SSL port number of the Oracle HTTP server 

HTTPProtocol — the server protocol 

Update the three attributes this way: 

<Property NAME="HTTPMachine" VALUE="sso.mydomain.com"/>

<Property NAME="HTTPPort" VALUE="4443"/>

<Property NAME="HTTPProtocol" VALUE="HTTPS"/>

Configuring Forms 10.1.2 With Single Sign-On (SSO) When SSL Is Enabled          Page 14



c) Save and close the file. 

d) Reload the Oracle AS console: 

ORACLE_HOME/bin/emctl reload

5. Login into Oracle Directory Manager (oidadmin in UNIX) and modify the 
orcldasurlbase attribute located in this dn

Entry Management 

cn=OracleContext 

cn=Products 

cn=DAS

cn=OperationURLs

6. Set the value to the ssl URL along with the trailing slash with no spaces added.

https://myapp.oracle.com:4443/
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7. Stop and start the infrastructure oracle processes, and verify you are able to 
login to SSO & OIDDAS with the user orcladmin

https://myapp.oracle.com:4443/pls/orasso

https:/myapp.oracle.com:4443/oiddas

8. Configure Beacons to Monitor Web Applications Over HTTPS as explained 
in the Oracle Enterprise Manager Advanced Configuration. 

Without this step, the component “Single Sign-On:orasso“ will be shown down 
in  the  Enterprise  Manager.  To  correct  this  problem,  you  must  allow  the 
Beacon  to  recognize  the  Certificate  Authority  that  was  used  by  the  Single 
Sign-On  server  to  support  HTTPS.  You  must  add  the  Certificate  of  that 
Certificate  Authority  (Root  Certificate)  to  the list  of  Certificate  Authorities 
recognized by Beacon.
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Appendix B

Configuring Web Cache for SSL
To provide more security for your Web site, you can configure Oracle AS Web 
Cache to receive HTTPS protocol browser requests and send HTTPS requests to 
the origin server. To configure HTTPS support, perform the following tasks:

 Create wallets.

 Configure the Web Cache to listen in SSL Mode

1. Create a Wallet as explained in Oracle® Application Server Administrator's 
Guide – section 15.1.4.2.1 Creating a Standard Wallet and section 15.1.5.1.1 
Adding a Certificate Request

(The steps are also explained in white paper  Oracle Forms Services 10g:  
Configuring Transport Layer Security with SSL     )

Notes: 

 Make sure Auto-Login is enabled in the new Wallet. (Auto-Login is only 
available to the operating system user who created that wallet).

2. Configure an HTTPS listening port in Oracle AS Web Cache Manager: 

(a) Login to Oracle AS Web Cache Manager:
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http://myapp.oracle.com:9400/webcacheadmin

(b) Select Ports > Listen Ports. 

(c) Select a cache, and then click Add. 

(d) Enter the Listen Port information as explained below:

In Wallet field: Enter the full path to the wallet directory created in step 2

 
3. Configure HTTPS protocol support between Oracle AS Web Cache and 

origin servers in Oracle AS Web Cache Manager: 

(a) Select "Origin Servers, Sites, and Load Balancing" > Origin Servers. 

(b) Click Add to add an origin server. 

(c) In the dialog box, specify the information for the origin server, as follows:
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(d) Click Submit. 

4. Configure Wallet Locations for the Origin Server:

As  the communication from Oracle  AS Web Cache to the origin server  is 
HTTPS, you need to specify the location of the wallet that manages Oracle AS 
Web Cache authentication data to the origin server (such as keys, certificates, 
and trusted certificates needed by the Secure Sockets Layer (SSL)).

(a) Select "Origin Servers, Sites, and Load Balancing" > Origin Server Wallet. 

 

(b) Select the cache for which you want to modify wallet settings, and then 
click Edit Selected. 

(c) In the Wallet Directory field, enter the directory location of the wallet. This 
directory must contain an existing wallet. 

(d) Click Submit. 

5. Configure a Site to Accept HTTPS Requests: 

(a) Select "Origin Servers, Sites, and Load Balancing" > Site Definitions. 

(b) Click Add Site. 

(c) Specify the information, as follows: 

 

(d) Click Submit. 
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6. Select "Origin Servers, Sites, and Load Balancing" > Site-to-Server Mapping. 

7. Create a mapping from the site to an origin server, and click Submit. 

8. By default, Oracle HTTP Server does not maintain keep-alive connection for 
HTTPS client requests from Microsoft Internet Explorer 5.5 and later releases. 
Internet Explorer has known issues with trying to reuse SSL connections after 
they have timed out. In order for Oracle HTTP Server to maintain keep-alive 
connections from Oracle AS Web Cache, you must remove the following 
entry from the ssl.conf file in $ORACLE_HOME/Apache/Apache/conf 
directory on UNIX or ORACLE_HOME\Apache\Apache\conf directory on 
Windows: 

SetEnvIf User-Agent ".*MSIE.*" nokeepalive ssl-unclean-shutdown

The ssl.conf file specifies the SSL definitions for Oracle HTTP Server. If this 
entry is not removed, then keep-alive connections are disabled

9. Configure HTTP Server to use mod_certheaders:

This step is necessary to configure HTTP server so it knows the originating 
request to Web cache was via HTTPS. To do this HTTP Server needs to be 
configured to use mod_certheaders:

(a) In Enterprise Manager, in HTTP Server -> Administration -> Advanced  
Server Properties, click on httpd.conf

(b) If on UNIX, add the following at the end of the LoadModule section :

LoadModule certheaders_module libexec/mod_certheaders.so 

(c) If on Windows, add the following to the very end of the file:

LoadModule certheaders_module modules/ApacheModuleCertHeaders.dll

(d) Then at the end of the file add:

AddCertHeader HTTPS

(e) Apply the changes
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(f) Restart HTTP server

10. Restart Oracle AS Web Cache.

11. Restart the Oracle HTTP Server on the application middle tier: 

 In Unix:
$ORACLE_HOME/opmn/bin/opmnctl restartproc process-type=HTTP_Server

 In Windows
%ORACLE_HOME%/opmn/bin/opmnctl restartproc process-
type=HTTP_Server
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