Configuring Oracle® Hyperion
Enterprise Performance Management System 11.1.2.x
for Kerberos Authentication



Assumptions

Knowledge of Kerberos and its configuration at the system level is assumed in this
document, as it documents configuration steps needed at the application level.
Before you start these procedures, please confirm that the prerequisites for these
tasks are completed.

Note: The Oracle Hyperion Planning Web application for Release 11.1.2.1 is not
supported for Kerberos.

Prerequisites Tasks

1. Corporate Active Directory is configured for Kerberos authentication
(http://www.microsoft.com/windowsserver2003/technologies/security/kerberos/d

efault.mspx)

2. Windows client machines are configured for Kerberos authentication
(http://support.microsoft.com/kb/295017).

3. The Client and Server are in Time Sync with a skew of not more that 5 minutes.
(http://technet.microsoft.com/en-us/library/cc780011(WS.10).aspx).

4. Browsers are configured to negotiate using Kerberos tickets: IE
(http://download.oracle.com/docs/cd/E12839 01/web.1111/e13707/sso.htm#il

102444) or Firefox (http://docs.redhat.com/docs/en-
US/Red Hat Enterprise Linux/5/html/Deployment Guide/sso-config-
firefox.html)

5. IIS is set up if IIS is used as the front-end Web server -
http://download.oracle.com/docs/cd/E12839 01/apirefs.1111/
e14395/isapi.htmI#wp101184 and disable Windows Integrated Authentication -
http://support.microsoft.com/kb/215383

Kerberos Authentication Flow Diagram for EPM System

The configuration of EPM System with Kerberos is supported using the WebLogic
Negotiate Identity Asserter. The basic communication is as follows:

Windows Client

_ Kerberos Ticket i

Kerberos
Ticket

EPM Weblogic Domain

Username
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Step 1: Configure EPM System’s WebLogic Domain for Kerberos

Authentication

1. Install all the products you wish to use but only deploy and configure Foundation
Services. This creates a WebLogic domain. The default domain name is
EPMSystem.

2. Upgrade the deployed JRockit 1.6.29 under EPMSystem to JRockit 1.6.29 R28.2.2
to support RC4-HMAC encryption for both Web logic and IIS.
A common encryption type -RC4-HMAC, should be used for both Web logic and
IIS installed on the same host; for example, MYHOST.

a. Download and install the latest JRockit (Oracle JRockit 6 - R28.2.2) from
http://www.oracle.com/technetwork/middleware/jrockit/downloads/index.html

b. Stop all EPM Servers.

c. Copy the contents of the newly installed JRockit R28.2.2.

File Edit Wiew Fawvorites Tools Help

(PBack -~ ) - [T | - Search |[™ Folders | B 3 X ) | [~
dddress |7 C:\Program Files\Javaljrockit-jdkl .6.0_29-R25.2.2-4.1.0

Folders X
I bea LI
|5 Documents and Settings
[ 1386

[ Inetpub

[ Kerberoskeys
[ Cracle
= () Program Files

I &pache Directory Studio £
I3 cmak. Copy

[ Comrmon Files
|5 ComPlus Applications

]

Create Shorkouk

Delete
|5 Internet Explorer =
Fename
= () lava
[ jdki.6.0_31 Propetties
[ jres

= 10 jrockit-jdkl . 6.0_29-R23.2.2-4.1.0

d. Replace the contents of the JRockit folder under EpM ORACLE_HOME with the
contents copied from JRockit R28.2.2 folder.
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Folders X || Name = |

B 9 BLRz230Z3Z |
[=] “e Local Disk {C:)
£ 4bcid1a2de1289551 1b0cd
D app
& AU
I bea
Ih bealnzz
£ BUILDS
I=h Clean

icontrol

i Explore

Open

Command Prompt: Here

£ com Sga.rch‘..
I ctg-pitstop ) z-le 3
5 CUSTOMER-ISSLES iy Shred File
|2 Documents and Settings [ Scan for threats. .
|2 Downloads
[ e7F45b861172cdcaS2e60126dd043625 &k Unlocker
I Inetpub Send To R
= jdkie0_21
= I race Cut
=) Middleware Copy

I EPMSystem11R1
5 jok160_29
=2 jrockit_160_29
I bin
I demo
I inchude Properties

Create Sharkcut
Delete
Rename

Note: Name of the root folder; jrockit_160_29; should be retained to
ensure that the startup scripts work properly. Only the contents are upgraded
to a newer version.

e. Restart EPM Servers.

3. Configure the EPMSystem domain for Kerberos authentication

a. Create an LDAP Authentication Provider -
http://download.oracle.com/docs/cd/E12839 01/web.1111/e13707/atn.htm#
i1216261.

b. Create a Negotiate asserter -
http://download.oracle.com/docs/cd/E12839 01/web.1111/e13707/atn.htm#
i1208059.

Note: Set the JAAS option to opTI0NAL for all of the Authenticators. See
http://download.oracle.com/docs/cd/E12839 01/apirefs.1111/e13952/taskhel
p/security/SetTheJAASControlFlag.html for more details.

c. Create service principals and map them to user objects that represent the
WebLogic server and Financial Management IIS Server -
http://download.oracle.com/docs/cd/E12839 01/web.1111/e13707/sso.htm#
i1101993.

An example of a Service Principal:

Create a User object; for example, EPM_HOST, in Active Directory to
represent WebLogic server and IIS services running on host MYHOST.
This service principal is used while enabling Kerberos on IIS for EPM
products deployed on IIS. Refer to Step 7 on how to configure IIS for
Kerberos authentication.

An example of the command for creating the key tab file:

ktpass -princ HTTP/myhost.mydomain.com@MYHOST.MYDOMAIN.COM -pass
password -mapuser EPM_HOST -out c:\myhost.keytab
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file as described in

changed to com.sun.security.jgss.krb5.accept.

e JDK5 onwards, the com.sun.security.jgss.accept package has

e Use the Kerberos admin commands like kinit, ktab, create the krb5.ini

http://download.oracle.com/docs/cd/E12839 01/web.1111/e13707/sso.

htm#i1103676

e Configure WebLogic start scripts -

http://download.oracle.com/docs/cd/E12839 01/web.1111/e13707/sso.htm#

11102021

i. In Windows environments the EPM Managed servers are run as Windows
Services. The startup JVM options have to be set as described as follows

for each of the EPM WeblLogic managed servers. Perform this step for
FoundationServices managed server only at this time

e Start the Windows regedit utility.

e Navigate to:

My Computer->HKEY_ LOCAL_MACHINE->SOFTWARE
->Hyperion Solutiong->FoundationServicesO
->HyS9FoundationServices

=7 HKEY_LOCAL_MACHIME
G- HARDMWARE

&2 sam

(17 SECURITY
=10 SOFTWARE
&0 coFfsy
#-0 Classes
l:| Clients
l:l Gemplus

----- {:l Hyperion Java Service

=23 Hyperion Solutions
l:l AnalyticProvider ervicesn
-1 Esshasefdminservicesi
EH:| FoundationServicesi
a HySOFoundationSeguy
l:l Hyperion Integrakion S
l:l Hyperion Shared Servi
l:l Planning

EnvCu:uunt
JavaDII

[ab] ymoptiaon
[ab] 1vMoption10
[ab]1vMOption11
[ab] 3vMOption12
[ab] 3ymoption13
[ab] vmoption14
[ab] 1vMOption15
[ab] 1vMOption16
[ab] 3vMOption17
[ab] 3vMOption15
[ab] 1ymoption19
[ab] 3ymoptionz

abl Wrarinkion N
ke

: string Yalue
{:l RaFramewarki Delek r|ru;| u JH
#-{Z0 RaFrameworkagent =Elete (=l el
{2 TEM Fename D ORD Yalue
{27 Instalshield Export Mulki-Skring '-.-'all..le
F-20 Javasoft ;ermissicnns Expandable String Yaluez
-7 IreMetrics - =TT LT IZ 7 T
- Microsaft Copy Key Mame (28] 3vMOption2a RE
B o [ab]3vMODtion29 RE
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e Create additional String values for JVMOptions; and add Kerberos JVM
options as shown

ab] MOption40
ab) yMoption
ab) Moption4z
ab) WMoption3
ab) yMoption<4

REG_S?
REG_SZ
REG_S?
REG_SZ
REG_ST

-Djava, security krbS.realm=KERBERODS. TEST. COM

-Djava.security kb5 kdc=10,175.48.67

-Djava, security . auth.login.config=F: | krbSlagin, conf
-Dijavax, security, aukh, usesubjeckCredsOnly=Falze

-Dwweblogic, security, enableMeqgotiate=true

e Modify the JVMOptionCount to reflect the new sum total of JVMOptions
by adding 5 to the current OptionCount.

ARG Edit DWORD Yalue BE
jJVMOpt Y alue name:
Mot

aJ'u'MOpt IJVMDptionCnunt

UJVMODt Yalue data:

| Mot

Mot |44
| Mot
Mot
| Mot
Mot

Base
"~ Hexadecimal

{* Decimal

ak. I Cancel |

a2 = 2 &

(CptionCaunt REG_DWORD
P e -

000000027 (39

e Configure authorization policies for Active Directory users that will access the

EPM products -

http://download.oracle.com/docs/cd/E12839 01/web.1111/e13747/secejbwa

r.htm#i1242796. Refer to the section Deploy Diagnostics Web App to test

Kerberos Configuration for an example of how to configure a Policy.

Step 2: Deploy Diagnostics Web Application to Test the Kerberos

Configuration

EPM System provides a test Web Application that can be used to test whether

WebLogic is properly configured for Kerberos authentication.

For 11.1.2.0, download the patch 11678653 from http://support.oracle.com and
apply it, which contains the Diagnostics Web App ssobiag.war. Launch the EPM

domain WebLogic admin console to deploy the reference implementation
SsoDiag.war web application to the Foundation Services managed server.

1. Deploy ssobiag.war.

a. Log in to WeblLogic admin console, and select Install.
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OIRACLE Weblogic Server® Administration Console -

Change Center @) Hoe Log Out Preferences Record Help Q Welcome, epmjdmin|tannected ta:

G TR Home »Summary of Deployments

Mo pending changes exist. Click the Release Summary of Deployments
Configuration button to alow obhers to edit the
domain, Control | Monitoring

Lock & Edit

This page: displays a list of Java EE applications and stand-alone application modules that have been instaled to this domain, Installed applications and modules can be started, stopped, updated {redeploved), or deleted F

Release: Configuration
damain by first selecting the application name: and using the cantrols on this page.

Domain Structure Toinstal a new application or module for deployment to targets in this domain, click the Install buttan,

EPMSystem

*-Environment
[ Customize this table

EYICES

Deployments
~Security Realms
- Tnteroperability Update | | Delete | || Stat~ | | Stapv Showing 1 to B of & Previor
~Diagnostics
‘ D Name ¢ ‘State Health ‘ Type Deployment Order
[T I I I I
b. Select SSODiag.war.
ST VIGULUYIL UGIVGE  AUNIIISU AU LUIBUIS —
Change Center 18 Home Log Out Preferences Record Help Q Welcome, epm_admin | Connected to: Bl
EdETEar S Home Summary of Deployments
Messages
Ho pending changes exist. Click the Release:
Configuration button ko allow athers to edit the ) Vou must select an application before continuing,
domain,
Lack & Edt Install Application Assistant
Release Configuration Back | | Next ‘ Finish | Cancel
Domain Structure Locate deployment to install and prepare for deployment
EPMSystem Select the file path that represents the application raot directory, archive file, exploded archive directory, or application module descriptor that you want to install. Vou can also enter the path of the application directory or F

“Environment the Path field,

Note: Crly valid file paths are displaved below, If vou cannot find vour deployment Fles, upload your File(s) andfor confirm that vour application contains the required deployment descriptors,

Path: hormefarkkurmay S50Diag/S50Diag.war
Recently Used Paths: (none)
Current : dadvmh0362,us, oracle.com [ home | arkkumar | S50Diag

Biack ‘ Finish | Cancel
— =y

c. Select Install this deployment as an application, and then click Next.
Install Application Assistant
Back et | Finish | Cancel

Choose targeting style

Targets are the servers, clusters, and virtual hosts on which this deployment will run, There are several ways vou can target an application,

t9) Install this deployment as an application

The application and its components will be targeted to the same locations. This is the mosk common usage.

CJ Install this deployment as a library

Application libraries are deployments that are available for other deployments to share. Libraries should be available on all of the targets running their referencing applications.

Back | Finizh | Cancel

d. Deploy the ssopiag.war application to the FoundationServices managed
server.
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Servers

l:‘ AdminServer

Clusters

l:‘ AnalyticProviderServices
) all servers in the cluster
'_/ Part of the cluster

l:‘ AnalyticProviderServices0

D EssbaseAdminServices

) All servers in the cluster
-/ Part of the cluster
D EssbaseAdminServices0

oundationServices

All servers in the cluster
— Part of the cluster

FoundationServices0

l:‘ P_!anning

e. Select Custom Roles and Policies as the security model.

becurity

Wwhat security model do vou want to use with this application?

:‘ DD Only: Use only roles and policies that are defined in the deployment descriptors.

‘:‘ Custom Roles: Use roles that are defined in the Administration Console; use policies that are defined in the deployment descriptor.

-_I_d.j Custom Roles and Policies: Use only roles and policies that are defined in the Administration Console.

‘:‘ Advanced: Use a custom model that you have configured on the realm's configuration page.

Sntwre arressihility

f. Complete the deployment.
Install Application Assistant
Back et | Finizh | Cancel

Review your choices and click Finish

Click. Finish to complete the deployment. This may take a few moments to complete.,

Additional configuration
In order to work successfully, this application may require additional configuration. Do you want to review this application's configuration after completing this assistant?

IZ':'Z' Yes, take me to the deployment's configuration screen.

o, I will review the configuration later.

Summary
Deployment: Thomefarkkumar/SS0Diag)5S0Diag. war
Name: 550Diag
Staging mode: Use the defaults defined by the chosen targets

Security Model: CustomRalesandPolicies: Ignare all roles and policies in deployrment descriptors, Create custom roles and policies later,

Target Summary

Components & Targets

S550D0iag

Back Mext || Cancel

FoundationServices
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2. Configure Oracle HTTP Server (OHS) and add a forwarding request for SSODiag
URL.

3. Add the following lines into
EPM_ORACLE_INSTANCE/httpConfig/ohs/config/0OHS/ohs_component/mod_wl_oh
s.conf to forward request to WebLogic Server from OHS. Restart OHS after
updating mod_wl_ohs.conf.
<LocationMatch ~/SSODiag/>

SetHandler weblogic-handler

WeblogicCluster HSS Server Name:HSS port
</LocationMatch>

4. Protect the URL by creating a policy in the WebLogic admin console for the URL
http://0HS server name:port/SS0Diag/krbssodia

& Home Log Qut Preferences Help ]

Home =Surmmary of Deployments =5500iag =Roles =Policies

Create a Mew Stand-Alone Web Application URL Pattern Scoped Policy

Ok, ‘ Cancel

Create a Mew Policy URL Pattern
The Following property will be used to identify wour new Policy URL pattern.

What waould vou like to name your new Policy URL pattern?

URL Pattern: A

‘What Authorizer Provider would vaou like to select?

Provider Name: wACKLAUtharizer | »

Cahicel

@ Home Log 2wt Preferences Help Q

Hore =Summary of Deployments =5500iag =Roles =Policies =Edit a Stand-Alone Web Application URL Pattern Scoped P
Edit a Stand-Alone Web Application URL Pattern Scoped Policy

Back Mext | Finizh ‘ Cancel

Choose a Predicate
“hoose the predicate you wish ko use as your ness condition

The predicate list is a lisk of available predicates which can be used to make up a security policy condition

Predicate List: User o

Back Mext | Finish ‘ Cahicel
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Haorme =Summary of Deplowments =5500iag =Roles =Policies =Edit a Stand-Alone Web Application URL Pattern Scoped Policy

‘dit a Stand-Alone Web Application URL Pattern Scoped Policy
Back Mext | Finizh ‘ Cancel

Edit Arguments
Zin this page you will fill in the arguments that pertain bo the predicate vou have chosen,

User Argument Description

User Argument Name:

krbuserl

Femove

Back Mext | ‘ Cahicel
R .

krbuserl is a sample domain user that will access the browser from the Desktop.
This can be an Active Directory user ID or an Active Directory group.

krhuser] ds the AT user who will authenticate to the Desktop

5. Start Foundation Services and the SSODiag utility.

Ingtall Update Delete Stop

Servicing all reguests
MName &

Servicing only administration requests

FRAPS (11.1.2.0)

7 OM3 Application (11.1.1.1.0)

FREAS (11.1.2.0)

s Welcome Page Application {11.1.0,0.0)

E‘.IPLANNING (11.1.z2.m

E‘.ISHAREDSERVICES (11.1.2.m)

KO0O0(0O]0]0O

@SSODiag

6. Login as a valid provisioned active directory user into the client machine
configured for Kerberos authentication and access the page
http://0OHS server name:port/SSODiag/krbssodiag from a browser.

If the Kerberos configuration is done correctly the following page is shown.

©) Mozilla Firefox

Fle Edit View Hstory Bookmarks Tools Help

@ - C 9 E @. a1 | httpe/krbsry2.us.crack.com/S500ag/krbssadiag + | [G-|E12825_01 oracke
L Mylnterops || Orade-Links | Cracle Diocs | SecCode-tpt | Sec-code | Inguiphlle | WidLife Conservation | Ervronment | Sec Complance || My-Infra-watch 3 World Clock | ] TnyURL! L Sec-bugs
_McAfee [

Oracle Hyperion Kerberos SSO diagnostic Utility V 1.0

Retrieving Kerberos User principal name... Success.

Kerberos Principal name retrieved... bea_sso_ad.
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If the Kerberos configuration is not done correctly the following page is seen.
Take corrective steps.

Ele Edt View Hstory Bookmarks Tools Help

6 e X DG A + - [G- E12825 01 orace

LI MyInterops | Cracle-Links | Oracke Docs | SecCode-tpt || Seccode | Inguiphile || WikdLife Corgervation | Enviroriment | Sec Compliance | My-Infra-watch % world Clock | TnyURL! || Sec-bugs
v

Oracle Hyperion Kerberos SSO diagnostic Utility V 1.0

Retrieving Kerberos User principal nane.., Failed.

To debug failure, please

Check if the SPNEGO/Kerberos token challenge/response is taking place between the browser and the Weblogic Server.
o Check www-authorization HTTP header to verify Kerberos SPNEGO challenge/response. Use any HTTP trace utility like Fidler, Live HTTP Header or ieHTTPHeaders.
o Check if the browser is configured for Kerberos authentication,
o Check the Weblogic logs to see if the Negotiate Asserter is enabled.
o Check if Active Directory Authenticator is working and the AD users are visible under Users and Groups tab on the Weblogic Administrative cansole.
o Check allovi/deny roles and policies for the URL on the Weblogic Server.
In case the Forwarding proxy is 115, check if 115 is forwarding the Kerberos token back to Weblogic Server. Refer to http://support.microsoft.com/ld/32
Check if this is one of these common Kerberos issues like clock skew et.al. Refer to the Website http://technet.microsoft. com/en-us/library/cc722430(

5 for more information
.10} aspx for more info

After Kerberos Diagnostics Utility is run successfully, go to Step 3

Step 3: Configure and deploy the rest of EPM System to this domain.

Configure all EPM System products and deploy them to the EPM domain using the
EPM System Configurator.

Step 4: Configure EPM products for Kerberos authentication

In Windows environments, EPM managed servers are run as Windows services. You
must set the startup JVM options for each EPM WebLogic managed server.

Here is a comprehensive list of EPM WebLogic managed servers for which you must
set the startup JVM options in non-compact deployment mode:

AnalyticProviderServices0  CalcMgr0 DisclosureManagementO
EpmaDataSync0 EpmaWebReports0 ErpIntegratorO
EssbaseAdminServer0 FinancialReporting0 FMWebServices0
FoundationServices0 HpsAlerterQ HpsWebReports0
hsfweb0 Planning0 Profitability0
RaFramework0 WebAnalysis0

If web applications are deployed in the compact deployment mode, you need to
update the startup JVM options of EPMSystem0O managed server only. If you have

multiple compact managed servers, you must update the startup JVM options for all
managed servers.

1. Configure WeblLogic start scripts -

http://download.oracle.com/docs/cd/E12839 01/web.1111/e13707/sso.htm#il1l
02021
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The following example describes how to set the startup JVM options for the
FoundationServices managed server. You need to perform this task for each
WebLogic managed server in the deployment.

a. Start the Windows regedit utility.

b. Navigate to My Computer -> HKEY_LOCAL_MACHINE->SOFTWARE->Hyperion
Solutions ->HyS9FoundationServices.

=] HEEY_LOCAL_MACHIMNE
-] HARDWARE

-] SAM

----- 1 SECURITY

B {1 SOFTWARE

& co7fsy

I:l Classes

l:l Clients

-1 Gemplus

I:l Hwperion Java Service
I_—__H:l Hyperion Solutions
{:l AnalvticProviderServicesd
#-{_7 EssbaseadminServicesd
E| D Foundation3ervicesn

i S9FoundationSegyi
l {:l Hyperlun Inkegration £
-2 Hypetion Shared Servi
D Flanninga

EnwCount
Jawalll

(ab] 1Moption1
(ab] 1yMoption10
WMOption1 1
(ab] 1yMoption1 2
(ab] 1yMoption13
[@b] ¥MOption 14
[ab] 1yMOption15
[ab] 1yMOption16
[@b] ¥MOption17
MOption 13
MOptian19
WMOptianz

abl 1rarinbine 0

ey

l:l RaFramewark
#-[_1 RaFramewarkagent

D IEM

Delete
Fename

-7 Instalishield
-1 Javasoft
-7 IreMetrics

Expork
Permissions. ..

Skring Yalue

Einary Yalus
DWORD Yalue
Mulki-Skring Walue

Expandable String Yalue

-7 Microsaoft

Copy key Mame

L TN T [

L_"'"._‘u AN I"'I'-JIJLIUI | iy
(ab] 1MOptionzE
[ab] 1yMootionza

c. Create String values for the JVMOptions shown below.

RE

Be sure to replace krb5.realm is with your Kerberos domain name, krb5.kds
with your domain controller IP address.

ab] yMOption40 REG_S57
ab] yMOption41 REG_5Z
ab) yMOption42 REG_S5Z
ab) yMOption43 REG_S5Z
ab] yMOptiond4 REG_5Z

-Drjava. security. krbS . realm=KERBERDI, TEST, COM
-Dijava,security kb5 kdc=10,175.458.67
-Diava, security, auth.login. config=F:\krbSlogin, conf
-Drjavay. security . auth, useSubject CredsOnly=False

-Dwweblogic, security, enableNegokiate=true

d. Modify the JVMOptionCount to reflect the new sum total of JVMOptions by
adding 5 to the current OptionCount.
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ARl e=q Edit DWORD Value EE|
| 2ot

| 2ot
ﬂJ'-.-'MOpt IJ\-"MEIptiu:unEu:uunt

Yalue name:

%JHMOpt Walue data: Baze
| Mot

| 2ot |44
| 2ot

| 2ot

ﬂJﬂMOpt o, I Cancel |

| 2ot

CpkionCaunt REG_DWORD 000000027 (39
E ——_—— — - - .

{~ Hexadecimal
* Decimal

U= ==

e. Configure authorization policies for Active Directory users that will access the

EPM products -

http://download.oracle.com/docs/cd/E12839 01/web.1111/e13747/secejbwa

r.htm#i1242796. Refer to the section - Deploy Diagnostics Web App to test

Kerberos Configuration - for an example of how to configure a policy.

2. Edit EPM_ORACLE_INSTANCE/domains/EPMSystem/config/config.xml to change

the default security model from DDOnly to CustomRolesAndPolicies (case-

sensitive).

config.xml (c$/work/OracleDTEfuser_projects/domains/DTEDomain/conFfig.xml

o _ODE“ v ESave I.'g.'l E q %

config.xml $§

603 <name>PLANNING#11.1.2.0</name>

604 <target=Planning</target=>

605 <module-type=ear</module-type>

606 <source-path=c:\work\0racleDTE\EPMSystem11R1/products/Planning/AppServer/
InstallableApps/Common/HyperionPlanning.ear</source-path=

667 <security-dd-model=CustomRolesAndPolicies</security-dd-model>

608 <staging-mode>nostage</staging-mode>

609 </app-deployment=

618 <app-deployment>

611 <name>RAFRAMEWORK#11.1.2.08</name>

612 <target>RaFramework</target>

613 <module-type=ear</module-type>

614 <source-path=c:\work\0racleDTE\EPMSysteml1lR1/products/biplus/
InstallableApps/raframework.ear</source-path=

615 <security-dd-model>CustomRolesAndPolicies</security-dd-model>

616 <staging-mode>nostage</staging-mode>

617 </app-deployment>

618 <app-deployments|

619 <name>5HAREDSERVICES#11.1.2.0</name=

620 <target=FoundationServices</target=>

621 <module-type>ear</module-type>

622 csource—path>c:\work\DracleDTE\EPMSystem11R1!pr0ductS/F0uﬂ}ation/
AppServer/InstallableApps/common/interop.ear</source-path=

623 <security-dd-model=CustomRolesAndPolicies</security-dd-model>
624 <staging-mode>nostage</staging-mode>
625 </app-deployment=>
< = =
XML v TabWidth: 8 + Ln618,Col19 IN5
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If EPM System is not deployed in compact mode, you must change the default
security model from DDOnly to CustomRolesAndPolicies for each EPM System

web application recorded in config.xml. The preceding screenshot lists a partial
list of the entries only.

The following is a comprehensive list of EPM System WebLogic enterprise
applications that may be identified in config.xml.

AIF APS CALC
DISCLOSUREMANAGEMENT EAS EPMADATASYNCHRONIZER
EPMAWEBTIER FINANCIALREPORTING HPSAlerter
HPSWebReports HSFWEB PLANNING

PROFITABILITY RAFRAMEWORK SHAREDSERVICES
WEBANALYSIS WORKSPACE

3. Create a URL protection policy, for each EPM System enterprise application.
a. Log in to the WebLogic admin console as an admin.
b. Click Deployments.

c. Create a URL protection policy for each deployed EPM System enterprise

application.
AIF APS CALC
DISCLOSUREMANAGEMENT EAS EPMADATASYNCHRONIZER
EPMAWEBTIER FINANCIALREPORTING HPSAlerter
HPSWebReports HSFWEB PLANNING
PROFITABILITY RAFRAMEWORK SHAREDSERVICES
WEBANALYSIS WORKSPACE
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=
Click the Lack & Edit button to modify, Summary of Deployments
add or delete items in this domain.
Contral | Monitoring
Lock & Edit
Release Configurat
e This page displays a list of Java EE applications and stand-alone application modules that have been installed to this domain. Installed applications and modules can be started,
stopped, updated (redeployed), or deletad from the domain by first selecting the application name and using the contrals on this page.
Domain Structure
To install a new application or module for deployment to targets in this domain, click the Install button.
DTEDomain
Environment
Deployments  Customize this table
-Services
—Security Realms
B Interoperability e b
~Diagnostics Number of rows displayed per page: 100 &
M Exclude libraries when displaying deployments
Apply || Reset
Deployments
install | [Update | [Delete | | [Start~ | [Stop~ Showing 1 o 24 of 24 Previous | Next
How do L... B =
| Name & State | Health Type Deployment Order
 Install an Enterprise application -
0| Bgararizn active | & warning Enterprise Application 100
+ Configure an Enterprise
# Update (redeploy) an Enterprise (m] [gAPS (11.1.2.0) Active « oK Enterprise Application 100
application
+ Start and stop a deployed Enterprise 0 | BgeaLe (11.1.2.0) New Enterprise Application 100
application
«+ Monitor the modules of an Enterprise (]| E [EDISCLOSUREMANAGEMENT (11.1.2.0) New Enterprise Application 100
application
« Deploy BB modules m] (@) DMS Application (11.1.1.1.0) Active « 0K Web Application 5
* Install 2 Web application 0 | Brgeas (11.1.2.0) Aciive | 0K Enterprise Application 100
System Status =] [m] g Active « oK Enterprise Application 400
Health of Running Servers a [ EPMADATASYNCHRONIZER (11.1.2.0) Active ¥ 0K Enterprise Application 100
[ Failed () -
(| E [REPMAWEBTIER (11.1.2.0) New Enterprise Application 100
Critical (0)
Overloaded (0) (m} EHNANC!ALREPDRT!NG (11.1.2.0) New Enterprise Application 100
Warning (0)
. ok (11 () | B FFMW Welcome Page Application (11.1.0.0.0) Active  |# OK Enterprise Application 5
0O [F FMWEBSERVICES (11.1.2.0) Active + oK Enterprise Application 100
(| B ggHPsalerter (11.1.2.0) New Enterprise Application 100
(]| E (gHPSWebReparts (11.1.2.0) New Enterprise Application 100
[m] [RHSPWEB (11.1.2.0) Active « 0K Enterprise Application 100
(]| B (RPLANNING (11.1.2.0) Adive  |# OK Enterprise Application 100
m] [FPROFITABILITY (11.1.2.0) Active + oK Enterprise Application 100
a [Rproxyserviet (11.1.2.2) Active ¥ 0K Enterprise Application 100
(1| Bl s RAFRAMEWORK (11.1.2.0) Adive |# oK Enterprise Application 100

d. Expand an enterprise application such as PLANNING (11.1.2.0), and then
select the web application; for example, HyperionPlanning.

® Install 2 Web application | [Es) e ~ Application i
[ | El 2 EPMADATASYNCHRONIZER (11.1.2.0) Active | ¥ OK I 100
System Status =] Application
Health of Running Servers O EEPMAWEBTIER (11.1.2.0) New i:;anr:;is:n 100
Failed (0) i
. prise
] [+ 1.2,
[ critieal (o ) £ FINANCTALREPORTING (11.1.2.0) New Application 100
Overloaded (0) . Enterprise
B} i "
'7 Warning (0) [+ EFMW Welcome Page Application (11.1.0.0.0) Active | % OK Application 5
I o 1 N ;
on [ | @ FBFMWEBSERVICES (11.1.2.0) Active | % OK Entarprise 100
Application
— Enterprise
] [+
¥ FRHPSAlerter (11.1.2.0) New Application 100
— Enterprise
] d
2] EHPSWEbREpDF& (11.1.2.0) New e 100
. ) Enterprise
]
B FRHSFWEB (11.1.2.0) Active | % OK Application 100
— Enterprise
[J | © FRPLANNING (11.1.2.0 <
B ( ) Active OK Arreton 100
El Modules
@ﬂwﬂm ‘Web Application
E ElBs
None to display
El Web Services
None to display
[ | & [EPROFITABILITY (11.1.2.0) Active | ¥ 0K Enterprise 100
Application
N Enterprise
[} 1.2,
B gproxyserviet (11.1.2.2) Active | % OK Application 100
http://rchakrava:7001/console/console....g.war;HyperionPlanning;<none> WEBAPP") N o e Enterprise .
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e.

Click the Security tab and select New Role.

If the following message is displayed, it means that the security model of

the web application was not changed from DbDonly to
CustomRolesAndPolicies. Complete step 2.

If you are using the DD Only security model for this deployment,
then you cannot use the Administration Console to modify its

security roles.

ORACLE Weblogic Server® Administration Console

Change Center &) Home Log Out Preferences Recor

Help Q

View changes and restarts

Click the Lock & Edit button to modify,
add or delete itemns in this domain.

Lock & Edit

Release Configuration

Domain Structure
DTERomain

- Interoperability
[-Diagnostics

How do I... =]

® Create scoped security roles

® Delete seruritv roles

Welcome, epm_admin | Connected to: DTEDomain

Home >Summary of Deployments >PLANNING(11.1.2.0) >Roles
Settings for PLANNING(11.1.2.0)

Overview = Deployment Plan | Configuration | Security | Targets | Control Testing | Monitoring | Notes

Roles Policies

This page summarizes the security roles that can be used in the policy for this enterprise application. These roles cannot be used in
policies for individual modules or other resources within this application.

Note:

If you are using the DD ONly security model for this deployment, then you cannot use the Administration Console to modify
its security roles.

§ Customize this table [N

Enterprise Application Scoped Roles

New Delete Showing 0 to 0 of 0 Previous | Next
Name & ‘ Provider Name
There are no items to display
New Delete

Showing 0 to 0 of 0 Previous | Next

f.

In Name, type /*, and then click OK.

ORACLE Weblogic Server® Administration Console

Change Center

View changes and restarts

Lock & Edit

Click the Lock & Edit button to modify,
add or delete items in this domain.

@ Home Log Out Preferences Record Help | Q

Welcome, epm_admin | Connected to: DTEDomain
Home >Summary of Deployments >PLANNING(11.1.2.0) >Roles

Create Application Scoped Roles

Release Configuration

OK Cancel

Domain Structure

DTEDomain
EH-Environment

-Deployments
-Services

ecurity Realms
nteroperability
-Diagnostics

Role Properties

The following properties will be used to identify your new role.

* Indicates required fields

What would you like to name your new role?

* Name: I*

Which role mapper would you like to use with this role?

Provider Name: XACMLRoleMapper 7|

OK Cancel

How do I...

#» Create scoped security roles
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g.

Click the /* link.

Domain Structure

DTEDomain
-Environment
-Deployments
ervices
t--Security Realms
-Interoperabiliw
-Diagnostics

How do I...

e Create scoped security roles
# Delete security roles

# lUse roles and policies to secure
resources

System Status

B

lesting | Monitoring | Notes

Roles | Policies

This page summarizes the security roles that can be used in the policy for
this enterprise application. These roles cannot be used in policies for
individual modules or other resources within this application.

Note:
If you are usin%he DD Only security model for this deployment,
then you cannot use the Administration Console to modify its security
roles.

[ Customize this table

Enterprise Application Scoped Roles

New Delete Showing 1 to 1 of 1 Previous | Next
| | Name &% Provider Name
/* XACMLRoleMapper
| New | Delete Showing 1to 1 of 1 Previous | Next

Choose Add Conditions under Role Conditions.

Change Center
View changes and restarts

Click the Lock & Edit button to modify,
add or delete items in this domain.

Lock & Edit

Release Configuration

ORACLE WebLogic Server® Administration Console

Domain Structure

DTEDomain
BH-Environment
-Deployments
-Services
-Security Realms
B}-Interoperability
- Diagnostics

How do I...

#» Create scoped security roles
* Delete security roles

# Use roles and policies to secure
resources

* Combine Conditions

System Status

zl

Q Home Log Out Preferences

Help |

Q

Welcome, epm_admin | Connected to: DTEDomain

Heme =Summary of Deployments >PLANNING(11.1.2.0) >Roles =Edit Application
Scoped Roles

Edit Application Scoped Roles

Save

Scoped Role Conditions

Use this page to edit the conditions of a security role that can be used in the
policy for this enterprise application. This role cannot be used in policies for
individual modules or other resources within this application.

Note:

If you are using the DD Only security model for this deployment, then
you cannot use the Administration Console to modify its security roles.

This is the name otw'le scoped role.
Name: /*

These conditions determine membership in the role.

Role Conditions :

Add Conditions Combine Uncombine Move Up Move Down Remove
Megate

Mo Policy Specified
Add Conditions Combine Uncombine Move Up Move Down Remove
MNegate

Save

Choose a predicate list to be an Active Directory group or user, and click
Next. These are the users who will be granted privileges to access this EPM

web application.
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ORACLE WeblLogic Server® Administration Console j

Change Center @ Home Log Out Preferences Record Help | Q,
View changes and restarts Welcome, epm_admin | Connected to: DTEDomain
Click the Lock & Edit button to modify; Heme =Summary of Deployments =PLANNING(11.1.2.0) >Roles >Edit Application
s
add or delete items in this domain. Scoped Roles
Lock & Edit Edit Application Scoped Roles
Release Configuration Back Mext | Finish | Cancel
Domain Structure Choose a Predicate h

DTEDomain Choose the predicate you wish to use as your new condition

-Environment

;“--Deployrnents The predicate list is a list of available predicates which can be used to make up
-Services a security policy condition

t--Security Realms

B~ Interoperability Predicate | Group j
[-Diagnostics List:

Back MNext | Finish | Cancel

j- Type in the name of the Active Directory group and click Finish. Choose an
Active Directory group contains all the users that will access EPM products.
Check with your Active Directory admin to get the exact group name. It
should match the name in AD. WebLogic displays an error after you click the
Finish button if the group cannot be found.

View changes and restarts Welcome, epm_admin | Connected to: DTEDomain |~
R - o - - 2 0 =Rolec —Edi et
Click the Lock & Edit button to modify, I;,me ;_;‘Lr:mary of Deployments =PLANNING(11.1.2.0) >Roles >Edit Application
add or delete items in this domain. coped Roles
Lock & Edit Edit Application Scoped Roles
Release Configuration Back Mext | Finish | Cancel
Domain Structure Edit Arguments
DTEDomain On this page you will fill in the arguments that pertain to the predicate you
-Environrnent have chosen.
;“--Deployments
-Services Add one or more groups to this condition. If you add multiple groups, the
:“--Security Realms condition evaluates as true if the user is a member of ANY of the groups.
-Interoperability
B-Diagnostics Group Argument | EppM Users| Add
Name: I
Remove
How do I... =]
Back Next | FinEh | Cancel
# Create scoped security roles I I

k. Repeat the preceding steps to create the policy for each web application.
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Step 5: Modify EPM Web Applications to Enable Client Cert Based

Authentication in WebLogic
Note: This step is required for EPM versions 11.1.2.1.00 or earlier only.

To modify EPM Web Applications to Enable Client Cert Based Authentication in
WebLogic, you must modify the following application archives (located in
EPM_ORACLE_HOME/EPMSystemR11/products) to insert a login-config entry:

e DisclosureManagement/AppServer/InstallableApps/common/DisclosureManag
ement.ear

e Essbase/eas/server/AppServer/InstallableApps/Common/eas.ear
e FinancialDataQuality/AppServer/InstallableApps/aif.ear

e financialreporting/InstallableApps/HReports.ear

e Foundation/AppServer/InstallableApps/common/interop.ear

o hsf/AppServer/InstallableApps/hsf.ear

e PerformanceScorecard/AppServer/InstallableApps/common/webapps/HPSAler
ter.ear

e PerformanceScorecard/AppServer/InstallableApps/common/webapps/HPSWeb
Reports.ear

e Planning/AppServer/InstallableApps/Common/HyperionPlanning.ear
e Profitability/AppServer/InstallableApps/common/profitability.ear
Stop EPM System products and processes.

Using 7 Zip, extract the contents of each enterprise archive.

Using 7 Zip, open the .war file inside the enterprise archive.

D W N R~

Using a text editor, open the web.xml file under the weB-1INF folder inside the
.war file.

5. Add the following lines just above the </web-app> tag at the end of the file

<login-config>
<auth-method>CLIENT-CERT</auth-method>
</login-config>

6. Save web.xml file. 7zip queries whether you want to update the archive. Choose
Yes.

7. Close 7zip.

Step 6: Enable Shared Services the Security Configuration to Perform

SSO with Kerberos-enabled WebLogic
1. Launch Shared Services and login as an Administrator user.

2. Add the Active Directory domain that is configured for Kerberos authentication as
an external user directory.

Ensure that the login attribute you set (for example, samAccountName) is identical
to that you set in WebLogic authenticator configuration.
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On the Security Options tab, enable single sign-on configuration, and choose Get

Remote User from HTTP Request as the SSO mechanism.
Frovider Configuration | Security Options | Encryption Options

Basic Configuration

Token Timeout: 480 mins

SAP Keystare Timeout: SBCs

530 Compatibility:

Current Version hd
Show advanced Options
Delegated User Management
Enable Delegated User Management Mode: [ ]
Single Sign-On Configuration
Enable 550!
S50 Provider or Agent: | Other v
550 Mechanism: Gek Remote Liser from HTTP Request v

Custom Module

Authentication Madule:

Restart EPM System products and processes.

Test the configuration by accessing Shared Services Console.
If Kerberos is configured properly, Shared Services does not prompt you for your
user name and password to access the Shared Services Console.

Step 7: Configuring Financial Management IIS Servers for Kerberos

Authentication

Perform this step on all Financial Management IIS Servers.

1.

2.
select Properties.

( Internet Information Services (115) Mz

‘TQ File  Action  Wiew window Help

- @Bemalrs

?g Internst Information Services

E1-5 8 WINZKIENTR2 {local computer)
[ Application Poals

EI_,_J web Sites

-4 Default web Site

| g CertControl

? CertEnrall

“f" Certary

-‘f'; hFm

~.f'; hfmapplicationservice

sapd HFmlcmservice

S hFmofficeprovider

Com)
2w

[+ web Service Extensions

Launch Internet Information Services Manager.

Click Edit on Directory Security tab.

hfmofficeprovider Properties

HTTP Headers |
‘irkual Direckary |

Custom Errors
Documents

Right click on Financial Management web site hfmofficeprovider, and then

_ioixil

2]

| asp.t |
Direckory Security

1~ Authentication and access control

&>

Enable anonymous access and edit the
suthentication methods For this resource.

i~ IP address and domain name restrictions

®

1P addresses or Internet domain names.

Grant or deny access ko this resource using

Edit... |

[~ Secure communications

Require secure communications and
enable dient certificates when this
resource is accessed,

Sepver Cerbificate. .. |
‘iew Certificate. ... |
Edit. .. |

QK Caneel |

Apply | Help |
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4. Enable Integrated Windows Authentication.

Authentication Methods E

—I Enable anonymous access

Use the Following MWindows user account For anonymous access:

User narne: I IUSE_PAMT-Y¥MOO1 Bravse. ., |

Password: I sssssssens

- Authenticated access

For the Follmwing authentication methods, user name and password
are required when:

- anonymous aCCess is dlsabled ar
MTFS access control lisks

[” Digestan oF Windows domain servers
[™ Basic authentication {password is sent in clear bext)
[~ MET Passport authentication

Default domain: I Sielect

Ik

Realrm; I Sielect

QK I Cancel | Help |

5. On the corresponding Application pool, right click, select Properties. On the
Properties tab, add the Kerberos Service Principal created in Step 1 as the Pool

Identity.

" Internet Information Services (I15) Ma

=101x]

A Fle Action Wiew ‘Window Help

JEEDE

oW B 2E[(2] )y 0

’.'5 Internet Information Services | Compuker | Local

= -1_,9 WINZKIENTRZ (local computer) hfmSmart¥iewAppPool Properties

=) Application Poals
“!‘:1 DefaultappPonl Recycling I PerFormanceI Health  Identity |

u..& hfmappPool

| Version

ﬂ.w‘ thF\ppSerwceAppPool —Application pool idenkity

Select a security account For this application pool:

=) Web Sites " Predefined INetwork Service

Default Web Sit
Elg Erault Web Site ¢ Configurable

-

_0 CertContraol

CertEnrol Username; | KERBREALM|SPRING_MYHOST]
T; Certary

hfm Password: I sssssssenes

hfrnlcmservice

Browse |

Tv hfmapplicationservice
‘fJ
‘fJ

hFranfFirenrmider

6. Restart IIS and Financial Management.

Configuring Oracle Hyperion EPM System 11.1.2.x for Kerberos Authentication

Page

| 21



Configuring Oracle Hyperion EPM System 11.1.2.x for Kerberos Authentication, 11.1.2.x
Copyright © 2012, Oracle and/or its affiliates. All rights reserved.

This software and related documentation are provided under a license agreement containing restrictions on use and
disclosure and are protected by intellectual property laws. Except as expressly permitted in your license agreement or
allowed by law, you may not use, copy, reproduce, translate, broadcast, modify, license, transmit, distribute, exhibit,
perform, publish, or display any part, in any form, or by any means. Reverse engineering, disassembly, or
decompilation of this software, unless required by law for interoperability, is prohibited. The information contained
herein is subject to change without notice and is not warranted to be error-free. If you find any errors, please report
them to us in writing.

If this software or related documentation is delivered to the U.S. Government or anyone licensing it on behalf of the
U.S. Government, the following notice is applicable:

U.S. GOVERNMENT RIGHTS:

Programs, software, databases, and related documentation and technical data delivered to U.S. Government
customers are "commercial computer software" or "commercial technical data" pursuant to the applicable Federal
Acquisition Regulation and agency-specific supplemental regulations. As such, the use, duplication, disclosure,
modification, and adaptation shall be subject to the restrictions and license terms set forth in the applicable
Government contract, and, to the extent applicable by the terms of the Government contract, the additional rights
set forth in FAR 52.227-19, Commercial Computer Software License (December 2007). Oracle USA, Inc., 500 Oracle
Parkway, Redwood City, CA 94065.

This software is developed for general use in a variety of information management applications. It is not developed or
intended for use in any inherently dangerous applications, including applications which may create a risk of personal
injury. If you use this software in dangerous applications, then you shall be responsible to take all appropriate fail-
safe, backup, redundancy, and other measures to ensure the safe use of this software. Oracle Corporation and its
affiliates disclaim any liability for any damages caused by use of this software in dangerous applications.

Oracle is a registered trademark of Oracle Corporation and/or its affiliates. Other names may be trademarks of their
respective owners.

This software and documentation may provide access to or information on content, products, and services from third
parties. Oracle Corporation and its affiliates are not responsible for and expressly disclaim all warranties of any kind
with respect to third-party content, products, and services. Oracle Corporation and its affiliates will not be
responsible for any loss, costs, or damages incurred due to your access to or use of third-party content, products, or
services

ORACLE

ENTERPRISE PERFORMANCE
MANAGEMENT SYSTEM

Copyright © 2012, Oracle and / or its affiliates. All rights reserved.
http://www.oracle.com

Configuring Oracle Hyperion EPM System 11.1.2.x for Kerberos Authentication Page | 22


http://www.oracle.com/

