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Scope 
 

The documentation provided here assumes a sound understanding and knowledge of 

SAML- based Federation Services and WebLogic security administration; this document 

describes configuration steps required for a Service Provider (SP) initiated SSO for EPM 

System. The configuration steps do not include signed Assertions and make use of 

WebLogic’s default certificates only.  Before starting these procedures, confirm that the 

prerequisites for these tasks are completed. For more information on SAML and 

associated technologies, refer to http://www.oasis-open.org/home/index.php.  

 

For details on the architecture and implementation of SAML in WebLogic, refer to 

http://download.oracle.com/docs/cd/E12840_01/wls/docs103/secintro/archtect.html#wp1

070945. 

 

 

Prerequisites Tasks 
 

1. Corporate Active Directory is configured for user authentication 

(http://www.microsoft.com/windowsserver2003/technologies/security/kerberos/de

fault.mspx). 

2. A SAML based Identity Provider[IdP] like Active Directory Federation Services() 

a. In the current configuration, a separate WebLogic Server domain is 

configured as an IdP as an example. 

3. EPM System Foundation Services installed and configured  

(http://support.microsoft.com/kb/295017).  

4. The host boxes running the IdP and SP configuration in Time Sync with a skew of 

not more that 5 minutes. 

 

Procedure  

Step 1: Configure EPM’s WebLogic domain for SP Federation 
Services 

 

Note:  Install all the products you wish to use but only deploy and configure EPM 

Foundation Services. This will create a WebLogic domain. The default domain name is 

EPMSystem. The Hostname running EPM Foundation Services is represented as 

HSSServer and the default port as HSSPort[28080]. The hostname running the front-

ending OHS server for EPM is represented as HypOHSServer and the default port as 

HypOHSPort[19000]. The WebLogic Admin Server running the IdP Services is 

represented as IdPServer. 

 

 Configure the EPMSystem domain to receive SAML assertions 

http://www.oasis-open.org/home/index.php
http://download.oracle.com/docs/cd/E12840_01/wls/docs103/secintro/archtect.html#wp1070945
http://download.oracle.com/docs/cd/E12840_01/wls/docs103/secintro/archtect.html#wp1070945
http://www.microsoft.com/windowsserver2003/technologies/security/kerberos/default.mspx
http://www.microsoft.com/windowsserver2003/technologies/security/kerberos/default.mspx
http://www.microsoft.com/windowsserver2003/technologies/security/kerberos/default.mspx
http://support.microsoft.com/kb/295017


a. Create an LDAPAuthentication Provider for Active Directory - 

http://download.oracle.com/docs/cd/E12839_01/web.1111/e13707/atn.htm

#i1216261 

i. Create a user called ssouser in AD 

b. Create a SAML2 identity asserter - 

http://download.oracle.com/docs/cd/E12839_01/web.1111/e13707/atn.htm

#i1208059 

c. Note: Set the JAAS option to OPTIONAL for all of the 

Authenticators. Refer to 

http://download.oracle.com/docs/cd/E12839_01/apirefs.1111/e139

52/taskhelp/security/SetTheJAASControlFlag.html  for more 

details 

 Configure EPM Foundation Services as an SP 

a. On the WebLogic Server console, navigate to the Properties page of 

FoundationServices0 Server and click on SAML2 Service Provider tab 

and configure the below properties on the tab                                                                                        

 
i.   “Enabled” checkbox – Checked. 

ii. “Default URL:” -  Enter: 

  

iii. Save the configuration and Activate Changes. 

                               

b. On the WebLogic Server Console, navigate to the Properties page of the 

FoundationServices0 server and click on SAML 2.0 General. 

tab.  

c. Configure the following Properties on the tab. 

i.          “ Contact Person Given Name:” – enter  

ii. “Contact Person Type:” dropdown – Select “Administrative” 

iii. “Published Site URL” – Enter: 
 

iv. “Entity ID” – Enter” 
 

v. Save the configuration and Activate Changes on the Change 

Center 

d. On the same “SAML 2.0 General Tab”, click on “Publish Metadata” 

button. 

http://download.oracle.com/docs/cd/E12839_01/web.1111/e13707/atn.htm#i1216261
http://download.oracle.com/docs/cd/E12839_01/web.1111/e13707/atn.htm#i1216261
http://download.oracle.com/docs/cd/E12839_01/web.1111/e13707/atn.htm#i1208059
http://download.oracle.com/docs/cd/E12839_01/web.1111/e13707/atn.htm#i1208059
http://download.oracle.com/docs/cd/E12839_01/apirefs.1111/e13952/taskhelp/security/SetTheJAASControlFlag.html
http://download.oracle.com/docs/cd/E12839_01/apirefs.1111/e13952/taskhelp/security/SetTheJAASControlFlag.html


i.          Select a path on the HSSServer  

ii. Enter a name for the SAML2 metadata file as - 
 

iii. Click OK and verify that a non-zero size file is created 

e. FTP the  to the 

host running the <IdPServer> 

 Navigate to SecurityRealms->myrealm->Providers and click on the SAML2 

asserter created in Step 1. 

a. Add a new Identity Provider Partner                                                                                                                                                 

 
b. Select the IdP metadata file.  This is a file created on the <IdPServer> in a 

similar fashion as the <HSSServer>-wls-sp-saml2-metadata.xml and will 

be described in the IdP Configuration Section. Refer Step 2, bullet 2e. 

c. Once the file is configured successfully, on the General tab of the new 

Identity Provider Partner as shown below, 



configure

 
 

i.   “Enabled” checkbox – Enable 

ii. Rediret URLs – Enter “/interop/*” 

iii. Save the changes. 

 

Step 2: Configuring a WebLogic domain to act as an Identity 
Provider. 

 
Note: In case ADFS is the IdP, follow steps documented at  

http://www.microsoft.com/downloads/en/details.aspx?FamilyID=062f7382-a82f-

4428-9bbd-a103b9f27654 instead of this Step. All other steps will remain the same.  

 
 Create a user called ssouser in the WebLogic domain. 

 Configure a SAML2 Identity Provider:                                           

a. Navigate to the Credential Mappings tab                                                                            

 

http://www.microsoft.com/downloads/en/details.aspx?FamilyID=062f7382-a82f-4428-9bbd-a103b9f27654
http://www.microsoft.com/downloads/en/details.aspx?FamilyID=062f7382-a82f-4428-9bbd-a103b9f27654


b. Create a new SAML2 Credential Mapper and restart the <IdPServer>  

instance:                                               

 
c. Navigate to the Servers->Admin Server -> Federation Services -> SAML 

Identity Provider and configure the following properties: 

i.          “Enabled” Checkbox – checked. 

ii. “Prefered Binding” drop down – Select “POST” 

iii. Save changes  

d. Navigate to the “SAML2 General” tab and configure the following 

properties: 

i.          Contact Person Given Name – Enter WebLogic 

administrator’s user id. 

ii. Contact Person Type drop down box –  Select 

“administrative”. 

iii. Published Site URL : Enter 

. [ Note including saml2  

is important] 

iv. Entity ID: - Enter 

. 

v. Save Changes. 

e. On the same tab, click on “Publish Meta Data” button. 

i.         Choose a directory path and key in a file name as  
 

ii. FTP the xml metadata file onto the server running EPM 

Foundation Services for import. 

f. Navigate to the management Tab on the Credential Mapper:                                                                       

 



g. Select New and create a new Service provider partner:                                                                                                                         

 
h. Choose the Metadata XML <HSSServer>-wls-sp-saml2-metadata.xml  file 

exported while configuring SP and click OK: 

 
 

 

Step 3: Deploy Diagnostics Web App to test SAML SSO 

 

EPM System has provided a Test Web Application that can be used to test that WebLogic 

is properly configured for SAML authentication. 

 

1. This WAR is located under 

 folder. 

2. Launch the EPM domain WebLogic admin console to deploy the reference 

implementation  web application to the Foundation Services 

managed server. 

 

 

 



Login to WebLogic admin console and choose to install: 

 
Pick the SSODiag.war: 

 
 

Choose install type as Application: 

 
 



Deploy SSODiag.war application to the FoundationServices managed server: 

 
 

 

Choose Custom Roles and Policies as the security model: 

 
 



Complete the deployment: 

 
 

     

3. Configure OHS and add a forwarding request for SSODiag URL. 

4. Add the following lines into the mod_wl_ohs.conf file located under the OHS 

config directory to forward request to WLS from OHS. Restart the server after 

making the changes. 

<LocationMatch ^/SSODiag/> 

 SetHandler weblogic-handler 

 WebLogicCluster HSS Server name:HSS port 

</LocationMatch> 

<LocationMatch ^/saml2/> 

SetHandler weblogic-handler 

 WebLogicCluster HSS Server name:HSS port 

</LocationMatch> 

5. Protect the URL by creating a policy in the WebLogic administration console for 

the URL http://OHS_server_name:port/SSODiag/ssodiag                     



 
 

a. Allow access to this URL to the user ssouser created in AD. 

  

             

                                                                                                                                          

 



 

6. Start the Foundation Services and SSODiag utility. 

           



 

7. Login as a valid provisioned LDAP or Active directory user into the client 

machine configured for SAML authentication and access the page 

http://OHS_server_name:port/SSODiag/krbssodiag from a browser 

8. If the configuration is done correctly the following pages are shown. 

 

 
 

9. Enter the password of ssouser created on the IdP side AD. 



 
 

Step 4: Configure EPM Foundation Services for SAML SSO-
based authentication 

Once  the Diagnostics Utility is run successfully, follow these steps. 

 

Note: Before proceeding, the default Security model with which EPM is deployed is DD 

only. For the configuration described in the doc to work, change the Security model to 

CustomRolesAndPolicies in the 

 as  

 
  

1. Launch Shared Services and login as an administrator user. 

2. Add an LDAP Directory or Active Directory as a User Directory and create the 

Federated user object – [ ssouser in our example ] in the directory. 

3. Go to the Security Options tab for this Active Directory provider and enable 

Single Sign-On Configuration and choose the Get Remote User from HTTP 

Request as the SSO mechanism. 

 



 
 

Test configuration by logging into Shared Services and ensure it is properly 

configured. 

 

Step 5: Configure and deploy the rest of EPM to this domain 

 

Configure all EPM products using EPM System Configurator and deploy to the EPM 

domain. 

 

 


