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Affected BPM versions 
 

 This document applies from BPM 6.0 MP 3 on. 

Document Scope 
 

 This document will be of help if you are in either of the following states: 

A user logs into Workspace and: 

 Does not find the expected instances for a process, 
Or 

 Application tasks of a process are missing, 
Or 

 The user sees the expected application tasks and instances, but when he 
tries to execute them a permission error is shown, indicating that the 
participant doesn’t have permissions for that process. 

 

Role Assignment 
 

The roles can be assigned directly to a participant or have them assigned through a 
group, these roles are managed in different ways. 

When a participant logs into the Workspace the roles assigned to that participant 
are calculated, the ones assigned directly are fetched from the directory, and the 
ones assigned though a group are retrieve from a group cache.  

If a role is added to a participant while the participant is connected to the 
Workspace, this change will not be reflected in Workspace, the update will be done 
when the participant logs in again. 

A Role can be added to a participant through a group, by adding a group to a 
participant or adding a role to a group that the participant already has, this roles 
and groups are being stored in a cache. 

 

When the Workspace is initialized group caches are created, the Workspace uses 
that cache to keep up to date the role and group permissions. 
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Polling 
 

 The engine and Workspace (PAPI) polling picks up updated information from 
FDI that has not been updated in memory structures. 

The FDI Directory Polling on PAPI runs every 15 seconds (in standalone) and this 
verifies if the cache must be updated or not. 

When the user logs into Workspace the changes made to the cache will change the 
participant permissions. 

The FDI Directory Polling on PAPI and the Engine Polling are not synchronized, so it 
could happen that the Workspace shows different permissions than the ones the 
engine is using. The engine polling does not update a user’s permissions if there is a 
connection for that user. 

 

Workspace (PAPI), as opposed to the Engine polling, does not check for live 
connections from this participant, it will update, with the information of the 
directory and the group cache, every time the participant logs in even if another 
connection for this participant is open. 

 If the participant tries to execute an instance activity or application, and in the 
engine this participant doesn’t have that role updated yet, an error will be shown, 
indicating that that participant doesn't have that role.  

If this occurs the participant must wait untill the Engine Polling runs, for this to 
happen all participant sessions must be closed. The participant sessions, in 
enterprise standalone, can be terminated or just checked in the Process 
Administrator on the Runtime Info page of the currently running engine; in the 
engine section, select the running engine and in the advanced properties select 
Runtime Info or in the debugging mode (in Runtime Info, from there any open 
session can be closed)  

A message indicating that the engine polling ended will be logged as debug in the 
server logs, after this when the participant logs into Workspace he should be able to 
run the previous instance activity or application. 

All “directory polling" debugging information will be available in the server log if the 
system property fuego.fdi.polling.debug is set to true. 
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Wrap - up 
 

This information should help you find and / or resolve the problem. If it doensn't, it 
can be unexpected behavior, in wich case, we recommend to: 

Set the Workspace and Engine Logs in debug, with the polling debug enabled. 

 Following the following messages in the engine Log, it can be track when a 
participant is log in and log out. Try to find the sequence that could have 
caused this inconsistency and see if the problem is reproducible 

 Review the different assignments, role-participant, role-groups, group-group, 
and group-participant. 

 The engine and papi’s http debugger can be used to see in depth the internal 
structures, but this requires advanced knowledge of the structures. 

 

 


