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Disclaimer  

The following is intended for information purposes only and may not be incorporated into any 

contract. It is not a commitment to deliver any material, code, or functionality and should not be 

relied upon in making purchasing decisions. The development, release and timing of any feature 

or functionality described in this document remains at the sole discretion of Oracle.
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Executive Overview 

The promise of simplified deployment, reduced acquisition costs, reduced management 

overhead and quick time to value is driving many organizations to adopt SaaS applications to 

meet various business needs including CRM, HRM and collaboration. Unfortunately, 

organizations are only now realizing the cost of these benefits, specifically a lack of visibility 

and control over services that have traditionally been on-premise applications. 

Identity & Access Management solutions are often deployed to govern access across 

enterprise resources and now IT needs a similar solution for SaaS applications. 

A number of startups have tried to provide Identity Management as a Service and even some 

SaaS vendors are now offering a subset of Identity Management capabilities, but all of these 

solutions have limited integration with enterprise-wide access control processes, forcing IT to 

navigate multiple systems and interfaces. 

Oracle strongly believes that SaaS applications should simply be viewed as another resource 

that needs to be managed and your enterprise IAM should be capable of extending its control 

to encompass SaaS applications. 

At a basic level, SaaS applications should be provisioned automatically – such as 

organization-wide SaaS collaboration tools – or through controlled processes, similar to that 

shown in the graphic below, where a user requests access to a SaaS application, which if 

approved initiates SaaS account provisioning, authorizes access and establishes policy for 

certification. 

 

Oracle Identity Management allows you to manage the full lifecycle of a SaaS identity as if it 

were an enterprise resource, providing approval-based account provisioning, single sign-on 

and certification, as well as automating the removal of accounts due to an employee changing 

role or leaving the company. 
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Introduction 

Over the past decade Software-as-a-Service (SaaS) applications have changed the way many 

organizations utilize and license technology to perform various job related tasks. 

Whether function specific such as Customer Relationship Management or Human Capital 

Management or to service more general needs such as email, collaboration, word-processing 

and spreadsheets, many vendors including Oracle, Salesforce, Google and Microsoft are 

delivering software as a service. 

These vendors host the service in their own datacenters or rent compute capacity from 

platform companies like Amazon and Rackspace.  Interaction with the service is normally in 

the form of a browser-based interface that exposes minimal configuration options and limited 

customization options. 

Each SaaS vendor has its own silo of identity and policy information and user management 

has often been a manual task, which may not be an issue for smaller companies that use a 

few SaaS applications, but to many larger organizations the creation of user accounts and 

often more importantly the deletion of user accounts is a serious challenge for IT. 

Another challenge for IT is that organizations are not always aware that its employees are 

using SaaS applications.  The first time IT may become aware of the use of a SaaS application 

is when a Line of Business asks for help with single sign-on and password reset tools. Only 

then does IT find that SaaS is being used to process or store confidential corporate 

information, exposing the company to increased levels of risk. 

A number of Identity-as-a-Service (IDaaS) startups have attempted to simplify user 

management and provide single sign-on to SaaS, but many of these companies are struggling 

to integrate with enterprise services beyond monitoring Active Directory for group membership 

changes to initiate a provisioning event. 

What’s needed is a holistic approach to Identity Management that extends enterprise levels of 

control to SaaS applications, where access request, provisioning and certification is a set of 

integrated services that share a common identity platform. 

Identity-as-a-Service – A partial solution 

As the popularity of SaaS applications increased a number of startups developed cloud-based 

identity capabilities that addressed immediate needs for single sign-on and later provisioning of 

user accounts to SaaS applications.  These IDaaS vendors offer a common set of capabilities, 
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including a user portal to simplify single sign-on to SaaS, account provisioning that is often 

based on some form of Active Directory group membership and predefined reports on activity.  

While this functionality has satisfied some customers, IDaaS vendors face continued pressure 

to extend their service back into the enterprise.  This may include provisioning user accounts 

to enterprise identity stores based on SaaS HRM systems and single sign-on to internal web 

resources.  Larger customers, especially those that have to worry about regulatory 

compliance, are also pressuring SaaS vendors to provide integration with enterprise Access 

Request and Access Certifications. 

Unfortunately for IDaaS vendors that have developed architectures that focus on SaaS 

application integration, reaching back into the enterprise and integrating with enterprise Identity 

and Access Governance is proving to be a real challenge. 

This is where traditional Identity & Access Management vendors, in particular Oracle with its 

platform and integrated services has a major advantage over existing IDaaS vendors. 

Extending Enterprise Controls to SaaS 

To bridge the gap between SaaS and Enterprise-level controls, it makes more sense to push 

Identity and Access management controls from the enterprise to SaaS, rather than try and 

architect IDaaS solutions to integrate with enterprise services. 

Traditional Identity & Access Management vendors have spent the past decade adding Access 

Request and Access Certification processes to highly capable Identity & Access Management 

systems. 

Users are provisioned and authorized to enterprise resources based on their role or 

relationship to the organization and access governance provides a business interface to these 

services in the form of Access Request and Access Certification.   

With Oracle’s technology, these same levels of control and process can be applied to SaaS 

applications.  Oracle leverages the same interfaces used by IDaaS vendors to manage user 

accounts across SaaS applications and Identity Federation to provide single sign-on. 

Your organization will know exactly who has access to SaaS applications and can rest assured 

in the knowledge that changes to a users role can immediately affect SaaS access privileges. 

Oracle Access Management 11gR2 PS2 also includes an Access Portal, which provides a 

similar looking interface to IDaaS vendors, to simplify single sign-on to SaaS applications, 

federated partners and internal web resources. 
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Controlled, Certified Access to SaaS 

Oracle Identity Management is categorized into three key areas – Identity Governance, Access 

Management and Directory Services.  These services share a common platform that simplifies 

identity related interactions, policy definition and overall management and it’s this level of 

integration that creates a powerful management service for SaaS applications. 

Identity Governance 

Oracle Identity Governance manages the complete life cycle of an identity and associations to 

resources.  It provides next-generation Access Request capabilities that leverage well-known 

consumer like models to allow users to search for and request access to resources, by adding 

one or more request to a shopping cart that can be checked out to initiate approval workflows 

as required. 

SaaS applications that are not automatically provisioned are defined in the resource catalog 

and requested the same way a user requests access to any enterprise resource (step 1 in the 

graphic below).  Once the users adds an application to their cart and checks out the cart, the 

system initiates an approval workflow (step 2) based on the policy for the specific SaaS 

application.  This may include direct managers, SaaS application administrators, or multiple 

levels of approval based on the type of SaaS application.  

Various forms of approval methods are available including standard email – Approve or Deny 

and an approval interface that allows 

resource owners to view all requests.  If a 

request is approved (step 3) a SaaS 

account creation event will verify account 

creation policies and initiate a command 

for a SaaS connector to create an 

account (step 4) and associate the 

account with appropriate SaaS services, 

based on the users role.  This is tracked 

for reporting and certification. 

The provisioning process also instructs Oracle Access Management (OAM) to authorize 

access to the SaaS application, which includes single sign-on and Access Portal configuration. 
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Based on risk levels associated with a particular SaaS application, the resource definition will 

determine when Access Certification is required.  For example a SaaS application that is used 

for highly confidential information may require access to be certified on a weekly or monthly 

basis. 

When certification is required, managers, resource owners or multiple certifiers (managers and 

resource owners) will be prompted to certify access (step 1 in the graphic below). In the 

example below a resource owner is asked to certify access to a SaaS CRM application.  

 

 

The resource owner checks the users currently assigned to the SaaS CRM application (step 2) 

and removes users that shouldn’t have access (step 3).  Based on policy, this change can 

immediately remove or disable a user’s SaaS application account (step 4), or initiate workflow 

to determine if the user was granted access appropriately.  

Access Management 

Oracle Access Management (OAM) determines when a user is authorized to access SaaS 

applications, provides an interface that allows a user to select authorized SaaS applications 

and provides single sign-on using either Identity Federation or form-fill for SaaS applications 

that are not federation enabled. 

A user will need to authenticate to OAM in order to gain access to its Access Portal and single 

sign-on capabilities.  Basic and Advanced methods of authentication are supported, including 

Oracle’s adaptive Access Management technology that determines access based on various 

risk factors and behavioral analysis. 

Once authenticated, the user can be presented with an Access Portal, which displays available 

resources, including SaaS applications, federated partner applications and internal web 

resources. 
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This Access Portal is actually a cross-platform service, providing web-based single sign-on 

across a variety of devices and platforms. 

Once a user selects the required application, OAM 

initiates a single sign-on using the appropriate 

method for the specific SaaS application. 

The preferred method to perform single sign-on to a 

SaaS application is to use a supported standard 

such as SAML or OAuth, but for SaaS applications 

that are not federation enabled, OAM provides a 

form-fill capability that injects user credentials into 

the SaaS applications login forms.  Administrators use wizard-based tools to create application 

templates for each SaaS application that requires form-based authentication. A user 

authenticates to OAM and is presented with the Access Portal (step 1 in the graphic below).  

The user selects a SaaS application that is configured for form-fill single sign-on.  The form-fill 

service retrieves the users SaaS credentials (step 2) and connects to the SaaS application, 

automatically filling the login form with the users credentials (step 3). 

 

This same process can be used for any third-party web application, even if the user hasn’t 

been provisioned by Oracle.  In this case OAM is able to learn and securely store a user’s 

credentials for a web resource, extending the benefits of the Access Portal beyond enterprise-

controlled resources. 
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Conclusions 

Oracle has extended its Identity & Access Management technology to SaaS applications, 

allowing organizations to gain control and certify access to those SaaS applications.  

Furthermore IT is able to streamline access to SaaS applications and become an enabler to 

quickly satisfy requests from departments and onboard new SaaS applications. 

Users have a simple to use interfaces to request access to SaaS applications and a cross-

platform interface to sign into applications. 

Business Managers and Resource owners have simple user interfaces to approve access 

requests and certify access for SaaS applications in the same way they manage access to 

enterprise resources. 

 

Oracle believes in the benefits of Identity-as-a-Service, indeed Oracle plans to release IDaaS 

related technology in 2014, but it’s clear that existing IDaaS solutions don’t provide the levels 

of control that enterprises need, which is why Oracle Identity Management is the right choice to 

provide maximum levels of control and flexibility across enterprise and cloud-based resources. 

For more information visit: http://www.oracle.com/identity 
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