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Introduction

ebXML — Electronic Business using Extensible Markup Language (ebXML) is a standard
framework created by UN/CEFACT and OASIS. The ebXML is designed to enable a global
electronic marketplace in which enterprises of any size, and in any location, could safely and
securely transact business through the exchange of XML-based messages.

ebXML has five main areas of focus:

Business processes

Register business processes

Define trading relationships

Common terms of business data
Reliably exchange business messages

ebXML Cookbook is to provide an introduction to ebXML standards, Oracle B2B offerings of
the same along with some of the best practices.

Purpose
The main purpose of this book is to get basic understanding of the ebXML standards,
learn Oracle B2B ebXML offering and user experience while configuring ebXML protocol
and its various use cases including error/exception scenario.
After reading this book, users should be able to independently model ebXML use cases
such as correlation, conversation, security and end-to-end scenario using ebXML
messages.

Audience
ebXML Cookbook is intended for B2B users who want to Exchange ebXML messages
using Oracle B2B as an Integration Gateway product and would like to understand
various use cases and implementation.

Prerequisite

Basic knowledge of SOAP, XML and ebXML Standards.

Assumptions
This document is based on Oracle B2B AS11gR1. Most of the Use cases mentioned in

this document is based on ebXML standard using Oracle BPEL Process
Manager/Mediator as the Back end Application.
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Building ebXML messaging in Oracle B2B

As mentioned earlier ebXML document is supported through Custom document plugin and
implementation in Oracle B2B follows the below pattern.

Below diagram explains various components in ebMS message processing. It comprises
Exchange layer for security and correlation and document layer for validation. Lets learn the
components in detail.

mc Document Exchange Layer

ebMS Message flow in Oracle B2B Configuration
Exchange layer:

When HTTP receiver receives a message, Oracle B2B will identify the ebMS exchange using the
following http headers

1) SOAPAction="ebXML"
2) MIME-Version

If the ebMS exchange is identified successfully using the above headers then Oracle B2B check
whether the soap message has a security headers like

1) EncryptedData (XMLENC)
2) Signature (XMLDSIG)

Based on the above security details the soap message will be decrypted using the decryption
algorithm specified and if it has a Signature then verify the soap message and its attachments
using the certificate attached in the soap message or in the configured key store.

It will also verify the mandatory headers like From, To, CPAId, Conversationld, Action, Service,
and MessageData.

If the message is processed successfully in the ebMS exchange layer then Oracle B2B sends a
positive Acknowledgement to the sender.

If there is an error while processing the message in the ebMS layer then Oracle B2B sends a
Negative Acknowledgement with the Errorlist to the sender as per the ebMS specification.
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Document layer:

In the Document layer document will be validated against the schema configured during design
time. It will also convert the payload in case of DTD definition to XSD definitions.

Typically all the ebMS headers from the incoming message will be validated against the
configured values.

Internal Delivery Channel:

Then the Internal Delivery channel will send/receive the message from/to the backend
applications like BPEL/Mediator.

Agreement identification

Following are the various mechanisms with which the agreement would be identified using
ebMS protocol.

Outbound scenario:

a) From, To, Document Type and Document Revision:
In Oracle B2B, it is possible to identify the agreement using these attributes

Eg. AQ header Property

doctypeName = ORDERS
doctypeRevision = 1.0

b) Action and Service based Identification
If document Type and Document Revision is not present and if the ebMS action and
service is available, which is enqueued using the ACTION attribute, then the ebMS
action and service attribute is used to identify the agreement.

e.g.

actionName=ACTION:ebMSRequest;Service:FileTransfer;ServiceType:String

M Note: actionName and eventName can be used interchangeably.

In case of backend application like fabric then eg.

b2b.action=ebMSRequest
b2b.ebms.Service=FileTransfer
b2b.ebms.ServiceType =String
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Inbound Scenario

The Agreement identification mechanism for ebXML in Oracle B2B will follow the below
order

a) Action, Service and Service Type based Identification

If the Action and Service matches with the ebMS header Action, Service and Service
Type of the incoming message, then the respective Document Type and Document
Revision will be used to identify the agreement.

b) From, To, Document Type and Document Revision:

In Oracle B2B, it is possible to identify the agreement using these attributes. Since
Oracle B2B supports custom over ebMS Business protocol, applying the Xpath
expression on the payload can retrieve the custom Document Type and Document
Revision

Message Correlation and Conversation

The acknowledgement messages will be correlated with the actual business messages
using RefToMessageld on the received Acknowledgement message.

Oracle b2b also supports multiple conversation based on the conversation Id. One or more
request or responses can be grouped under single conversation ID. The request and
response messages can be exchanged seamlessly with the same conversation ID. The
following properties need to be configure in enterprise manager(em) with respect to ebMS
conversations.

<property>
<name>oracle.tip.b2b.ebmsDeliverConvild</name>
<value>true</value>

</property>

The following AQ/JMS header property required for ebXML Conversation,

replyToMsgID=<Msgld>:<Convld>

N Note: If the Convld is empty for the first message of the conversation then B2B
will treat the Messageld as conversationiD.
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Acknowledgement Modes in Oracle B2B

The delivery channels can be configured for Sync/Async/None acknowledgement
messages. In case of Sync mode the acknowledgement message will be expected in the
sync manner (i.e. on the same session/connection) whereas in case of Async mode the
acknowledgement message will be expected in the Async manner (i.e. new
session/connection). If the sender is not interested in acknowledgement then the mode

“none” can be used.

ebMS Security in Oracle B2B

ebMS Message level Security

Oracle B2B ebMS offers the following security features,
1. Encryption - XMLENC
2. Digital Signature - XMLDSIG

It is necessary to configure the keystore details as a pre-requisite for implementing
security features. This will be used while configuring the delivery channel.

Keystore configuration

Provide the java key store (jks) information for Security in the Host trading partner
Profile.

- Click “Partners” Tab to add the channel details
-> Click Profile to configure keystore information (refer to screen below)

| Key Store
| Password | esessese Location | ftmp/soa/bzb/acme.jks]

Confirm Password | sesessss

Provide the location of the jks, which contains the host certificate and trading partner
certificate.

Provide the keystore password.
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Setting up the Trading Partner Delivery Channel

- Click “Channels” Tab to add the channel details
- Click (+) to add Channels for responder (refer to screen below)

ORACLE B2B [ Administration | Partners | Reports | Metrics | Help | Logout O

Logged in as weblogic

P/ REE Profie | Users | Documents

Advanced

& GlobalChips lusaey E
& Acme Channels define how a message is defivered.
Channel 3 X
= Protocol

-> Provide the Channel Name as “Acme_Custom_ebMS_responder”
-> Select the ebMS Channel

Provide the following information

Field Value
Name Acme_Custom_ebMS_responder
Protocol ebMS-2.0

- Provide URL of the remote trading partner
eg. http://staxx.us.oracle.com:8001/b2b/httpReceiver

Administration | Partmers | Reports | Metrics | Help | Logout O

ORACLE B2B

Logged in as weblogic

Profile

+/REE

Users | Documents

Advanced 8 GlobalChips Save A
& Acme Channels define how a message is delivered,
Channel 4 8
Name |Protocol
Acme_Custom_ebMS_responder IlebMS-Z.O j
= Agreement B K
S Advanced

Channel Details

Transport Protocol IH'I'I'P i

[ ﬁﬂmfmmﬂm Channel Atiributes \‘I Exchange Protocol Parameters | Security.“\\

=Url | http://staqj27.us.orade.com:800 1,1

User name

. |

Copyright € 2004, 2003, Orade andjor its affiliates. All rights reserved.
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- Make sure the Ack Mode is “Async” or “Sync”

Channel Details

Transport Protocol IH'I'I'P 'I

' Transpart Protocol Parameters \LM \ttribute :\Exchange Protocol Parameters \i Security .

Ack Mode IASWC "l [™ Compressed
Response Mode INonE vl

Retry Interval

Retry Count

Description

- Select the Security tab to configure the security specifications

Profile | Users | Documents

.QGﬂg__Custé:m_et-:r;ﬂS_res_ponaer [l Ll ebMs-2.0 LI B ;I

Channel Details

Transport Protocol IH'I'I'P 'l

| Transport Protocol Parameters | Channel Attributes Exchange Protocol Parameters | ity
| Transpa | o ng | security .

[ Ack signed
[~ Message Signed
[~ Message Encrypted

=l Security Specifications

Digital Signature  [3mI DS1G with SHAL - RSA = [acme =]

Encryption [YMLENC with 30ES -RSAv1.5 |7 |aame =]

Following are the various options
e Ack Signed

Enable to receive a signed Acknowledgement.
e Message Signed

Enable this feature, to send the signed message and select the appropriate
Digital Signature algorithm and host certificate alias.

Page 9 of 26



e Message Encrypted

Enable this feature, to send the encrypted message and select the appropriate
Encryption algorithm and trading partner certificate alias.

- Save the newly added Channel

There is a need to select Digital Envelope algorithm depending on whether
encryption is enabled.

B2B uses the certificate from the keystore for both signing and encryption and
also a lookup to the keystore for Private key, hence there is a need to import the
Host/Trading partner certificate into the keystore.

ebMS Security using SSL

This is an enterprise weblogic-SSL configuration using which the ebMS message can
also be exchange with the trading partner. In this case the whole channel will be
secured(encrypted), as against the message level security discussed in 6.4.1

Configure SSL

a. Login to Weblogic Administration Console Page.
b. Under Domain Structures, select Servers and click soa_server1.

Change Center
View changes and restarts
Configuration editing is enabled. Future

changes will automatically be activated as you
modify, add or delete items in this domain.

ORACLE Weblogic Server® Administration Console -

-
@ Home Log Out Preferences Record Help | | & Welcome, weblogic | Connected to: seainfra
Home >Summary of Servers

Summary of Servers

G i Control

Domain Structure

soainfra
EF-Environment

-Servers

~Clusters

~-Virtual Hosts

r~-Migratable Targets
~-Machines

--Work Managers

~"Startup & Shutdown Classes
~~Deployments

[ -Services

--Security Realms

G-Interoperability
B -Diaanostics

I

A server is an instance of WebLogic Server that runs in its own Java Virtual Machine (JYM) and has its own configuration.

This page summarizes each server that has been configured in the current WebLogic Server domain.

[$]

B Customize this table

Servers (Filtered - More Columns Exist)

New | Clone || Delete | Showing 1 to 2 of 2 Previous | Next
[ | name Cluster Machine State Health Listen Port

™ | AdminServer{zdmin) RUNNING W 0K J001

¥ | soa_servert LocalMachine RUNNING W oK 8001

New Cln_neﬂ Showing 1to 2 0f 2 Previous | Next

System Status
Health of Running Servers

How do L. &
# Create Managed Servers
» Delete Managed Servers
# Delete the Administration Server
» Start and stop servers
E
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c. Inthe General page, enable the SSL Listen Port, by default the port is 8002.

[ Cnange Center =T o v

= =T =
Natows ehiempes ] eratembe Home =Summary of Servers =soa_serverl

Configuration editing is enabled. Future Settings for soa_serverl

changes will automatically be activated as you

modify, add or delete items in this domain. Confi i Protocols | Logging | Debug | Monitoring Deployments | Services | Security = Motes

Domain Structure General | Cluster | Services | Keystores | 55 | Federation Services | Deployment | Migration | Tuning = Overload

soainfra (5

Health Maonitoring | Server Start
EF-Environment | | 1

| Save

“--Startup & Shutdown Classes View INDI Tree &
~-Deployments
[F-Services Name: soa_serverl

~—Security Realms
[B-Interoperability
BH-Diaanostics

Machine: LocalMachine

o [

How do 1.
Cluster: (5tand-Alone)

Configure default network connections

Create and configure machines
ﬁg Listen Address:

Configure dusters

Start and stop servers

[¥ Listen Port Enabled

System Status =

Health of Running Servers

[ Faled() ttenport: 8001
[ il @

[ overloaded (0) ¥ 5SL Listen Port Enabled

[ Warning (0)
I or () T i 8002

Use this page to configure general features of this server such as default network communications,

An alphanumeric name for this server instance,  More
Info...

The WebLogic Server host computer {machine) on which
this server is meant to run.  More Info...

The duster, or group of Weblogic Server instances, to
which this server belongs, More Info...

The IP address or DNS name this server uses to listen for
incoming connections.  More Info...

Specifies whether this server can be reached through
the default plain-text {non-55L) listen port.  More
Info...

The default TCP part that this server uses to listen for
regular (non-55L) incoming connections.  More Info...

Indicates whether the server can be reached through
the default S5L listen port.  Mare Info...

The TCP/IP part at which this server listens for S5L
connection requests,  More Info...

d. Save the configuration.

e. Select Keystore, Provide the keystore as “Custom Identity and Custom Trust”.

Domain Structure General | Cluster | Services | Keystores | SS5L | Federation Services

soainfra
E}'E_nwronment

[»

Health Monitoring | Server Start

Save

Migratable Targets

Vork Managers
“--Startup & Shutdown Classes

[-Interoperability

B}-Diaanostics =l Custom Identity 3
K a /home/nansrini/custom/Gli
How do I... B
Custom Identity
» Configure identity and trust Keystore Type: JKS
+ Configure keystores
» SetupSsL Custom Identity
Keystore Passphrase:
System Status =
Confirm Custom Identity
Health of Running Servers I(:vs{:.re Pas'::hrasc
| Failed (0) Trust
I Critical {0)
Custom Trust Keystore: 3 o/nansrinilcustom/Gli
Owerloaded () P . -

[ waming (0) Custom Trust Keystore | .o
. (2 i

Custom Trust Keysts
Passphrase:

Confirm Custom Trust
Keystore Passphrase:

~Deployments Keystares: [ custom Identity and Custom Trust
BH-Services
~-Security Realms Identity

Deployment | Migration | Tuning | Overload

: Keystores ensure the secure storage and management of private keys and trusted certificate authorities (CAs). This page lets you view and
Machines define various keystore configurations. These settings help you to manage the security of message transmissions.

Which configuration rules should be used for finding the
server's identity and trust keystores?  More Info...

The path and file name of the identity keystore. Mare
Info...

The type of the keystore. Generally, thisis JKS. More
Info...

The encrypted custom identity keystore's passphrase, If
empty or null, then the keystore will be opened without a
passphrase. More Info...

The path and file name of the custom trust
keystore. Mare Info...

The type of the keystore, Generally, thisis K5, Mare
Info...

The custom trust keystore's passphrase. If empty or null,
then the keystore will be opened without 3
passphraze. More Info...
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f. Select SSL, Provide Private key Alias and Confirm Private key Passphrase.

s Lo Tome = Summary of Gervers ~soa. server] ;I
Configuration editing is enabled. Future Settings for soa_serverl
changes will automatically be actvated as you
modify, add or delete items in this domain. Confi Protocols | Logging | Debug | Monitoring | Control | Deployments | Services | Security | Motes
Domain Structure General | Cluster | Services | Keystores | SSL | Federation Services | Deployment | Migration | Tuning | Overload
soainfra = Health Monitoring | Server Start
EF-Environment
;“"Servars 1
;““Clusters Save
F--Virtual Hosts
i‘“MigratabIe Targets This page lets you view and define various Secure Sockets Layer (S5L) settings for this server instance, These settings help you to manage
i‘“Mad’nnes the security of message transmissions.
i--Work Managers
“--Startup & Shutdown Classes
—Deployments Identity and Trust Indicates where 551 should find the server's identity
[}'SEE"IC:I; %gﬁﬁms Keystores {certificate and private key) as well as the server's trust
7 {trusted CAs). More Info..,
~-Security Realms
[B-Interoperability B Identity
[3-Diaanostics =l
Private Key Location: from Custom Identity Keystore The keystore attribute that defines the location of the
How do L. = private key file, More Info...
* Configure identity and trust Private Key Alias: = The keystore attribute that defines the string alias used
» SetupSal g to store and retrieve the server's private key. More
Info...
= Verify host name verification is enabled
& Configure a custom host name verifier gg Private Key S——— The keystore atiribute that defines the passphrase used
» Configure two-way 55L Passphrase: to retrieve the server's private key, More Info...
System Status =] (5] Confirm Private Key assaaaa
Passphrase:
Health of Running Servers
e Certificate Location: from Custom Identity Keystore The keystore attribute that defines the location of the
[ Failed (0) trusted certificate.  More Info...
[ Critical (0) Trust
Overloaded ()
Trusted Certificate from Custom Trust Keystore The keystore attribute that defines the location of the
| Warning (0) Authorities: certificate authoriies. More Info...
I o< (2) P Advanced -
-

g. Save the configuration.

Test SSL Configuration

a. Find the SSL port(default port is 8002)
b. Access the B2B through the following the URL: https://hostname:sslport/b2b

Configure SSL for Trading Partners

a. Log into the B2B Ul Tool.

b. Click on Partners>>Partner>>Select the Trading Partner
(GlobalChips)>>Channels>>Select the Delivery Channel>>Transport Protocol
Parameters

c. Update URL with https://<host>:port to enable Transport Security
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Administration | Partners | Reports | Metrics | Help | Logout (&)

ORACLE B2B

Logged in as weblogic

Profile

Users ™| Documents

& GlobalChips Save
& Acme Channels define how a message is delivered.
& GlobalChips
Channel 3 B
Name |Protocol
Acme_Custom_ebMS_responder u ebMs-2.0 ;I |
=l Agreement g &
Vame | Advanced
Channel Details
Transport Protocol IH'I'I'P 'I
2 _ s 2 [ - -
[ '[rﬂls[uxt—l’hﬂlnﬂl'mlﬂs Channel Attributes 1 Exchange Protocol Pararrr‘_“'_'_‘_iFu"y qualiied URL
FUrl | https://staqj27.us.orade.com:8001
User name o
Password
ConfirmPassword

Additional transport headers
Use proxy O

Copyright © 2004, 2009, Orade andjor its affiliates. All rights reserved.

d. Repeat the same for all remaining Trading Partners

e. Save the configuration and Deploy.
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Advanced ebMS features

Attachment Feature

EbMS exchange offers attachment feature to send attachment along with bussiness
message. These business messages include one or more attachments containing XML or
non-XML data. Each attachment represents a single payload in ebXML message.

With ebMS, a user can send multiple attachments within one message it is the only
certified interoperable, secure protocol with multiple attachment support.

Attachment can be configured as follows.

Outbound :

While enqueue the outbound message provide the file name for the "attachment" attribute as
the below file(sample xml).

The below Attach.xml and the schema are specific to Oracle B2B.

<?xml version="1.0" encoding="UTF-8"?>
<Attachments xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:noNamespaceSchemalocation="C:\Documents and
Settings\hari\Desktop\AttachmentsDescriptor.xsd" version="1.0"
boundary="boundary---">
<AttachmentPart>
<Location>file:////tmp/test.jpeg</Location>
<Content-Type>
<Top-Level-Type>application</Top-Level-Type>
<Sub-Type>xmI</Sub-Type>
</Content-Type>
<Content-Transfer-Encoding>BASE64</Content-Transfer-Encoding>
</AttachmentPart>
</Attachments>

The attach.xml adhres to the Attach.xsd schema definition.
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Attachment sample message

------ = Part 11_17658103.1237185226029
Content-Type: text/xml;charset=UTF-8
Content-ID: <ebxheader-8C5701951200DFC64E6000007C86DD00>

<?xml version="1.0" encoding="UTF-8" 7>
<env:Envelope ....

</env:Envelope>

------ = Part_11_17658103.1237185226029
Content-Type: text/xml

Content-ID: <8C5701951200DFC64EA000007C86E100>

<....Attachment Payload1....>

------ = _Part_11_17658103.1237185226029
Content-Type: text/xml

Content-ID: <8C5701951200DFC64EA000008C86F 100>

<....Attachment Payload2....>
------ = Part_11_17658103.1237185226029--

Inbound :

Set the below property oracle.tip.b2b.AttachmentsDir in enterprise manager(em) to store
the inbound attachments,

Eg.

<property>
<name>oracle.tip.b2b.AttachmentsDir</name>
<value>/tmp/</value>
</property>

The inbound attachments will be stored in the configured directory with the same file name
as attacahed.
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Duplicate Elimination

As part of ebMS reliable messaging Oracle B2B offers Duplicate Elimination feature.

For outbound message it sets the Duplicate Elimination ebMS header which request the
receiving trading partner to restrict the duplicate messages.

We can configure the Duplicate elimination as part of the Delivery Channel configuration.

Administration | Partners | Reports | Metrics | Help | Logout & ]

Logged in as weblogic

Profile | Users *| Documents

& GlobalChips
& Acme Channels define how a message is delivered.
3 GlobalChips
Channel 4 K
Name |Protocol
Auﬂe___Cusbum_e_bMS_rEspondar u ebM5-2.0 ;l i
= Agreement s 35
5 Advanced
5 Acme_GlobalChips_Custom_1,0_ORDERS_ebMg|

Channel Details

Transport Protocol IH'I'I'P vl
}. Transport Protocol Parameters | Channel Attributes ‘[mwm Security "‘\

Duplicate Eiimination [
Message Order Semantics

Persist Duration
Cand DarhiTuna And Vishia =l

w::-:.;r-;ru;h.t © 2004, 2009, Orade and:r'w:-r its affiliates. Al rights reserved.

Incase of inbound message if the Duplicate Elimination element present in the incoming
message then the receiving Application should check for duplicate messages using message
Id specified in the Message header and sends an errorlist notification (Negative
Acknowledgement) to the sender in case of duplicate message.
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Message Header Validation

The message header validation is an excellent feature provided by ebXML, using which the
inbound ebMS message header would be validated against the configured data.

In oracle B2B ebMS header validation can be configured as part of document type
parameters.

Administration | Partrers | Reports | Metrics | Help | Logout o

Logged in as weblogic

Document Manage Deployments *| Types °| Schedule Batch | Manage Batch | Callout | Purge | Listening Channel
El Documents + 8 Document Type Save || Mew Definition | =]
= ) Documnent Protocols

= [23 custom
== 1.0

e~ 2] NewDocumentType | Custom-1.0-NewDocumentType

= ECI_EDIFACT
=E! n_ew Specify the document Eype For this version, After the new type is saved, you can create a new document definition,

(= * Document Type Mame | QRDERS

E EDI_X12 Description
[a3 Hr
[28 oag

[28 PositionalFlatFils
[28 Rosettalet

[28 vccnet | ebMS

Reset Parameter

Action name abMSReuuest
Service Name | FleTransFer

Service bype | String

From Rale | Buyer

To Role 55@ Validate inbound ebM3 header From rale,ta role
Yalidate ebMS Header [

tes, Al rights

If the ebMS header validation is enabled then the incoming ebMS message headers such as
from role, to role gets validated against the configured data.

Message Status Service

The message status service is an excellent feature provided by ebXML, using which the
trading partner can query the status(Status Request) of the message. The receiving trading
partner should reply with the status of that particular message(Status Response).

The Message status request service consists of the following:

e A Message status Request message containing the details regarding a message
previously sent is sent to a Message Service Handler (MSH).

e The Message Service Handler receiving the request response with a Message Status
Response message.

Message Status Request / Response

Status Request

A message Status request/response message consists of an ebXML message with
no ebXML Payload container and the action element should be “StatusRequest”
and the service element contains “urn:oasis:names:tc:ebxml-msg:service”.
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StatusRequst element containing, A RefToMessageld element in StatusRequest
element containing the messageld of the message whose status is being queried.

While enqueue the outbound message, set the AQ property action as
StatusRequest.

action=ACTION:StatusRequest; SERVICE:urn:oasis:names:tc:ebxml-msg:service

For Fabric

b2b.action= StatusRequest
b2b.ebms.Service=urn:oasis:names:tc:ebxml-msg:service

Status Response

The Trading Partner receives a Status request message then should reply with a
Status Response message with no ebXML payload container and the Action element
should be “StatusResponse” and the service element contains
“urn:oasis:names:tc:ebxml-msg: service”.

The MessageData element contains a refToMessageld that identifies the Message
Status Request message.

Implementation of Status Request/Response in Oracle B2B.

Create a business action and Document Type as StatusRequest
While creating the Document type use the following parameter

Action: StatusRequest

Service: urn:oasis:names:tc:ebxml-msg:service

Identification Expression (XPath) for XML Document: /*[local-
name () ='StatusRequest’]

a. Create an Agreement after creating doctype in admin corresponding to
StatusRequest

b. Enque the message with doc type and revision as StatusRequst and 1.0

c. The responding StatusResponse message is found in the wiremessage-report
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Message Service Handler Ping/Pong

The most popular practice in EBMS world to exchange the ping-pong messages to ensure
that the remote Message Handler Service, which is essentially a remote trading partner in
B2B world, is up and functioning well. This is done by sending a PING message and the
remote MSH responds it with a PONG message.

Ping /Pong

A Ping message consists of an ebXML message containing no payload container
with the following message headers

The Message Header element MUST contain the following:

a. From element that identifies the Party creating the MSH Ping message

b. To element that identifies the Party that is being sent the MSH Ping message
c. CPAId element

d- Conversationld element

e- Service element that contains: uri:www.ebxml.org/messageService/

f- an Action element that contains Ping

Signature element is an optional it may be omitted.

The message is then sent to the To Party.

Once the To Party receives the MSH Ping message, it MAY generate a Message
Service Handler Pong (MSH Pong) message consisting of an ebXML Message
containing no ebXML Payload and the following elements in the SOAP Header:
Message Header element

TraceHeaderList element

An Acknowledgment element

An OPTIONAL ds:Signature element

The TraceHeaderList, Acknowledgment and ds:Signature elements MAY be omitted.
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The Message Header element MUST contain the following:

Poo oo

—h

g.

From element that identifies the creator of the MSH Pong message

To element that identifies a Party that generated the MSH Ping message
CPAId element

Conversationld element

Service element that contains the
value:uri:www.ebxml.org/messageService/

An Action element that contains the value Pong

RefToMessageld that identifies the MSH Ping message

Parties who receive a MSH Ping message SHOULD always respond to the message.
However, there is a risk that some parties might use the MSH Ping message to
determine the existence of a Message Service Handler as part of a security attack on
that MSH. Therefore, recipients of a MSH Ping MAY ignore the message if
they consider that the sender of the message received is unauthorized or part of
some attack. The decision process that results in this course of action is
implementation dependent.

Implementation of Ping/Pong in Oracle B2B

a. Create a business action and Document Type as Ping
b. While creating the Document type use the following parameter.

Action:Ping

Service: urn:ocasis:names:tc:ebxml-msg:service
Identification Expression (XPath) for XML Document: /*[local-
name ()='Ping']

c. Create an Agreement after creating the doctype in admin corresponding

to Ping.

d. Enque the message with doc type and revision as Ping and 1.0.

e. The responding pong message is found in the wiremessage-report

CPP/CPA

In ebXML, a Collaboration Protocol Profile (CPP) will describe message exchange
capabilities of a party. A Collaboration Protocol Agreement (CPA) will describe the
agreement between two parties

The CPP and CPA contains details of transport, messaging, security constrains, and bindings
to a Business Process Specification (BPSS) document that contains the definition of the
interactions between the two Parties while engaging in a message exchange.

Implementation of CPP/CPA:

The following steps will explain and configure CPP/CPA using Oracle B2B and its runtime

behavior.
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Salient features:

1.

CPA import with selective BPSS specification: This utility provides the option to the
user to selectively add the BPSS specification while importing the CPA. One or more
BPSS documents can also be imported. This is done by adding all the BPSS documents

separated by “;”.

## Absolute path for BPSS Document. This is optional property.
oracle.tip.b2b.ebms.BPSSDocument = <c:/tmp/bpss.xml>

Auto Creation of Business Action: This feature automatically creates all the BPSS
specification business actions to Oracle B2B business actions. This will facilitate the
user to create Business Action in bulk.

Auto Import/Export of security details: The required security credentials will be taken
from CPP/CPA document to Oracle B2B as part of CPA import process, also the
security details gets exported from Oracle B2B to CPP/CPA.

CPA Export of Multiple BPSS files from Oracle B2B: This feature exports the Oracle
B2B specific metadata to CPP/CPA specific metadata .For every Business Action, it
creates a corresponding BPSS during export.

CPA Export of Multiple CPA files from Oracle B2B: This feature allows the multiple
CPA export. Typically it creates a different agreement for every CPA based on the
Trading partner.

Log Level for CPP/CPA Utility can be configured as Debug or Info or Error.

The CPP/CPA utility Log files can be of type text or xml. These are the mandatory
properties for logging

#Log files folder location.
oracle.tip.b2b.ebms.LogDirectory=c:/tmp/cppcpa/

# DEBUG|INFO|ERROR
oracle.tip.b2b.ebms.LogLevel=DEBUG

# text|xml
oracle.tip.b2b.ebms.LogType=text

Steps to run CPP/CPA Import

1) Using Command Line Utility we can convert the CPA file into to oracle b2b
specific metadata and then we can import the generated metadata using oracle
b2b import option.

2) The cppcpa.properties file can be created using the below command.

ant b2bcreate-cpaprop
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Configure all the necessary import values in the cppcpa.properties.

3) To convert CPA xml to Oracle B2B Metadata, run the below command,

ant b2bcpaimport

Steps to run CPP/CPA Export

Using b2b export utility we can export the oracle b2b metadata and then use the
oracle b2b metadata to cpa.xml.

1)  The cppcpa.properties file can be created using the below command.

ant b2bcreate-cpaprop

2) Configure all the necessary export values in the cppcpa.properties.

3)  To convert Oracle B2B Metadata to CPA xml, run the below command,

ant b2bcpaexport

Configuration Details

1 oracle.tip.b2b.ebms.BPSSDocument
This property holds the absolute path for BPSS Document. It is an optional property,
which will be used to get the BPSS document details to be import into Oracle B2B
repository. If the property does not exist then the values will be imported from CPA.

Multiple BPSS documents are separated by

2 oracle.tip.b2b.ebms.CPADocument
This mandatory property will be used to get the absolute path of the CPA document to be
import into Oracle B2B repository.

3 oracle.tip.b2b.ebms.xsdLocation
This optional property will be used to specify the absolute path of the schema file
location. This schema file will be used for document validation.

It will be used only when BPSS document is specified.

4 oracle.tip.b2b.ebms.internalDeliveryChannel.protocol
The default Internal Delivery channel is AQ, if you want to add specific internal delivery
channel (JMS/FTP/FILE/SFTP) then this optional property will be used in Oracle B2B
Configuration. Specify all the required properties with respect to specific transport. Then
this specific channel will be used to send the message to backend applications.

CPA Export Properties:

5 oracle.tip.b2b.ebms.OutputFolder
Page 22 of 26



10

This mandatory property will be used to place the generated CPP/CPA files in the
specified location.

oracle.tip.b2b.ebms.Host
This mandatory property will be used to set the Host Trading Partner.

oracle.tip.b2b.ebms.HostEndPoint
This mandatory property will be used to set the host endpoint while generating the
CPP/CPA export.

oracle.tip.b2b.ebms.HostCertificateAlias
In case of secure message transfer, this property will be used to get the host certificate
details to the CPP/CPA export.

oracle.tip.b2b.ebms.TPCertificateAlias
In case of secure message transfer, this property will be used to get the trading partner
certificate details to the CPP/CPA export.

oracle.tip.b2b.ebms.BPSSExport
This optional Boolean property will be used to generate the BPSS document.

Common Properties:

11

12

13

oracle.tip.b2b.ebms.LogDirectory
This mandatory property will be used to store the log files.

oracle.tip.b2b.ebms.LoglL evel
This mandatory property will be used to specify the mode of logs like
DEBUG|INFO|ERROR.

oracle.tip.b2b.ebms.LogType
This mandatory property will be used to specify the log file will be stored as text/xml.
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Performance Best Practices

Following are the few of the Best practices for Oracle B2B Performance and can be
tuned based on the system resources

Outbound processing:
b2b.outboundThreadCount= <no of threads to be spawned for outbound flow>
b2b.outboundSleepTime= 1000 Sleep time (in msec) for thread when there is no message.

Inbound process:
b2b.inboundThreadCount= <no of threads to be spawned for inbound flow>
b2b.inboundSleepTime= 1000

Default threads for process all the events:

b2b.defaultThreadCount= <no of threds to be spawned for all other events such as delivery
channel creation/updating, system parameter updation etc >

b2b.defaultSleepTime= 1000

Large Payload Configurations

Following steps need to be configured in case of large payload above 100Mb,
1. As a pre-requisite, the following properties need to be set in B2B
In Admin -> Configuration,
Use JMS Queue as default property as true.
e Logpayload property to be false
e Large Payload Size property as <payload size>
e Large Payload Directory. eg. /tmp

2. jvm memory-args
e Increase max heap size according to machine available RAM
E.g. for 2GB -Xmx2048m and also change min heap size needy basis.

3. Database Configuration changes
e We can mention the pointer to the performance document

4. Transaction Timeout settings

In Weblogic console
e Increase JTA transaction timeout from
weblogic console Services -> JTA Timeout Seconds=720 seconds
e Increase SOADataSource XA timeout setting to 120-180seconds
weblogic console Services -> JDBC->DataSources->SOADataSource

5. Fabric settings - For fabric based testing use streaming option incase of file-adaptor
listener.
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Typical ebMS Errors

1. ebMs header are not matching with the configured value : Check for the
action/service/servicetype combination of incoming message is same as configured one.

2. Agreement Not found : Make sure the values send from backend send the configured
Action, Service,ServiceType.

3. Decryption failed ; check if the keystore/certificate is configured at the receiving endpoint.

4. Duplicate Protocol Messsage Error : When the same message has been received more
than once. Also check if duplicate elimination is set to true.

FAQ

Reference:

1.0ASIS-Open.org:
http://www.oasis-open.org/committees/ebxml-msg/documents/ebMS_v2_0.pdf
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