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Versions & Pre-requisites

ÅOracle WebCenter

ÅVersion 11.1.1.4.0 (PS3)

ÅWC Spaces is already installed, configured and up and running 

ÅDatabase ïUniversal Content Management ïEnterprise Manager ï

WebCenter Spaces

ÅOracle Business Intelligence Applications

ÅOBI Enterprise Edition version 11.1.1.5.0

ÅOBI Applications version 7.9.6.3 (Optional)

ÅOBIEE is already installed, configured, and up and running

ÅDatabase ïOBI Enterprise Edition

ÅOBI Applications is installed and setup and all content is available from 

the OBIEE environment (Optional)

ÅProtocol ïthis document currently only considers http and not https

ÅSecurity considerations (see next slide)



Security Considerations

ÅThe integration uses the impersonate abilities of OBIEE to ensure 

reports and data are secured correctly

ÅThis document currently only covers the use of the internal WLS LDAP 

directory

ÅThe integration requires the same user name population across the WC 

and OBIEE for the integration to work.

ÅThis can be achieved using either of the following methods:

1. Have WC and OBIEE share the same security solution (Best)

2. Have identical user names across the WC and OBIEE security 

solutions (OK)
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What we will do in OBIEE

1. Check for the presence of the BIImpersonatorUser

a. In the LDAP directory assuming the WLS LDAP

b. If present, check the roles assigned to the user in EM

c. If not present goto Step 2

2. Setup the BIImpersonatorUser user in OBIEE if not 

present



Step 1:

Check for the presence of the 

BIImpersonatorUser



Step 1a: Check for presence of BIImpersonatorUser

1. Log into WLS console as an Admin

2. Navigate to Security Realms > myrealm

> User and Groups

3. Search for BIImpersonatorUser (note 

the name) 

4. This user is not attached to any groups

5. If present, got to Step 1b

6. If not present, go to Step 2



Step 1b: Check roles assigned to BIImpersonatorUser

1. Log into Enterprise Manager as an Admin

2. Navigate to Weblogic Domain > 

bifoundation_domain

3. Once the RHS renders, select the 

Weblogic Domain drop down

4. Select Security > Application Policies



Step 1b: Check roles assigned to BIImpersonatorUser

1. Select the óSelect Application Stripe to Searchô and use the óobiô 

entry

2. Hit the green/blue button to search

3. Scroll down the results and look for the BIImpersonatorUser entry

4. If present ensure:
Å Resource Name = 

resourceType=oracle.bi.server.permission,resourceName=oracle.bi.server.impersonateUser

Å Permission Actions - _all_

Å Permission Class = oracle.security.jps.ResourcePermission

5. If not present go to Step 2 



Step 2:

Create and configure the 

BIImpersonatorUser



Step 2a: Create the BIImpersonatorUser user

1. Log into WLS console as an Admin

2. Navigate to Security Realms > myrealm

> User and Groups

3. Search for BIImpersonatorUser (note 

the name) 

4. This user is not attached to any groups

5. If present got to sub-step b

6. If not present go to Step 2

1. Log in to the WLS console for the BI instance as an 

administrator

2. Click on "Security Realms" > "myrealm" > Users and 

Groups 

3. Click "New" 

4. Choose BIImpersonatorUser as the user name 

5. Choose a password, it should be "Welcome1" for now

Å DO NOT change the case

6. Click OK

This assumes you are using the built in WLS LDAP. If you are using another LDAP solution, refer to the 

BIEE security documentation on creating users and assigning roles.



Step 2b: Assign roles to the BIImpersonatorUser user

1. Log in to Enterprise Manager for the BI instance as an 

administrator

2. Navigate to Weblogic Domain > bifoundation_domain

3. Once the RHS renders, select the Weblogic Domain drop 

down

4. Select Security > Application Policies

5. Select the óSelect Application Stripe to Searchô and use the 

óobiô entry

6. Hit the green/blue button to search

7. Hit the Create button



Step 2b: Assign roles to the BIImpersonatorUser user

1. Click the Add button under Permissions

2. In the popup hit the search button (green arrow)

3. Search through the entries for the Resource Name
resourceType =oracle.bi.server.permission,resourceName =oracle.bi.server.impersonateUser

4. It should be in the list use the mouse and hover over entries to see the full value 

5. Click the value you need, the Permission Actions should fill in automatically, if not, use ó_all_ô

6. Click OK



Step 2b: Assign roles to the BIImpersonatorUser user

1. Now click the Add User button under Grantee

2. In the popup, enter biimpersonatoruser and hit the search button (green arrow) the search box is 

not case sensitive

3. Check the BIImpersonatorUser and user the shuttle buttons to move the user to the right

4. Click OK on the popup

5. Click OK on the main page

The impersonate user is now configured for use



What we will do in Web Center

1. In the EM for WebCenter, use the MBean browser 

to create a connection to the BI Server

ï Need to know URL to BI Serverôs login page, e.g. 

http://biserver.company.com:7001/analytics

Å Host = biserver.company.com

Å Port = 7001

Å Context = analytics

Å Protocol=http

ï Need to know BIImpersonatorUserôspassword

2. In WebCenter Spaces change the Space Resource 

Catalog to access the BI Catalog

3. Add BI content to pages in WebCenter Spaces

http://biserver.us.oracle.com:7001/analytics


Step 1:

Create a WebCenter connection to 

the BI Server



This is the EM that manages 

the WebCenter domain







Application Defined MBeans

> oracle.adf.share.connections

> Server: WC_Spaces

> Application: webcenter

> ADFConnections

> ADFConnections (tree node)





Connection Type = BISoapConnection

ïthis is the required value and is case sensitive

Connection Name = <whatever you want>
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Refresh the tree

ÅIf the node is not present or seems to 

disappear later, use the search icon and type 

óADFConnectionsô to find it again



ÅOur connection is here under the new tree node, 

óBISoapConnectionô 

ÅNow we need to define it. Click on it to open the 

attributes.



From the OBIEE URL 

to the login page

You need:
Context=analytics

Host=<<your hostname>>

Port=7001 or 9704 (defaults)

Protocol=http

BIImpersonatorUser

You need:
Username=BIImpersonatorUser

Password=Welcome1

http

All other values should be left as their default



Confirmation after Apply

http
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Save the connection definition



Invoke the save operation 

and see the confirmation

If this step fails. Check your 

connection settings to your 

OBIEE server and the 

password for the 

BIImpersonatorUser


