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     Figure 1: Four phases of Change Management Process 
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Figure 2:   Change Management process in Patch Management 
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Advise 
Actions 

 Recommend changes 

 Evaluate change 
dependencies and impacts 

 Identify optimal change 
sequence and timings 

 Create and update IT 
change requests 

 
Features 

 My Oracle Support (MOS) 
recommendations 

 SR tracking 
 
 

 

 
Figure 3: Patch recommendations by My Oracle Support 
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Figure 4: Dashboard view of vulnerabilities across the environment 
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Figure 5: Patch details, Download Trends and Oracle Forum 

 
Figure 6: Users can monitor service requests and spawn patching from the updates 
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Plan 
Actions 

 Obtain change approval 

 Create User-defined Policy to 
test for patches to apply 

 Compare environments for 
configuration drifts 

 Create Patch Plan 

 Edit Deployment Procedure 
(optional) 

 Test changes in pre-production 
environment 

 Stage changes for production 
environment 

 
Features 

 MOS Patch Plans 

 Patch conflict verification 

 User-defined Policies 

 Software Library 

 Connectors for ticketing systems 

 
Figure 7: Create Patch Plans 

 



 

 

9 

 
Figure 8: Patch Plan validation 
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Figure 9: User-defined Policy to test for desired patches on a database instance 

 

 

 
1 For more details refer to Chapter 13 in Enterprise Manager Administration Guide. 

http://download.oracle.com/docs/cd/B16240_01/doc/em.102/e14586/compliance.htm#CIAIICAF
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Figure 10: A User-defined Group that includes the applied patches policy 

 

 
Figure 11: Schedule Policy Group evaluation 

 

 

 
2 For more details refer to the User-defined Policy and User-defined Group guide on OTN. 

 

http://www.oracle.com/technology/products/oem/pdf/twp_user_defined_policies_example.pdf
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Figure 12: First evaluation of the Policy Group 
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Figure 13: Patch Plan deployment 

 
Figure 14: Pre-flight check mode executionð Analyze 
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Figure 15:  Plan validation 
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Figure 16: Target patchability report 
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Implement 
Actions 

 Reconcile configuration 
drifts 

 Patch multiple servers and 
databases in a single 
window 

 Track progress of patch 
deployment 

 Rollback, if required 
 
Features 

 MOS Patch Plan 

 Deployment Procedures 
 

 

Figure 17: Database patching Deployment Procedure 
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Figure 18: Deployment Procedure step logs 

 

 

 
3 For more information on how to configure secure authentication with Deployment Procedure refer 
to section 'Infrastructure Requirements' in the document òEnterprise Manager Administrator's Guide 
for Software and Server Provisioning and Patchingó 

http://www.oracle.com/technology/documentation/oem.html
http://www.oracle.com/technology/documentation/oem.html
http://www.oracle.com/technology/documentation/oem.html
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Verify 
Actions 

 Validate successful 
deployment 

 View updated asset 
inventory 

 Run user-defined policy to 
detect and verify changes 

 Close change request 
 
Features 

 Deployment Procedures 

 User-defined Policies 

 ACC comparison 

 CCC real-time detection 
policies 

 

 

 

 

 
4 For additional details visit the Application Configuration Console home page on OTN 

5 For a complete list of supported technologies visit the Application Configuration Console Blueprints 
page on OTN. 

http://www.oracle.com/technology/software/products/oem/htdocs/config_console.html
http://www.oracle.com/technology/products/oem/mgmt_solutions/best_practices.html
http://www.oracle.com/technology/products/oem/mgmt_solutions/best_practices.html
http://www.oracle.com/technology/products/oem/mgmt_solutions/best_practices.html
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Figure 19: Comparison of database patch levels returns no differences 

 
 
 
 
 
 
 
 

 

 
6 For additional details visit the Configuration Change Console home page on OTN 


