Oracle White Paper— Driving Database Patch Management with Oracle Enterprise Manager 11g

Oracle White Paper
April 2010

Driving Database Patch Management with
Oracle Enterprise Manager 11g

Configuration Management & Provisioning and Patch

Automation Packs



Oracle White Paper— Driving Database Patch Management with Oracle Enterprise Manager 11g

Introduction

Change is inevitable, especially when it comes to management of IT environments.
‘Today, with the widespread rise of worms and malicious code attacks against known
vulnerabilities and unpatched systems, increasing concerns with governance and
regulatory compliance standards like PCI, HIPAA, etc, and the resultant downtime and
cost to the company in terms of resources, time, money and reputation, most
organizations are investing heavily in patch management solutions and processes.
Unfortunately existing efforts are very manual with sporadic infusion of tools that provide
point solutions. The key to efficient patch management is the creation of a good Change
Management process, which aims at automating all stages of the patching process.

The primary motive of a patching is to create a consistently configured environment that
is secure against known vulnerabilities and product defects. Unfortunately, managing
updates for all the databases is a complicated process, especially if it involves complex
topologies such as clustered systems. Adding to this, there is an increasing demand
from the business to provide higher levels of quality and more service uptime.

A typical Patch Management Process would involve the following phases:

¢ Identifying vulnerabilities and patches resolving it,

e Analyze the impact and prioritize,

e Test the patches across test environments and schedule rollout,
e Verify for successful application of patches
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A Change Management process can not only minimize unplanned changes and reduce
unplanned downtime, but also help in audit, compliance, and management reporting.
Change Management process ensures effective handling of the patch management
process. The four phases of a typical Change Management cycle are:

e Advise:
Recommend changes to resolve vulnerabilities and issues detected based on the
rich information about target configurations and the real time incident detection.

e Plan:
Create a suitable plan of action that includes all systems and people involved in
the change process.

e Implement:
Deploy the changes in an automated way across the environment as per the
planned schedule.

o Verify:
Confirm that the changes were implemented properly on the right systems by the
right people.

Implement

Figure 1: Four phasesof Change Managemenfrocess
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Oracle Enterprise Manager with its Configuration Management, and Provisioning and
Patch Automation packs provides the essential components required to build and
automate a Change Management system to manage the patch management process.

This white paper will outline Oracle Enterprise Manager’s four phased approach towards
building a Change Management System for patch management and the various features
that can be used to achieve it. We will use the example of patching of Oracle databases

to illustrate this process.
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Figure 22 Change Managemenfprocess in Patch Management
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Advise _
. o _ Advise
In any enterprise the advisories can come from multiple R

sources- the vendor, from internal security officers and | o« Recommend changes
ISVs. The most trusted source for patch advisories | ® Evaluate change
dependencies and impact
e Identify optimal change
integrated with Enterprise Manager. This integration sequence and timings

provides database administrators with a single console | ® Create and update IT
change requests

happens to be the vendor. In 11g, My Oracle Support is

that personalizes their support experience along with
seamless management of their IT environments. The My | Features

Oracle Support integration offers Service Request (SR) | ® My Oracle Support (MOS
recommendations

Management for cutting down the problem resolution | | SRtracking

time, Knowledge Management for personalized in-
context access to Oracle’s Knowledgebase and Patch Management to get proactive
advisories on patches.

My Oracle Support within Enterprise Manager provides comprehensive Patch
Recommendations for security and other recommended patches for the managed
targets. The patch recommendations are computed daily based on the collected
configuration of the targets against the metadata that is automatically downloaded from
My Oracle Support.

ORACLE Enterprise Manager Setup  Preferences Help Logout
Grid Control 11g Home | Targets Deployvments Alerts Compliance | Jobs | Reports 0 G TEGERATTTI TGS

Patches & Updates | kr QU ced
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Other Recommendations 9 !_j
Patch I or Murnber i # Type in comma separated walues

All Recommendations and | Platfarrn ¥ iz Lirie %36 - @
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Clear Save Search =
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Procedures Patch Agent Patch Plans Replacernent Patch Requests
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Figure 3: Patch recommendations by My Oracle Support
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The patch recommendations provide proactive alerts on targets affected by security
patches (including quarterly Critical Patch Updates) and Oracle’s other patch
recommendations like Patch Set Updates (PSUs), Clusterware Bundles and other
patches. The dashboard view provides administrator with comprehensive view of
vulnerability across their environment.

Patch Recommendations

Patch Recommendations
| ANl Classifications || Choose Filler = | l&J

@ Patc., 17 Classification Descriptian Target Type Oracle Hame Hast Release Detected
920923%  Other Recommendations  DATABASE PSU 11,10.7.2 (INCLUDES CPUJANZOI)  upgli Database Instance  facratch/aime/1L,,, stapib0us.oracle,., Oracle 11,1070 5 dayzago |4
9207257 Other Recommendations  NEW 11.1.0.7.2 CRS PSU TRACKING BUS upgdi Datsbase Instance  ficratch/sime/1L.., stapjélus.oracle.., Cracle 10,1070 5 days ago
9162492 Other Recommendations  EMTERPRISE MAMAGER AGEMT 102052 PSU stamtdl us.ar . Agent Jacratehfeaanalfs. . stamtiius oracle,, Orade 10205 6 daysago
91624%  Other Recommendations ~ EMTERPRISE MAMAGER AGENT 10.2.05.2 PSU shamh0Z us.ar .. Agent Jecratch rajanalfa... stamtZ.os oracle.. Orade 10205 6 days ago
9119284 Other Recommendations  DATABASE PSU 10.2.0.4.3 (INCLUDES CPUIAN2010)  dbioe Database Instance  facratchsresthurf, adc2170423us.0r,0, Oracle 10204 Vesterdzy
9119254 Other Recommendations  DATABASE PSU 10.2.0.4.3 (INCLUDES CPUIANZOID)  sidl Database Ingtance  fscratchy/demoydb.., 3dc219081Lus.or,., Orace 10204 & days ago
9119284 Other Recommendations ~ DATABASE PSU 10.2.0.4.3 (INCLUDES CPUIANZOM)  sid? Database Ingtance  fscrstch/demoydb.. sdc219051 s.or... Oracle 10204 Sdavsagn |2
9119284 Other Recommendastions  DATABASE PSU 10.2.0.4.3 (INCLUDES CPUIANZOID)  sid? Database Ingtance  fscratehy/demoydb.., 3de219051Lus.or,., Orace 10204 & days ago
9119226 Security CRUANZI10 DATABASE 10.2.0.4 sidl Datsbase Instanice  ficratch/demo/db.., adc213051Lus.or.., Cracle 10204  Today
9119226 Security CPLIANZ010 DATABASE 10.2,0.4 sid2 Datehase Instance  fscratehydemno/db.., ade219051Lus.0r,, Cracle 10204 Today
9119226 Security CPUIANZI10 DATABASE 10.2.0.4 sid3 Datshase Instance  fucratchdemno/db.., adc219051Lus.or,., Cracle 10204 Today
L4072 Security CPUIANZ010 DATABASE 11.1.0.7 upgd Datsbase Instanice  frcratch/sime/1L.., stapjél.us.oracle.., Cracle 10.1,070 5 days ago
BECZE  Cther Recommendations  PATCH REQUEST FOR MLR BUG 8955424 ON TOP OF L., as0219.ade2l,., Oracle fpplicatio.., fscratch/pragotha,. 3de2i10697s.or.., 65 10,0202 & daysago r
8521282 Security MLR QN TOR OF LOAR 10.1.4.3 FOR CPUILLZ00Y imi0id3athdi,.. Oracle Applicati... fscratchjrakranja.., sthdil3us.oracle... i85 10,1430  Sdaysago [T

Figure 4: Dashboard view of vulnerabilities across the environment

Users can get detailed information on the patches like bugs fixed, patch readme, and
associated Knowledge Base articles. Additionally, the patches are linked with Oracle
Forums enabling users to review feedback from other users about the patches, including
information on the impact, and patch workarounds, if any. The users will also get
information on the number of patch downloads and the download trend from the
community. In cases of Critical Security Patches, the download trends can be used to
gauge best practices across the community, some of which are guided by strict
guidelines from governance standards.
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Patches & Updates | kr
Patch & Updates = Patch Recommendations =

¥ Patch 9119284: DATABASE PSU 10.2.0.4.3 (INCLUDES CPUIAN2010)

li'elcome, Generic (?-ﬁ Last refreshed 33 minutes aga {

Last Updated Jan 13, 2010 (5+ weeks ago) Size 145MB

Platform Linux %36
Product Oracle Database Family Support Level General :

R 10.2.0.4
Release 10.2.04 Classification  Other Recommendations elease

Patch Target sidl Patch Tag Al Database

Read Me E oownlead + |73 Add to Plan -

Bugs Resolved by This Patch Downloads 1133

Yiew Trends

934160 ORA-600 [KSFDEFNM L] INTERMITTENTLY WHEN SEVERAL RMAN JOBS ARE FORKED

493433 DBMS_STATSDELETE_SCHEMA_STATS DOES NOT DELETE INDEX STATS AFTER INDEX REBUILD Close [¥]
437902 RAC: [KCLFUSION_1] 240

4693355 ASM DOES MOT CLOSE OPEM DESCRIPTORS EVEM AFTER DROP DISKGROUP 180

495511 ORA-600 [KHFQUPR_BAD_CWL] WHEN CREATING BITMAR INDEX ON HUGE TABLE -

09 KCES HANG/ HASH LATCH CLEAN UR

4366512 STREAMS: ORAG00 [KWQBCFROB123] AND INSTANCE TERMINATION ® II
5126713 TRACK LRG 2128307; LGINR TERMINATE INSTANCE DUE TO ORA-16 164 ERROR. '

E147386  ORA-Z7152: ATTEMPT TO POST PROCESS FAILED Number of Downloads by Week

5231155 ORA-00600 [KCBGTCR_1] ERROR DURING IMSERT WHILE USING ERROR LOGGING TABLE

Open Read Me bo view all Bugs

Community Reviews Write a Review

User 160761

...\

»

Related Knowledge to this Patch

3424431 10,20 Oracle Database and Metwarking <b=Patches=/b= for Microsaft P, Modified 03/04/2010 Installed Successfully

5 days ago

PSU Installed successfully, it cleared other problems
1 had experienced with the DB, PSL defintely adds
ko the stability.

( Gef advanced pafch guidance and impact analysi. Learn Mare.,. )

Read all reviews »»

Figure 5: Patch details, Download Trends and Oracl&orum

The integration also features Service Requests, through which the users could
create/update/monitor Service requests from Enterprise Manager. Users can raise
Service Requests in clicks and directly associate the configuration and required logs
against incidents on the managed targets. The users review the SRs and directly include
the prescribed patches into the Patch Management flow.

Service Requests Home Wielcome, Generic G4} Lastrefrashed 0 minutes sgo ()

17 SR 3-651219471: ORA 600 Error in Prod OB supporting critical Fianancial App | Adians - i
¥ Description ~Ly Priority Handled Service Request E Irformatian =
Product  Oracle Server - Enterprise Edition Satus Review Lipdate

Seveticy 2

Last Update (Today) Apply patch 8510198 to resolve the issue ORA 600 [4136]...

Escalation Status MNever Escalated

Edit your Jervice Request

Update.. | Upload...
| pdater. ] Lo Request Number 05121471

Customer Tracking Mumber

History Errar humber ORA 600 [4135)
Sarthy | NewtoOM | v ] Hide Syster Messages | | EM Target upgi5_upgist
System known in Oracle  ORCL_em.cn.oracke.com_
: & i
History 1 =
Organization Mame A¥A Technology Services |~
GENERIC-EMPLOYEE_US@ORACLE.COM - March 5, 2010 6:54:07 PM GMT +05:30 Germany b
Apply patch 8510198 to resolve the issue ORA 600 [4136].., Contact enetic Emplovee_s
Suppott 10 10009222
Oracle Support - March 5, 2010 6:43:35 PM GMT +05:30 Opened Mar 5, 2010 6:43 prn
Thank vou far associating your configuration to this Service Request. This Service Request will receive Last Updated Mar 5, 2010 6:54 pm
priority handling. Host £M.CN.oracle.com
Product Oracle Server - Enterprise
GENERIC-EMPLOYEE_US@ORACLE.COM - March 5, 2010 6:43:32 PM GMT +05:30 Edtion
Praduct Yersion 10.2.0.4.0
FEEETOrSREE 2 Platform Linuy =286 -
— Project

Figure 6: Users canmonitor service requestand spawn patching from the updates
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Plan

Planning phase involves creation of the list of | Actions
identified patches and vulnerable targets. The patch | ® ©Obtah change approval

L , e Create Usedefined Policy to
list is then processed to make sure it can be rolled test for patches to apply

out across the environment. Typically, this process | e Compare environments for
configuration drifts

e CreatePatch Plan

e Edit Deployment Procedure

the Oracle Home. In large data centers the planning (optional)

is typically done by a Lead Administrator, who has | ® Testchanges in ppeoduction

i , environment
the authority to decide on the rollout process and | | Stage changes for production
schedule. environmat

Plan

involves applying the patches on test environment
and check for errors in the patch or conflicts against

Features
Users can consolidate the patches from the various | o MOSPatch Plasi

sources like patch recommendations, service | ® Patch conflict verification
e  Userdefined Policies

) e Software Library
Plans. Patch Plans provide the user a way to -~ EEE

requests, and also simple patch search into Patch

accumulate multiple patches and applicable targets and proceed to rollout across the
environments under a single downtime window.

ORACLE Enterprise Manager Sep Prefersnces Help Logout
Grid Control 11g Home | Targets | Deployments | Alerts | Compliance | Jobs | Reponts g0 TET ERATTITIT S
Patches & Updates | K e ! etting g ] 33 Q i
Patch & Updates > Patch Recommendations Wielcome, Generic Gy Last refveshed 33 minutes ago )
1 Patch 9119284 DATABASE PSU 10.2.0.4.3 (INCLUDES CPUTAN2010)
Last Updated Jan 13, 2010 {5+ wesks ago) Size 14.5MB =
Platform Linux %36
Product Oracle Database Family Support Level General
Release 10,204 Classification  Other Recommendations Releaze D&
Patch Target  sidl Patch Tag All Database i §
Read e B powrieed - |23 Add to Plan -
Bugs Resolved by This Patch Downloads 1133 Add 10 Mew.,
3934160 ORA-600 [KSFDGFNML] INTERMITTENTLY WHEN SEVERAL RMAN JOBS ARE FORKED: Add to Existing  »
4593433 DEMS_STATS.DELETE_SCHEMA_STATS DOES MOT DELETE INDEX STATS AFTER INDEX REEUILD
4637902 RAC: [KCLFUSION 1] -
4693355 ASM DOES MOT CLOSE OPEM DESCRIPTORS EVEN AFTER DR
4695511 ORA-GND [KHFQURP_BAD_CYL] WHEN CREATING EITMAR IND ’
I KOES HAMG/ HASH LATCH CLEAM LR Create New Plan & " . Wihy use a Plan?
4S6E12 STREAMS: ORAG00 [KIWGBCFROEI23] AND INSTAMCE TERM W H
C126719 TRACK LRG 2128307: LGWR TERMIMATE IMSTAMCE DUE TO Ci .
C147286 ORA-27152: ATTEMPT TC POST PROCESS FAILED
E231155 CORA-DDG00 [KCBGTCR_1] ERROR DURING IMSERT WHILE ST Flanflame s MARPROD_ROLLOUT‘
Open Read Me to wiew all Bugs
Wirlte a Review
Related Knowledge to this Patch Cancel Create Plan
3424431 1020 Oracle Datebase and Metworking <b=Patches</b= For
= Oays agn

Figure 7: CreatePatch Plars

Users can associate the patches with targets (say development or QA or production) and
do an upfront online validation without actually patching the environment. In this mode,
patches are validated for the conflicts amongst the patches selected and with that of the
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patches in the Oracle Home of the target based on the information of bugs fixed by the
selected patches and of the patches in the Oracle Home inventory.

Upon conflicts users can place a merge patch request, if the patch is readily available it
would be replaced directly or an automated merge request will be filed with Oracle. Since
the process is completely automated, if there had been multiple merge requests for the
same patches from various users, your request would be queued automatically thus
reducing the wait time.

Craate Plan Wizard - MAR_PROD_ROLLOUT

Yalidation
[ Revalidate N
o Specify General Information COI‘IﬂICtS FOII I'Id_, Replaceme“ tS
Plan last validated Today =
o Patches Available
o Yalidation
Replacement patches are avalable for some or all the conflicts in vour
patching plan.
Replace Conflicting Patches
E Patch IC Description
v @ Jseratehfderno/db10g (Oracle Home on host ade21905 11.us.oracke.camm) - 1 Result
w Corflicting Patch Set 112 Tters) Replacement patch availabla
BE34370 UPDATE PHASE CF SERIAL DIRECT PATH MERGE WRITES MORE RED THAN AN UPDATE
9119284 DATABASE PSU 10.2.0.4.3 (INCLUDES CPUIANZ010)
(5) Review & Deploy
# Required Field
Exit Wizard Back MNext Review

Figure 8: Patch Planvalidation

The whole merge request process is automated removing the need for the user to raise a
Service Request manually with all information and wait for it to be processed.

At the end of the validation process, the Plan would contain set of non-conflicting patches
that can be deployed readily on the targets.

After the Patch Plan has been created, one would need to design the patch execution
flow. Enterprise Manager comes with out of box Deployment Procedures that automate
the application of patches and patchsets. In certain cases, Deployment Procedures would
need to be customized to meet specific environmental needs.

The Deployment Procedures are best practices provided by Oracle Enterprise Manager
for automated patching of various Oracle products like Oracle Database, Oracle Real
Application Clusters, and Oracle Middleware. Users can create a copy of the procedure
and customize to incorporate the additional steps required to complete the patching
process in their environments. For example, a user integrates custom scripts to handle
backup of the environment, or start/stop user cron jobs during their patching process.
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Users can enable notifications from Deployment Procedures and integrate with the
service desk applications like Remedy to monitor the patching process.

Since the list of patches that need to be applied and the targets to which they are
applicable is established, the next step is to track these targets till they comply with the
required patch level. The Compliance Management’ features of Enterprise Manager test
the conformance of targets for security standards, and configuration and storage
requirements. By continually testing systems, services, and targets, users are ensuring
the best possible protection and performance for their systems. Enterprise Manager
provides two types of compliance management: Policies and Policy Groups. Policies are
rules against which managed entities are evaluated, while Policy Groups are a collection
of policies that are managed as a set.

Users can utilize a User-defined Policy (UDP) to test if the desired patches have been
applied to all targets. The following screenshot shows a User Defined Policy that tracks
the existence of the patches on a continual basis. Policies can also be tied with the
notification mechanisms for DBAs to be informed when a violation is detected.

(Cancel ) (Back]| Step 6 of 6 (Finish )

UDP - Test for applied

Name Category Security

patches
Target Type Database Instance Number of Key Columns 2
Severity Critical Evaluation Schedule Every 3 Days

Description This policy checks if a set of desired patches have been applied to target databases.

.. http:/ fdownload.oracle.com/docs/cdfB16240_01/doc/doc.102/e14500
Details Link -
[pat_sidb.htm#...
Impact of Violation
Recommendation In case of violation, use the patching deployment procedure to apply the desired patches.
Non-Compliant Message Policy UDP - Test for applied patches is non-compliant.
Compliant Message Policy UDP - Test for applied patches is compliant.

Parameters
Name Type Default Value

(No parameters found)

SQL Query [select tgt-target_guid, tgt.target_name ,|'7378322,7834056,8534338'[as patches ~ «
from mgmt_targets tgt where target_type = ‘oracle_database’ and not exists ( select
t.target_guid as TARGET_GUID, t.target_name as TARGET_NAME, t.target_type as
TARGET_TYPE, decode(p.container_guid, null, 'N’, 'Y") as IS_ PATCHED from
em$ecm_targets_by_aruid t, (select distinct ip.container_guid from Ll

I

WHERE [1=1 hg

(_Cancel ) (Back| Step 6 of 6 (Finish )

Figure 9: User-defined Policy to test for desired patches on a database instance

1 For more details refer €hapter 13 in Enterprise Manager Administration Guide

10
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A User-Defined Group (UDG) needs to be created to include the User-defined Policy for
testing of applied patches.2 This Policy Group will be used to schedule periodic tests
against target databases to ensure that they do not violate the required patch level.

((Cancel) (0K
= Name IDatabase Patch Policy Group
Target Type |Database Instance =]
= Author |Adeesh Fulay
Description  |The policy group contains policies to check for applied patches on target databases.
Keywords
For multiple keywaords, separate with a semicolon (;).
Policies
| Remaove | (Ladd
Select All | Select None [}g
Importance
SelectName Category|Owner |Description Level
[ | UDP - Test for applied [Security SYSMAN This policy checks if a set of desired patches have been applied | Extremly High LI
patches to target databases.
Paolicies o ey wri=be organized into folders by category name.
Importance Level impacts the evaluation compliances score. See Help for additional information about compliance score computation.
(Cancel) (0K

Figure 10 A Userdefined Groupthat includes the applied patches policy
Users can set suitable intervals for Policy Group evaluation.
ORACLE Enterprise Manager _ _  Setup Preferences Help
Grid Control 11g Home | Targets Deployments FAERE Compliance [ Reports My Oracle Sud

Policies | Policy Groups ecurity At a Glance

Policy group Database Patch Policy Group has been created.

Policy Groups: Library &
Evaluation Resuls | Library l Errors

This table lists all avaiable policy groups. User-defined policy groups can be created,  Page Refreshed Mar 22, 2010 4:17:00 PM PDT
edited and deleted from this page. Both system-defined and user-defined policy
groups can be scheduled for evaluation.

Target Type |Database Instance ;I Policy Group |C0ntains LI I o) Advanced
Search

I- Schedule Evaluation. )| Delete. ) | | Create.. )

Target
Select|Policy Group / Keywords Author Type ‘Description Scheduled Evaluations  Edit
#  Database Patch ADEESH FULAY Database The policy 0 /
Policy Group Instance group

contains

policies to

check for

applied

patches on

target

databases.

Figure 11 SchedulePolicy Groupevaluation

2 For more details refer to thiserdefined Policy anddgrdefined Group guide on OTN

11
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Typically, the first evaluation of the Policy Group would return a very low or zero
compliance score, but this should increase as more database instances are patched and
brought in compliance with the required patch level.

ORACLE Enterprise Manager ) ) ) ) ~ Setup
Grid Control 11g Home | Targets Deployments FEN Compliance s Reports
Policies ity At a Glance
Policy Groups: Evaluation Results
_J Evaluation Results | Lbrary  Errors
This table summarizes the policy group evaluations. Click the name of thePage Mar 22, 2010 6:32:27 PM
policy group for detaied information. Refreshed PDT
Target Type |Database Instance j Poicy Group |contains LI I | Go
Target
Policy Group / Keywords Average Compliance Score (%) Targets Type Description|Delete
Database Patch Policy Group L] 0 I 7 Database The policy i
Instance group
contains
policies to
% check for
applied
patches on
target
databases.
j Evaluation Results | Library  Errors

Figure 12 First evaluation of thePolicy Group

Enterprise Manager Patch Plans integrate with Deployment Procedures, which automate
the entire patching process including pre and post scripts, and the dictionary changes.

The user can select the Deployment Procedure either the out-of-box procedures or the
customized procedures and roll out the patches to the targets either in Test or
Development environment.

12



Oracle White Paper— Driving Database Patch Management with Oracle Enterprise Manager 11g

ORACLE Enterprise Manager
Grid Control 11g Horme

Satup Preferences Help Logout
Targets Deployments Alerts Compliance Joks Reports My Oradle Support
Patches & Updates | K 5 este | Settings ™ Favorites Search Kr EN o

2 Specily Ganarl Information o Ready for Deployment

Patch Plan Deployment {2 Patches)

Select the deplovment procedure and launch the deployment wizard =
Mame Description |
Patch Oracle Database Procedure For patching standalone Cracle Database installations with Critical Patch Updates, interim patches, and patchsets, Mate:

Major uparade For example, DB 101 to 10,2 is not supported,
=
-

Figure 13 Patch Plan deployment

The Deployment Procedure supports pre-flight check mode — Analyze, through which the
user can identify if the targets can be successfully patched.

| Cancel ) | BatlslStep? of 7 || Analyze | || Deploy )
Software Updates
Staging Location %eemd_root®%/EMStage

standalone Database Updates

Patch Interim Patch
Goftware Update Name / D Created On  |Type Product  |Platform Release |Applicable On  [Description README
po119284_10.2.0.4_46 0119284 2010-03-08 Patch Cracle LinLx ¥36 10.2.0.4 DATABASE PSU 10.2.0.4.3 (INCLUDES | View )
06:48:42.0 Database CPUIANZ010)
pEE94370_10.2.0.4,3_46_9480 6654370 Patch Cradle Linux x86 10.2.04.3 UPDATE PHASE OF SERIAL DIRECT PATH “yijgw )
Database MERGE WRITES MORE REDOD THAM &M

URDATE
@ TIP Ta lookup for the README, selected updates should be valid patch on My Oracle Suppart and require connection ta My Oracle Suppart, To Setup or Update My
Oracle Support credentials dick on ‘Setup’ Link, The view buttan for README is nat cickable in case of patches selected from software ibrary,

Apply SOL Script
Anply Default SQL Script

bshow Advanced Ontions

Target List

Database Targets to be patched

|Name ! |Target Type Host Name ‘Status|
sid1{Unpatched) Database Instance adc2190511.us.0rade.com ﬁ

Figure 14 Pre-flight check mode executior® Analyze

In Analyze mode, the Deployment Procedure runs a set of pre-requisite checks across
the target to figure out if the sanity of the target like execution of Inventory sanity tests,
OPatch checks, cluster ‘verify’ checks in case of Real Application Clusters (RAC), or
execution of dummy SQL to check if dictionary changes could be made on the target.

13
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Upon execution of the procedure in Analyze mode, the results for various tests and
failure, if any can be reviewed from the Results tab. The DBA can follow the issues and
its recommendations to make sure the target is prepared for the actual patching process.

Status Detail
Steps  Job Details | Results | OMSLog
/\Prerequisite checks "Check patch conflicts’ and "Check applicability of the patch on the Oracle home' can be overridden using OPatch options. In such cases the checks are interpreted as
success but reported as failure below.
/A\Some of the steps would be marked as Failed" if there are WARNINGS'. Review the warnings and ignore the step if its safe to continue with Patching.
Expand Al | Collapse Al
Steps Status Details
W Patch Oracle Database
¥ Initialize Succeeded
¥ Targetless - Computation Step Succeeded  Initialization Completed
¥ Check for Supparted configurations Succeeded
¥ Targstless - Computation Step Succeeded  Check for Data Vault Passed
Check for Standby Passed
Configuration Checks Completed
¥ Check and Get Target Properties Succeeded
¥ Targetless - Computation Step Succeeded  Check for current Inventory Collection Passed
Check for RAC Instances selection passed
Selected instances are not running from RAC Oracle Home and is fine to patch.
Check for ‘'operator’ privilege passed
Check for patch and patchset combination passed
Agent on host "dormU-12-31-38-00-04-51" is reachable
Check for target version support passed
Target Praperties Check Completed
¥ Check for Target Status Succesded
¥ domU - /u02/db102/db Succeeded Stage location access is verified
Listener LISTENERA found in AuD2/db102/db/network/admin/listener ora
¥ Upgrade OPatch Succesded
¥ domU-12-31-36-00-04-51 - domU-12-31-38-00-04-51 Succeeded
¥ Stage Patches Succeeded
¥ domU-12-31-36-00-04-51 - domU-12-31-38-00-04-51 Succeaded
¥ Run Prerequisite Checks Succeeded
¥ domU -12 - JuD2/db102/db Passed
Check administrator privileges for current user Passed Finds out if the current user is an administrator. OFatch cannot be run as an administrator
Check validity of Oracle Home Passed Finds out if the Oracle Home exists in the given location.
Check presence of patching locks in Oracle Home Pagzed Finds out if the Oracle Home is locked by some previous unsuccessful OPatch session
Check presence of Java Development Kit in Oracle Home Passed Finds out if Java Development Kit (JDK) is present in the Oracle Home. JOK is required for patching using OPatch
Check validity of oralnst loc Passed Finds out if the oralnst loc file exists and has read permissions. aralnst loc is a file that points to the Central Inventory
Check sanity of central inventory Pagzed Finds out if the Central lnventary exists, has read permission and containg the required files. Central Inventory is the
registry for all Oracle products
Check registration of Oracle Home in the Central Inventary Passed Verifies that the given Oracle Home is registered with the Central Inventory. Every Oracle Home should be registered with
the Central Inventory
Check creation of inventory session in readfwrite mode Passed Verifies that readfnrite session can be spawned on the Central Inventory. It should be possible to create a readfwrite
session on the Central Inventory for successful patching operation
Check validity of Oracle Universal Installer location Pasged Werifies that Oracle Universal Installer (OUI) is present. QUL is required to perform patching operation through OPatch.

Figure 15 Planvalidation

Once the Analyze mode ran through successfully, pick up the Patch Plan and execute
the Deployment Procedure in Deploy mode for the test environments.

Enterprise Manager’s Application Quality Management features enables users to execute
regression tests on the applications running on the test environment post the patching
process.

Upon successful completion of the tests, the lead database administrators, as a best
practice in their patch management process before the rollout, can pro-actively check for
patchable environments in their enterprise through the EM Target Patchability Report.
Through the report, the lead DBA can identify and remediate issues with targets that are
marked unpatchable in the environment prior to the rollout schedule.
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ORACLE Enterprise Manager
Grid Control 119

Setup Preferences Help Logout &

Home | Targets | Deployments | Alens | Compliance |/ Jabs \‘ ma My Oracle Support

EM Target Patchability Report

| Printable Page
Report Generated Mar 23, 2010 2:58:20 PM PDT EE?)

This report shows the patchability of the targets, the problems found with the targets are detailed in the table.

Break up of all Targets

Break up of unpatchable targets

-
/ 9%
/ Patchable Missing
39% Targets(17) Properties(10)
| Unpatchable Unsupported
A Targets(11) Configuration(1)
N
Details of unpatchable targets
Previous [1-10 of 12 |»| Next 2 ®

‘Target Name = |Target Type ‘\Iersian |Prohlem ‘Details |
srivat.us.oracle.com Orade Database Missing Properties Version is empty
soadb Orade Database Missing Properties Version is empty
sid11 Orade Database 10.2.0.4.0 Unsupported Configuration Logical Standby Databases cannot be patched
orcl9 Orade Database Missing Properties Version is empty
orcle5_stacy59.us.oracle.com Orade Database Missing Properties Version is empty
hrms4 Orade Database Missing Properties Version is empty
hrms3 Orade Database Missing Properties Version is empty —
hrms2 Oracle Database Missing Properties Version is empty
hrms1 Orade Database Missing Properties Version is empty
dbiig Orade Database Missing Properties Version is empty

Previous [1-10 0f 12 ¥ | Next 2 ®

Figure 16 Target patchability report
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Implement

In this phase, typically the user would proceed with
the rollout to the production environments, over a
period of time. Certain governance standards
mandate the application of a patch within a

stipulated time after release.

Once the rollout plan is decided, the individual
DBAs can select the targets owned by them,
against the patches decided and proceed to run
them in Analyze mode before a week / few days of
the actual maintenance window. Through this they
could check and eliminate possible errors and
ensure smooth rollout during the maintenance window.

Actions
{ ]

e Patch multiple servers an
databases in a single
window

e Track progrss of patch
deployment

o Rollback, if required

Features
e MOSPatch Plan
s Deployment Procedige

Implement

Reconcile configuration

drifts

Deployment Procedures support mass deployments by automating application of multiple

patches to multiple targets simultaneously. The execution can be scheduled for future

date, allowing the user to do automated deployments by selecting targets across the

environment and schedule it during pre-scheduled maintenance windows.

Users can also enable notifications and get notified on the status of the execution, thus

providing a truly automated unattended process.

Expand All | Collapse All

Run Privilege Ertor
Run  CommandPrivilege Handling
Hame Status Type Description Privilege Delegation Mode
¥ Patch Oracle Database Succeeded Procedure for patching standalone Oracle Database installations with Critical Patch Updates, Stop On Error
interim patches, and patchsets. Note: Major upgrade for example, DB 10.1 to 10.2 is not
supported
Initialize Succeeded  Computational Initializes the runtime data. The step also downloads pateh from My Oracle Support and ereates  Normal Stop On Error
software library camponents, for all patches selected to run from My Oracle Support. Do not
disable or delete this step
Check for Supported @ Does a set of checks to validate ifthe targets are supported for patching Normal Stop On Error
Check and Get Target Properties Succeeded  Computational Check if all the required target properties are present and agsaciations are proper. Do not Normal Stop On Error
disable or delete this step
¥ Forall hosts Succeeded  Parallel Iterates over a list of Hosts Stop On Error
¥ Forall hormes Succeeded  Ruolling Iterates over a list of Oracle Homes: Stop On Error
Check for Target Status Succeeded  Directive Checks for target tools, commands and permissions Normal Stop On Eror
Checkif the user has sudo privileges Skipped  Directive Check ifthe user has sudo privileges sudo  sudo Stop On Error
Uporade OFaich Skipped  Job Upgrades opalch to the latest version Normal Stop On Error
Stage Patches Succeeded  Jab Stages selected paiches into Oracle Homes. Flease ensure that the paiching user has staging/ MNormal Stop On Error
write permissions in the Staging Location. Stage Location
Example:%emd_root%iEMStagedPatches.
Stage DUl and OPatch Skipped  Job Stages OUI and OPatch into Oracle Homes, if required. Ensure that the palching user has write  Normal Stop On Error
permissions in the Stage location. Stage location Example %emd_root%/En StagedFatches
Bun Checks Directive Performs patching prerequisite checks. Normal Stop On Eror
¥ Forall hosts Succeeded  Parallel Iteratess over a list of Hosts Stop On Eror
¥ Forall homes Succeeded  Rolling Iterates over a list of Oracle Homes. Stop On Error
Start Blackout Succeeded  Computational Starts Blackout of Oracle Database Instances in an Oracle Home Normal Stop On Eror
Stop Database in Normal Mode Directive Stops Oracle Database instances in an Oracle Home in Normal Mode Normal Stop On Eror
Stop CES daemon Skipped  Directive Stops CSS daemon running on the node. Requires sudo privileges as root an Unix hosts. sudo  sudo Stop On Error
Marrmal Stop On Errar
Checkif all are shut down Directive Check If all procesges are shut down Marmal Stop On Error
Apply Patches Succeeded  Directive Applies staged patehes in Oracle Homes. Marrmal Stop On Errar
walidate the Patch Succeeded  Directive Directive to validate the applied patches. Marrmal Stop On Errar
Run roat seript Skipped  Directive Rung root seript afer applying a patchset only. Requires sudo privileges as rooton Unichosts.  sude  sudo Stop On Error
Start CSS daeman Skipped  Directive Starts CSS daemon on the node. Requires sudo privileges ag root an Unix hosts sudo  sude Stop On Error

tart Database in Uniirads Mode

Kinned

Ditective

tarts Oracle Databage instances in Uparade Mode in an Oracle Home. Thi

ten is anplicable  Mormal

fon Qn Errar

Figure 17 Database patchingDeployment Procedure
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Users who have access regulations to their environment can configure Deployment
Procedure® with secure authentication modules like SUDO, Power broker (pbrun) to
enable user impersonation and execute the procedures as a local user.

The Deployment Procedures provides ability to monitor the execution in real-time, the
user can drill down on a particular steps of the procedure and verify the execution from
the associated logs.

Job Activity | Job Library
Run APPLY PATCHES DIRECTIVE 43E| 25 FEQ40578CTB1 > Task ransferAndExecule > Task exgcandCleanupinPer >

Step: Execute command as normal user

Status  Succeeded Started  Jan 30, 2008 9:07:10 AM (UTC+00:00)
Exit Code 0 Ended Jan 30, 2008 9:07:42 AM (UTC+00:00)
Step ID 67020 Step Elapsed Time 32 seconds
Targets  stamp09.us.oracle.com Management Service  stami05.us.oracle.com:4889_Management_Service
@ TIP Management Senice from which the job step was dispatched
Outgant Log

This i= Provisioning Executor Script (Linux)

Input PropertyFilePath is /acratch/oel/agent/agentl0g/ENStage/PAF/Job_43e63e0bShS5hb9ce040578cTh153cas/ p
Input directiveScriptFilePath is /scravch/oel/agent/agent10g/ENStage/PAF/Job_43e63e0bShb85bhoce040578¢T01
Input directiveTypeProperty is NAME Executor

Input componentPath is null

Input directivePath i3 Directive

Input componentFilenawe i3 null

Directive Type is SUB_Perl
Dir to CD is /scratch/oel/agent/agent10g/EMStage/PAF/Job_43e63e0bShbB8ShbbSce040578c7b153casd

Final comwand line to execute is $PERL_HOME/perl "/scratch/oel/agent/agentlOg/EHStage/PAF/Job_43e63e0bSh
The output of the directive is:

Running: /scratch/oel/agent/agentiOg/ENStage/PA¥/Job_43ec63e0bSh8SohIce040578cTb153cad/ pa_patch_oraclehom
Argument count: 10

Perl version: 5.008003

Hosetname: 3ncd123

Operating system: linux

Time: Hed Jan 30 01:07:10 2008

Ved Jan 30 01:07:10 2008 - 3Svage location 2et to /scratch/oel/agent/agentiOy/EM3Stage

¥ed Jan 30 01:07:10 2008 - Attempting to apply patch (5045080; from /scratch/oel/agent/agentiOg/ENStage/
¥ed Jan 30 01:07:10 2008 - Change directory to /acravch/oel/agent/agenc10g/ENStage/S049080...

¥ed Jan 30 01:07:10 2008 - Could not locate emdpatch.pl... Look for OPatch or OUI shiphomes

¥ed Jan 30 01:07:10 2008 ~ Looking for OPatch or OUI shiphomes...

. ¥ed Jan 30 01:07:10 2008 - Path is: /scratch/oel/agent/agentiOg/ENSeage/S049080
Figure 18 Deployment Procedurestep logs

In case of failures during the execution, the Deployment Procedure step can be verified
and the procedure can be resumed by either retrying the failed step or ignoring the step
based on the failure.

3For more information on how to configure secure authentication with Deployment Procedure refer
to section "I nfrastr uctkEntemrisiRMagagdar Adenim&ratér's Guide n t h e
for Software and Server Provisioning and Paéching
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Verify

This phase entails verifying the status of the | Actions
Deployment Procedure, and ensuring that the right * Validate successfl

Verify

. deployment

set of changes were made by the right set of e View updated asset
people. The phase is supposed to serve IT auditors inventory
and Compliance officers so that they have ensured * Hunusedeliod policy i

. , detect anderify changes
that right changes have been implemented. ¢ Close change request

) ) Features

Since User-defined Group has been scheduled for o Deployment Procedise
periodic evaluation, it will automatically update the e Userdefined Policies
compliance score and maintain trend history to * ACC comparison
track the overall progress of the patching effort. : F():;‘iger(saatlme L echion

Additionally, Enterprise Manager features such as,
Application Configuration Console (ACC) and Configuration Change Console (CCC) can
be leveraged to exercise greater control over the changes being made to the
environment and their impact on stability and performance.

Application Configuration Console (ACC)* provides the ability to collect, compare, and
reconcile deep configuration information of complex systems, enabling:

« System alignment with gold standards, and

« Recovery from problems associated with drift

In the current context, Application Configuration Console can discover and compare
database parameters, files in Oracle home, database network configuration, and
database patch levels across two or more database instances’.

If both target databases have been patched to the same level, the comparison will not
flag any differences.

4 For additional details visit tApplication Configuration Console home page on OTN

5For a complete list of supported technologies visitghkcation Configuration Console Blueprints
page on OTN
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Figure 19 Comparison of database patch levels returns no differences

6 For additional details visit tBenfiguration Chage Console home page on OTN
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