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As part of an integrated solution for quality IT service management, the

Automatic and manual CA

Service Desk Incident Oracle Management Connector for CA Service Desk enables IT

generation based on organizations to proactively detect and respond to incidents to ensure high
Enterprise Manager alerts and
job status events quality of service levels are maintained. The Oracle Management

Fully customizable incident

o Connector for CA Service Desk integrates Oracle Enterprise Manager Grid
generation via ticket templates

* Automatic alert-to-incident Control’s proactive alert detection and resolution features with CA Service
synchronization , g s C

« In context launch of GA Desk’s capabilities to provide a seamless workflow for incident management
Service Desk console from and resolution — from the creation of CA Service Desk incidents based on
Enterprise Manager and vice
versa alerts to bi-directional console links for incident resolution to automatic

Out-of-box ticket templates incident closure based on the clearing of alerts.

Automatic and manual incident generation

The Oracle Management Connector for CA Service Desk (CA Connector) enables the
automatic or manual generation of CA Service Desk incidents (tickets) in response to alerts or
job status events detected by Oracle Enterprise Manager Grid Control. In the Enterprise
Manager console, administrators use Notification Rules to specify the set of metric alerts
and/or job status events for which CA Service Desk incidents should be opened as well as the
ticket template used to open the incident. If any of the metrics specified in the notification
rule is detected to have crossed its thresholds, an alert is triggered and the CA Connector will
automatically generate a CA Service Desk incident with the appropriate fields filled in with
details of the alert. For example, if IT organizations require that a CA Service Desk incident
be opened for filesystem related alerts, administrators can simply use Enterprise Manager to
create notification rules for these filesystem metrics and associate a CA Service Desk ticket
template with these metrics. If a filesystem is detected to have crossed its threshold, an alert
is triggered and a CA Service Desk incident is automatically generated with details of the
alert such as name of the host, filesystem space used, mount point, time the alert triggered,

etc.

Once the incident has been created, the CA Connector will continue to keep the incident in
synch by updating the CA Service Desk system each time the alert severity changes. For
example, if a warning alert on the filesystem metric initially created an incident at “medium”
level of urgency, if the alert subsequently changed to critical severity, this change will be
communicated from the CA Connector to CA Service Desk which could, in turn, cause the

corresponding incident to be upgraded to “high” level of urgency.

For IT organizations that require a manual triage of an alert before an incident is opened for

it, the CA Connector also supports the ability to manually generate an incident (ticket)
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directly from the Enterprise Manager console. This means a first level operator can use the
Enterprise Manager Console to initially investigate the alert, then, if necessary, open an
incident (ticket) right within the Console. Relevant information about the alert is

automatically carried into the generated incident.

In both scenarios (automatic or manual generation of incidents), the incident ID for the
generated incident is tracked and displayed as part of the details of the alert in the Enterprise
Manager console. This enables Enterprise Manager administrators to have a complete view of

all the actions taken in response to the alert.

Alert Details Metric Data
Metric Memory Utilization (% Last Known Value 79.09
Severity &) warning ( Reevaluate Alert Last Collection Timestamp Dec 5, 2009 6:48:33 PM
Alert Triggered Dec 5, 2009 6:45:33 PM

100

Last Updated Dec 5, 2009 6:45:51 PM
No Fr 80 | i Fen 4 e - :
Acknowledged NO | Acknowledge
Acknowledged By nia 2
Message Memory Ulilization Is 78.61%, crossed 40
warning (60) or critical (80) threshold. 20
o i r i i i ;
12 AM & 12 PM & 12 AmM & 12 PM 53
Dec 4, 2009 5

Actions

W arid-wmlinux.us.aracle com
Create/View Ticket Edit Thresholds

O Warning Threshold 60
W Critical Threshold 80
QOccurrences Before Alert 1

Updates

New Comment | Add Comment

Timestamp [rype |Adm|n|slralor)eﬁ
Dec 5, 2009 6:45:51 PM Comment SYSMAN Ticket 135 (cr:400090) was created.
Dec 5, 2009 6:45:51 PM Notification <SYSTEM:> Call
CASD_Default_Incident_AutoClose, xsl:oracle.sysman.connector.t.intg.notif, TTCNotificationCallback

(Rule Owner=SYSMAN., Rule Name=Memory UtilizationTest)
Dec 5, 2009 6:45:50 PM Notification <SYSTEM= Called PL/SOL procedurs EMD _NOTIFICATION.CLEAR STATELESS ALERT (Hule

Figure 1: Alert details in the Enterprise Manager console include information
about the CA Service Desk incident that was automatically created.
Alternatively, the CA Service Desk incident could be manually created directly
from the console.

Fully customized incident (ticket) generation via ticket templates

Many IT organizations customize their CA Service Desk installations to support the way they
manage incidents. Part of this customization includes defining the valid and required set of
fields that make up a CA Service Desk incident (ticket). For example, some IT organizations
may require an incident to contain the Affected End User, Incident Area, Priority, Assignee,
Severity, and Urgency fields while others may additionally require other fields such as Group
and Configuration Item as well. The CA Connector can generate incidents that are
compatible with any CA Service Desk implementation by providing the same level of

customization via ticket templates.

Ticket templates are customer-defined files that specify how (incident) ticket fields should be
filled based on attributes of Enterprise Manager alerts. In a ticket template, administrators
specify the fields of the ticket that should be pre-filled and the values assigned to those fields.

The values for the ticket fields can either be:

e  Derived values based on the alert. This means the values for the ticket fields are

based on the values of the Enterprise Manager alert. For example, administrators can
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assign the alert message to the ‘Summary’ field of the ticket, and the metric name, target
name and metric alert severity fields to the ‘Description’ field of the ticket. If the target
type of the target on which the alert occurred is ‘Database’, then the ticket ‘Incident
Area’ field could be set to ‘Database’ and the ‘Group’ field could be set to DBA group.

e  Operational values based on target properties. Each target in Enterprise Manager has
a set of target properties that can be used to associate business and/or operational
attributes to the target. For example, you can use the ‘Contact’ property to specify the
administrator who owns the target, or the ‘Deployment Type’ property to specify how
the target is being used — Production, Test, Stage, etc. To support other operational
requirements, you can also add additional target properties as well (e.g. “Asset ID” or
“Application Supported”, etc.). Any of these target properties can be used in the ticket
template and be mapped to the appropriate CA Service Desk incident field.

e  Constant values for specific fields. This means the values of the ticket fields are
predefined constant values recognized in the CA Service Desk system. For example,
administrators can set the ‘Incident Area’ ticket field to ‘Infrastructure Servers’ if they
have configured Enterprise Manager to open (incident) tickets for database and
application server alerts. They can also set the ‘Reported By’ field to ‘Enterprise

Manager’ to indicate that the source of the ticket is an Enterprise Manager alert.

To facilitate the definition of templates for a specific CA Service Desk installation, the CA
Connector installation offers a couple of out-of-box templates based on the default CA
Service Desk configuration. Administrators can easily use these out-of-box templates as a
basis for their own custom templates that fit their operational needs. Administrators can
create as many ticket templates as required, for example, a Production Database template, a
Test Database template, and a Development Database Template, and assign different alert-to-
ticket mappings in each of these templates. Once these custom templates have been defined
and registered in Enterprise Manager, they are available for any administrator to use in

notification rules.

Advanced Notification Methods
Name Type Description Support Repeat Notifications Assign Method to Rule
No notification methods found.

Repeat Notifications
Netifications can be sent repeatedly for all Metric alerts and Availability states (Target Down, Agent Unreachable, Metric Error Detected) specified in this rule. The repeat
notifications will stop only when the alert is acknowleciged or has cleared or the maximum number of repeat notifications has been reached.

[~ Send Repeat Notifications
" Use Global Repeat Notification Settings " Override Global Aepeat Notification Settings

\Repeat notitzations wil not be sent for this ruk untila Super Adminstrator enabis fhe feature

Repeat Frequency (minutes) | =
Maximum Repeat Notifications |

Clear Alert

Select Clear to permanently clear metric alerts which are not cleared automatically by agents using metric evaluation but require administrator to manually clear them. For
example, database Alert Log entries generates metric alerts which are not cleared by agent.

[~ Clear Alert

Ticketing

Template | CASD_Default_Incident_AutoClose.xs| j

General  Availability =~ Metries  Policies  Jobs ‘ Actions ‘

(_Cancel ) (0K

Figure 2: In a notification rule, the appropriate ticket template can be chosen
for the targets and alerts selected in the rule.
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Bi-directional console launch for incident resolution

After the incident is created, the incident ID and a link to the CA Service Desk web console
Ul is available as part of the alert details in the Enterprise Manager console. This provides an
easy way for administrators to logon to the CA Service Desk console to perform actions such
as further annotate the incident with suggestions for a fix or determine the progress that has
been made thus far. Likewise, in the CA Service Desk console, a link to the alert details page
in the Enterprise Manager console is provided, allowing service desk analysts to quickly
access Enterprise Manager’s features to resolve the alert. For example, if an incident was
opened for a database down alert, the service desk analyst can quickly link back from the CA
Service Desk console to the Enterprise Manager console to restart the database. This
minimizes the need to have service desk analysts install specific toolsets for repair actions.
Once the repair action has been performed, Enterprise Manger will detect that the alert
condition has been cleared and the CA Connector can be configured to automatically close or
resolve the incident associated with the alert. This bi-directional workflow thus streamlines
the incident resolution process to promote quick time to resolution.

/2 135 Incident Detail - CA Service Desk - Windows Internet Explorer I (51 ]

€A\, CA Service Desk Incident -

Logged in as: ServiceDesk (Log Out) { Close window )

| Eile ~ |view v | Activities ~ | Actions ~ | search ~ | Reports + | window ~ |elp ~ |33

135 Incident Detail [ Edit | [ Create Change Order || Create problem || Quick Profile |

Affected End User Incident Area Status Priority =
Administrator Qpen 5

[« Detail

Reported By Assignee Group Configuration Ttem
ServiceDesk ServiceDesk
Severity Urgency Impact Active?
None ¥ES
Problem Call Back Date/Time Root Cause

Change Caused by Change Order Outage Start Time Outage End Time

[+ Summary information
Summary Total Activity
Time
Memory Utilization is 78.61%, crossed warning (60) or critical (80) threshold. 00:00:00

Description Incident -
Priority.
0

Ticket created by EM CASD Connector.

EM User: SYSMAN

Alert Information:

Target Type: Host

Target Name: grid-vmlinux, us.oracle.com

Metric Column: Memory Utilization (%)

Metric Name: Load

Severity: Warning

Collection Time: 2009-12-05 18:45:33.0

Target Host: grid-vmlinux.us.oracle.com

Notification Rule: Memery UtilizationTest

URL: http://grid-

vm:inux.us.uracle.\:um:asaslemlcunsulel i g/ metricl get=gri

e. C

témetric=Load -
K| v

Figure 3: Information about the alert is passed to the CA Service Desk incident.
A link back to the Enterprise Manager console is also provided.

Learn More
For more information about this and other Oracle Management Connectors, visit

http://www.oracle.com/technology/products/oem/extensions/index.html

To learn more about Oracle Enterprise Manager Grid Control, visit

www.oracle.com/enterprise_manager
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