USING ENTERPRISE MANAGER TO ACHIEVE GRID AUTOMATION WITH
DEPLOYMENT PROCEDURES

Deployment Procedures are Oracle’s latest contribution in automating operations
around the grid. This FAQ style technical document introduces the concept of
Deployment Procedures to System Administrators and Integrators. The document
spells out the advantages, the features and dives deep into few use cases that these
Deployment Procedures are designed to solve.
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1. What are Deployment Procedures?

Deployment procedures are out of box best practices that comprise
enumeration of a set of steps that are orchestrated by Enterprise Manager.
Oracle ships a set of best practices Deployment Procedures to accomplish
provisioning and patching related tasks. Deployment Procedures can be
extended and customized for customer needs. The Deployment Procedure
to patch a single instance database differs from the one to patch a RAC
environment or an Application Server. Deployment Procedures can vary
from one customer to another or a test installation to a production
installation.

Deployment Procedures take into account and resolve the reality that
environments are often different with each having complexities across
different tiers with multiple dependencies. The situation is further
compounded by existing operational practices. In a typical data center,
Deployment Procedures can involve a design time activity (typically
performed by a Lead Administrator) and a runtime activity (typically
performed by the Operator).

Deployment Procedures have been introduced in Grid Control 10.2.0.2
and is licensed under the Enterprise Manager Provisioning Pack.

2. What are the few key advantages of Deployment Procedures?

a. Extensible
The objective of Deployment procedures is to have as many best practice
methods out of box as possible. In an ideal case the customer should be
able to run the deployment procedures as-is against a set of targets. Oracle
shipped best practices Deployment Procedure cannot be modified. The
customer can create a copy of the Oracle shipped Deployment Procedure
and modify the same to insert or delete steps and error handling modes

(see answers to Question 10).

b. Reusable
Deployment procedures are reusable. The steps of the deployment
procedure can be based against directives that are stored in the Software
Library. The deployment procedures can also be exported and imported
across environments. This implies that the deployment procedures once
developed for a test environment need not be recreated for production
environment.

c. Hot-pluggable
The out-of-box deployment procedures are metadata driven. So new sets
of procedures can be added to the Enterprise Manager environment
without any additional outage.
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3. What are the Out-of-box deployment procedures?

In version 10.2.0.4 of the Oracle Enterprise Manager, the “Out-of-box”
deployment procedures include the following:
Patching procedures for:
Single instance database.
Real Application Clusters (RAC) — Rolling and All Nodes modes
patching.
Clusterware — Rolling upgrade patching.
Automated Storage Management patching.
Application Server patching.
Host operating system patching procedures for Linux, Solaris, and
Windows.
Provisioning Procedures for:
RAC provisioning.
Single Click Extend Cluster.
Delete / De Scale Cluster.
Application Server and Applications provisioning.

4. Are there any pre-requisites for using the Deployment
Procedures?

For pre-requisites refer to Section 10.2 - ‘Deployment Procedure
Requirements’ under “Enterprise Manager Advanced Configuration” from

the library list at
http://download-west.oracle.com/docs/cd/B16240 01/doc/nav/portal booklist.htm

Other pre-requisites before proceeding with the deployment procedures:

i.  Configure the software library before starting to use the
deployment procedures in 10.2.0.4.
Refer to chapter 18 — Using Software Library in the above document.
ii.  Run the *Refresh from Metalink’ job. (See Question 5 for details).
iii.  Run the ‘OPatch Update’ job. (See Question 6 for details)

(The requisites are also mentioned in the Metalink Note: 427577.1, which
also provides pointers to any additional info required)
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5. What does ‘RefreshFromMetalink’ do? How to run it?

‘RefreshFromMetalink’ job downloads the metadata of the latest patch
advisories, products and product versions available from Metalink.
Additionally, it also does the computation of the vulnerable targets to the
latest Critical Patch Updates available. (For example: Running the job post
April 17" will generate advisories based on April CPU)

‘RefreshFromMetalink’ job can runs by default every 24hrs and updates
from the Metalink. It is a requisite to run this job before proceeding to any
patching or provisioning exercises. ‘Refresh from Metalink’ job can be
run manually both in online and offline modes, its explained with
illustration in the following section.

Online / Connected Mode:

The ‘RefreshFromMetalink’ job to can be kicked off manually by creating
a job from the “Job Activity’ page under *Jobs’ tab.

The pre-requisite for the job to run is to pre-set up Metalink credentials.
To setup, Click on “Setup’ link at the top and set the Metalink credentials
in the “Patching Setup’ page.

The following figure shows, the job to be created, which would download
the metadata from Metalink.

ORACLE Enterprise Manager 10g Setup Preferences Help Logout
Home Targets Deployments Alerts Compliance Jobs Reports

Job Activity | Job Library

Job Activity
Page Refreshed Apr 30, 2007 3:40:04 AM PDT

Status | Active v | Name Co ) Advanced Search
Yiew | Runs =

‘iew Results || Edit )| Create Like J( Copy To Library | | Suspend )| Resume )| Stop )| Delete | |Create Job | RefreshFromidetalink My |

Status Target

Select|Name {Executions) Scheduled Targets Type Owner [Job Type

@  PACKAGES UPDATE 2007-03-20 Mar 29, 2007 3:33:00 AM Each target's  LinuxGroupl Group SYSMAN UpdateHostPackages

03:26:16.000000122 1 Suspended timezane

Figure 1: Manually Create 'RefreshFromMetalink’ job.

Offline /Disconnected Mode:

The pre-requisite to run the ‘RefreshFromMetalink’ job in offline mode is
to have the xml’s required for the execution to be uploaded manually to
the OMS. The following steps illustrates on how to execute the job in
offline mode.

1) The following xml’s are required to be downloaded from Metalink.

Use a box, which has an Internet connection, download the xml’s by
providing Metalink credentials.
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http://updates.oracle.com/ARULink/XMLAPI/download seed data?table=aru_products
http://updates.oracle.com/ARULink/XMLAPI/download seed data?table=aru_platforms
http://updates.oracle.com/ARULink/XMLAPI/download seed data?table=aru_languages
http://updates.oracle.com/ARULink/XMLAPI/download seed data?table=aru_product_groups
http://updates.oracle.com/ARULink/XMLAPI/download seed data?table=aru_product releases
http://updates.oracle.com/ARULink/XMLAPI/download seed data?table=aru_component_releas
€s

http://updates.oracle.com/ARULink/XMLAPI/query advisories
http://updates.oracle.com/ARULink/XMLAPI/download seed data?table=aru_releases

2) Upload the xml from the local box to the OMS from the ‘Offline Patching
Settings’ page as shown in the figure below. Select the option ‘No
Connection’ under the Metalink Connection Method.

ORACLE Enterprise Manager 10g Setup Preferences Help Logout
Grid Control Home | Targets Deployments Alarts Compliance Johs Reports
Enterprise Manager Configuration | Managemen and Repository | Agents
Overview of Setup
- Metalink & Patching Settings Proxy & Connection Settings Offline Patching Settings
oles
Adrinistrators Your use of Metalink data is subject to the terms of your Cracle license and services agreement and the Metalink Terms of Use.

ookl st it btz MetaLink Connection Method

Patching Setup [l Mo Connection

Uze metadsta cache for Patch Advizories and Patch Cache for Patch upload.

Blackouts

Registration Metadata Directory (optional)

Passwords [lwhen you select a dump directary; all the Metalink metadsta files are dumped to this directary
Management Pack | /tmp |
Access
el MetaLink Cache
Templates Metadata Filename Upload Time Status Location for Upload
Caorrective Action aru_products. xml 32052_%1;; v Chan_products xml [ Browse... |
Library
| | Lou-01-17 W Char_releases xml |[ B ]
e —— aru_releases.xm I3Ex04N | rowse
Plugrins 01-
aru_platforms. xml 33%72%1410? v Charu_platforms.xml |[ Browse... ]
Management 20-0? -m -1?
Connectors aru_languages. xml 12.52'.01;0 s Charu_languages.xml| |[ Browse... ]
Client Systern DO07-01-17
Analyzer in Grid aru_product_groups.xml 1353140 v Charu_product_groups.xml |[ Browse... ]
Contral =
B 2007-01-17
Data Exchange aru_product_releases.xml 1253 AR v Charu_product_releases xml |[ Browse... ]
aru_compaonent_releases. kml 320;20418107 v Charu_component_releases.xml [ Browse.. |
query_advisories. xml ?gtggngfgwu? o Chouery_advisories.xml |[ Browse... ]

m Use the Update/Upload button to save Metalink Connection Method, Metadata Directory and upload Metadata to . .
MetaLink Cache (Revert ) | Update/Upload

Wetalink & Patching Settings Proxy & Cannection Settings Offline Patching Settings

Horme | Targets | Deployments | Alerts | Compliance | Jobs | Repaorts | Setup | Preferences | Help | Logout

Copyright @ 1996, 2007, Oracle. All rights reserved.
Oracle, JD Edwards, PeopleSoft, and Retek are registered trademarks of Oracle Corporation andior its affiistes. Cther names may be trademarks of their respective owners.
About Oracle Enterprise Manager

Figure 2:Offline Mode for Metadata Update

3) Create and execute the ‘RefreshfromMetalink’ job from the Jobs tab, as
discussed in the online mode section above.
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6. What does ‘Upgrading Opatch’ mean? What is its significance?
How can one do ‘OPatch Upgrade’?

Upgrading OPatch is to get the latest OPatch installed in the Oracle Home.
Without the latest OPatch, certain bug fixes done in later OPatch releases
will not be available to be used during the patching process. This can lead
to patching failures in some cases. It is recommended to have the latest
Opatch patches for successful operation of patching through the
deployment procedures.

Opatch updates are released to Metalink through 2 different patches

= 4898608 — For versions 10.2.0.x and onwards.
ARU Download URL: http://updates.oracle.com/download/4898608.html

= 2617419 —For versions lesser than 10.2.0.x.
ARU Download URL http://updates.oracle.com/download/2617419.html

‘Upgrade OPatch’ is an automated step in the Deployment procedures, the
step computes the appropriate version of Opatch picked from the software
library against that of the version in the Oracle Home of the target, updates
the Oracle Home OPatch, if it is of lower version.

The pre-requisite for the whole upgrade operation is to have the latest
Opatch version patch in the Software library of the OMS. This can be
achieved in two modes: Online and Offline mode.

The following illustration explains the two modes and the pre-requisites.

Online Mode:

The patches can be downloaded into the software library through the
Opatch Upgrade job, which is to be executed once to download the Opatch
patches from Metalink to the Software library.

The only pre-requisites for the job to run are to setup Metalink credentials.
To setup, Click on *Setup’ link at the top and set the Metalink credentials
in the ‘Patching Setup’ page.

The ‘OPatch Upgrade’ job to OPatch upgrade can be kicked off manually by
creating a job from the *Job Activity’ page under *Jobs’ tab. The following figure
shows, the job to be created, which would download the patches into the software
library. This job is an automated job, which runs nightly, and will also be auto
kicked off while setting up Software Library too.
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ORACLE Enterprise Manager 10g Setup Preferences Help Logout

Grid Control Horme Targets Deployments Alerts Compliance LU Reports
ivity | Job Library
Job Activity
Page Refreshed Apr 16, 2007 2:19:13 AM PDT
Status | Active ¥ | Mame G0 ) Advanced Search
Wiew | Runs =
Wiew Results )| Edit )| Create Like )| Copy To Library ] (Suspend )( Resume ) Stop [ Delete ) | Create Jub | OPatch Update ¥ Go) 1-2
Status Target
Select|Name (Executions) Scheduled Targets Type Owner [Job
® OPATCH UPGRADE 0B 2D5CA49171FOE4BRENAN57BCE7 1651 C1 Apr 10, 2007 B:02:17 AM - stacu2?.us.oracle com Host SYSMAN Stac
1 Running (UTC-07:00)

Figure 3:Create 'OPatch Update' job manually to download patches to software library.

Provisioning
Provision a full stack of software from the operating systern up to the application, onto a hardware server. Page Refreshed April 16, 2007 2:14:57 AM POT (_Refresh
Components Directives Metwarks Images Suites  Assignments Hardware Cluster  Suite Instance  Administration

Define and configure the set of software components that may be included in an image.

“iew | Latest Version v | [ Go ) Advanced Search
Create Folder )| Create Cornponent )
Product  Product
Select Name Type Revision Status Maturity name version Description
@® v Components
O B> Qracle Components Cracle Components
O ¥ CracleSoftwaralpdates
| o] p2617419_10.1.0.2_Generic Oracle Software 0.1 Ready Untested 2617419 QOPATCH ARU FLACEHOLDER. |
Platfarm Update
o] pda18443_10.2.0.2_46 Oracle Software 0.2 Ready Untested 4518443
Update
| o] pd898E05_10.2.0.3_Generic Oracle Software 0.1 Ready Untested 45898605 OPatch 10.2.0.3.1 |
Platform Update
e} p5337014_10.2.0.3_46 Oracle Software 0.2 Ready Untested 5337014
Update

Figure 4:OPatch Place holder patches for version 10.2 onwards and below.

Offline Mode:

To get the patches to Software library in an Offline Mode, need to upload
the patches to the software library and patch cache (optionally) manually
from the local system.

From the Deployments page, click on link View/Upload Patch and click
Upload Patch. Fill in the details required and upload the patch directly to
the software library. The following figure illustrates it; provide the correct
values to the parameters for uploading the patch. Make sure you select the
Product Family — Oracle System Management Products and Product —
Universal Installer.
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ORACLE Enterprise Manager 10g Setup Preferences Help Looout
Home | Targets MVITINTITIEMN Alerts | Compliance | Jobs | Reports

General | Pro
Patch Cache >
Create Oracle Software Update Component

Cancel Up\uad'
To manually upload & patch to Oracle Software Library or patch cache, the patch must be available on your local system, and all the conesponding patch attributes must be filed in. Use this option in offine /disconnected mode of patching |, whers
in you dont have a connection to Oracle Metalink. Download the patch from Metalink and have it locally to upload. On successful upload, a corespanding ‘Software Update Component'is created in the Software library - Components section, and on
selecting the option ‘Add Patch File to Patch Cache', it is uploaded to the Patch Cache. For offline mode of patching Management Agents and Oracle Homes, it is recommended to select ‘Add Patch File to Patch Cache!

=Patch File [CAPERSONALIMyDownloads\p4B99603_10204_BENERIC.2ip
Example: patchFileilame zip

Patch Attributes

It is impartant that you carefully review the Readie file. The ReadMe file may contain the attribute information required below.
= Patch Number 45898606

=Patch Type | Paich v

=Created On 423108
(Date of patch creation)
= Description | OPatch patch for target version 10.2.0.% and onwards

= Product Family | Oracle System Management Products v
=Product | Univeraal Installer :f
=Release |102.04 :?
= Platform | Generic Platform W

= Languaye | American English v

Comments

I Pateh File to Patch Cache

Figure 5:Upload the OPatch patches to the Software Library as a Software Update Component.

For version below 10.2, upload the 10.1.0.2 version of the patch -2617419 to the
software library through the patch cache. Refer to the README of the patch for
the information on the parameter values.

How can one use the out-of-box deployment procedure to apply a
security related Critical Patch Update (CPU) to Oracle
databases? Can | apply NApply CPU’s too using the same
procedure?

The out-of-box deployment procedure can be used ‘as-it-is’ to apply CPU
to several single instance databases at the same time. If required the Out-
Of-Box procedure can be customized as per the requirement, this involves
a design time activity by a lead DBA that can be used over and over again
by patch operators (Look for details of customizations under Question-10).

In 10.2.0.4 Oracle Enterprise Manager the standard procedures are capable
of supporting the CPU’s of type of Napply too.

In the following example patch 6914212—-APR 2008 Critical Patch Update
is applied to 10.2.0.3 databases.

This involves the following steps:

1) Select the ‘Patch Oracle Database’ Out-of-Box Procedure from the
Deployment Manager page through the link Patching through
Deployment Procedures under the Deployments Tab.
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ORACLE Enterprise Manager 10g Setup Preferences Help Locout
Home | Targets T LTI Ll Aderts Compliance Jobs Reports

Procedures >

View Procedure

Create Like Run Doaone
Marme Patch Oracle Database
Description Procedure for | hi 1al Oracle Datal i Hations. (2
Type Patch Oracle Software
Last Maodified By Oracle
Staging Area Path  %emd_root%
Sudo Command  sudo
PAM Command  pbrun
Enviranment “ariables for sudo ar PAM | my SPATHSER = -, # Path ceparator var, use =
# isEmpty(<test>)
# Returns true if value <test> is empty
# Flease do not maodify this subroutine
sub isEmpty($)
my (Stest) =@_; # string to check ..
- -
Last Updated Dec 29, 2006 4:34:30 PM UTC
Enable Matification [
Procedure Status Motification Job Tag
Status for which Maotification is to be Sent
Expand All | Collapse All
Name Type Description
W Patch Oracle Database Procedure for patching standalone Oracle Database installations
Initialize Computational Initializes the runtime data. The step also downloads patch from betalink and creates software library
components, for all patches selected to run from Metalink . Do not disable or delete this step.
¥ For all hosts Parallel lterates over a list of hosts.
¥ For all homes Ralling lterates aver a list of Oracle Homes
OHPreProcess Cormputational Initializes each Oracle Home. Do not disable ar delete this step
Upgrade opatch Job Upgrades opatch to the latest version
Stage Patches Job Stages selected patches into Oracle Homes. Stage Location Example:%aoracle_home%/EMStagedPatches
Start Blackout Computational Starts Blackout of Oracle Database Instances in an Oracle Home
Stop Database Directive Stops Oracle Database instances in an Oracle Home
Apply Patches Directive Applies staged patches in Oracle Homes
Start Database Directive Starts Oracle Database instances in an Oracle Home
Apply SOL Script Directive Applies a SOL script.
Apply Post SOL Script Directive Applies a SCAL script to recompile invalid objects in the database.
Stop Database Directive Stops Oracle Database instances in an Oracle Home.
Start Datahase Directive Starts Oracle Datahase instances in an Oracle Home
Stop Blackaout Computational Stops Blackout of Oracle Database Instances in an Oracle Home
Host Configuration Collection Joh Refreshes the configuration information about a host
Create Like ) Run ) (_Done )

Home | Targets | Deployments | Alerts | Compliance | Jobs | Reports | Setup | Preferences | Help | Logout

Copyright @ 1996, 2007, Oracle. &l rights ressrved
Cracle, JO Edwards, PeopleSoft, snd Retek are registered trademarks of Oracle Corporation andior its affiistes. Other names may be trademarks of their respective owners
About Oracle Enterprise Manager

Figure 6:View the procedure and run it

2) Click Schedule Deployment and run it. There are 3 inputs that need to be
provided at runtime-the patch number(s), the targets and the credentials.
Finally the procedure needs to be scheduled for immediate or deferred
execution.

3) One can choose to search the patch from Metalink or the Software
Library. (Usage on *Search from Software Library’, check in Question 8).
Here the patch 6914212is selected by Searching from Metalink.

Note: To search on Metalink, Metalink credentials have to be pre-set. To

setup, Click Setup link at the top and set the Metalink credentials in the
Patching Setup page.
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Patch Oracle Databage: Softwars Updates >
Search And Select Software Updates
Cancel ) | Selen
& Soarch Maralink
3 Search Software Library
Search
Patch Murnber  B314212
Product Family | Oracle Datshase ~
Product  Oracle Database ~
Release | Any v
B Sadrch Crbbrin nchided Patthael furber and slass, pbabs & Pate
Patch Type | All Patches »
Platform | Any -
Langusge | Any -
Go
Salect All | Select Hone
Patch  Created Interim Patch
Select Software Update Nome © 10 O Type Product Plationm Release Applicable On Description README
O peon4212_10.20.3_212_Sa60 6514212 Patch Oracle ALSL Based Systems [Bd-bit) 10203 F R2008. MERGE LABEL REQUEST ON TOP OF 10.20.3 FOR Yiew
Database BEEE1T1 649723 —_—
O psa14n2_10203 73 930 B9402 Patch Oracle Zolang Operatng Systemn (SPARC 10203 APUAPRI0E. MERGE LABEL REQUEST ON TOP OF 10.20.3 FOR Yiew
Database Bd-bit) BUGS BEEB1T1 6491723 —
O pee1412_10203_22%6_SaE) 6914012 Patch Oran Lnux xE6-64 (AMDBEEMBAT) 0203 CPUAPRXIE MERGE LABEL REQUEST ON TOP OF 10203 FOR View
Database BUGS 6BES171 6491723 —
[0 pe914212 10203 56 9480 6914212 Patch Oracle HP-LIX PARISC (B4-bat) 10203 CRUAPRINNE MERGE LABEL REQUEST ON TOP OF 10203 FOR View
Database BUGS GBES171 6491723 —
[0 ps914212 10203 157 04806514212 Patch Ovaclo HP-LIX Ranium 10203 CRUAPRIN0E: MERGE LABEL REQUEST ON TOP OF 10203 FOR View
Databasa BUGS GBEB171 6491723 -
[0 pea14212_10203 46 9480 691402 Patch Oracle Linux 36 10203 CRUAPRINNE: MERGE LABEL REQUEST ON TOR OF 10203 FOR View
Database BUGS BDGDIT1 6421723
TP To ook stalink and require conneclion 1o Ors Sl i ¢ Metalink crede ¢ he wie

Figur'e 7:Search and Sélecf thé patch from Metalink

4) Deployment procedure by default runs the default SQL (catcpu.sql for CPUS)
as shown below or you can optionally enter the location of the SQL you want run
by choosing the other option “Enter the script to apply SQL”.

Additionally, ‘Upgrade OPatch’ can be made optional during run by unselecting
the check box.

M) M M

\J N4 U
Software Updates  TargetList  Library Step Properties  Credentials  Schedule  Review

Patch Oracle Database: Software Updates
Cancel | Step 1 of & [Next
Select the Software Updates to Stage and Apply.

Staging Location | %emd_ront%/EhStage

Directary where the Updates are staged to and applied from

Standalone Database Updates

Select the Software Updates to apply. Click on "Add" te search and select software updates from Metalink or Software Library or Upload the Updates by clicking "Upload From File"
Consuft README to determine any update specific steps. Click on "View" 1o lookup for the README.

| Add ) | Upload From File |

[Software Update Name / [Patch ID[Created On]Type Product [Platform Release]lmterim Patch Applicable On]Description JREADNE|
pag14212 10203 45 94306914212 Patch Oracle Datahase Linux x88 10203 CPUAPR200: MERGE LABEL REQUEST ON TOP OF 1020.3 FOR BUGS BRRR171 B491723 "yja, i

Remove Al
@TIP Tolookup for the REAOME, selected updates should he valid patch on Oracle Metalink and require connection to Oracle Metalink Tn Setup or Update Oracle Metalink credentials click on ‘Setup’ Link The view hutton for README is

not clickable in case of patches selected from sofware library

Upgrade OPatch

Upgrade OPatch
To download OPatch o the Software Library in online/offine modes, refer to - FAQ#E of Achieving Grid Automation with Deployment Procedures

Apply SQL Seript

© Apply Defautt SQL Seript
Procedure applies SOL that is bundled with patch based on patch meta data. This is applicable for CPU and patchsets. Please consult README for any explicit steps to apply SQL

OEnter the seript to apply SOLI:l(E y. %oracle_home%hdbms/adminfcatupgrd sl )

Figure 8:Choosing one or more patches from the Software Library or Metalink
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5) The targets are then chosen. Search shows up one or more targets in the
grid environment on which the patch is applicable.

Pafch Oratle Datafiase: Target List »
Select Target

(ancel) [Beken)
Simple Search
Target Type
Target Version 10203%
Target Name
On Host
Platform | Linux x36 ¥

(G| | Switch to Advanced Search |

Select All| Select Nong

Selecl‘Name ‘ngeﬂype ‘Hoslene ‘Smtus|
0 nydb(Unpatched) Database Instance stamy12.us.oracle. com e
0 orcliUnpatched) Database Instance stamy12.us.oracle. com %

! stnd us.oracle. com{Unpatched) Database Instance stacu2!.us.oracle.com 4

Figure 9:Choosing the list of Targets to patch

6) Followed by credentials. One can choose to use the ORACLE_HOME
credentials from the repository by selecting the option Use Oracle Home
Preferred Credentials.

Credentials ~ Schedule  Review
Patch Oracle Database: Credentials
((Cancel ) (Bark]| Step 4 of 6 [Hext )

The Deployment Procedure can have phases that loop across hosts and homes. Credentials need to be captured for hosts and homes as needed.

Home Credentials

@ Use Oracle Horme Preferred Credentials O Override Oracle Home Preferred Credentials
Oracle Home Host Target Username Password
/scratchharstiniforacle/product/10.2.0/prod stacu21.us.oracle. com prod_stacu21.us.oracle.com harstini - =
|Cancel | | Back| Step 4 of 5 | Mext
Home | Targets | Deployments | Alerts | Compliance | Jobs | Reports | Setup | Preferences | Help | Logout

Copyright € 1996, 2007, Cracle. Al rights reserved
(Cracle, JD Edvwards, PeopleSoft, and Retek are registered trademarks of Oracle Corporation andfor its affilistes. Cther names may be trademarks of their respective owners.
About Oracle Enterprise Manager

Figure 10:Specifying credentials
7) The procedure can be scheduled to run immediate or for later time.

On Submission, using Procedure Completion Status link can monitor the
procedure run. It can be retried from a failed step, if required.

The flow for applying CPUs is illustrated in the following screenwatch:
http://download.oracle.com/enterprise_manager/10203_CPU_Patching/10203 CPU_Patching
html
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8. What is Offline Patching? How can | do offline patching using
Deployment Procedures?

“Offline Patching” is a mode of patching to address the case where you do
not have a direct Internet connection to Metalink.

To perform Offline Patching through deployment procedures, you would
require following the steps:

1. Download the Patch from Metalink from any box that has online
connection and have it locally to upload to the Software Library.

2. Click on View/Upload Patch link from the Patching section under

the Deployments Tab.

Select the Upload Patch option available in the Patch Cache.

4. Upload the patch zip file available locally and all mandatory attributes
regarding the patch.

5. The patch is uploaded directly to the Software Library. Optionally in
cases of Offline Agent Patching cases, the patch can be uploaded to
Patch Cache by selecting the Add Patch File to Patch Cache check
box. Refer to the patch README for the values of the parameters
mentioned in the page.

w

ORACLE Enterprise Manager 10g Setup Preferences Help Logout

Home | Targers JTTIITOUTIENN  Ajerts ( Compliance |\ jobs | Repors

Palch Cache >
Craate Oracle Software Update Component

Cancel | | Upload
thiz option in offine /isconnected mode of patching | wh
ated in the S oy o

To manuslly uplosd Orache Sofware Library or patch cache, the patch must be svailable on your local systern, and all the
1 you doril hawe a ¢ o Oracle Mtalirik i pateh fram Matalink and have i locally to upload. On successhl uplo:
salecting the option For offing mode of patching Management Ag,

= Patch File  |CAPERSONALWYD ownloads\p4898608_10204_GENERIC zip Browse. J

 cra 1 .
c1 ‘Add Paach File 1o Patch Cache

Patch Artributes
It is imporiant that you carefully review the ReadMe file. The Readie file may contain the atiribute information required below
= Patch Number 4896808

= Palch Type | Patch

= Created On

= Descriplion
= Praduct Family

= Product

42308 B

OPatch patch for target version 10.2.0.x and cnwards
Oracle Systern Managerment Products

Uneversad Installer

= Release

- «.4‘- <

= Platfoem

mmc: Platform
= Language | American English o
Comments

[l add Patch File to Patch Cache

Figure 11:Upload patch to Software Library with all mandatory attributes.

6. Select the appropriate Deployment Procedure (Out —of —Box or
Customized) based on the Targets to patch from the “Deployments
Manager” page and run it.

7. While selecting the Software Updates, Choose to select from
Software Library.
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Fatch Oracle Database: Software Updates =
Search And Select Software Updates

Cancel | | Select
O Search Metalink

@ Search Software Library

Search
Patch Number 4689959
Product Family | Cracle Database v
Product | Any v
Release | Any b

If zearch criteria includes Patchset number and Releasze, please specify the Patchaet Release
and not the Release applicable on

Patch Type | All Patches hd

Platforrm | Any hs
Language | Any ht
Go |
Select All | Select Mane
Patch Interim Patch
Select|Software Update Name / |ID Created On Type |Product Platform |Release |Applicable On Description README
Ol p4B59959_10.2.02 45 4BE5959 2007-01-11 Patch Oracle Linux x86 10202 Oracle Database Patch View )

07:46:30.0 Database Timezone patch
@ TIP To lookup for the README, selected updates shauld be valid patch on Oracle Metalink and require connection to Oracle Metalink. To Setup or Update Oracle
Metalink credentials click on 'Setup’ Link The view button for README is not clickable in case of patches selected fram softweare library

Cancel ) ( Selert |

Figure 12:Select the option -'Search Software Library' for the Patch.

8. Proceed through the patching flow and patch the target. (Similar to
the Question number: 7).

Can Deployment procedures be used to patch RAC in rolling
mode?

Yes, deployment procedures support application of patches on Real Application
Clusters in rolling mode.

Note: Read the README of the patch to check if it is applicable in rolling mode
before proceeding. Critical Patch Updates are applicable in rolling mode.

The example below illustrates the application of an interim patch on the two
nodes of a Real Application Cluster in a rolling mode.

1) From the Deployment Manager page select the out-of-box
procedure Patch Oracle RAC Database —Rolling. The below figure,
shows steps in the procedure for deletion of cluster. Click on Run
to run it.
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View Procedure

Create Like ) Run ) [ Done )

Mame Patch Oracle RAC Database - Rolling
Procedure for patching an O_rncle RAC Database in Rolling mode. This procedure is not applicable for shared
oracle home installations. {2
Type Patch Oracle Software
Last Modified By Oracle
Staging Area Path %emd_root%
Sudo Cammand  sudo
PAl Command  phrun
Environment “ariables for sudo or PAM  [my §PATHSER =", # Path separator var. use
#isEmpty(<test=)
# Returns true if value <test> is empty.
# Please do not modify this subroutine
sub isEmpty(§)

Description

my ($test) = @_; # string to check

«
Last Updated Dec 29, 2006 8:34:28 AM PST
Enable Motification O
Procedure Status Motification Job Tag
Status for which Maotification is to be Sent

Expand Al | Collapse All

Name Type Description
W Patch Oracle RAG Database - Rolling Procedure for patching an Oracle RAC Database in Rolling mode. This procedure is not applicable for shared
oracle home installations.
Initialize Cormputational Initializes the runtime data. The step also downloads patch from Metalink and creates software library
companents, for all patches selected to run from Metalink . Do not disable or delete this step.
W For all hosts Raolling Iterates over a list of hosts
¥ For all homes Raolling Iterates over a list of Oracle Homes
Oracle Home Preprocess Computational Initializes the Oracle Home specific runtime data like staging location. Do not disable or delete this step
Upgrade opatch Jaohb Upgrades opatch to the latest version
Stage Patches Job Stages selected patches into Oracle Homes. Stage Location Example: %oracle_home%/EMStagedPatches.
Stop RAC Instances Directive Stops all the selected Oracle RAC Instances.
Apply Patches Diractive Applies staged patches in Oracle Homes
Start RAC Instances Directive Starts all the selected Oracle RAC Instances
¥ On the the node for SOL execution Raolling Operates on the node for SOL execution
¥ On the Oracle Home for SQL Ralling Operates on the oracle home selected for SOL execution
execution
Apply SOL Script Directive Applies a SOL script
Apply Post SGAL Script Directive Applies a SQAL script to recompile invalid objects in the database.
¥ For all hosts Parallel lterates over a list of hosts
Host Configuration Callection Job Refreshes the configuration information about a host

Figure 13: Patch Oracle RAC Database - Rolling Mode.

2) The first step is to select the Patches to be patched from either
Metalink or Software library. In the example shown in the figure
below, the patch number 4518443 is picked up form Metalink.

Patch Oracle RAC Database - Rolling : Software Updates

Cancel ] Step 1 0f6 [Negt)
Select the Software Updates to Stage and Apply.

Staging Location  |%oracle_home%/EMStagedPatches
Directory where the Updstes are staged to and apglied from.

RAC Database Updates
Select the Software Updates to apply. Click on "Add" to search and select software updates from Metalink or Software Library or Upload the Updates by clicking "Upload
From File".
Consult README to determine any update specific steps. Click on "View" to lookup for the README
Add | ( Upload From File |

|Sofrw.1|e Update Name / |Patch ID|Created On |Ty|)e ‘Plo(luct Platform [Release Interim Patch Applicable On|Description |README|
p4518443_10.2.0.1_486 4518443 2007-02-15 01:49:33.0 Patch Oracle Database Linux %86 10.2.0.1 Listner Hangup Cyjaw ) i
Remaove All

@ TIP Select the Updates which are applicable to RAC Database-Rolling anly.
@ TIP To lookup for the README, selected updates should be valid patch on Oracle Metalink and require connection to Oracle Metalink. To Setup or Update Qracle
tetalink credentials click on 'Setup’ Link. The view button for README is not clickable in case of patches selected from software library.

Apply SOL Script

@ Apply Default SQL Script
Procedure applies SOL that is bundled with patch based on patch meta data. This is applicable for CPU and patchsets. Please consult README for any explicit steps
to apply S0L.

O Enter the script to apply SQL (e.g. Yoracle_home%/rdbms/adminfcatupgrd.sgl )

v Hide “ariahles for Target Properies

%oracle_home% The current home location being patched
%emd_root% Target agent horme location
“perlbin® Location of perl binary used by Agent

@ TIP The “vatiables for Target Property can be used to specify directory location for Staging Location and script to Apply SOL.

Figure 14: Select patches from Metalink or Software Library.
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3) Proceed to the next step and select the Targets to be patched. The
list of targets for which the patch is applicable is populated by
default. On selecting the targets the next step shows up the
instances associated with the target.

Select Target

Cancel Continue |
Simple Search

Target Type
Target Version |10.20 1%
Target Name
On Host
Platforrm | Linux =86 »
((Go ) ( Switch 1o Advanced Search |

@ TIP You can use %' and ™ as wildcard replacements in the text fields, for example, %value’ or "%value®s' or "value%' or similar pattemns.

Select|Nnme |Tn|gel Type |Clusle| Name|Smlus|
@ eorcl{Unpatched)  Cluster Database crsex I

O RAC11{Unpatched) Cluster Database crs11 1+

Figure 15: Select Targets from the Grid Control on which the patches are applicable.

Select Instance

Cancel | | Back Select )
Select instances associated with the target- RACT1
It is recommended to select all instances.
Select All | Select None
Selecl|Name Target Type Host Name |Smlus|
RACTT_ract11 RAC Instance stamy04. us.oracle.com g

RACT _rac112 RAC Instance stamy05. us.oracle.com £+

Figure 16: Select Instances associated with the Targets.

4) Proceed through and provide credentials for the targets and
schedule the run. The status updates for the run can be checked
through from the Procedure Completion Status page.

The figure below shows up the orchestration of the rolling patching on the
nodes of the cluster database. In which the Apply patch step has shows up

one node patched successfully and the application of the patch on the other
node is in progress.
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General Information

Run Patch Oracle RAC Database-Rolling Created On  Jan 24, 2007 6:13:10 AM PST
Procedure Patch Oracle RAC Database-Rolling Scheduled Jan 24, 2007 6:13:12 AM PST
Frocedure Wersion 1.1 Start Date  Jan 24, 2007 6:13:12 AM PST
Error Handling Mode Stop On Error Last Updated Jan 24, 2007 6:38:35 AM PST
Status  Running Completed Date
Owner SYSMAN Elapsed Time 2140 Seconds

Status Detail

Steps Johs Liong
Expand All | Collapse All

Name Status Type Description
¥ Patch Oracle RAC Database- Running Frocedure for patching an Oracle RAC Database in Rolling mode. This procedure is
Rolling not applicable for shared oracle home installations.
Initialize Succeeded Computational Initializes the runtime data. The step also downloads patch from Retalink and creates

software library components, for all patches selected to run from Metalink . Do not
disable or delete this step
W For all hosts Running Rolling lterates over a list of hosts

¥ Forall homes Running {1}, Succeeded (1) Raolling lterates over a list of Oracle Homes
Oracle Home Preprocess Succeeded (2) Computational Initializes the Oracle Home specific runtime data like staging location. Do not disable
or delete this step.
Stage Patches Succeeded (2) Job Stages selected patches into Oracle Homes. Stage Location Example: %
oracle_home%/EMStagedPatches
Stop RAC Instances Succeeded (2) Directive Stops all the selected Oracle RAC Instances
Apply Patches Running (1), Succeeded (1) Directive Applies staged patches in Oracle Homes.
Start RAC Instances Succeeded Directive Starts all the selected Oracle RAC Instances
¥ On the the node for SQL Rolling Operates on the node for SAL execution
execution
W On the Oracle Home for SQL Rolling Operates on the oracle home selected for SQL execution.
execution
&] Dore %.J Lacal intranet

_ -~
Stop Suspend Done

Figure 17: Patch Oracle RAC Database - Rolling mode.

Note: Almost all of the recent CPU’s can be applied in a rolling fashion.
For applying Patchsets (For example 10.2.0.4 over 10.2.0.3) use the procedure
‘Patch Oracle RAC Database — All Nodes’.

10.Are out of box Deployment Procedures customizable? If so, how?

Out-of-box Deployment Procedures are not customizable, but they can be
used as starting templates to create similar procedures (using the Create
Like functionality) that can then be customized. One can edit the
deployment procedure to insert or delete a step or a phase or to enable or
disable a step or a phase.

Deployment procedures also allow different error handling methods
depending upon the case. For example, in a patching operation where
hosts are patched in parallel, it may be wise to simply skip the host on
which a failure occurs. However, failure on a device creation could render
the remaining provisioning operation ineffective. So, it may be necessary
to abort the entire procedure for failure of such a step.

Look for customization examples in the proceeding questions.
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11. How can | use deployment procedures to handle patching in Low
Bandwidth Data centers?

Deployment Procedure extensibility framework supports uploading the
patch to a central location and patch multiple targets from a central
location. This prevents the purpose of staging the patch on every target of
execution, there by avoiding any network bandwidth related issues.

Follow the steps below to customize the deployment procedure.

1) Do ‘Create like’ of the out-of-box patching deployment procedures
for example pick the *Patch Oracle Database’ procedure. Create a
deployment procedure, which has only staging step in the
deployment procedure by disabling all other steps as show in the

figure below.
Expand All | Collapse Al
Name Type Description
¥ Patch Oracle Database_Stage Procedure Procedure for patching standalone Oracle Database installations
Initialize Computational Initializes the runtime data. The step also downloads patch from Metalink and creates software library
components, for all patches selected to run fram Metalink . Do not disable or delete this step
¥ For all hosts Parallel lterates over a list of hosts
¥ For all homes Rolling Iterates ower a list of Oracle Homes
OHPreProcess Cornputational Initializes each Oracle Home. Do not disable or delete this step.
Stage Patches Job Stages selected patches into Oracle Homes. Stage Location Example:S6oracle_home%/EMStagedPatches

Figure 18: "Customized Stage Only” deployment procedure.
2) Repeat Step-1 and create a deployment procedure, which is an

“Apply Patch” procedure, with the ‘Stage Patches’ step disabled. Figure
below illustrates the same.

18  Best Practices on Using Deployment Procedures



Expand Al | Collapse Al
Name

¥ Patch Oracle Database_ApplyPatch
Frocedure

Initizlize

¥ For all hosts

Type Description
Procedure for patching standalone Oracle Database installations.

Computational Initializes the runtime data. The step also downloads patch from Metalink and creates software library
components, for all patches selected to run from Metalink . Do not disable or delete this step.

Parallel lterates over a list of hosts

¥ For all homes Rolling lterates over a list of Oracle Homes.
OHPreProcess Computational Initializes each Oracle Home. Do not disable or delete this step.
Upgrade opatch Job Upgrades opatch to the latest version

Start Blackout
Stop Database

Apply Patches

Start Databaze

Apply S0OL Script
Apply Post SQL Script
Stop Database

Start Databasze

Stop Blackout
Host Configuration Collection

Computational Starts Blackout of Oracle Database Instances in an Cracle Home

Directive Stops Oracle Database instances in an Oracle Home.

Directive Applies staged patches in Oracle Homes.

Directive Starts Oracle Database instances in an Oracle Home

Directive Applies a SOL script.

Directive Applies a SQL script to recompile invalid objects in the database.
Directive Stops Oracle Database instances in an Oracle Home

Directive Starts Oracle Database instances in an Oracle Home
Computational Stops Blackout of Oracle Database Instances in an Oracle Home.
Job Refreshes the configuration information about a host.

Figure 19:Customized "Apply Only”” deployment procedure.

3) Run the saved customized stage only procedure of Step-1: “Patch
Oracle Database_Stage Procedure”. In the first step of the run specify the
central location where the patch is to be staged. The central location can
be any NFS location or can be on a Net App filer, which is accessible by
all targets to be patched. The below illustrates the place in the interview
screen to specify the central staging location.

Patch Oracle Database_ApplyPatch Procedure: Software Updates

Cancel ) Step 1 off [Mext )

Select the Software Updates to Stage and Apply.

Staging Location |Specify the Central Stage Location|
Directory wwhere the Updstes are staged to and applied from.

Figure 20:Specify a central location as the 'Staging Location'.

4) On successful execution of the step above, the patch will be staged
in the central location specified. Proceed on to run the saved customized
apply patch procedure of Step-2: “Patch Oracle Database ApplyPatch
Procedure”. In the first step of the run specify the same staging location as
provided in the above step.

5) Proceed on to select the patch, targets to patch and submit the
procedure for execution.

The deployment procedure on execution patches the targets with the patch
from the central location and not by the normal mode of pushing the patch
to separate local staging location per target and patch from there.
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12.What is a CRS Bundle patch? How can | apply patches of that

kind to the Cluster Database through Deployment Procedures?

CRS Bundle patches are type of patches, which are applicable on both the CRS
and RAC Homes on the nodes. For example patch number- 4091881, is a CRS
bundle patch.

To apply the CRS bundle patches you would require to add customizations to the
Clusterware patching deployment procedure shipped out-of-box (Patch Oracle
Clusterware —Rolling), which would enable to apply the patch on the RAC
instances running locally after patching Clusterware. A sample directive to apply
patch on Multiple RAC instances is available in the Directives section of Software
Library.

Note: Always refer through the patch ReadMe before using the process, if it has
any additional steps incorporate that as a customized step into the procedure.

The steps below illustrate how to customize the directive and ‘Patch Clusterware
deployment procedure’ to apply patches of this kind.

Pre-requisite for the procedure:
The sample directive ‘Apply Patch on Multiple Homes’ is only a read only
script. Need to edit to be used in the deployment procedure.

1) Click on Deployments tab and click the Provisioning link in the
Deployments page. Select the sample directive from the
‘Directives’ page under ‘Directives>Oracle Directives>Patching
>CRS>AII>Generic”. See figure 49 below for navigation and
sample directive *Apply Patch on Multiple Homes’.
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Provisioning
Provision a full stack of software from the operating system up to the application, onto a hardware server. Page Refreched March 1, 2007 6:31:48 AM PST (Refresh )
Companents Directives Metwarks Images Suites Assignments Hardware Cluster Suite Instance Adrninistration

Upload scripts or programs that stage and install components and images.

Wiew | Latest Version | (G0 ) Advanced Search
|_iew ) Edit ) Artivate Delete )| Promaote ) Create Folder ) Create Diractivas )

Select Name Type Revision Status Maturity Productname Productversion Description
O ¥ Directives
o} ¥ Cracle Directives Oracle Directives
O B> Common Comman
O B Common Provisioning Ltilities Comman Provisioning Utilities
O ¥ Patching Patching
(2] B ASM ASM
(2] B Common Comman
(2] V¥ CRS CRS
o ¥ Al All
O ¥ Generic Generic
® Apply Patch on Multiple Homes 0.1 Ready Untested 1.0 TestDirective description
O Change OH Owner to User 0.1 Ready Untested 10 TestDirective description
@] Run CRS Patchset Root Script 0.1 Ready Untested 1.0 TestDirective description
O Run CRS PrePostScripts 0.1 Ready Untested 10 TestDirective description
@] Shutdown CRS Applications 0.1 Ready Untested 1.0 TestDirective description
O P05 0s
@] B RAC Provisioning RAC Provigioning

Figure 21: Sample directive 'Apply Patch on Multiple Homes.

2) Click on Edit to edit the directive, open the Perl file
‘pa_patch_multiple_oraclenomes’ under the Upload File section. Click
Open the Perl file, and copy to a local editor (for example, Notepad).
Edit the Perl file and uncomment the sections of the code which are
under # Supporting Bundle Patch. See the figure below, which
displays the Perl file of the sample directive to be edited.

Edit Directives

Cancel ) [ Save ) | Finish )
Descrihe Configure Upload File Revision History Referring Cormponents

Upload a file that has the content for the new Directives. If there is a job associated with this Directives, then clicking on the Finish button will save the Directives and also
trigger off the job, while the Save button will only save the Directives. If no job is associated with this Directives, then both the buttons behave the same way

Currently associsted File pa patch multiple oraclehome

® Upload Later
O Upload fram Agent Maching
e} Upload from Local Machine

Describe Configure Upload File Revision History Referring Cormponents

Figure 22: Perl file associated with the Sample directive
Select the option Upload from Local Machine and upload the edited Perl file

from the local machine. See the figure below, which shows up the option to
upload the Perl file to the directive.
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Directives =
Edit Directives
Cancel ) (Save ) (Finish )
Describe Configure Uplead File Revision History Referring Components

Upload a file that has the content for the new Directives. If there is a job associated with this Directives, then clicking on the Finish button will save the Directives and also
trigger off the job, while the Save button will only save the Directives. If no job is associated with this Directives, then both the buttons behave the same way.

Currently associated File pa patch multiple oraclehome

O Upload Later
OUp\nad frorm Agent Machine
@ Upload from Local Maching

= File name  |CADocuments and Sett\r

Use this option only for uploading files of small size(~1 ME)

Describe Configure Upload File Revision History Referring Cormponents

Figure 23:Upload edited Perl file to the directive from the Local Machine

Customizing the ‘Patch Oracle Clusterware — Rolling’ deployment procedure:
3) Do a 'Create like' of the out-of-box ‘Patch Oracle Clusterware-Rolling’
deployment procedure. Select the step Apply CRS Patch (See the figure
below) and Click Insert to insert the custom step to apply patches of RAC

Homes.
| Maormal |+ Inherit (Stop On Error) %
Mormal |+ Inherit (Stop On Error)
vi Apply CRS Directive Apply CRS Patch / Patchset. Maormal |+ Inherit (Stop On Error) %
Patch
0 Mormal |+ Inherit (Stop On Error)

Figure 24: Select and Insert step below the 'Apply CRS Patch' step

4) Provide the required details in the Create section of the step. You must
insert the Apply RAC patch after the Apply CRS Patch step. (See the
figure below)

Create Select Directive Map Properties Review
Create
Cancel ] Step 1 of 4 [Mexgt
Specify the general infarmation of the new step or phase.
Select | Step e

=Mame |Apply RAC patch

Description | Apply the RAC/CRS Bundle patch on
RAC Homes running of the targets

Insert Location | After "Apply CRS Patch” %
This new step will be inserted after and at the same level as the selected
step.

Type | Library: Directive A4

Error Handling | Inherit (Stop On Error)

Figure 25: Create a custom step to apply patch on RAC

5) Select the Directive, which is uploaded to the Software library. See the
figure below, which shows the selection of the “Apply Patch on Multiple
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Homes” directive. Pick up the version 0.2 of the directive, which is the
version of the edited copy of the standard sample directive.

Select Directive  Map Properties  Review

Create Directive Step: Select Directive
Cancel ) (Back| Step 2 of 4 [Nes

Select a directive. Directives can be created in the Directives page in the Provisioning subtab, under Deployments.

Select Directive

Component Mame |Apply Patch an Multiple Homes Revision | All Versions w
File name Maturity | —-Any-- b
Status | --Any-- v Authar
Product MName
(o)
Product Product
Select Component Name Type Revision Status Maturity Name  Version Description
@  Ditectives/Oracle Directives/Patching/ CRSAAI Generic/Apply Patch on Multiple Homes Directives 0.2 Ready Untested 1.0 TestDirective descri
O Directives/Oracle Directives/P atching/CREMAIGenericiiaply Patch on Multiple Homes Directives 0.1 Ready Untested 1.0 TestDirective descri

Figure 26: Select the new custom directive from the Software Library.

6) Proceed to the next step and Map the properties to the directive. See the
figure below, which shows up the various mappings to the directive
properties. Associate the RAC ORACL_HOME’s to be patched to the
exposed Target Variable — ‘racLocallnstanceHomes’.

You can also change the rn pilege accordingly

Specily thir valus for the

Run Mods

Run Privilege | Normal »

Poroer up B

Directive Proparties

r Display Name for oracle_hon|<Enter Description Here>

lay Name for patch_ide> [<Enter Descnption Here>
lay Mame for $1age_dir> |<Enter Dascriglion Here
<Enter Display Name for command_[<Enter Description Here>

asn | <Enter Digplay Mame for patcheetRe|<Enter Dascrigtion Here»

lisl | <Enter Digplay Name for leval> <Enter Descriglion Here>

Figure 27: Map Properties for the 'Apply Patch on Multiple Homes' directive.

7) Proceed to review the selections for the new custom step to be
incorporated. The figure below illustrates the review screen for the new
Directive Step created.
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Done
Mame Apply RAC patch

Description  Applies patch on the RDBMS component.
Type Directive
Error Handling  Inherit {(Stop On Error)

Details
Selected Directive
Directive Name  Directives/Oracle Directives/Patching/CRS/All/Generic/Apply Patch on Multiple Homes

Directive Properties

Property Display Name Description Value
oracle_homes aracle_homes Htarget. racLocalinstanceHames) (Variable)
patch_ids patch_ids Hdlata patchiDs) (Variable)
stage_dir stage_dir Htarget. replacedStageDir} (variable]
command_name command_name apply
patchsetRelease patchsetRelease ${data.patchReleases} (Variable)
lewel Ievel lewel
Run Mode

Run Privilege  Nermal
Run Directive
Parfarm Cleanup

Figure 28: Review the created Directive Sfeb’ and add it .

8) Click Finish to incorporate the directive step into the deployment
procedure. The figure below illustrates the step added to the deployment

procedure.
O Apply CRS Directive Apply CRS Patch / Patchset Mormal [+ Inherit (Stop On Error) v
Patch
O Apply RAC Directive Apply the RAC/CRS Bundle patch on RAC Homes Wormal + Inherit (Stop On Error) »
patch running of the targets
O Wormal [+ Inherit (Stop On Errar) »

Figure 29: Added directive step "Apply RAC patch" after "Apply CRS Patch" step.

9) Save the deployment procedure and ‘Run’ it. Select the CRS bundle patch
to be used to patch in the Software Updates section. Proceed through the
interview screens and provide in the required inputs for execution of the
procedure.

Consult the patch ‘readme.txt’ of the patches to understand what steps need to
be associated. In the above example as per the ‘readme.txt’ of the patch the
only step, which required to be incorporated was to patch the RAC Homes
present in the node. Incase of any extra steps; add those as directive steps to
the deployment procedure in the same way as shown in the example above.

13.How can | add a node to my existing RAC cluster using the RAC
deployment procedures?

You can add a node to the existing RAC cluster using RAC deployment
procedures. Watch the screen watch explaining the usage of the

deployment procedure to do this from the link below.
http://download.oracle.com/enterprise_manager/extend_cluster/extend_cluster.html
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14.How can | delete my RAC cluster nodes using RAC deployment
procedures?

You can select to delete or de-scale few nodes of the Cluster or the entire
cluster using the out-of-box deployment procedures Delete / Scale down
Oracle Real Application Clusters in a single click step.

Note: Delete /Scale down procedure supports delete node (of entire stack)
only when there is only one RAC instance left. In multi instance case, use
the Enterprise Manager delete instance functionality to delete one instance
after other.

In the example below 1 node of 2 nodes cluster is deleted using the
deployment procedure.

1) From the Deployment Manager page select the out-of-box
procedure Delete /Scale down Oracle Real Application Clusters.
The below figure, illustrates the steps in the procedure for deletion
of cluster. Click Run to run it.

View Procedure
Create Like ) Run ) (Dane)

Mame Delete/Scale down Oracle Real Application Clusters
o t This procedure deletes nodes from Oracle Real Application Clusters in order to scale down the cluster or
sseription completely delete the cluster. jo}
Type RAC Provisioning
Last Modified By Oracle
Staging Area Path  “%emd_root%

Sudo Command  sudo

PAM Command  pbrun
Environment “ariables for sudo or PA

Last Updated Dec 29, 2006 8:34:13 AM PST
Enable Matification [
Procedure Status Maotification Job Tag
Status far which Motification is to be Sent

Expand All | Collapse All

Name Type Description
W DeletesScale down Oracle Real Application This procedure deletes nodes from Oracle Real Application Clusters in order to scale down the cluster or
Clusters completely delete the cluster.
W Initialization Phase Parallel Initializes the runtime and verfies the state of the Clusterware services
Initialization Computational Initializes the runtime. Do not disable or delete this step.
“erification Directive “erifies the state of the Clusterware services. Do not disable or delete this step
¥ Cluster Intraspection Raolling Executes the cluster introspection utility
Selected Cluster Introspection Directive Step to obtain the locations of shared storage and database files of the selected cluster databasze.
Load Runtirme Cluster Data Computational Step to analyse the result of the cluster introspection step and load the results into the run time data
¥ Delete Configuration Parallel Deletes instances from the selected nodes and updates the cluster configuration.
Delete All Instances Directive Remaoves all instances and listeners from all RAC homes on the nodes to be deleted
Stop ASM Senices Directive Stops ASM services in the Clusterware for the nodes being deleted
Stop Listener Services Directive Stops listener services in the Clusterware for the nodes being deleted
¥ Delete Database Homes Parallel Deletes database homes from the node(s) being deleted
Update Inventory Directive Updates the central inventory in the nodes being deleted.
De-install Database Diractive De-installs the RAC Database from the nodes being deleted
¥ Update Modelist for Remaining Modes Parallel Updates the nodelist for the remaining nodes on the cluster.
Update Modelist Directive Updates the nodelist on each home on the node

Figure 30: Delete/Scale Down Oracle Real Application Clusters deployment procedure.

2) The whole operation is on a single click .The page shows list of
clusters available in the environment are showed up in the “Select
RAC Cluster”. From the figure below, the existing cluster RAC 11
is selected. On Selecting the Cluster, the nodes corresponding to
the cluster is populated in the ‘Available Nodes’ list. In this
example one between the two nodes of the cluster is selected for
deletion.
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3) Provide the credentials for the cluster. By default, the operation is
scheduled for immediate execution, edit if required, to change the
schedule for a later date and time.

4) Click Review to review the selection and submit the procedure for
execution. Check the progress of the execution form the Procedure
Completion Status page.

ORACLE Enterprise Manager 10g Setup Preferences Help Locout
Home  Targets Il Alerts | compliance | Jobs | Reports

Cancel ) Fewiew |

Delete/Scale down Oracle Real Application Clusters
Delete nodes from Oracle Real Application Clusters (RAC) in order to scale down or remove the cluster.

Select RAC Cluster
@ TIP Wwhen you select an Oracle RAC instance to be deleted, the underlying Oracle Clusterware and ASh instances for that cluster will alsa be deleted by default.

Search | Cluster Database Target v Co )
Expand All | Collapse All
Select Mame Member Nodes Oracle Home Platform Product
¥ Awailable Cluster
Databases
© B RACTT (2) starmy05.us.oracle.com, fscratchi 11 girac Red Hat Enterprise Linux AS release  Oracle Database
stamy04 us.oracle.com 4 (Mahant Update 33 10.2.0.1.0
< B eorcl (1) sthdh12.us.oracle.com fecratch/CRS/OracleHomes/dbhome Red Hat Enterprise Linux AS release  Oracle Database
3 (Taroon Update B) 10.2.0.1.0

P>Reference host options - (stamy04.us.oracle.com)

Select Nodes to Delete
Select the nodes from the ‘Awailable MNodes' List to delete

Available Nodes Selected Nodes
stamy05.us. oracle.com  * = starmy0d.us ora
Il e
e x
hdowve Al A
= v
Remave -

=<
Remaove All

¥ User Credentials (Override Preferred Credentials)
If you choose Preferred Credentials, the job will use your preferred credentials for each target at the time the job runs and therefore reguires credentials for all targets to
be set. If you choose to override preferred credentials, one set of credentials will be used for all targets of each type

Credentials for delete node
@ TIP Credentials must have sudo previledges to run as root. If you do not have sudao previledges, the procedurs will stop and you will be reguired to perfarm the step
manually and then continue the process
@ Override Preferred Credentials
Host Credentials | Al Dracie Homes 1%
= Username |oracle
= Pasgword |77

Credentials for RAC database - RAC11

@ Use Preferred Credentials  Override Preferred Credentials

P Schedule {(Immediately)

(_Cancel ) | Review

Home | Targets | Deployments | Alerts | Compliance | Jobs | Reparts | Setup | Preferences | Help | Logout

Copyright © 1996, 2007, Oracle. Al rights reserved.
Oracle, JO Edvwards, PeopleSoft, and Retek are registered trademarks of Oracle Corporstion and/or its affilates. Cther names may be trademarks of their respective owners

About Oracle Enterprise Manager

Figure 31: Select the nodes for deletion from the existing clusters.

15.How can | use deployment procedures to deploy a J2EE

application on the application server node?

You can use deployment procedures to deploy you custom j2ee
application on to a new cluster node by extending the existing AS cluster.

The out-of-box deployment procedure for provisioning Application
Server has steps, which allow deployment of custom j2ee applications. It
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is disabled by default, on enabling and configuring you can deploy the

custom a

The following example shows you how to do to customize the deployment
procedure and incorporate the application to be deployed on the new

extended

pplication on the new node, which you are provisioning.

application server.

1) Do a ‘Create Like’ of the Out-Of-Box “Application Server
Provisioning Deployment Procedure 10.1.3” deployment

procedure.

Procedures >
Create Like Procedure
cancel | Save )
= Marme [Deploying myJ2EE app by extending AS Clust
Description |This procedure installs ar clones and configure:
Staging Area Path  [Yemd_root%
Enter the target's complete path to place kinaries when running this procedure (e.g.,
Ampioracle)
Sudo Command  [sudo
Enter sudo command._ IT it is not in default path, specity 1Ull path (e.g., Jusriocalbinfsudo)
PAM Command  [pbrun
Enter Pluggable Suthentication Module command. I i is not in default path, specity full path
(&g, usribingbrun
Environment Wariables for sudo or PAM
Erter environmert variables for sudo or PAM in Perl format. These variables will be inserted
Aacross a sudo or PAM session for each step. Example: If you want to set my_var to valus
‘ABC, then the following line should be added above: 3ENY{'my_wvar'} = "ABC",
Enable Notification [
Procedure Status Notification Job Tag
The text provided will be prepended to the Motification Job Name (30 characters masx.)
Status for which Motification is to be Sent [ Scheduled -
Runming
Action Required
Suspended
Failed
Succeeded
Stopped -
Motification will be sent when procedure is in one of selected Status in the list
Enable )| Disable ) Delete ) Insert )| Edit Step )
Select All | Select Mone | Expand All | Collapse All
Run
Select Name Type Description Privilege Run Privilege Command Errer Handling Mode
W Copy of Application This procedure installs or clones and configures a Stop On Error -~
Server Deployment standard Web and Application tier for = multi-tier
10.1.3 application server topology
(L] Initialize Camputational Initializes the runtime. Do not disable or delste this Inherit (Stap On Error) ~
step
L] ¥ erify Application  Parallel Inherit (Stop On Error)
Tier system
requirernents
(L] Marmal |~ Inherit (Stop On Error)
L “erify and fix Component  “erifies and fixes system requirements for Application | sudo - Inherit (Stap On Error)
Application Tier Tier (requires sudo privileges as roof)
system
requiremnents

Figure 32: Copy of the Out-Of-Box Application Server Deployment 10.1.3 procedure

2) Select the step Deploy Application from the procedure and
Enable it.
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[} ¥ Reqister the Parallel Registers the Application Tiers with the Oracle Intermet Inherit (Stop On Errar) |~
Application Tier with Directory (01D} Specified and deploys your application
Oracle Internet on the Application Tiers
Directory (D107 and
deploy sarmple
application
[} Mormal v Inherit (Stop On Errar) |~

| Register Manual Registers Application Tier with Cracle Internet
Application Tier Directory (01D}
with Oracle
Internet Directory
j(slln)]

ivi Mormal |+ Inherit (Stop COn Error) »

=] Mormal % Inherit (Stop On Error) %

[} sudo v Inherit (Stop On Errar) |~

Figure 33: Enable 'Deploy Application' Step.

3) Select the step and click Edit, to incorporate the required
application and directive to deploy.

My ' ™y

S S s
Edit Select Component  Select Directive  Map Properties  Review
Edit

Cancel ) Step 1 of 5 [Next )
Edit the general information of the step or phase.

Select Step
= MName  |Deploy myJ2EE Bpplication

Description  [Deploys your application on all the
Application Tiers

Type Library: Genetic Cormponent

Errar Handling | Inherit (Stop On Errar) v

Figure 34: Edit the 'Deploy Application’ step

1) Deploy application step is tied up with a sample application ear file.
On proceeding to select Component step, you have options to Retain
Selection, which is of the sample custom application or Select the
New Component, which would provide options to pick components
from the software library. The figure below illustrates you the options
seen for the step.

Edit Component Step: Select Component
Cancal | BacI5| Step 2 of & |Next )

A component is currently selected based on its location in the Software Library. You can retain this selection, or you can select a new component. Components can be
created in the Components page in the Provisioning subtab, under Deplayments

@ Retain Selection O Selact Mew Cormponent

Current Component Selected  C ts/Oracle C

I ts/myJ2EECompany Provisioning/10.1.3/all_platforms/Sample Application

Figure 35: 'Select Component' Step
The custom j2ee application, which is to be deployed

“myJ2EEApplication”, is uploaded into the software library as a generic
component.
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2) Select “myJ2EEApplication” component uploaded to the software
library.

Edit Component Step: Select Component
Canceal Back| Step 2 of 5 Mext )

A component is currently selected based on its location in the Software Library. You can retain this selection, or you can select a new compaonent. Compaonents can be
created in the Components page in the Pravisioning subtab, under Deployments

O Retain Selection ® Select Mew Component

Select Component

Component Mame |myj2EEApplication Revision | All %ersions hd

Subtype | —-Any-- v File name

Maturity | —Any-- v Status | --Any-- v

Authar Product Name
([Go)
Product Product
Select Component Name Type Revision  Status Maturity  Name Version Description

®  Components/myj2EEApplication Component 0.1 Active Untested  myJ2EEApp 1.0 My j2EE Application deployment archive file

Figure 36: “‘Select New Component’ from Software Library

3) Proceed to select the directive to associate with the step for
deployment of the custom application component. Directive to
deploy J2EE applications comes out-of-box, but if you have
custom script to carry out the deployment you can choose the same
from the stored directives in the software library. For example, to
deploy the custom component as shown in the figure below,
selecting the option Retain Selection uses the directive shipped
out-of-box.

Edit Component Step: Select Directive
Cancel ) (Back| Step 3 of 5 [Mext )

A directive is currently selected based on its location in the Software Library. You can retain this selection, or you can select a new directive. Directives can be created in the
Directives page in the Provisioning subtab, under Deployrents.

® Retain Selection O Select Mew Directive

Current Directive Selected Directives/Oracle Directives/myJ2EECompany Provisioning/10.1.3/all_platforms/Deploy Application

Figure 37: 'Select Directive - Retain Selection to use the out-of-box directive.

4) Proceed to next step to Map the properties required by the directive
in deploying the component. In the example in figure below, the
values for OC4)J_ ADMIN_USER, APPLICATION NAME, EAR
FILE NAME, etc. is set and the ORACLE_HOME value will be
picked up from the variable during runtime.
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Edit Component Step: Map Properties
Cancel

Specify the values for the component and/or directive properties. ¥ou can also change the run privilege accordingly
Run Mode

Run Privilege | Mormal

Component Properties
The selected component has no properties to set

Directive Properties

ORACLE_HOME [<Enter Display Marme for ORACLE_H|<Enter Description Here> Choose Variable ~ | Target variable: oraHome
Oc4)_ADMIN_USER |=Enter Display Marme for OC4J_ADN| <Enter Description Here> Set Value ~ |ocdjadmin
EAR_FILE_MNAME  |<Enter Display Mame for EAR_FILE |<Enter Description Here> Set Value ~ |myj2eeapp.ear
OC4J_APP_INSTANCE_MNAME  |<Enter Display Mame for OC4J_APP|<Enter Description Here> Set Walue ~ |myjZeeapp
AGEMNT_HOME |<Enter Display Mame for AGENT_HC(|<Enter Description Herex Set Value ~ |%emnd_root%
APPLICATION_MAME  |<Enter Display Mame for APPLICATI|<Enter Description Here> Set Value ~ [®¥Z Corp Home
APPLICATION_HTTP_PORT  |[<Enter Display Marme for APPLICATI|<Enter Description Here> Set Walue ~ |80
WERSIOMN |[<Enter Display Mame for WYERSION>|<Enter Description Here> Choose “ariable * | Procedure Variable: apptierPr

Figure 38: Map Properties for the directive

5) Proceed to Review step to review the selections and click Finish to
add the Deploy Application step to the custom deployment
procedure.

Edit Component Step: Review

Cancel ) (Back]| Step 5 of 5 (_Finish )
Please review the information below before saving the changes

Mame Deploy myJ2EE Application
Description  Deploys your application on all the Application Tiers
Type Component
Error Handling  Inherit {Stop On Error}

Details
Selected Component
Component Name € 'myj2EE

I
Description My j2EE Application deployment archive file
Revision 0.1
Status  Active

Selected Directive
Directive Marme  Dire cti Oracle Directives/myJ2EECompany Provisioning/10.1.3/all_platforms/Deploy Application

Directive Properties
Property Display Name Description Value

ORACLE_HOME ORACLE_HOME ${target.oraHome} (Wariable)
OC4l_ADMIMN_USER QC4J_ADMIM_USER ocdjadmin
EAR_FILE_NAME EAR_FILE_MAME myZeeapp.ear
OC4)_APP_INSTANCE_MAME OC4)_AFP_INSTANCE_NAME myZeeapp
AGENT_HOME AGENT_HOME Y%ernd_root%
APPLICATION_NAME APPLICATION_NAME X¥Z Corp Home
APPLICATION_HTTP_PORT  APPLICATION_HTTP_PORT 80
VERSION VERSION ${data. apptierProductversion} (variable)
Run Mode

Run Privilege _Normal

Figure 39: Review and Finish to add the step

6) ‘Save’ the custom deployment procedure and proceed to run it. On
running the deployment procedure, it would take through review
screens to provide in runtime values required for the run. The
following steps illustrate how the ‘Application Server
Provisioning’ deployment procedure will be executed.

7) First step in the process is to select the source. The source can be
either a reference from an existing cluster or a certified, tested
image of the application server in the software library. In the figure
below, the source is selected from the existing installations shown
up in the drop down list “Select Cluster”.
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ORACLE Enterprise Manager 10g Setup Prefercnces Helo Losout

Grid Control Home Targets Deployments Aderts Compliance Joks Reports

" FanY Fan" Fan
S oy p— S
Source Selection  Targetlist  Creder edule on and veb Tier  Identity Management  Review

Deploying myJ2EE app by extending AS Cluster: Source Selection
(_Cancel ) Step 1 of 5 [Mext )

This procedure installs or clones and configures a standard YWWeb and Application Tier for a multi-tier application server topology. The database tier is not installed by this
procedure. However, this procedure facilitates the configuration of Java Authentication and Authorization Serice (JAAS) provider (also called as JAZN] with an existing data

tier. Click 'Help' for more details. {2
Select a source to deploy or clone Application Tier and YWeb Tier.
Source Selection
Select the source either from an existing Oracle Home ar Software Library
Select the source Oracle Homes from the Installed Cluster Environmennt
@ Select from Installed Cluster Enviranment

Select Cluster | alpha_farm  ~

Reset
Product [Host Name [Location [Files 10 Exclude [Working Directory |
Web Tier |stbda13 us oracle.com | rscratchisbuttonsoracleas/product/10.1.3. 1/midtier_http [centralagents. Ist |[tmprwebtier |
Application  |[stbda20 us.oracle.com | #scratchisbutton/oracleas/product/10.1.3.1/midtier_jZee [centralagents.Ist |[trprapptier |
Tier

@& TIP Files to Exclude | Seperate file using comma. Use ~ for wildcard, Eg *.log, ".dif
& TIP A working directory is required to stage files for cloning. Eg: For Unix machines it could be ftmp

[ Save to Software Library

Select the Gold Image of an Oracle Home or a shiphome from the Software Library
< Select from Software Library

Source for Web Tier

Cancel ) Step 1 of 6 [Next
Home | Targets | Deployments | Alerts | Compliance | Jobs | Reports | Setup | Preferences | Help | Logout

Mame

Component Location

Source Tor App Tier
Marme

Component Location

Copyright © 1998, 2007, Oracle. All rights reserved
Oracle, D Ecwards, PeopleSott, and Retek are registered trademarks of Oracle Corporation sndjor its affiistes. Other names may be trademarks of their respective owners

About Cracle Enterprise hManager

Figure 40: Select Source- Select from existing Cluster Environment.

8) Proceed to the next step to select the targets for Web Tier and
Application Tiers. In the figure below, the destination targets are
searched and selected from the Grid Control for Web Tier Hosts
and Application Tier Hosts.

Deploying myJ2EE application with new AS: Target List

(Cancel ) [ Back| Step 2 o6 [Next
Select Targets for VWeb Tier and Application Tier

Web Tier Hosts

Action:_Add )| Remove 4l
|Host Name |Ve|sion \Platform |Stmus\Remove|
stams03.us.oracle.com Red Hat Enterprise Linux AS release 3 (Taroon Update B) Linux x86 & i

Application Tier Hosts

Action:_Add )| Remove 4l )
|Hom Name ‘Velsion |Plnﬂo|m |Smtus|Remove|

stamt18.uz.oracle.com Red Hat Enterprise Linux AS release 3 (Taroon Update 6] Linux x88 4 i}

[@ TIP At least ane host target is required far the Web Tier and Application Tier

Figure 41: Select Targets for Web Tier and Application Tier

9) Provide the credentials for the Target and Source and Schedule the
procedure in the next step. In this example, the required credentials
are provided and scheduled for immediate deployment.
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Deploying myJ2ZEE app by extending AS Cluster: Credentials/Schedule

Provide credentials and choose a time to schedule this procedure

Target Host Credentials

@ Override Preferred Credentials

Host Credentials

= Usermame
= Password

Source Oracle Home Credentials

All Hosts >

myoracle

@ Owverride Preferred Credentials

Host Credentials

oracle

—

= Usermarme

= Password

@ TIP Preferred Credentials will be enabled anly when the credentials for all the targets are available. ¥ou may set the Preferred Credentials by selecting Preferences’ link in

Enterprise Manager.

Schedule

All Hosts w0

@ One Time (Immediately) © One Time (Later)

@ Indefinite
O End After

Grace Period

Hours, Minutes

Cancel Back| Step 3 of 5 [Mext

Figure 42: Credentials for Source and Target. Schedule the procedure for execution.

10) Proceed to the next step and provide in other configuration details
required for the extension of the existing cluster. In this example,
as in the figure below the configuration details like Instance

details,

Port details,

and Load Balancer

Details and ID

management configuration details are provided.

Cluster Details

< Create new Cluster

Instance Details
= Application Tier Instance Mame
= Web Tier Instance Mame
= Source OC4J Admin Password
= OC4J Admin Password

= Confirm OC4J Admin Password
OC4] Instance Mame

Fort Details

HTTP Listener
= Oracle HTTP Server Port

Application Serer Control
= Part

Load Balancer Details
= Load Balancer Host Mame
= Load Balancer User Mame
= Load Balancer Password
= “irtual Host Mame
= irtual Port

Specify the configuration parameters for this clone operation

@ Extend existing cluster
Cluster Mame
= VWehb Tier Install Base Directory
= Application Tier Install Base Directory
= Multicast Address

Example: 225001 hulticast address should
ke within the range of 224.0.0.0t0
239.255.255.255

= Multicast Port

Example: 6763

midtier_charlieCloned
midtier_httpCloned

Passwword must be from S to 30 siphanumeric
characters including underscore (1, dollar (5 or
poUnd (). | should start vwith an slheket and
=hould contain st least one number

Defaull OC4d Instance that wil be crested. OCd.)
Instances with identical names form Groups within =
cluster

slb.aracle.com
Idbadmin
sdf.aracle.com
1158|
[CJEnable SSL

Identity Management Configuration

Mote: The ldentity Mansgement page will be skipped if you choose "Mone'
& Same as Source Oracle Home

Deploying myJ2EE app by extending AS Cluster: Application and Web Tier

Cancel Back | Step 4 of 6 [Mext

Cluster Information

* ‘Create new Cluster creates a new cluster using the source Qracle
Homes from the 'Source Selection’ page

* ‘Extend existing cluster’ scales up the cluster selected in the ‘Source
Selection’ page with the targets selected in Target List' page

& TIP Provide a multicast address and port number that is different from source cluster to create a new cluster,

Instance Information

* Al Oracle Application Server 10g instances installed on a host must
have unigue mames. The hostname and domain name of the host are
appended to the instance name

Each Oracle Application Server 10g instance has its own passward,
regardless of which user performed the installation. Passwords are not
shared across instances, even if the instances were installed by the
same user

.

Port Information

Specify HTTP Load Balancer Host and Listen Ports to manage HTTP
connections made by client applications

Figure 43: Configuration Details required for the extension of the existing cluster.

11) Proceed to review the selection. Submit the procedure and check
the progress of the execution from the Procedure Completion
Status page.
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16.What are examples of customizations that a customer can
incorporate in  a patching deployment procedure?

Following are three examples how deployment procedures can be
customized:

a. Manual step

XYZ Corporation has a process of making sure that users are logged off
from their application before the database is shutdown. The DBA checks
with key users that they have indeed logged off before proceeding with the
Database shutdown. This can be achieved by introducing a manual step
before the “Stop Database” step. The procedure would pause on the
completion of the manual step. Only when the DBA chooses to continue
the procedure would advance. The following screenshot shows how
manual step can be inserted into a procedure.

Create Enter Instructions Review

Create
Cancel ) Step 1 of 3 [Mext )

Specify the general information of the new step or phase
Select | Step v
= Narne |Logout confirrmation

Desctiption | Canfirm with users that they are logged
off

Insert Location | Before "Stop Database" %
Thiz new step will be inzerted hefore and st the =ame level az the
selected step

Type | Manual A4

Figure 44: Inserting a manual step to confirm users are logged-off

b. Application service shutdown and startup handling

Deployment procedures can be used to perform operations that are outside
the scope of out-of-box procedures. Examples include stopping and
starting an ERP application or registering a newly provisioned service
with the load balancer. Each of these steps can run in the context of any
valid operating system user and can make use of Pluggable Authentication
Module like “pbrun” (Powerbroker). They can also run in super user mode
using “sudo” (see drop down for “Run Privilege” in figure below).

In the following example, the deployment procedure shuts down the
Oracle Internet Directory (OID) service before patching the underlying
database and starts it up (not shown) after the patching. The OID
shutdown step has been placed in a phase for ORACLE_HOMEs
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containing OID that is again placed under a phase for hosts that have such
ORACLE_HOMEs.

General | Pravisioning

Home | Targets JOITNTHETON Aerts Folicies Jobs Feports

Specify the command or script to be run on the target and the privilege to run it.

Command Type | Single Operation %

= Command  |oidct! connect=dbs1 server=oididapd instance=3 configset=5 stop Target Properties
Entter the full command, including parameters (Example: Iz -la %emd_raot%) Target propemes can be used in parameters

Run Privilege | Marmal + Name Description
Y%emd_root% location of Agent
Yoperlbin% location of Perl binary used by Agent
% TargetMName% target name
Y%TargetType% target type
Yoorcl_gtp_comment% Comment
Yorc|_gtp_contact% Contact
%orc|_gtp_deployment_type% Deployrment Type
Y%arcl_gtp_line_of_buz% Line of Business

Create Host Command Step: Enter Command

Enter Command  Review

Cancel ) (Back| Step 2 of 3 [Next )

Figure 45: Phase to shutdown application services e.g. OID

Select Name Type Description Error Handling Mode
¥ Copy of X¥Z Carp's CPU patching Procedure for applying CPUs to databases Skip Target hd
procedure
O Initialize Computational Initializes the runtime. Do not disable or delete this step Inherit (Skip Target) v
4 ¥ Application shutdown for hosts Parallel Shuts down application services Inherit (Skip Target)
¥ ¥ Inside Homes Ralling Loops over Homes Inherit (Skip Target)
O 21D shutdawn Host Shuts down OID services Inherit (Skip Target)
Command

4 ¥ For all hosts Parallel lterates over a list of hosts Inherit (Skip Target)
¥ ¥ For all homes Ralling lterates over a list of Oracle Homes. Inherit (Skip Target)
O OHPreFrocess Computational Initializes each Oracle Home. Do not disable or delete this step. Inherit (Skip Target)
O Stage Patches Job Stages selected patches into Oracle Homes. Inherit (Skip Target) v
O Stop Databhase Directive Stops Oracle Database instances in an Oracle Home Inherit (Skip Target) +
O Apply Patches Directive Applies staged patches in Oracle Homes. Inherit (Skip Target) ¥
4 Inhetit (Skip Target) v

Figure 46: Host command-based step to stop OID service

c. Send notifications for the Deployment procedure run

Deployment procedures are tied up with the EM notification systems. This
enables you to be notified about the status of the procedure run.
Deployment procedures utilize the standard “PAF Status Notification”
Rule to send out notifications. The pre-requisite is to set the methods of
notifications and their setup (like SMTP server for emails) in Enterprise
Manager. Also the standard rule can be customized to extend notifications
to specific procedure runs and various methods of notification based on
the requirement.
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The steps below illustrate with examples to enable notifications and get
notified on the list of status for deployment procedures. This involves
enabling of Notifications in the required Deployment procedures and by
configuring the Notification rule for specific jobs and methods of
notification.

Customizing the Deployment Procedures for enabling Notifications:

ORACLE Enterprise Manager 10g Setup  Preferences Help Logout
Home |/ Targets JMGTTIPVLOIN N Alerts Campliance lobs Reports

General | Provisioning
Procedures > View Patch Oracle D =

Create Like Procedure

Cancel Save
=MName [XYZ Corp Lab Databases Patch Procedure
Description |Procedure for patching standalone Oracle Data
Staging Area Path  |%emd_root%
Enter the target's complete path to place binaries when running this procedure (e.d.,
Ampioracie)
Sudo Command  |sudo
Enter sudo command. If it is not in default path, specify full path (e.g., Jusrlocalhinisudo).
PAM Command  [pbrun
Enter Pluggable Authentication Module command . If it is not in default path, specify full path
(2.g., fusrkindgbrund.
Enviranment “ariables for sudo or PAR # Path separator var. use 4
st=)
if value <tests is ermpty
# Please do not modify this subroutine
sub isEmpty (8
my ($test) = @_; # string to check -
- %' i - »
clo or FAM in Perl format, These variables will be inserted
ac udo or PAM session for each step. Example: If vou want to set my_var to value
*&BC, then the following line should be added above: SENY{'my_var'} = "ABC",
Enable Motification
Procedure Status Motification Job Tag  [LabSys_DEPatching_Motification
The text provided will be prepended to the Motification Job Mame (30 characters max )
Status for which Rotification is to be Sent [ Scheduled =
Runnin
Suspended
F
Succeeded
Stopped -
Motification will be sent when procedurs is in one of selected Status in the list.
Enable )| Disable )| Delete ) Insert )| Edit Step
Select All | Select Mone | Expand All | Collapse All
Run
Select Name Type Description Privilege  Run Privilege Command Error Handling Mode
¥ Copy of Patch Oracle Procedure for patching standalone Oracle Database Skip Target ~

Database installations

Figure 47:Enable Notification for Deployment Procedures.

1) To enable the notification, do a ‘create like’ the out-of-box deployment
procedure. The above figure illustrates the ‘XYZ Corp Lab Database
Patch Procedure’, which is copy of the out-of-box - “Patch Oracle
Database” deployment procedure.

2) Select the check box Enable Notification. Provide a name for the
Procedure Status Notifications Job Tag; this is to create notification rules
specific to a deployment procedure. Also the job name can be associated
to create a rule specific to this procedure and set notification methods as
required. The figure above illustrates the Job tag specified as
“LabSys_DBPatching_Notification”, which is unique to the deployment
procedure used to patch lab systems at XYZ Corp.
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3) Select the different status from the Status for which Notification is to be
Sent list provided. These are the statuses for which you would want to be
notified for this particular Deployment procedure. In the example referred
in the figure above, the status ‘Action Required, Failed and Succeeded’ is
selected to receive the notifications for.

Configuring of Notification Rules:

The Provisioning Framework uses the out-of-box generic “PAF Status
Notification” rule to send notifications for the status of the procedure run.
The standard rule can simply be subscribed to send the basic Email
notifications. To access the Notification rules, Click the Preferences link
and Select the Rules link under the Notification section of the gun handle
options in the Preferences page. The figure below shows how to enable
Subscribe options for the ‘PAF Status Notification” rule to send Emails.
Click on Apply after subscribing.

ORACLE Enterprise Manager 10g Setup  Freferences Help Logout
Home | Targets Deployments Alerts Compliance Jobs Reparts

Seneral

Notification Rules

Maotification rules allow you tn choose the targets and conditions far which you want to receive notifications fram Enterprise \
Fewvert A I
S Manager. These notifications include e-mail, SMMP traps and running costom scripts \E2ET) \Shhl)
otification

m Create Like ) | Wiew Edit ) ( Delete ) | [ _Create | (_Assign Methods to Multiple Rules )

Breferred

Credentials

Schedule
Target Subtahs
J

Subscribe
(Send
E-mail)

Select|Name Owner Description
Systern-generated notification rule for monitoring ¥Web Caches’
O eb Cache Awailability  S¥ShAan availability and critical metric statuses =
and Critical States

Public

System-generated notification rule for monitoring the secureness of
& Wiglation Motification for — SYSMAN the database configuration ]
Database Security
Policies
System-generated notification rule for monitoring the availability of
@ | Eoecies Gt SV SMAN the DBMS jobs that are part of the Managerment Repository O
Awailability
System-generated notification rule for Provisioning Advisor
Frarnework: Motifies the instance creator of any status
=] PAF Status Motification  SYSMAN updates.

Figure 48:Subscribe to Emails for the Standard 'PAF Status Notification' Rule.

Advanced users can customize the standard “PAF Status Notification” rule
to receive notifications in required ways for specific deployment
procedures. For example, you might want to be notified by email for a test
system procedure, but for a production run would want to be well
informed on the status through SMS Alerts and so on. To incorporate
specific requirements and enable different methods of notification, it
requires editing the standard out-of-box notification rule and editing the
job with the specific name and associating specific Method of notification
from the pre-defined notification methods. The steps below illustrates this:

12) Do a ‘Create Like’ of the Standard ‘PAF Status Notification” Rule.
Provide a Name, for example based on the procedure you are
configuring this for like ‘Lab system databases patching procedure
notification’ rule. The figure below illustrates this.
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Create Notification Rule
General Availability Metrics Policies Jobs Methods

=Name |Lab system Databases Patching Procedure Motification

Description | Customized natification rule for notifications from the Patching procedure for Oracle
Databases in X¥Z Corp's Lab Notifies the instance creator of any status updates of

the procedurs run
Make Public
Allow other administrators to subscribe to this rule
=Target Type | Host
@ Apply rule to all Host targets

O Apply rule to specified Host targets or groups containing Host targets

General Awrailability Metric Folicies Jobs Ivlethaods

Cancel ) |(OK )

Cancel OK

Figure 49:"Create Like" of Standard PAF Noatification Rule and incorporating changes.

13) Select the “Jobs’ sub tab and edit the Job to associate the job name
(LabSys_DBPatching_Notification) with this new naotification rule.
Provide the name as the job nametag used in during the
customization of the deployment procedure for which notifications

is enabled.

Create Nofification Rule
Cancel | [(OK
General  Awailability  Metrics Palicies Jobs ethods
Add specific jobs (existing jobs) or jobs by criteria
Remave ) | Add | Jobs by Criteria ™ |"57)
Select All | Select MNone
Selec||.JoI) Name |Jo|) Type |Jol) Owner |J0|) Status ‘ Edit
% PAFMOTIFICATIONY PAF Motification Job All Cramers Started j
Figure 50:Edit the Job of the new PAF Status Notification Rule
Create Motification Rule =
Edit Job by Criteria
Cancel | (_Continue J

Jobs

Specify job criteria and their status for which you would like to receive notifications. You can use "%" as wildcards.

Job Mame |%LabSys_DBPatching_Motification%

Job Type | PAF Matification Job
Job Owner  All Owners

Job Status
Select the status for which you would like to receive notification.

O=cheduled ¥ Started [ Suspended  #Succeeded ¥ Problem

Cancel ) ( Continue |

Figure 51: Associate the job name of the Custom Deployment Procedure
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14) Select the “Methods” sub tab. set the required Notification Method
for the new rule. Can choose the basic Send Email Option or pick
from various Advanced Notification Method available or
incorporated by you. The figure below shows the notification
methods, which have been created and available with the
Enterprise Manger Grid Control.

Create Notification Rule

Cancel ) [(OK)
General Aailahility Metrics Paolicies Jnhs Methods
E-mail Notification
[l Send Me E-mail
E-mail messages will he sent at times specified on your notification schedule.
Advanced Notification Methods
Assign Method to
Name Type Description Rule
Remedy DefaultCategory_LowPriority. sl Java Callback This notification method is used by the TTConnector [l
Remedy_DefaultCategory_LowPriority_AutoClose. xsl Java Callback This notification method is used by the TTConnector O
Remedy_DefaultCategory _MMediumPriority. xsl Java Callback This natification method is used by the TTConnectar [l
Remedy DefaultCategary_MediumPriority_AutoClose. ksl Java Callback This notification method is used by the TTConnector (]
Remedy_DefaultCategory_HighPriority_AutoClose. ksl Java Callback This notification method is used by the TTConnector ]
Remedy_DefaultCategory_UrgentPriority_AutoClose.xsl  Java Callback This natification method is used by the TTConnectar [}
_ocdj_stappO4MotifyDevice Java Callback Systern generated notification device for data exchange hub ¥
ocdj_stapp04
Remedy_DefaultCategory_UrgentPriority. xsl Java Callback This notification method is used by the TTConnector (]
_stapp04_ocdjMotify Device Java Callback Systemn generated notification device for data exchange hub (]
stapp04_ocd)j
Remedy_DefaultCategory_HighPriority. xs! Java Callback This notification method is used by the TTConnector O
Default Remedy Helpdesk Ticket 05 Command Creates a ticket using the default Remedy Helpdesk ticket template [ud]

Figure 52: Set Notification Methods -Basic Email Notification and Advanced Notification
Methods.

Save the new rule, this completes the process of enabling notifications and
configuring rule for a specific Deployment procedure.

On executing the deployment procedure, based on the status selected
under “Send Notification For Status” list the users registered with the
OMS will receive notifications on various notification methods deployed.

Note: The Notification would be sent to all registered email address under
the EM user account. If you want this only to a specific group or
individual (for example, to the DBA group or DBA who is patching), you
need to create a shared EM user or a separate EM account for the DBA
and register the specific email address to Notification setup by logging
into EM with the specific EM user credentials.
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17.How can the out-of-box Directives be customized? If so how to do

Iit?

Out-of-Box directive can be customized my making a copy of the Perl
script associated and create it into a new directive. The use case in the
following example outlines the usage.

Example for this case is: Supporting Multiple Inventory case.

Use case: | have multiple inventories in my environment. Say one for
each Oracle Home. So, while patching the databases (single or a group),
the inventory location file is specified.

To support the use case, the Out-of-Box (OOB) deployment procedures —
Apply Patch steps needs to be edited to take up the extra parameter
(invPtrLoc), which OOB results to default value.

Create the new customized directive from the OOB Directive
Step 1: Select the OOB Oracle Directive from the Software Library.
Software Library: Deployments > Provisioning > Directives > Oracle
Directives >Patching >Common > All > Generic > ‘Apply Patch’
Directive.

¥ Oracle Directives Oracle Directives
P=BPEL Directive BPEL Direciive
B Comnenan Common
B~ Commaon Provisioning Utities Common Provisioning Ltilities
b CRS CRS

¥ Generic Ganeric
Agply Patch 04 Ready Untested 10 Tes1Directive descrigtion
Agply Paich 10203 01 Ready  Uniested 10 Apply Patch for 10203
Apply Patch Without Logging 03 Ready Untested 10 TesiDiractive description
Custom Prereg Checks (X} Ready Untested 1.0 TesiDirective description
Cust hutdown DB oa Ready Untested 10 TesiDirective descrigtion
Custom Validation Patch na Ready Lntested 1.0 TesiDirective descrigtion
Mapply Apply Patch 0.1 Ready  Untested 1.0 TestDirective description
PA_Apply_Post_SOL 07 Ready  Untested 10
Pa_spply_SOL 07 Ready 10
03 Ready 10
n4 Ready 10
03 Ready b 10203 quisitiy ¢hi
Sran SOL Apply 03 Ready 10
Step SOL Apply 03 Ready  Untested 10
BCRS
05 05
P RAC Provisioning RAL Provisioning

Figure 53:00B Directive: Apply Patch in the Software Library

Step 2: Select the directive and click Edit and take a copy of the Perl
script. (Open and Copy the Perl code to the local editor and save it

locally.)
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Best practice while doing customization is to create a ‘Custom Directives’
directory to segregate and store the custom directives. Use the Create
Folder option to create the folder.

Frovisiening
[Prevision a full stack of software from the operating systerm up to the application, onto & hardware server v April 24, 20068 5:56:31 PM POT | Pefresh
Directives Matwirks mages  Sutes  Assignments  Hardwars Clisttar Ad
Uptoad scripts or programs that stage and mstall components and images.
Wiew | Latest Version ™| 1 Go) Advanced Seach
Select Hame Type Revision su.:n-r: er::.-..i Pateh numb Product Descripi
O W Dinecties
G P CustomDirectins CustomDinectins
Figure 54: Best Practice: Create 'Custom Directives' to aggregate custom scripts
Step 3:Select the directory and click Create Directive.
*—O0—O—o0
Craats Dirsctivas: Dascribe

Parert CustomDliecibves

Provide & name and other detais for the Directives

Descriglion  Apply patch e wath Ireentory Ble specified

Product name/Paich
numiber

Praduct varsion

WVendor

Figure 13: Create Directive 'Apply Patch Multiple Inventory'

Step 4: Click Add to add the Arguments required for the ‘Apply Patch
Multiple Inventory’ script.

Configue

Create Directives: Configure

Lancel Save Back Néxt
Paren 1 CustomUirectives
gl d ling argument. Each argument may include  vanable Lo be set ker, a prefin and s, Th prefir and suffe text are appended bufore

Figure 14:Add Command Line Arguments for the script.

Make sure you enter a space character after the “Argument Prefix’ for
example “-invPtrLoc”

| Asgumern Prefix -amPirLos

Propery Name  |imtiLoc

Argument Suffix

Figure 15:Add the Argument Prefix followed by a space
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Repeat ‘Add’ action to add all the 5 Command line Arguments as seen in
the figure below. Set the Shell Type to “Perl’, since using a Perl script.

Note: If you have any other script other than Perl or Bash like ‘bat’ set
Shell Type to “‘Defined in Script’.

Configure the niw Directies

Edn } Remove | | _igd

Craats Directives: Configure

Farent  CustomDirectives

Command Line Arguments

e—O0—-oO

Configme  Upload File R

elect ArQUMEnt Fietis

2 gh

C -patchid

O -stageDir

O -patchsetRelesse
& imPirLoc

Froparmy Hame
oracle_home
patch_ids
Hage_dir
patchegtRelease
IePirLoc

Argument Suffix

Shall Type

Conflguration Properties

Perl w

[ Run Privileged

Command Line .oh Heracle_heme) parchid ${parch_lds) stageDir ${stage_dir) patchsetRelease dparchseRelease) ImPuloc H{lnvPuloc)

Specify command line arguments to be passed to the Directives. Each entry represents a single command line argument. Each argument may include a vasiable to be set later, a prefix and suffix. The prefix and suffix text are appended
before and after the propesty walue 1o produce the command line ssgument

Figure 16: Command Line Argument for the Apply Patch directive

Step 5: Click Next and Upload the Perl script from the local system.

O Uptoad Later
Crupload from Agent Machine
@ Uptaad fram Locsl Maching

= Fila name  CHOFFICIALIDPCustom | |Browse.

Craate Directives: Upload File
Parent CustomDirectives

Upload a file that has the content for the new Directives

wrently associated File Mone

Upload Fila e

Figure 17:Upload from Local Machine - Upload the script to the Directive
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Create Directives: Review
Cancel) (Save) (Back| Step 4 of 4 (Finish

Parent CustomDirectives

Review the configuration for the Directives. If there is a job assuciated with this Directives, then dlicking on the Finish buttan will save the Directives and also trigger off the job, whils the Save buttan will only save the Directives. ff no job is
associated with this Directives, then both the buttons behave the same way

Describe

Name Apply Patch Multi Inventory
Description  Apply patch on the Oracle home with Inventory file specified

Status

Maturity Untested

Praduct name/Patch number

Product version

Vendor

Last Modified

Last Modified By

Configure

Command Line -oracle_home ${oracle_home} -patch_ids ${patch_ids} stage_dir ${stage_dir}
| name §{ | name} § 3 invPirLoc
$invPrrLoc)

Shell Type Perl

Run Privileged

Upload File

File name pa_patch_oraclehome_multiple_inv.pl

Figure 18: Complete Review and Click Finish to add the new Directive
Step 6: Click Next and review the selection in the Review page.

Step 7: Click Finish and add the new directive to the Software Library.
Modify the ‘Apply Patch’ of the procedure to map to the new
directive:

Step 1: Select the Deployment procedure ‘Patch Oracle Database’, click
Create Like and edit the *Apply Patches’ to associate with the new
directive created.

Edit  SelectDirective  Map Properfies  Review
Edit
Cancel | Step 1 of4 Next

Edit the general information of the step or phase.
Select Step
=Name |Apply Patches

Description | Agplies staged patches in Oracle
Hornes

Type Library: Directive

Errar Handling | Inherit (Stop On Error) v

Figure 19: Edit the 'Apply Patches' step of the Procedure
Step 2: In Select Directive page, choose Select New Directive and pick

the new directive created. Make sure you select the Always Use Latest
Revision check box to associate the step to the latest directive.
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Edit Directive Step: Select Directive

@ Retain Selection O Selsct New Directive

Select Directive  Map Properties  Review

Current Directive Selected  Directives/Oracle Directives/Patching/Commen/All/Generic/Apply Patch

Cancel ) | Back]| Step 2 of 4 [Next )

A directive is currently selected based on its location in the Software Library. You can retain this selection, or you can select a new directive. Directives can be created in the Directives page in the Provisioning subtab, under Deployments,

Figure 620: Check 'Select New Directive' to pick the newly created directive.

Edit Directive Step: Select Directive

ORetain Selection @ Select New Directive

Select Directive

| Component Name  Apply Patch Multi Inventary

File name
Status | -Any- ¥
Froduct Name
o)
Select Component Name Type
@ Dirsctivas/CustomDirectives Apply Patch Multi Inventory Directives

Abways Use Latest Revision

Adirective is currently selected based on its location in the Software Library. You can retain this selection, or you can select a new directive. Directives can be created in the Directives page in the Provisioning subtab, under Deployments

Revigion | Al Versiong %
Matuity | ~Any- ¥
Author

Revision Status Maturity
0.1 Ready Untested

fy Ghecking this, the latest revision of the selected directive will be used. Latest revision wil be calculated at the time when this step is run. Please make sure that the latest revision is currently selected in the table when checking this.

Cancel | | Back | Step 2 of 4 |Next

Product Name  Product Version Description
Apply patch on the Oracle home with Inventory file specified

Figure 21: Select the new directive and check 'Always Use Latest Review .
Step 3: Click Next and Map the properties for the arguments as seen in the

figure below.

Edit Directive Step: Map Properties

Run Mode

Run Privilege | Nomaal v
Run Directive

Unchck tfis checkio:to skis rumming the script
Perform Cleanup
Uncheckthis checkbox to siip cleaning up the fles after stepis run

Directive Properties
oracle_home | <Enter Display Name for aracle_horr|<Enter Description Here>
patch_ids |<Enter Display Name for patch_ids» <Enter Description Herez
stage_dir |<Enter Display Name for stage_dir> [<Enter Description Here>
cammand_narne  <Enter Display Name for command_|<Enter Description Here>
patchsetRelease  <Enter Display Name for patchsetRe <Enter Description Here>

imPtiLoc |[<Enter Display Name for invPteLoc> |<Enter Description Heres

Map Properties  Review

Specify the values for the component andéor directive properties. You can also change the run privilege accordingly.

Choose Variable ¥ | Target Variable: oraHome

Choose Variable ¥ | Procedure Variable: patchiDs
Choose Variable ¥ | Target Variable: replacedStageDir
Set Value ~ |apply

Choose Variable | Pracedure Variable: patchReleazes

Ask User at Run-Time %

Cancel | | Back | Step 3 of 4 |Next

Figure 22: Map the properties for the Directive Arguments.

Note: If your inventory pointer location is a standard location for your
environment across targets, you can map that property to Set Value and to
the location in your environment. If it is not a common one and you would
want to specify during the inventory based on the target groups. Make the
property selection dynamic by setting it to ‘Ask User at Run Time’ as seen

in the figure above.
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Step 4: Click Next, review the selection and click Finish to complete
editing the step.

Step 5: Save the Procedure with a unique name (say Patch Oracle
Database with Multiple Inventory). Select and click Schedule
Deployment.

% Save Successiul

Patch Oracle DEtESE;a_Wﬁ;IEI‘mm:N Cass iz succe ﬁ@-smd

Deployment Procedure Manager

Deployment procedures are best practices
your emvironment. For more details click Help

Go

Software  patchsets. Note: Major uparade for example, D8 10,1 to 10.2 15 not supported. T

pravided by Oracle for various Provisioning ard Patching tasks. Procedures created by Oracle cannct be edited, bt can be extended using ‘Create Like', 50 that you can customize the procedure 1o fit

i= ¥
nerd__)_Edit ) Croata Like Delate ) | | Uploard
Last
Madifiod
SelectProcadure Type Desciipilon Dy Veusion Last Updated
= Patch Oracle Database Multiplskmentory Cass Patch Oracle Frocedure for patching standalone Oracle Database installations with Critical Fatch Updates, interim patches, and SUPER 10 Agr 24, 2000 6:20.06 PM FDT

Figure 23: Save the procedure and use for the Patching Databases with non-default inventory.

During the interview:

Specify the Inventory Pointer location in the Library Step Properties page
during the interview. Click through and submit the procedure for
execution and monitor the status of execution from the Procedure
Completion Status page.

Library Step Properties  Credenfials  Schedule  Review

Patch Oracle Database_Multiplelnventory Case: Library Step Properties

Library steps that user has inserted in customized Deployment Procedure can have unanswered properties. These properties are provided as runtime specific values

Expand All | Collapse Al
Library Step Property Value
¥ All Library Steps
¥ Apply Patches
Yaracle_homeYeloralnst.loc

ivPtrLoc

Cancel | | Back| Step 3 of 6 i Mext ;

Figure 24: Specify the Inventory Pointer location for the targets chosen.

Note: RAC Procedures support: The same can be applied to the RAC
Procedures and the same Apply Patch directive created can be used. So for
using in RAC Case, make a create like of the RAC Procedure, and edit the
‘Apply Patches’ step to uptake the new directive.

18.Can Deployment Procedures be executed using a Pluggable
Authentication Module (PAM) and sudo?

Yes. Deployment Procedures allow execution in sudo and other PAM
contexts. The sudo and the PAM command to be used throughout the
procedure can be specified while editing the procedure (see figure 58).
The individual directive steps can be chosen to run in normal mode,
privileged mode (which requires sudo setup at the target for superuser
execution for the command) or as a different user than the preferred
credentials. (If its EM 10.2.0.3, apply the one-off patch (5890474) on the
OMS Oracle Home).
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The use case is described below in italics:
The various actors (Operating System users on the target box) involved are:
1. Oracle: This is the Database Home owner. This is a locked account.
2. emd: This is the Agent Home owner.
3. foo: This is the user who is performing the patching operation.
These are just examples. The user names in actual environments may vary.
Requirements for the various users are as follows:
1. All the three users oracle, emd and foo belong to the same group, which
is the OS DBA group.
2. User foo can sudo to user oracle using foo’s password.
3. In the ‘sudoers’ file of the Target, foo should have access to
“<AgentHome>/perl/bin/perl”

The goal is to patch the Database Home using foo’s credentials.

Design Time experience (one time):
This process needs to be done just once to customize the Deployment Procedure.

1. User selects the Oracle shipped Patch Oracle Database Deployment
Procedure and does a Create Like for that Deployment Procedure and
gives it some name.

2. User selects run-as sudo for all steps in the edited Deployment
Procedure.

3. User selects the sudo command to be run. In this example it may be
*“sudo —u oracle”

4. User gives the staging location for the directives in “Staging Area
Path”. The default is %oracle_spool%/EMStagedPatches/Others.
Example: It could be %emd_root%/EMStagedPatches/Others
This directory needs to have 770 permissions. This could also be any
other directory, which can be written onto by user “oracle”.

5. User saves the modified Deployment Procedure (Patch Oracle Database
with sudo).

Run Time experience (every time):

This process needs to be done for every run of the Deployment Procedure

User selects the modified patching Deployment Procedure (Patch Oracle

Database with sudo) and runs it.

1. User selects the Database Updates to be patched.

2. User provides the location for staging the patch. The default for this is:
User gives the PA Staged location as:
%oracle_spool%/EMStagedPatches/Others
Example: It could be %emd_root%/EMStagedPatches/Others
This directory needs to have 770 permissions and it should exist before
the DP is run. This could also be any other directory, which can be
written onto by user ““oracle”.

3. Now user gives foo’s credentials (Patching User credentials)

4. Schedule and submit the job.
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ORACLE Enterprise Manager 10g Setup Preferences Help Logout
] Home | Targets METTIEIIOTTITIN Alerts | Compliance bs | Reports

Cancel ) (Save
= Mame |Patch Oracle Database with suda

Procedure far patching standalone Oracle Data

d_root%/EMStagedPatches/Others

Gel's complete palh to piace BiNanes when running this procedure (e.0., Ampioracls)

ormmanel. 17 i is not in defaull psth, speeify full path (e a., srlocalbinisudo)

Enter Pluggable Authertication Madule command. [T f 1= not in default path, specify full path (2.g., Asrinfbrun]

Environment Variables for sudo or PAM [y §PATHSEP = =% # Path separatar var. us
#isEmpty(<test>)

# Returns true if value <test> is empty
#Please do not madify this subroutine
sub isEmpty($)

{

; #string to check
I

& variables wil be inseried across 3 suda or Pak session fr

Enable ) Disable ) Delete ) insert )(_Edit Step
Select All | Select Mone | Expand All | Collapse All

Select Mame Type Description Error Handling Made g:‘il\:ilege
¥ Copy of Patch Oracle Database Procedure for patching standalone Oracle Database installations Skip Target
O Initialize Cormputational Initializes the runtime. Do not disable or delete this step Inherit (Skip Target) [
O ¥ For all hosts Parallel lterates over a list of hosts. Inherit (Skip Target) |
O W For all hames Rolling lterates over a list of Oracle Homes Inherit (Skip Target)
] OHPreProcess Cormputational Initial Inherit (Skip Target) |
=] Stage Patches Job Stag Inherit (Skip Target) sudo
(=] Start Blackout Directive Starts B ut o al an Oracle Home. Inherit (Skip Target) || sudn
] Stop Database Directive Stops Oracle Datab, Inherit (Skip Target) sudo
] Apply Patches Directive Applies ed patches in Oracle Homes Inherit (Skip Target) sudo |
] Run roof it script Directive Runs root script after applying a patchset Inherit (Skip Target) || sudn
=) Inherit (Skip Target) | sudo
| Inherit (Skip Target) | sudo
O Inherit (Skip Target) sudo
(] Start Database Directive Starts Oracle Database instances in an Oracle Home. Inherit (Skip Targety || sudn
=] Stop Blackout Directive Stops Blackout of Oracle Database instances in an Oracle Home Inherit (Skip Targety || suda
] Host Configuration Collection Job Refreches the configuration information about a host Inherit (Skip Target) (|| sudo
Enabie )( Disable )( Delete ) inser )(_Edit Step
Cancel Save )
Home | Targets | | Alerts | Compliance | Jobs | Reports | Setup | Preferences | Help | Logout

Copyright @ 1996, 2008, Cracle. Al rights reserved
Oracle, JD Edtwarts, PEOpIeSOf, and Retek are registered trademarks of Oracle Corporation and/or ts affiistes. Other names may be trademarks of their respective owners
About Oracle Enterprise Manager

Figure 67: Screenshot for modifying a Deployment Procedure for sudo

19.How can we back-up the deployment procedures? Or transfer
them from one Grid Control environment to another?

In version 10.2.0.3 there is an out-of-box PAR Deploy utility to export
deployment procedures created by a user and distribute them across
various Oracle Enterprise Manager deployments.

Provisioning Archive files can contain deployment procedures and/or
components and directives from Software Library. If you have created a
custom deployment procedure, which you would want to export to another
home, you would require creating a PAR file containing the procedure and
exporting it from the OMS. The same file can be imported or deployed on
another OMS either from the Ul or through the command line.

Refer to Section 10.4.2 — Importing or Exporting Deployment Procedures
under “Enterprise Manager Advanced Configuration” from the library list

at
http://download-west.oracle.com/docs/cd/B16240 01/doc/nav/portal booklist.htm
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20.What are the out-of-box variables exposed with deployment
procedures?

Enterprise Manager exposes several variables that can be used with
Deployment Procedures. These variables can be used by our customers to
customize their specific tasks like startup, shutdown, etc using their own
directives.

Database specific:

oraHome - directory of the ORACLE_HOME

instances - selected database targets from the ORACLE_HOME
all_instances_home- all database targets running from the
ORACLE_HOME

dbSIDs - all sids from the ORACLE_HOME

dbListeners - all listeners from the ORACLE_HOME

runRootScript - yes/no indicating if rootscript needs to be run

Automated Storage Management specific:

asmTargetHome — selected ASM target ORACLE_HOME
asminstanceName — ASM instance running from the ORACLE_HOME
asminstances — ASM instances running from the ORRACLE_HOME

Real Application Cluster specific:
racLocallnstnaceNames :
All local RAC Database instances running out of the ORACLE_HOME

racLocallnstanceTgtNames :
All local RAC Database Target names running out of the ORACLE_HOME

RacLocallnstnaceHomes :

All ORACLE_HOMES running the RAC database instances locally.
racLocallnstanceSids : SIDs of the local RAC instances running in the
ORACLE_HOME

Clusterware specific:

nodeName : Name of CRS node on which the RAC instance being patched
IS running.

crsName : Name of the Cluster.

Application Server specific:
oracleSid : Value of SID that may be present in an AS ORACLE_HOME

Global:
isPatchset - yes/no of if patchset is being applied to the ORACLE_HOME
replacedStageDir:  The absolute staging location of patches

patchiDs: List of patch ids selected
patchSrcs: Indicating whether the patches came from Metalink or software
lib

patchData :Uniform resource Names (URNs) of the patches
patchReleases : Corresponding release of the patches.
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targetVersion : Version of the target being patched.
Note: stageDir - the staging directory to wuse provided like
%oracle_home% (Use replacedStageDir)

21.1s there a CLI runtime for Deployment Procedures?

Yes, the Deployment Procedures can be run from Command Line
Interface. The basic CLI verb ‘emcli submit_procedure’ is enhanced with
the scripts, which can be utilized to run deployment procedures. This
supports command line execution of the deployment procedures out-of-
box and customized deployment procedure with option to schedule, scale
and customize the run time values dynamically.

Make sure the pre-requisite patch — 5890474 is applied to the OMS
10.2.0.3 and pick the latest EMCLI executables and templates from the
OMS Home.

For further details refer to Section 10: Using EMCLI to execute
deployment procedures under “Enterprise Manager Advanced

Configuration” guide from the library list at
http://download-west.oracle.com/docs/cd/B16240 01/doc/nav/portal booklist.htm
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22.Which log files are to be looked for in case of any errors while
executing the deployment procedures? Can these be associated
with the SR’s?

The Deployment procedure logs in OMS Home and the Agent Home of
the Target.

OMS Side logs:

Generic EM trace file - $OMS ORACLE_HOME /sysman/log/emoms.trc

PAF logs - $OMS ORACLE_HOME/ sysman/log/pafLogs/

For specific DP instance there exists a log inside:
$OMS_ORACLE_HOME/sysman/log/pafLogs/<name>_<instance_guid>.log

Agent Side Logs:
$Agent ORACLE_HOME/sysma/logs/emagent.nohup
$Agent. ORACLE_HOME/sysma/logs/emagent.trc

Advanced Options:

Optionally, to capture more details you can make the logging finer. Follow
the steps below to re-set the log level and capture the logs mentioned
above. (Note: Its advised to archive the old logs and have a fresh run after
resetting the log level to capture the fresh logs.)

In the OMS Side:
“$ORACLE_HOME/sysman/config/lemomslogging.properties”file
@ log4j.rootCategory=....
Replace the value of the above parameter to ‘DEBUG’.
Bounce the OMS for the changes to take effect:

OMS Home/bin/emctl stop oms

OMS Home/bin/emctl start oms

In the Agent side of the Target:

AGENT_HOME/sysman/config/emd.properties
tracelevel.Dispatcherr=DEBUG (Writes to emagent.nohup)
tracelevel.command=DEBUG  (Writes to emagent.trc)

Re-load the agent: $Agent. ORACLE_HOME/bin/emctl reload agent

The settings above are to be set only when you want to extra details and
when the logs don’t have sufficient information to debug the issue. Make
sure to set the debug level back to the original levels after reproducing the
issue.

While reporting issues with deployment procedures, associate the tar/zip
of the logs from both the above locations with the SR.
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23.Can | solve conflicts while applying NApply patches using
Deployment Procedures? If so, how?

The standard patching Deployment Procedures intelligently identify if a
given patch is a normal patch or napply and calls the corresponding

command to apply the patch.(Either apply/napply).

The procedures by default trigger napply with OPatch option: skip_subset.
(Skips the molecules from applying if it is a subset of any patch in the

OH)
The OPatch also has other options like:

skip_duplicate: Skip the molecules while applying, which are

duplicates of that in the Oracle Home.

skip_conflict: Skip the molecules while applying , which are

conflicting with any patches in the Oracle Home.

skip_missing_components: Skip the molecules while applying,
which have some dependant components, which are missing, in the

patch or in the Oracle Home.

In case of conflicts during applying a patch, the application of the patch
will fail and the logs would explain the reason behind the failure. In that
case, one could use any or all of the above OPatch options to successfully

execute the patch application through the procedures.

(This can be adopted by default but watch out for the logs of the Apply

Patch step).

All the above options are already available as a part of the Perl directive
code, which is commented out by default. Uncomment the lines to be used
as a part of the procedure. The procedure to skip the errors/conflicts
during patching and apply the rest of the molecules/patches is described

below:

The directive “Apply Patch 10203 has to be edited to enable this. Do the

following:
a. Go to “Deployments->Provisioning->Directives”
b. Select>

Directives/OracleDirectives/Patching/Common/All/Generic/ApplyPatch and

click Edit
c. Go to Upload File section.
d. Download the file “pa_patch_oraclehome.pl” from here.

e. Edit it as given below and upload it back by selecting Upload

from Local Machine.
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The changes to be done to the directive are:
Go to line 1370 and removes the comment and put the comment to 1371.
Similarly remove the comment on line 1397 and put it on 1398.

1370,1371 - Before
#. " $skip_conflict $skip_missing_comp $skip_subset 2>&1");
" $skip_subset 2>&1");

1370,1371 — After
. " $skip_conflict $skip_missing_comp $skip_subset 2>&1");
#. " $skip_subset 2>&1");

The existing flow for applying CPUs is illustrated in the following
screenwatch:

http://download.oracle.com/enterprise_manager/10203 CPU_Patching/10203 CPU_Patc
hing.html

24.Can | provision Single Instance Databases using deployment
procedures? If so, how?

One can provision Databases from either a reference Installation or from a gold
image in the Software library. This can be done through the procedure * Oracle
Database Provisioning” under the page ‘Provisioning Procedures’ from
‘Deployments’

The example below shows the steps to provision Databases using the ‘Oracle
Database Provisioning’ procedure.

1) Select the procedure “Oracle Database Provisioning” from the

Deployment Procedures page under Deployments tab. (See figure
below).
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ORACLE Enterprise Manager 10g Setup Preferences Help Logoud
Home | Targets JTIUCVULSLCEN Alerts | Compliance | Jobs | Reports

Deployment Procedure Manager

Procedures Procedure Completion Status Recycle Bin

Deployment procedures are best practices prowded by Oracle for vanous Provisioning and Patching tazks. Procedures created by Oracle cannot be edited, but can be
extended using Create Like', so that you can customize the procedure to fit your emvironment. For more details click Help

Search Text Fields Go Advanced Search
= =
Wiew ) Run Create Like | | Upload 1-25 of 1 | Next25 =
- —_— - —_ T : :
Modified
Select|Procedure Type Description By Version © |Last Updated
Database This procedure installs or clones a single instance catabase Oracle 345 Apr 26, 2007 5:15:23 aMm POT
Prowisioning  home and configures a database on the selected hosts. It follows
the best practices specified by the Oracle Database Installation
Guide, 1y
Delete/Scale down Oracle RAC This procedure deletes nodes from Oracle Real Apphcation Cracle 345 Sep 5, 2007 9.57 56 AM POT
Real lication Clusters  Prowisioning  Clusters in order to scale down the cluster or completely delete
the cluster o]
O One Click Extend Cluster RAC This procedure will extend an existing cluster database to a set of Oracle 3.45 Sep 5, 2007 9:57°58 AM PDT
Database Provisioning  new nodes. Oracle Clusterware and Oracle Database will be

extended and configured by the procedure. [o]

Figure 68: ‘Oracle Database Provisioning’ procedures.
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ORACLE Enterprise Manager 10g Setup Praferences Help Logout
srid Control Home | Targets JMOITIMYUTHITEN Alens | Compliance | Jobs | Repons

Procedures >
View Procedure
Create Like ) |  |Fun) | Done )

Mame Oracle Database Provisioning
This procedure installs or clones a single instance database home and configures a database on the
selected hosts. It follows the best practices specified by the Oracle Database Installation Guide, 2
Type Database Provisioning
Last Modified By Oracle
Staging Area Path “emd_root®
Sudo Command  sudeo
PAM Command  phrun
Preferred Command Interpreter for PAM and sudo
Environment Yariables for sudo or PAM ## el Common ewironment vanables -
setenv("LD_LIBRARY _PATH_SMMO" "$ENV!
setenv(”PERLSLIE","$ENV{ EMDROOT Wperliit—
seterv("PERL_BIN","$ENVIEMDROOT Yper/bi
setenv("JRE_HOME" "$ENV| EMOROOT jdksji
setenv("LD_LIBRARY _PATH" "$ENVIEMDROC
selenv("LIBPATH","$ENV{EMDROOT Jib32:3E

D . . o
Last Updated Apr 25, 2007 5:15:23 AM PDT
Enable Notification [J

Procedure Status Motification Job Tag
Status for which Motification is to be Sent

Description

Expand All | Collapse Al

Name Type Description
¥ Oracle Database Provisioning This procedurz installs or clones a single instance database home and configures a database on the selected
hosts. It follows the best practices specified by the Oracle Database Installation Guide.
Initialize Deployment Procedure Computational Initializes the current Deploy t Procedure stion. Do not disable or delete this step.
¥ Database Archive Parallel Database Oracle home from the reference host is archived.

Database Archive Directive Prepares an srchive of the database Oracle home. The database Oracle home from the reference host is used

to prepare the archive,
¥ Deploy Oracle Database Parallel Prepares the Jatabase stage area for provisioning database.

Stage Prerequisite component Component  Stages Prerequisite component on selected target hosts.

Execute Prerequisite Checks Directive Executes the prerequisite checks on the hosts on which the database is being provisioned. This step is
performed on Unix platforms.

Check if Fixes are Required Computational Check if the nodes need to be fixed.

Execute System Fixes Directive Performs system level fixes based on the prerequisite check failures in the previous step. This step is
perfnrmed on Liniv nperating systems This step is skipped if the ‘Fyerite Praraquisite Charks’ step is
disabled or if ion is ful. This step requires sudo privil as root.

Verify Prerequisite Checks Directive Executes the prerequisite checks on the nodes to provision the cluster. Any failure in this step indicate that

one or more prerequisite checks have not been fixed automatically and need manual intervention. It is
recommended that you fix the problem and then retry this step in the failed nodes. This step is performed on
Unix operating systems. This step is skipped if the ‘Execute Prerequisite Checks' step is disabled or if
execution is successful.

Copy Clone Database Archive Job Copies the database archive from the reference host to the target hosts that require database Oracle home for

clone option,
Stage Clone database Archive Directive Stages the dstabase archive to the database Oracle home location on target hosts for clone option.
Setup Database Stage Area Component  Sets up the Stage Area for a database install from shiphome.
Verify Prerequisite Checks Directive Executes the prerequisite checks on the nodes to provision the cluster. Any failure in this step indicate that

one or more prerequisite checks have not been fixed automatically and need manual intervention. It is
recommended that you fix the problem and then retry this step in the failed nodes. This step is performed on
Unix operating systems. This step is skipped if the ‘Execute Prerequisite Checks' step is disabled or if
execution is successful

Install/Clone Oracle Database Directive Lays down Oracle database software bits.

Root scripts Directive Executes rool scripts

Refresh Host Configuration Job

Run Database Confiquration Tools Component  Executes database config tools on the target hosts.

Create SPFile Directive Create the SPfile for the database instance.

Database Werification Run Directive Executes the database verification utility on each host.

Clean up Database Stage Area Directive Executes a script that cleans up the temporary database stage area that was set up for database
installfclone

Create Like | Fun | | Done )

Home | Targets | Deployments | Aletts | Comphance | Jobs | Repords | Setup | Preferences | Help | Logout

Copyright @ 1996, 2007, Oracle. Al nights reserved.
Oracle, JO Edwards, PeopleSoft, and Retek are registered trademarks of Oracle Corporation andior its affiiates. Other names may be trademarks of their respective owners.

About Oracle Enterprise Manager

Figure 69: Steps of 'Oracle Database Provisioning' procedure.
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2) Click on Run to start the procedure. The source of can be selected
either from the Installed Home or Software Library. In this example we
will use the database clone component in software library to provision.
(See figure 59 and 60 below)

7y e
e
Select Source and Destination Custom Step Paramaters Review

Oracle Database Provisioning: Select Source and Destination

(Cancel ) Step 1 of 3 | Mext

This procedure installs or clones a single instance database home and configures a database on the selected hosts. It follows the best practices specified by the Oracle
Database Installation Guide.

Select Source
@ Installed Horne O Software Library

Source Host | | ,,5?

B=Source Host details

B=Source Host credentials

Specify Destination Host Settings

Add one or more targets to provision or clone Oracle database. All fields are required for each destination. The Oracle Home and Oracle Base must be an empty
directory or one that does not exist on the host. A warking directory for staging termparary files, is required for each destination host

(CAdd_ ) | Paths | Same for all hosts | Credentials | Prefzrred
Oracle Oracle Working Oracle Home User Oracle Home Agent User Agent
Host Name Base Home Directory Name Password Name Password Remove

Mo targets selected. To select new target(s)
use Add. " option

| Remowe All )

Additional Parameters |
Eg -invPtrLoc Momeiorainst Ioc (o use & non-detauk orscle invertory locstion)

PSchedule (Immediately}

Figure 70: Source Selection: Installed Home or Software Library.

Select Source
Cnstalled Hore @ Sofware Library

Cornponarit

Location

Figure 71: Select the Source from Software Library.

3) Select the pre-staged database clone component from the Software
library. (See figure below)

Select Component for Oracle Database

fio Information

This page allows you to = a zipped up shiphome or Gold Image of an Oracle Home from the Software Library

Search

Component Marme Fevision
Subtype Sy . File name
Status
o
Fafresh ) 1-5 5 ~ | Mext 1
P *
Salect|Com e Erean Mo 1 aeation Veana tar |[Ravision | Staros Ve '
My-DE-Clone Components/hdy-DE-Clone 01 Active Unknowrn
2 MY FANVAIKDE Components/hYFAVAIKDES 0. Ready Unknown
My TelstraDbC ormg . wonents/MyTelstraDbCoamp o1 Jy Uk nowwn
L= onents/SIDE 1 D2030 1 Ciracl 01 iy 10 2 0.3 ]
(m] =) =l int's gold image for DB o O
Horr
¥ TIP The selected components must be reion 10 0.1 or abowv

Figure 72: Select "SIDB10203Clone"
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4) Proceed to select the Destination Target for provisioning the database.
The Enterprise Manager shows up the pre-selected target list, which
matches the criteria of the Source selected. (See Figure #62 below).

Select Target(s) for Oracle Database

Cancel ) Select
. J =L

Search

2 Show all hosts
Disple all th t=,

=} Show suitable hos's
Misplay=s the list ¢ vt

Type

Host Name

Platform
DS YWendor Red Hat ~
OS Version 269 =~
Go_

& TIP You can use %' and ™ as wildcard replacerments in the text field for example, Y%value’ or "Yovalue%' or "value%’
r similar pattem:

Previous 5 | 6-10 of 12 ~ | Mext 2

zlect All | Select None
Select/Host Name Version Platform [Status
» stacu2l us oracle com Red Hat Enterprise Linux AS release 4 (Mahant Update 3) Linux x86 o

] rachnuxl us le com Red Hat Enterprise Linus

: release 4 (Mahant) Linux =56 1T

(. stapn? 1. us. oracle. com Red Hat Enterprise Linux AS release 4 (Nahant Update 3) Linux x86 <7

Figure 73: Pre-populated destination target list as per the Source selected.

5) Fill in the details of Oracle Base and Oracle Home on the Destination
target. By default the values for Oracle Base and Homes are populated as
per Oracle best practices, override for your usage. (See figure #63 below)

6) By default Credentials are set to ‘Preferred Credentials’. If not stored,
select to override. In this example ‘Override-Same for all hosts” option is
selected and filled in the details of the Home and Agent credentials.

)

p—
Select Source and Destination Cusom Step Paramaters Review

Cracle Database Provisioning: Select Source and Destination
Cancel ] Step 1 of 3 [Mext )

[This procedure installs or clones a single instance database home and configures a database on the selected hosts. It follows the best practices specified by the Oracle
Patabase Installation Guide

Select Source
O Installed Home © Software Library
Component |SIDB10203Clone '45?
Location |Components/ZIDB10203Clone

Specify Destination Host Settings
Add ane or more targets to provision or clone Oracle database. All fislds are required for each destination. The Oracle Home and Oracle Base must be an empty directory ol
one that does not exist on the host. A working directory for staging temporary files, is -equired for each destination host.

Add.. ) | Paths Sameforallhosts v | Credentials | Override - Same for all hosts v
Oracle Home |Oracle Home |[Agent User Agent
Host Name Oracle Base Oracle Home Working Directory |User Name Password Hame Password Remov
stacu?1.us oracle com |fscratch/provpckB/db | |fscratchiprovpckBAdb 1 /cing [Ampisidb provusr provusr m
Rernowve All

Additional Parameters
Egy: -invFtrLoc homedorainzst los (o uss & non-cetault oracls inventory location)

PSchedule (Immediately)

Cancel ) Step 1 of 3 [Mext

Figure 74: Provide in details on the Destination Target.
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7) Click Next to proceed on the ‘Custom Step Parameters’
step. Fill in values attributes asked for.(See Figure #64 below).

Please provide values for the following variables that are not known

Expand All | Collapse All
Custom Step
¥ All Custom Steps
¥ Step: Run Database Configuration Tools

Oracle System Identifier (SID)

Database Domain Name

Database Template Name
Database Password

Database File Location

Response File Location

Custom Step Paramaters  Review

Cancel ) | Back | Step 2 of 3 |Next

Property Value

ortl

& detabase is referenced by at least one Oracle instance which is uniquely idertified from any cther instance on & computer by a SID. The lenoth of SID may not excesd § characters. Enter SIDs a5 &
comma separated list g, orch orel2,orcl3. Each S0 wil be configured with the correspandingly ordered ORACLE_HOME in the 'Specify Destination Host Setings'. In order to creste detabases with the
same 91D for all homes, enter one D eg. arcl

Specify domain name to be used for database creation. You can leave this valug blank if domain name is not required. Global Detabase Name wil constructed using SID and domain name ey,
orclmycampany.cam

Specify termplete nome to be wsed for delobase crealion If not specifed, defaut templete wil be used
This password is used for SYS, SYSMAN, SYSTEM, and DESHMP accounts

Jscratch/provustioracleHomes
The Datahas File Locafion specified would be used for detabase storage. For best database organization and performance, Oracle recommends instaling detabase files and Oracle Software on
separate disks,

Specify the abzolute path of the pre-created detabase configuration responze file on the targets hosts to be used for detabase configurstion. If no response file is provided then defautt configuration
options will be used

Figure 75: Fill in values for the Custom Step Parameters.

Database password is applicable to accounts SYS, SYSMAN,
SYSTEM, and DBSNMP.

Mandatory parameters: ‘Oracle System Identifier (SID)’,
‘Database password’,” Database File Location’,

Optional parameters:

Database Domain Name, Database Template Name (If you want a
template based Provisioning), and Response File Location: If not
specified, the default configuration options will be chosen for the
provisioning.

Note: For installing multiple SIDB instances provide comma-
separated list of SID’s.

8) Click Next and proceed to Review the options selected.

(See figure below)
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Oracle Database Provisioning: Review

Select Source

Software Library
Component  SIDB10203Clone
Location  Components' SIDB10203Clone

Specify Destination Host Settings

Faths  Same for all hosts  Credentials

Host Name Oracle Base
stacu2l us. oracle.com fseratchiprovpekBidbl
Custom Step Paramaters

Custom Step

¥V All Custom Steps

Oracle System Identifier (SID)
Database Password
Database File Location
Response File Location

Sehedule
Start Date One Time {(Immediately)
Grace Penod  Indefinite

Review your selections in the summary displayed below

Oracle Home
feseratch/provpekBidb 1 /cindb

¥ Step: Run Database Configuration Tools

Review

Finish )

Cancel Back | Step 3 of 3 )

Override - Same for all hosts

Working Directory Oracle Home User Name

Mtmp/sidb

Agent User Name

provusr provuse

Property Value

orcl
fscratch/provpckB/db2/oradata
--Unspecified--

Figure 76:Oracle Database Provisioning-Review the Selection

9) Click Finish to execute the procedure and monitor the steps from the
Procedure Completion Status page.

On completion of the execution, there will be a new Database provisioned on the

destination target.

For Oracle Home Software Clone only:

If you want only to do Cloning operation, do a create like of the *Oracle Database
Provisioning” procedure and selectively disable steps of Database creation and
save as a custom procedure. (See figures below)

Hame Type
W Cuacle Databaze Home Cloning Procedure

Insiize Deployment Progedure

Parallol
Directive
Parallal
Host
Command
Parallel

Jub
Directve

InstaliClone Oracly Databagse Directhar
Ristt seripts Diractive
Clean up Database Flage Aes Directve
W Targets Discovery Parallel
Refesh Host Confguration Job

Computational Initiskzes the cusment Deployment Procedure execution. Do not disabe or delete fis step.

Componenl  Sels up the Stage Area for @ database install from shiphome.

Description

This procedure installs or clones & single instance database home and configures & dalabase on the seleciad hosts. Itfollows the best practices specified by the Oratle
Databast Instasstion Guide

Databast Oracht oM Bom B rRencs Rost is archived

Prepares an archive of e database Oracle home. The da1abase Oracle home from the reference host is used 1o Drepare the archive.

Prépanes Agant Horma Tor imventory collchan of naw homes

Adis group wiite permissions to OLIINYeNsores. 50d o enabie seamiess host collecions.

Prepares the database stage area for provisioning database.

Copies the database srchive from the reference host bo the target hosts thal require database Oracle home for clone oplion.
Stages the database archive 10 the database Oradle home 10<abon On Larget hosts Sor Clone opSon.

Larys down Oracle dababase soSwane bits

Extutas oot $ripts

Exgcutes a s0ript that cleans up the temporasy databate £1age area thal was 6t up Tor database insallitione,
Performs & targed discovery and registers new targets with Enterprise Manager,

Figure 77: Cloning Procedure: Created from 'Oracle Database Provisioning' procedure.
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25.Can | apply patchsets say 10.2.0.4 on 10.2.0.2 DB using
Deployment Procedures?
To apply patchset upgrades say 10.2.0.4 on top of 10.2.0.3/10.2.0.2 or

10.2.0.1 you can use the standard ‘Patch Oracle Database’ procedures with
just enabling the ‘Run Root Script step.

Do ‘Create like’ of the standard procedure and enable the ‘Run Root
Script’ and save the procedure assay ‘Patch Oracle Database (Patchsets)’.

Type Description
Frocedune fo
D 101

standalone Oracle Database mstallations with Crtical Patch Updales, mlerm patches, and patchsets, Note: Major upgrade for examgle,

I Initializes the runtime d g alsa downboads patch from Metalink and creates softwans library componants, for sl patches selacted 1o run from Masakn
Do not disable or delete this step

Parallel Herstes over a list of hosts.

Rolling Herstes over & list of Oracle Homes

et disable or delote this step

Computations

Computational Ini
Job 1
Job

= seboctod patchos inta Orac 6350 ensurs that the patching user has staging / write parmissions in the Staging Location Stage Lacation
Example: %eemd_root%EMStagadP,
Computational Starts Blackowt of Oracle Database Instances in an Oracle Home

Directive Stops Ovacle Database instances in an Oracle Home

aiches.

Dinectie  Applhes staged patchis in Oracle Homes

Job Refreshes the configuration information about a host

Figure 78: Enable 'Run Root Script' step to apply DB patchsets.
Note: On enabling *‘Run Root Script’ step, set the step to execute in SUDO or
PAM (say pbrun, suexec) mode for example: sudo —u root or pbrun root

Support: The procedure supports minor upgrades of database like 9.2.0.x to
9.2.0.X, 10.1.0.1 to 10.1.0.X, and 10.2.0.1 to 10.2.0.X (X=2,3,0r 4) of a version
of a database. Deployment Procedures does not support upgrading major version
like 10.1.0.x to 10.2.0.x

26. Can | Provision or Patch 11g Databases using Deployment
Procedures? Does it require any certification patch to be applied
to the OMS?

Yes, 11g DB can be Provisioned and Patched using Deployment
Procedures.

To provision 11g DB: Use the standard provisioning procedures like
‘Provision Oracle Database’ procedure. You do not require any
certification patch over the OMS of EM 10.2.0.4

To patch 11g DB: With CPU and One-off patches.

# Apply the patch '6058648' on the Oracle Enterprise Manager
(OMS_ORACLE_HOME) to get the support and use the standard
procedure 'Patch Oracle Database'.
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