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Oracle Database Lifecycle Management

From Provisioning to Compliance & Everything In-Between
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Agenda

Database Lifecycle Management: Key Drivers

Database Lifecycle Management

* Discovery and Initial Provisioning

* Patching and Change Management

* Configuration and Compliance Management
* References and Case Studies

 Summary of benefits with focus on Exadata and 12c¢ multitenant
databases
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Top 12 Database Administrative Challenges
IOUG Survey (2012)

31%
39% 29%
20% | —
— Manual y —
o) Repetitive Tasks 31% Handle Securit
47 A) Patch to P oy ’ Threats !
Current Levels rgv'i'on'ng
ystems
Manage Large
- 24% No. of Databases 28%
Diagnose 21%
Performance 44%
o L — .
- Promoting Database Resource & Capacity
Tracking System 20% Pl .
17% Configurations Changes anning
, : —
Metering & Rapid Growing Database
Chargeback Reporting Tune SQLs Structures

IOUG 2012 Survey - Between Big Data to Databases in Cloud
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Top 12 Database Administrative Challenges

Lifecycle Management Challenges

Manual
47% Repetitive Tasks Handle Security
Patch to Provisioning Threats
Current levels Systems
Manage Large
- No. of Databases
Diagnose
Performance
Tracking Svstem 44% Promoting Database Resource & Capacity
Ing Sy 20% Planning
17% Configurations Changes
L — L —
Metering &  — Rapid Growing Database
Chargeback Reporting Tune SQLs Structures

IOUG 2012 Survey - Between Big Data to Databases in Cloud
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Database Lifecycle Management

oy

Discovery & "
Provisioning '\ . '

Patching &
Change
Management

Discover
assets and
provision
software on
them
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Configuration
& Compliance
Management

Track
inventory,
configuration

drifts and
compliance




Database Lifecycle Management

Discovery &
Provisioning
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Automated Discovery
Know What you have

Without Enterprise Manager

Run Standalone Network Discovery Tool
Enterprise Manager 12c Solutions

Manual discovery with Host and Network scan of known software and
Server names @ ports

@ Agent-based automated discovery of

Challenges and Problems
unmanaged targets

Cumbersome process

Risk of missing out

ORACLE’




Two Layer Discovery

Network Discovery Agent Discovery

* |P scanning techniques based on * Automated Daily discovery
Nmap

* Discovery scripts run to find Not Yet
* Discover unmanaged ( no EM agent Managed (NYM) software (targets).
installed ) servers and services on a

. : * Newly discovered targets in Auto
port ( ie TNS Listeners )

Discovery Results — Non-Host Targets
* Promote targets from

» o B * Promote targets from “Unmanaged”
Unmanaged” to “Managed

to “Managed”
* Integrated workflow for agent
deployment

ORACLE

* Install details automatically
populated.
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Promoting Discovered 12c Database

DB12 Container Database

Properties Install Packages Credentials Parameters Rewview
C{:lnﬁgu - L /
* Mame |crondb 12.us.oracle.com {Container Database)

Type Database Instance

* Database System  |[crmdb 12.us.oracle.com_sys

Cancel

Step 1o0f 5 Mext

Test Connection

Mame Value |
Cracle Home Path [fecratchfaime fapp/faime /product/12

Monitor Username dbsnmp

Monitor Password T

Role MORMAL [ ]

Listener Machine Mame N,

Port 1521

Database SID crmdb 12

Preferred Connect String
Enter the connection string that OMS should use when connecting to the target database. If blank,
the OMS would automatically construct one using the host, port, SID provided abowve.

= Pluggable Databases

Pluggable Database Discovery Mode | Auto [ D B 1 2 P I u gga b I e D ata ba SeS

Edit| Remove | Remove All | Test Connection |

Sync All | Add

Cancel

Sasl=ci ! o 1% 2 N P , | MName Default Service Mame |
crmdb 12, us.orade.com_CRMPDE 12 < CRMFPDE12 crmpdb 12.us.orade. com
crmdb 12.us.orade.com_CDBEROOT CDBSROOT crmdb 12.us.orade.com

Step 1of 5 MNext

ORACLE
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Provisioning Databases
Provision test, development or production systems

Without Enterprise Manager

Manual or scripts based Installation
Enterprise Manager 12c Solutions

Silent Mode installation with Aut tod Mass Del "
response/template files @ utomare ass beploymen
Standardization using Provisioning
Challenges and Problems Profiles
Long and Error Prone process @ Role and Access Separation

Lack of Standardization

ORACLE’



DB Cloning using EM12c Provisioning

DB Provisioning

* Mass Deployment of Oracle Software Save Gold image (and Deploy saved Image and
: : tionally data) f data to target systems with
(Database, Real Application Clusters) POl o) o souree e
e Supports all versionsup to 12.1 library

including Pluggable Databases

Gold Image cloning and standardized [ "EEE ]

software deployment via Profiles

* Lock down access for controlled and ~ >ouree P8 systems
error free deployments

Target DB Systems

ORACLE
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Multitenant Database Provisioning
EM enabled fast, flexible copy and snapshot of 12c Pluggable Databases

ORACLE

Copyright © 2014 Oracle and/or its affiliates. All rights reserved.

Create CDBs with
multiple PDBs

Unplug and plug full
data and application

Useful for

* Upgrade Testing

* Functional Testing
* Agile development

Storage efficient
snapshots within a
container database



Standardizing Deployments
EM enabled fast, flexible copy and snapshot of 12c Pluggable Databases

* Provisioning Profile

* Gold image with specific patches, configuration, etc
* Stored and versioned in Software Library Profile

* Clear separation of Designer and Operator roles

* Lock Down

* |nputs to Deployment Procedure that cannot be
edited by Operators

* Used together guarantees standard deployment
of new databases

ORACLE

Deployment Procedure
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Profiles and Lockdown

ORACIL.E Enterprise Manager Grid Control 12g

o

Help +

Create Database Provisioning Profile

Reference Host
Reference Host

Oracle Ho“me Details

Select Host

Capturing Provisioning Profiles o B _concs

This process will create a provisioning profile consisti
input to the provisioning process at a later kig

Select the reference host

Select Operations to include as part of Profile
Grid Infrastructure Gold Image
Oracle Database Gold Image

Grid Infrastructure Configuration Properties
Oracle Database Template

adcz2100196: 7802 em/ffaces/profilebuilder-task-Flow/db-profile-selhost?_.

ORACIL.E Enterprise Manager Grid Contral 12g

o

Help +

Create Database

Database \v‘er;ion and Type DatabaseﬁTemplate IdentiFicationmand Placement Storage Locations Initialization Parameters

Storage Locations
Specify storage type and File locations. You can parameterize file locations using variables. View Variables

Storage Type ff:s

File S

Automatic Storage Management (

em

Database Files Location @
Specify the location where datafiles, tempfiles, redo log Files, and control Files will be created.

ocations From Template
Common Location For Database Files
Location

Use Oracle Managed Files {OMF)

Recovery Files Location @
Use Fast Recovery Area

Specify the location where recovery related files (archived redo logs, RMAN backups, and other related files) will be created.

Recovery Area Location

Configuration ¢

Additior

Save Back | Step 4 of

=1

Jptions

7 % Cancel

Fast Recovery Area Size (MB)

Archive Log Settings @
Enabling archive logging protects database from media Failure. By default, archive logs ar| o Fas!

mode

Locked values shown in read only

Enable archiving

ORACLE’
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DATABASE DEPLOYMENT
£20.076 Billion in Revenue

93,000 Employees in 170 Countries
5,000 Databases

Case Study

FOCUS ON
Database-as-a-Service

Challenge:
* Growing application sprawl

* Application deployment was slow, complex
and expensive

* Database infrastructure was “rapidly falling
into legacy”

 GOAL: Make BT #1 for customer service and
cost reduction

ORACLE’

After Oracle Enterprise Manager:

* Consolidated databases onto private DBaaS
Cloud

* IT team now manages 30% more databases
with 20% fewer personnel hours

* No more wasted time: harmonized
management tools, processes, and
methodology

* Reduced server sprawl, increase operational
efficiencies by deploying databases faster



BT@ Case Study

“Spinning up a database, a process that used to take two to three weeks, now
takes us only 19 minutes, something like a 1,000% improvement in

deployment time. Accelerating deployment to this degree has brought us much
closer to the customer service levels our business goals demand.”

Surren Partabh
Chief Technology Officer
BT Operations

ORACLE’




Database Lifecycle Management

Cnnﬁguratinh
& Compliance
Management

Y

End-to-end
management

of patches,
upgrades,
and schema
changes

ORACLE
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Patching

Maintaining Patch Levels

Without Enterprise Manager

Manual installation either directly or
using scripts

Multiple people involved across
multiple hours to cover the
environment

Challenges and Problems

Predictability

Downtime Management

Scalability

ORACLE’

Enterprise Manager 12c Solutions

@ Automated Mass Deployment

Minimize Downtime, identify issues
with pre requisite check

Patch Templates and Compliance
Standards



Typical Database Patch Management Process

Identify Download patches Identify Apply on Create/update
patches to local system targets Test system (optional)
‘ @ @ 3hre. ~] @ ~] @ pl b, Scripts
° CO m p | eX I W% @
3 hrs. 8 hrs. 3 hrs.
° M I - Quarterly Security \\\ A == = e 2 days to
dnua Patch from Oracle “\ 4 A ' ' ) 1 week
= Service Requests )
* Error Prone - Palchrom other SF:E:E ‘Srggﬁr?glos;ngﬁiork Based on
) Conflicts ~ [elo0ereas
Ti . 1 day to detected?  (rAC singe
° lime consuming ...l . . instance, DR)
g : Help File SR, monitor, 2 weeks [lﬂ1 10
Desk : Createan replace with merge 01”0
- incident patch
Apply across Test systems
Request for downtime / @ 1 week
retrieve approval ] ]
Test patch in QA environment FTP
atches
: Request for downtime / @ 2 weeks P
. . . retrieve approval . i @ 5 hrs.
@ Total Rollout Effort (Per Quarter): 25 weeks!!! : : Apply patch in Production
Based on a large customer’s experience . % EFDCESSES @ 10 weeks
with 1000+ databases) (Q Update / close RFC my; 2;?:)(;&5

Verify patch application

-
--------------

ORACLE’



Patch Management with EM 12¢

Detect and verify patching success

Detect drift from existing gold
images and rebuild them for future
software rollouts

Patch Compliance tracking and '
reporting
Revert to previous version in

case of regression Patch

o . ORACLE 1 2(?
Ver | fl cation ENTERPRISE MANAGER

& Reporting

Patch
Planning

Support Rolling patches for RAC, PIUgga0
Databases %4

Support out-of-place patching/upgrade for 7 Patch
single instance databases >4
Support patching Exadata Database Cluster Stack »*
Support Group based patching

Rollout

H 13 1y e
P by “Operators” 22
Copyright © 2014 Oracle and/or its affiliates. All rights reserved.

Patch « Advise/recommend patches based on

Advise configuration

* Provides patch rating and community
feedback

Create Patch Plans & templates to
apply multiple patches in a single
downtime 24

Detect conflicts and file merge
requests

Perform pre-flight dependency and
impact analysis 5%

2L New or Significantly Enhanced



Patch Recommendations

Connected to My Oracle Support
— Online Mode

* Directly accessible within Enterprise Manger

* Complete integration with My Oracle Support

Support for disconnected datacenters

— Offline Mode

* No connectivity to My Oracle Support
Proactive patch recommendations for Oracle
recommended patches (including CPU,PSU..)

* Downloads Metadata from My Oracle Support and
computes for the targets within Cloud control

Rich Information about patches like bugs fixed,
associated KM articles, number of downloads,
trends

ORACLE

ORACLE Enterprise Manager Cloud Contral 12¢

setp v Hep v | 34 saURLAGL | Logout O

® Enterprice « @ Targets » oy Favorites » @) History ~
My Oracle Support

Patch Recommendations

Patch Recommendations
@ Patch .. 1 A| Classification Description InP. Target
|| 12415258 Security CPUIUL2011 DATABASE 10.2.0.5 augl8.us.crace.com
|| 418 Security CPUIUL2011 DATABASE 11.2.0.2 emsl747_adeghald
|\|_ﬂ 12415331 Other Reco.., DATABASE PSU 11,2.0.2.3 (INCLUDES... ems2747_adegbald

77 Patch 12410331: DATABASE PSU 11.2.0.2.3 (INCLUDES CPUJUL2011)

Last Updated Jul 18, 2011 (3+weeks aoo)  Size 13.7ME

Product COracle Database Family Support Level Software

Release Orade 11.2.0.2.0 Classification  Other Recommendations
Patch Target ems2747_adcabo0d Patch Tag Al Database

Bugs Resolved by This Patch

10013430 L¥64: DATABASE OPEN HANGS AT END OF DECA CREATEDE, ORA-32701
10018789 DEMV2-BIGEH:SPIN IN KGLLOGK CAUSED DB HUNG AND HIGH LTBRARY CACHE LOCK
10015218 ASM DROPPED DISKS BEFORE DISK_REPAIR_TIME EXFIRED

10022380 DISK NOT EXPELLED WHEN COMPACT DISABLED

10040531 ORA-E00 [KFRHTADDAL] TRYING TO MOUNT RECO DISKGROUP

10040521 HUNG DATABASE WORKLOAD AND BACKGROUNDS AFTER INDUCING WRITE ERRORS...
10052141 EXADATA DATABASE CRASH WITH ORA-7445 [ \WORDCORY_BWD_DEST_ALIGNED] A..
10052556 ORA-7445 [KITDQ{}+176]

10053725 T511.2.0,3V3 - TRC - K2GUPDATEGLOBALPREPARECOUNT

Search Target Name

Welcome, generic f‘lﬁ Last refrashed 1 minute 2g0 E}g

L 12415352 Other Reco... DATABASE PSU 10.2.0.5.& 1 Paich selected = Full Scresn Eil AddtoPln - E Downloed = @II staicld,uzoracie,com Taoday

@)raq -
Aqua?icaﬁGnSvJ lemﬁeHﬂ‘erv q
Type Oracle Home Host Detected
Datsbasz In.. [scratch/sime/DEL., stsicM.us.orack.com Today
Datzhase In.., [dlotfems2747/orac,., adegbolf.us.crack.com Today
Datzhase In... [sot/ems2747/orac.., adegbeld.us.crack.com Teday

Platform Linux x36-64
Release 11.2.0.2.0
Read Me B oounkesd + | Add to Plan -
-
Downloads 1556 View Trends
Close [d]
€00
40
200 I
0 —
Number of Downloads by Week =

Copyright © 2014 Oracle and/or its affiliates. All rights reserved.




Simplified Patching Process

Step 1: Select Patches and Targets

Step 2: Choose options for Deployment

(*Deployment Procedures are auto picked)
* (In-Place, Out-of-Place, Rolling, Non-Rolling)|[@ eeesw

Step 3: Run Validations — Comprehensive Analys w1
for Patch conflicts and Target level sanity

Step 4: Review -> Prepare-> Deploy
* Prepare the system for patching ahead of

Downtime.

* For cases like Out of the Place patching, Clone the
Oracle Home and Patch the cloned Oracle

* Homes ahead of downtime.

ORACLE

Patches B Updates =
Create Plan Wizard - Shru_CRSPSU

‘Welcome, generic E—E} Last refreshed 1 minuts 2go|

@

)

Step 5: Review & Deploy

Plzn i deployable

() General Information
o Patches

() Deployment Options
ov.iidaﬁm

L

Deployment Successfull!

The patches in this plan do not conflict with the software in your environment. The plan has been successfully deployed.
Track the Progress here

grever—

Plan last \raIdated 2 days ago

MName ENGG_ROLLOUT_PLAN
Planned Deployment Date  MotSet  Edit Date

Py T ]

+# Required Field

| o ;?-eneral Information

 potchs

e Depwmﬂptinns

O veidaton

e Review & Deploy

Copyright © 2014 Oracle and/or its affiliates. All

rights reserved.



Predictable Patching with Pre-flight Checks

« Comprehensive real time sanity and conflict
checks prior to patch deployment

 Patch conflict checking: ‘/Target availability

- Among patches within the patch plan v/ OPatch and OUI checks
Inventory Sanity

- Between patches in plan and current inventory - Locks. Access

 Optional post check pause saves valuable \/System space
maintenance window time by performing v/ Cluster verification - cluvfy,
checks ahead of time sryctl Config

sqlplus access
Patch Conflicts

ORACLE
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Out-of-Place Patching

* Minimum Downtime (1)

— Database remains available
while patch applied to cloned
home.

* Rapid Recovery

— Switchback to original Oracle
Home in case of issue

* Complete Support

— Single Instance
— RAC Clusters

— Includes Data Guard
configurations

ORACLE
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Rolling Real Application Cluster patching

BOTH NODES RUNNING FIRST NODE BEING PATCHED SECOND NODE BEING PATCHED BOTH NODES RUNNING
——a

[

= s[§|
il

NN

NN

NN NN

e Zero Downtime Rolling Patch Orchestration across RACs

e Patch support Grid Infrastructure (or Clusterware) Bundles, applying the patch to both
Gl and RAC OH one node at a time or on all nodes simultaneously

e Supports patching for Clusterware or Gl, ASM, and Pluggable Databases
e Supports version 10.2.0.x and onwards (includes DB12c)

ORACLE
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Mass Automated Database Upgrades

Automation in scale - Upgrade Standalone, RAC, and Data guard (Primary-Standby)
Databases from older versions to higher versions (supports
DB12c)

ORACLE 120

DATABASE

« RAC Database Upgrades:
* Full stack upgrade covering Grid Infrastructure and RAC DBs

 Flexibly upgrade to suit the operational and testing needs (Gl
only, Few RAC DBs or All RAC DBs)

« Minimize downtime by upgrading software and Database

separately
ORACLE g ORACLE" 10g « Comprehensive pre-requisite checks including RAC checks, cluster
DATABASE 11 DATABASE verify (CVU) checks, can be updated directly from MOS

« Integrated back up and restore policies

Lo e et e e ) « Rolling Upgrade using Transient logical standby for Data Guard

based Primary and Standby Databases
ORACLE

« Support upgrading multiple standby environments

Copyright © 2014 Oracle and/or its affiliates. All rights reserved.



Change Management
Applying Database Schema Changes from Dev to Prod

Without Enterprise Manager
Use SQL Scripts

propagate changes
@ Data Comparison and Baselining

Challenges and Problems
Validate and Propagate Planned

Manual Changes

Lack of Preview

Scalability

ORACLE’




Schema and Data Comparison

_ schema
Object
Definitions

Baselines :

e Capture database and schema
definitions

e Baseline Versioning

* History of changes

Comparison _
e Baseline with database
e Database with database
* Schema with schema

* Data Comparison

Schema
Objects

Automated Propagation
* Propagate desired changes — —
Change Plans

ORACLE
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Propagate Planned Changes

File Edit View MNavigate Bun Debug Sowurce Migration
o 90 B @-@- 18- |,¢7
[omcd‘jons @Reports | Diff Wiz = [
H E @7 b B2 R @ 2 S0LWorkshest 2
* Validate planned changes =8 come A el
kg3 system@dbligr - |
. . . m— = %-étTabi@e!s tert External Tools...
to identify conflicts or 2= —
- | lied ch Sl
previously applied changes. 2 B |
D 8 e s =
E
B  Source/Destination

* Preview and edit validated
changes before applying. —

) Source/Destination

ur Specify Objects Source Conneckion: hr@dbllgrl =
W Destination Connection:| hril@dblighi

=]
E]
(=}
=
©
9
I

X

Toqgle All

* Generate SQL script of final

Functions

Tables Types
H Views Sequence
Set Of Va | Idated Cha nges- Indexes Materilized View
Package Spec Materialized View Logs
Package Bady Synarymn
Procedure Database Link

Triggers

* Apply validated planned
changes

ORACLE

|:| Proceed to summary.

Production e
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Change Activity Planner

Track Long Running Processes

- : @
Plan Administrator
-Lead DBA Plan Administrator's Duties Operator's Duties
& - Manager
- Compliance Officer Create Plan —1
- Define Tasks and Task Groups =2 = [ Review My Tasks
2 Operators 11_. - Associate Targets Create Tasks ]
gk ~5A 5 - Set Priorities and Schedule Based on Target
¥ -System Administrator ﬂ Ownership ﬁ
. ; : { Monitor Task Due Dates
Sample Use Cases b Activate Plan i
- Patch Rollouts in Phases Across Enterprise ﬂ
- Compliance Changes l_l | Perform Tasks
- Migration/Consolidation to Exadata : She . © Run Job
- Build and Commission New Database Servers - - Create Patch Plan
Monitor Status of Plans S - Run Deployment Procedure
and Tasks B - Complete Custom Task
O

Update Task Status, Run Compliance Standards
* Plan, Monitor, Act and Track in Real Time — Processes running over long periods of time and

involves multiple people or teams

* Leverages the configuration management data to find accurate state of activities

ORACLE
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Change Activity Plans- Define Process flows
Create - Tasks, Tasks Groups with dependency & sequencing

Create Change Activity Plan with
Tasks Groups and Tasks

Define dependencies, sequencing,
e.g: Do it in Test/QA env then move
it to Production post approvals.

Orchestrate from EM (Jobs, Patch
plans, DPs..) or outside EM

Associate targets — Groups, LOBs,
guery based on Configuration
attributes while creating tasks

Automatic task assignments based
on target ownership

Flexible scheduling allows you to
define start time and the effective
plan

Manage Plan: HariTestCaseActivated

iTestCaseActivated

Change Activity Plans > Manage Plan: Har

Summary Tasks Comments and Audit Trail
Qverview Plan Summary
Progress (%) 29 |

Status Active
Scheduled End Date Jul 24, 2013 [By
Estimated End Date Jul 24, 2013
Priority Medium
Owner SYSMAN

Fage Refreshed Apr 30, 2013 12:43:22 PM PDT CI

B Rollout PSU to TEST

Backup Database

4

Send Email

@
Apply PSU

Approve Promotion to PRO...

. Rollout PSU to PRODUCTION

Annotations » Options + Display @ Graph (@) Table

Backup Database

Send Email

ApplyPsU

Copyright © 2014 Oracle and/or its affiliates. All rights reserved.




Change Activity Plans: Separation of views...
Manager’s View

Status of Plans >|Search
i Actions = View = | | % Create... Create Like... Edit... &dManage... Delete
onitor status across a &
plans, quickly identify plans Nane Staus e edBd rogres (%)@ R, Pty

that need attention
HarTestCaseActivated Active

Track individual plans and
their tasks

Handle assignments and

. Rows Selected 1 | Columns Hidden 10
ownership changes

Plan: AprPSURollout_CoreBank_LOB

M Active
M Definition in Progress

Tra C k P ro g ress ﬂ General Comments and Audit Trail
Views Target Type Database Instance
Show Al get Iyp
Generate Reports for T Priority Medium
H ithi Ow SYSMAM
Management Reporting DLz iin One Wesk " D
With Unassigned Tasks 0 Created On Apr 24, 2013 12:27:04PM
With Overdue Tasks 0 Last Updated Apr 30, 2013 12:43:01PM
All Active 1 Description

Jul 24, 2013 29 Medium

Status Definition in Progress
Scheduled End Date 1 'Week After Activation

ORACLE
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Change Activity Plans: Separation of views

DBA’s View

Identify and Manage all tasks
posted

Quickly get to top tasks, tasks
that need attention

Allows acknowledgement and
other human flows

Complete action for standards
tasks like patching, compliance
rollouts, etc.. From within EM.

Add Comments and review
Audit trail

ORACLE

My Tasks

Status of Tasks

\e

MUnacknowledged [Min Progress
Completed

Views Show All

Overdue 0

Due within Cne Week 0
Unacknowledged 1

All Active 2

Page Refreshed Apr 30, 2013 1:04:19 PM PDT o

Tasks
»|Status is one of

Actions v View v | o Admowledge 7 Change Owner  w 3§ Cancel Task

Requires . Scheduled End
Attention Waiting |Status Date

Approve Promotion to ; .
PRODUCTION Unacknowledged  Jul 24, 2013 HarTestCaseActivated

Name: Target Mame Plan MName

Rows Selected 1 | ColumnsHidden 7 Total Rows 2

|

Task: Apply PSU @ Add Comment
ﬂ General Comments and Audit Trail

Plan Name HariTestCaseActivated (SYSMAN)

Target Oemrep_Database (Database Instance)
Description Use patch template RolloutPSU to create and deploy a patch plan.
Patch Plan RolloutPSU.2 (Mew)

Owner SYSMAN @
Status InProgress q
Scheduled Start Date |Apr 24, 2013 12:28:16 PM %
* Scheduled End Date | Jul 24, 2013 4:59:00 PM ®
Last Updated Apr 24, 2013 12:30:41PM

Depends On Send Email (Completed)

@ This task is automatically marked completed once it is verified as successfully performed,

Copyright © 2014 Oracle and/or its affiliates. All rights reserved.




I
CISCO.

PATCH MANAGEMENT

$11.5 Billion in Net License Revenue
66,000 Employees

2,004 Managed Targets

Case Study

FOCUS ON
Patch Management,
Security and Compliance

Challenge:

* Mandatory corporate and industry regulations meant
strict auditing requirements

* Patching was manual and resource intensive

* Needed to patch 1,200 production and non-
production databases every quarter

-------------------------------------------------------------------------------------------------------

BENEFITS

After Oracle Enterprise Manager:

* Leverage the comprehensive integration between
My Oracle Support and Enterprise Manager for end-
to-end patch automation and provisioning

* Increased admin productivity by removing manual
error-prone tasks

* Adherence to security and compliance requirements

------------------------------------------------------------------------------------------------

Cut DBA patching efforts from 3,600 hours down to 540 hours
Using EM, Cisco lowered their downtime for maintenance by 50%
Reduced human error and incidents during patching and upgrades
Systems are now highly scalable and automated

* Saved over $200K per year in IT operational costs with patching automation

ORACLE’
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Database Lifecycle Management

Discovery &
Provisioning

' '\_]

)

ORACLE

Q 4

| ( ]

Patching &
Change
Management

Copyright © 2014 Oracle and/or its affiliates. All rights reserv
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Configuration
& Compliance
Management

Track
inventory,
configuration

drifts and

compliance

ed.



Configuration Management
Ensure Consistent Configurations

Without Enterprise Manager

Maintain the details in a spread sheet

Enterprise Manager 12c Solutions

Manually compare configurations by
uploading into a database @ Identify and Track Assets

Challenges and Problems @ Compare Assets and Configurations

Time Consuming
@ Track and Remediate Drifts

Totally Reactive

Scalability

ORACLE’




Blueprint Driven Collection
Configuration Collection and Extensibility

* Rich collection of target specific information fo
Database, Fusion Apps, Middleware, etc

— Downloadable updated blueprints

— Collected information uploaded to My Oracle
Support to aid problem resolution

* Allow customers to augment configuration data
collected by EM

— Ul driven definition utilizing rich set of out-
of-box parsers

— All configuration management features
(search, history, etc) available for custom
configuration collections

ORACLE

ORACLE Enterprise Manager Cloud Control 12¢

oy Enterprise v () Targets ~ o Favorites ~ (@) History

@& armdb12.us.oracle.com (Container Database) [¥] ®

Cracle Database ~ Performance = Availability = Schema = Administration -

Latest Configuration

7 B icrmdblus.oracie.com crmdb12.us.oracle.com Actions =

% Instance Information
Initizlization Parameters
|PDB Owverridden Initialization Parameters |
System Global Area

% Tablespaces

Configuration Changes 14

Configuration Properties Immediate Relationship

Collected  Jun 14, 2013 10: 16:49 PM
View + fj' Detach

Iil Export

Member Of Usez

Datafiles |Prnpert§.-' Mame |Pro|:uert3-' Value
Control files Line of Business Online Store
Redologs Customer Support [ -nen o
Rolback Segments Identifier

aro Location SF

Create Custom Configuration

Ise this page ko create a new Cuskom Configuration or to edit an existing one. & Custom Configuration is defined For a given target tvpe and can subsequently be deploved o targets of that b

Mew "Installation Home" Target Types may be created using the Create Custom Target Type button,

* tame | Customn Application Configuration
Description

* T‘?rrget Custam Application v (Create Custom Targst Type
YpE

Files & Commands S0L
Default Base Directary | {INSTALL_LOCATION}

ap Add 3¢ Delete

[Type

Q Browse Base Directory 4 |lse Properky

mg Manage Parsers Parser Rules

| Advanced Settings

|FilefCammand | iz

Sample

Target Q Select Target Instance

Iame  Custom Applcation
Host  sta00425,us.oracle.com

Parser

File: w

B e v

asadmineny.conf

Q&
asery.conf q

Ssadmineny, conf

aseriy, conf

Java Propetties Parser

i Jawa Propetties Parser
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Topology Viewer

Map Database 12c¢’s Container and Pluggable Databases

* Visualize component relationships
and dependencies like:

* Hosted by
* Installed at (Oracle Home )

* Composite Contains ( CDB -> PDB
)

* Key Use Cases:
— Dependency Analysis

— Impact Analysis

Customize view to match specific
needs

Add manual relationships

ORACLE

4 cdb121 (Container Database) [~] @

Cracle Database = Performance = Availability = Schema +  Administration -

Configuration Topology
Customize v+ % | b6 | EBResetrind @R | - &

View | DB12 View

Container DB | odgbul |

Composite Contains Composite Contains  Composite Contains Exposed By

Hosted By

cdb121_CDEROOT cdb121_PDB1211 cdb121_PDB1212
= =] =]

Pluggable DBs

Hosted By Hosted By Hosted By

Installed At

B

LISTEMER _slc03jd.us.ora...

= Installed At

Hosted By

slc03jd.us. orade.com

COrabB 12H
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Adhoc Configuration Reporting

- Powerful adhoc search based on configuration values, target
properties, relationships, e.g:

 Find all databases with sga_target greater than 5GB and

Configuration hosting E-Business Suite on Exadata

Search
- Search queries based on Mgmt$ Views can be used from Bl

Publisher for reporting to non-EM users

 Saved Searches can be accessed and leveraged from EMCLI,
\ .

Integrated emcli get_targets -config_search="Databases on Exadata" —target_name="exa%"
‘ [' Bl Publisher

I a" CI_E Copyright © 2014 Oracle and/or its affiliates. All rights reserved.



Asset Tracking

Inventory Reporting and Trending

* Display distribution of:
* QOperating Systems
* Databases
* Middleware
* Fusion Applications

* Trend report

* Growth of assets
* |Indicates possible sprawl

e Supporting upgrade and
migrations

ORACLE

2%
4%

33%

Inventory and Usage Details PO p u I ation Tre n d Page Refreshed Jul 16, 2013 8:44:07 PMUTC
| View Details | @) Export Show | Databases [=] [version [=] |
Patches  |Trend
Version Databases Applied  |Color
Datzbase Instance 11.2.0.2.0 81 Yes A 4 = Clostor Database 112030
Database Instance 11,2.0.3.0 8 Yes 8 ./\- e e e e
% S S / Database Instance 12.1.0.1.0 (Container Database) |.0
w atabase mstance TZT001.0
= = Datab Instance 12.1.0.1.0[*Contai
+# Pluggable Database 12.1.0.1.
(4 26 28 30 0z 04 06 o2 10 12 14
Hune 2013 Juby
2 4 3
Natahase Tnstance 11.1.0.7.0 1 Na S Table View
Rows Selected 7 |
. . . 1
Selection Details: Databases Configuration Details
View = &Export |
Line
Target Host Name Parent Name Frai Version Flatforr 2 . 05 Vendor Lifecyde |of |Department Location Cost Center
Type Version Busi
sh112.us.orade.com  slcd0epq.us.orade.com Cluster Database 11.2.0.2.0 Enterprije Linux Ser Enterprise  Orade USA Mot Specifi Mot ¢ Mot Specified Mot Specified Mot Spedified
sh112b slcl0epg.us.oracle.com Cluster Datsbase 11.2.0.2.0 Enterprife Linux Ser Enterprise  Orade USA Mot Specifi Mot £ Mot Specified Mot Specified Mot Specified
sh112c slc0epg.us.oracle.com Cluster Database 11.2.0.2.0 Enterpride Linux Ser Enterprise Oracde USA Mot Specifi Mot £ Mot Specified Mot Specified Mot Specified
srcpm slc03zxb.us.orade.com Cluster Datebase 11.2.0.2.0 Enterprige Linux Ser Enterprise  Orade USA Mot Spedifi Not £ Mot Spedified Mot Specified Mot Spedified
Inventory Chart V g D t .b t
View (@ Pie ) Trend

I Oracle Database 11g 11.2.0.2.0
M Cracle Database 11g 11.2.0.3.0
H Oracle Database 11g 11.2.0.4.0
M Oracle Database 11g 11.2.0.1.0
M Cracle Database 12c 12.1.0.1.0
M Oracle Database 10g 10.1.0.5.0
M Oracle Database 11g 11.1.0.7.0

IT%

Copyright © 2014 Oracle and/or its affiliates. All rights reserved.



Configuration Drift Management
Finding ‘needle’ in the hay stack

ORACLE Enterprise Manager Setup ~ Help ~ | s®BysMan | Logout O

* 1-1 and 1-n comparison across

System Compare Result

D V t t P r d D R # Result for job CONFIGURATION COMPARISON JOB FRI JUN 24 08:05:32 PDT 2011.
ev, test, Prod,

~|Comparison Details

L)
Template Mo Template
e I I V I ro l I l I l e l I S First Configuration DB Machine sclcg.us.oracle.com (Oracle Exadata Database Machine) Second Configuration DB Machine sc

Collected  2011-06-16 07:22:51 (Latest Configuration) Collected 2011-06-10 07:2

2>1Job Details

[ ] L]
™ ( om p arison Of e nt Ire St ac k e i e e S e T v e e S Sk S B R S F N s A S
’ selected row. I

Target Type |Result |First Target |Second Tard
7 [&] Oracle Exadata Database Machine

e.g: Exadata database machine <

- [3] Host
1 [&] Oracle Infiniband Network

(database, grid infrastructure, - Co—

&= [ Host
1> [&] Oracle ILOM Server

compute node, storage) B et
« Comparison Templates to T

Template Custom Database Instance Template (Modified : Jun 5, 2013 12:35:51 AM)
I h ) First Configuration dbl2.us.oracle.com_db121 (Database Instance) Second Configuration cdbzlin_cdbzlinl (Database Insta:

C O n r O W a S C O l I l p a r e a n Collected Jun 4, 2013 2:00:36 AM (Latest Configuration) Collected Jun 4, 2013 11:34:39 AM (Latest Configy

2/Job Details

h O W [] show Differences Only Show Ignored

7 Filter Results

Different DE Machine scleg.us.oracle.com DB Machine
Different sclegsw-ib1.us.oracle.com sclegsw-ib1

Same sclegsw-kvm.us.oracle.com sclegsw-kvm.us. oracle.com

Same sclegdb01.us.oracle.com sclegdb01.us.oracle.com

Same 1B Network sclcg.us. oracle.com 1B Network sclcg.us.oracle.com
Same scleg-pdua.us.oracle.com scleg-pdua.us.oracle.com

Same sclcgdb0i-c.us.oracle.com sclegdb01-c.us. oracle.com

Same sclegdb02.us. oracle.com sclegdb0z.us. oracle.com

Same sclegdb02-c.us.oracle.com sclegdb0z-c.us.oracle.com

Same Exadata Grid sclcg.us.oracle.com Exadata Grid sclcg.us.oracle.com
Same sclcg-pdub.us.oracle.com scleg-pdub.us.oracle.com

fnnnnnnnnsn

Remove Filter

V@ Instance Information

 Automatic drift detection and S |

|Property value
First Configuration

P N
roperty Name Second Configuration

L] L] L] = y
notification g em —
P CD T?ﬁles P& Listener Machine Name slc00eph-v.us.oracle.com strka30-vip.us.oracle.com
ontrol files
P? Redologs P% Oracdle Home Path Ju01/app/aime fproduct/12.1.0/dbhome_1 /scratch/base0524/base fproduct/12.1.0/dbhome_1
= @
= Rollback Segments S et i 22t
_— 9% Database SID db121 cdbziinl
= Users 4
= Database Options = Version 12.1.0.1.0 12.1.0.1.0
= Metric Scope RACINST RACINST

# Feature Usage
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Compliance I\/Ianagement
Ensure all the Databases are compliant

Without Enterprise Manager

Lengthy manual audits of configuration, Enterprise Manager 12c Solutions

repeated each audit period . .
@ Out of the Box Compliance Library

Challenges and Problems | .
@ Monitor and Manage Compliance

High Cost

High Risk @ Adhere to Compliance and Generate
Reports

ORACLE’



Compliance Framework — Reusable Hierarchy

* Compliance Framework

— Collection of Compliance Standards

— Compliance Standards can be of different Target

Types

— Map Configuration Standards to real-world structure
of Compliance Frameworks (PCl, COBIT, HIPAA, CIS,

etc)
* Compliance Standard
— Collection of Compliance Rules
— Specific to Single Target Type
* Compliance Rule
— Discreet Check or Test
— Specific to Target Type

— Results in Violation

ORACLE

Compliance Manager;
Security Auditors

L

Compliance Frameworks

Compliance Standards

DBAs, Admins,

IT Managers Compliance Rules

Copyright © 2014 Oracle and/or its affiliates. All rights reserved.



Compliance Framework — Reusable Hierarchy

Compliance Dashboard Page Refreshed Sep 5, 2012 T:54:25 AM PDT (s
| Compliance Framework Summary | Least Compliant Generic Systems
Framework | Corporake Database Compliance Framework (v [ Wiew Trends
Diatabase Configuration Skan... Database Security Standards Standard Violations
(zeneric System Mame Evaluations __|Average Compliance Scare (%)
QAP GAL
/mf!f., 0% /mﬂ.-:, B0 Mo data to display
20% 20% 20% 0%, | Most Recently Discovered Unmanaged Hosks
— e L_[Host Marne hi] Address |Discavered Ti Cperaking System
0% b, 0% ‘_-;DD% polaris,.us.aracle.com 10,141 162,35 Mar 19, 2012 3:16:21 PM GMT-07:00 Lir
' ! ! ! iphal.us.aracle. com 10.141.160,192 Mar 19, 2012 3:09:27 PM GMT-07:00 Lirx
ajgonzal-linu.us,oracle 10,141, 160,52 Mar 19, 2012 2:45: 14 PM GMT-07:00 Linze
R _rrent Compliance Score: Lowest Score in Last Week: Click here ko see more discovered unmanaged hosts, .,
~| Compliance Summary | Least Compliant Targets
Compliance Frameworks Compliance Standards feicyy Trends
) Standard L
Yigw Trends . Yiolakions
— r—" Target Mame Target Type Evaluations __|Average Compliance Score (%)
arge —_— / A | A
N Evalugtil:uns Winlations|  Average Compliance Score QA& | POA &
ame:
w o1 - (%) slc01ngr.us oracle, coHost 1 0 0o 4 0 0 51 A~
. - =879 jatbreya-linu, us . ora Hosk 1 0 0o 4 0 0 51
Secyrltv Re.cnmme:datlnljs Far Orau:lel F‘deuEts 6 0 11140 0 gz adc6160241 .05, arach Hosk 1 o 0 2z 0o @ 51
i o e adc2110619,us,orach Host 1 o o t o @ 51
Configuration Besk Practices for Cracle Database 0 0 4 0O 8 4 a3 adc?100398, s, arach Host 1 o 0 1 0 @ 51w
Basic Security Configuration Far Oracle Liskener o0 4 1 00 96 o
AllWLS w1l rules o o 1 7 1110 a9
Gauges - Current and Lowest in Last Week Newly Discovered Unmanaged hosts may be risk
Target and Violations Details per Standard Least Compliant Target shows where to start

ORACLE
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Compliance Validation — Multiple Options

ORACLE

Repository Rule

— Evaluated against repository data

— Validated when target configuration changes

Real-time Rule

— Detection of real time activities (file actions,

schema actions, process actions)

— Detection of “unauthorized” changes through
automated correlation against Change

Management
Agent-Side Rule

— Tight Integration with Configuration Extensions
— Validation logic only returns violations

— Recommended for custom compliance

Weblogic Server Signature Rule

— Deprecated

;- Validate Collected )
Configuration in EM
Repository
\
N
0
§ .‘
N /
. Capture Changes in N
Real Time using EM
Agent
N
U]
N /
4 Agent-Side B
Check executed by
EM Agent
] 0 5
\| N Foon oo
- ) /
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Oracle Provided DB Compliance Content

Compliance Standards
— Pluggable Database ( NEW )

Storage Best Practices for Pluggable Database
Configuration Best Practices for Pluggable Database .
Basic Security Configuration for Pluggable Database

— Single Instance Database Instance ( and RAC Instance)

ORACLE

DISA Security Technical Implementation Guide (STIG) V1.8
Certification for Oracle Database

Storage Best Practices for Oracle Database

Configuration Best Practices for Oracle Database
Basic Security Configuration for Oracle Database

High Security Configuration for Oracle Database

Patchable Configuration for Oracle Database
Storage Best Practices for Oracle Database

— Cluster Database

DISA Security Technical Implementation Guide (STIG) V1.8

Basic Security Configuration for Oracle Cluster Database
Instance

High Security Configuration for Oracle Cluster Database
Instance

Certification for RAC Database

Configuration Best Practices for Oracle RAC Database
Patchable Configuration for RAC Database

Storage Best Practices for Oracle RAC Database
Support Policy for RAC Database

— Listener

Basic Security Configuration for Oracle Listener
High Security Configuration for Oracle Listener

Support Policy for Oracle Database 4 O
I Individual Compliance Rules

Copyright © 2014 Oracle and/or its affiliates. All rights reserved.



Data Governance and Compliance Challenges

* Data centers have thousands of
databases containing sensitive data
which may be unprotected

* Enterprises lack enterprise-wide
tools to scan databases

Protected
Application 3

Protected
Application 2

* Limited visibility into compliance
status (encryption, masking,
database vault) of sensitive data

Unprotected
Application 1

* Hard to remediate non-compliance

ORACLE
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Enterprise Data Governance

EM Repository

70
",# <

Sensitive Databas®$ f#

%

Meta-data
Discovery Scan
Results

SRy

Application Data Model %J E?
oo 7

User Data
Review Discovery

Enterprise Data Governance allows you to discover, scan and identify databases that may contain
sensitive data automatically across your enterprise

— Shallow Scan — Meta data discovery
— Deep Scan — Sensitive data discovery

ORACLE

Copyright © 2014 Oracle and/or its affiliates. All rights reserved.  Oracle Confidential — Internal/Restricted/Highly Restricted 49



Enterprise Data Governance — Discovery

« Meta-Data Discovery

Scans dictionary for sensitive cols
Uses monitoring credentials
Searches for:

Sensitive table and column name
patterns

Application signatures to identify
packaged apps

Objects with security protections

- Data Discovery

ORACLE

Samples data and searches for various
sensitive data patterns like card number,
phone, etc.

Requires database credentials

Meta-data
Discovery

Data
Discovery

Copyright © 2014 Oracle and/or its affiliates. All rights reserved.

Sensitive
Columns

Data Protection

Sensitive Tables

Application
Signatures




Enterprise Data Governance
Configure, Discover, Classify = Protection

Configure

e Sensitive type
configuration

e Application Signature

configuration

e Out of the Box Data
Protection
configuration

ORACLE

Discover
e Metadata Discovery
e Data Discovery

Classify

e Classify sensitive
column types, data
protection and

application signatur«i

e Associate an
Application Data
Model
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@ Ingersoll Rand C a S e St U d y

CONFIGURATION MANAGEMENT FOCUS ON

S14 Billion in Revenue

40 Oracle E-Business Suite Instances
800 Oracle Databases

1,400 Applications

Configuration Consistency

Challenge: After Oracle Enterprise Manager:
* Consolidate 14 global datacenters to 4 * Comprehensive tracking & understanding for all
* Understand configurations and track software configuration changes
deployments globally * Gold standard configuration established
* Consolidate patch reporting and eliminate manual * Automatic weekly checking for “drift” against all
tasks datacenters
e Automatic changes detection and history

-------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------

* Reduced IT Operations overhead by 10%

Eliminated manual scripts and reports for monitoring

BENEFITS * One view to manage total environment

* Reduced migration time of new features by 30%

Reduced unplanned outages by 10%

ORACLE
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Benefits of Lifecycle Management
Complements Exadata’s Value Proposition

Consolidation

Automated Discovery
*Asset and inventory tracking :
*Complete visualization of stack topology

Standardization and Compliance
*Ongoing Drift tracking across the stack
*Exadata specific Compliance evaluation

Efficiency & Automation
*Ongoing Database Provisioning
*Patch Automation

ORACLE

ORACLE 12(,‘

ENTERPRISE MANAGER

Copyright © 2014 Oracle and/or its affiliates. All rights reserved.



Benefits of Lifecycle Management
Maximizes benefits of multitenant databases

Consolidation ORACLE _q49¢

*Automated Discovery

*Migration from non-PDB to PDB /F_\

*Complete visualization of CDB-PDB relationships  |* Pluggable
Databases

Standardization and Compliance
*Managing PDB sprawl
*Ongoing Compliance evaluation for CDB and PDBs

Efficiency & Automation
*Ongoing Database Provisioning and Cloning
*Patch Automation

ORACLE




Oracle DB Lifecycle Management Solution

ORACLE
ENTERPRISE MANAGER

Complete Proven, Faster ROI Cloud
Lifecycle _
Management ~ Foundation

: 140% ROI over 3 years
* Provisioning & Cloning 2o ‘ : Enabler of Private
« Patch Automation . B Database Cloud
» Upgrades mj ‘ e"“ 5
- Configuration Management | . bl )
» Compliance Management - W

- Change Management i M :
* 1408"ROI over 3 years
« 15 months payback period
ORACLE

Forrester Total Economic Impact Survey
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Questions

ORACLE
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Resources

Lifecycle Management on OTN

ORACLE

PRODUCTS SOLUTIONS

Cloud Computing
Databasze 12c
Engineered Systems
Enterprise Manager

Oracle ,
OpenWorld
Keynotes ity

VIEW KEYNOTES »

=

DOWNLOAD NOW b

Welcome Aarti Account Sign Out Help Select Country/Region

DOWNLOADS STORE

Oracle Cloud

Applications

Customer Experience
Enterprise Performance
Management

Enterprise Resource Planning
Human Capital Management
Supply Chain Management
Industry Applications
Applications Product Lines

Database

Oracle Database

Real Application Clusters

Data Warehousing

Database Security

MySQL

Berkeley DB

TimesTen In-Memory Database

Java
Developer Tools

Operating Systems

Oracle Solaris
Cracle Linux

ORACLE’

Middleware

Cloud Application Foundation
Data Integration

Business Analytics

|dentity Management
Semnvice-Oriented Architecture
Business Process Management
WebCenter

WeblLogic

Enterprise Management
Cloud Management
Application Management
Database Management
Middleware Management
Hardware and Virtualization
Management
Heterogeneous Management

Lifecycle Management

SUPPORT  TRAINING PARTNERS Al

Engine
Big Da
Exadal
Exalog
Exalytit
Datab:
Cracle
Cracle
Applial
Sun £F

Server

SPARC
X236
Blade
Metra

Storag

SAM S
MNAS &
Tape £

Netwo
Fabric

Enterp

ORACLE

ENTERPRISE MANAC



http://tinyurl.com/em12lcm
http://tinyurl.com/em12lcm

ORACLE



