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Introduction

So you've just installed Secure Enterprise Searol. know you need to use Oracle
Internet Directory (OID) for secure searching, otir company uses Active Directory
as its directory standard. What do you do?

This paper runs you through the steps necessamgtl OID, and set up External
Authentication against Active Directory.

Much of this information is available elsewheret tiguring out exactly which steps are
required simply to use Secure Enterprise Searclbeaomething of a minefield.

Assumptions
1. Secure Enterprise Search has been installed_omua machine with no other
Oracle products present, using the default nam&”*8&d default port 7777.
The name of this linux machinessshost.us.example.com
Active Directory is installed on a Windows 2088 ver called
adhost.us.example.com. The domain is calleADDOM. AD uses the default
LDAP ports of 389 and 636.
4. OID and Oracle Application Server are to bealestl onto the same machine as
Secure Enterprise Search (seshost.us.example.com)

2.
3.

Installing OID
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First we must install various components of Or&ghelication Server (AS) to get our
OID infrastructure. We need Oracle Application $ert0g Release 2 (not Release 3 —
this does not include OID). At the time of writitige current release is 10.1.2.0.2,
available for download from
http://www.oracle.com/technology/software/produeishtdocs/101202.html

For Linux there are four CDs of data to downloae (wll assume from here on that you
are installing OID onto a Linux system — there rhayariations in commands on other
operating systems).

Download all four files, and unzip each one inwir@ctory called Disk1 through to
Disk4 respectively. Change directory to Diskl, amd the Oracle Universal Installer via
the command ./runinstaller

On the first screen you will be prompted for fibehtions. Select a location for your
install directory (we will refer to this as SORACLHOME from here on).

In the second screen you will be prompted to “Sedderoduct to Install’. Choose the
second option — Oracle Application Server Infrastinee”.

';,:_-:H'__Dracle Universal Installer: Select a Praduct to Install . E‘ i ii:l _)g

Select a Product to Install

C Qracle Application Server 10g 10.1.2.0.2
This option is known as the "Oracle Application Server Middle-Tier" and installs components usEd_f\_jr
application deployment. Included components are Oracle HTTP Server, Cracle Application Server Containers
far J2EE (O C4[3, Web Cache, Partal, Wireless, Reports Services, Farm s Services, Discoverer, and athers

® Oracle Application Server Infrastructure 109 10.1.2.0.2

Thizs option installs ldentity Management services and Metadata Repository for Oracle Application Senver
Middle-Tier Servers. This selection includes an option to create a new Oracle Internet Directory. Included
components are Oracle Database, Oracle Internet Directory, Oracle Application Server Single Sign-0n, Oracle
Application Server Certificate Authority and others.

C QOracle Application Server Developer Kits 10g 10.1.2.0.2

This option installs API's and simple developer kits. This selectionincludes the Oracle Application Server
Middle-Tier. This does not include Oracle Developer Suite products

Product Languages. ..

Help InstalledEroducts...) Back: . Install ] Cancel |
OoRACLE I

Next you will be asked to “Select Installation TYpE€hoose the first option, Identity
Management and Metadata Repository”.
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';.ggj(‘!_ﬂracle Universal Installer: Select Installation Type: N =3 ] S |

Select Installation Type
Oracle Application Server Infrastructure 10g 10.1.2.0.2

What type of installation do you want?

& |dentity Managernent and Metadata Repository (3.63GE)

This option installs and configures ldentity Management services (Oracle Internet Directary, Single Slgn (ol
Delegated Administration Service, Directory Integration Platform, and Certificate Authority) and an Oracle
10.1.0.4.2 databasze containing the Oracle Application Server Metadata Repository. (Requires 1024 MERAM
configured on your machine)

C |dentity Management (1. 30GE)

This option installs and configures Identity Management services (see above for component list. Ta
configure Oracle Internet Directory or Certificate Autharity, you need an existing Oracle Application Server
hMetadata Repositoty. (Requires 1024 MEBRAM configured on your machine)

C Metadata Repository (3.63CE)
Thiz optiorinstalls a new Cracle 10.1.0.4 2 database containing the Oracle Application Server Metadata
Repository. This Repository canbe used by Cracle Application Server] Instances andjor Identity Management
services. {Requires 1024 MB RAM configured on your machine)

Help ) Installed Prociucrs ) Bark:  Install Cancel |
ORACLE I

If you have already installed SES, you will get Wrning box below. You can click
OK — the two products can share a Network Ser(itskS) listener.

>¢ Warning B x|

Install has detected that port 152 1 on wour host is currently being used by another
product. If this port is being used by an Oracle Metwork, Services listener wersian
10.1.0.2 or higher, vou may elect to continue the install by clicking on the OF button.
The existing listener will be used to handle connection reguests for this Metadata
Fepositary. If this port is being used by an earlier wersion of Cracle Metwork Services
listener, ar is being used by a non-0racle product, or you da nat want to use the
existing compatible Oracle Metwork Services listener, wau must recanfigure the
application that is using port 1521 to use another port, shut down that service or
application and then click QK to cantinue with the install.

Click Help for mare informatior.
Click OK to conrtinue.

[ Help oK )

After the various checks have run, you will havéSelect Configuration Options”.
Ensure the following boxes are all checked:

* Oracle Internet Directory

* Oracle Application Server Single Sign-On

» Oracle Application Server Delegated Administration
» Oracle Application Server Directory Integration
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'L'.gjl]racle Universal Installer: Select Configuration Dptions:

Select Configuration Options

Select the components that you would like to configure and automatically start at the end of the
installation

Oracle Application Server Metadata Repository is ahways configured

If you want to use an existing COracle Internet Directory, then do-not select it below. The installer will
then prompt you to enter the location of the existing Oracle Internet Directong

Awailable Compaonents: Diescription :
= "Oracle HTTP Server -Serves static and dynamic Web content. 7
!? ZOrac\e Apglication Server Containers for |2ZEE Runs Enterprise Jaya applications.
W |Oracle Internet Directory © Configures an LDAP server for icentity and sei |
W | Oracle Application Server Single Sign-0n | Configures a directory-enabled single sign-or
% |oracle Application Senver Delegated Administr... | Provides web-based identity and security ad;’; |
= Oracle Application Server Directary Integration ... | Enables directary synchranization and user ar:
I | oracle Application Server Cartificate Authority (.| Creates and manages sscurity certiiicates, |
B ingh Avall.a.bwlnv and Replication B Displays HA andfu-r Feplication configuration (.
Al ' I B

Help | \nstal\edEroducts..) Install | Cancel |

ORACLE ] ) 5 ]

You will next be prompted for the Port Configuratidf this is an installation onto a
fresh machine with only SES installed, you can pttee “Automatic” defaults. If you
need to choose particular ports, you should edifita
Disk1/stage/Response/staticports.ini to set theired port numbers, save that
somewhere and specify the file name in the instattesen.

£ e

"E_g__’l:lracle Universal Installer: Specify Port Configuration Options

Specify Port Configuration Options

Select the method which vou want to use to configure the ports for Oracle Agplication Server 10g. If
wou decide 10 manually configure the ports, then wou must specify the port numbers for each port in
a text file and enter the filename below.

Configure Ports

& Autornatic

" Manual:

{,fstratchjnratleas1fstaticpnns i | Efowse: |

Help | Installed Products ) Back: Install | Cancel

ORACLE : ] |

Next comes the Namespace setting. The suggestesspane will normally be derived
from your machine’s domain, and you can accept Bewwvare — if the suggested
namespace is dc=localhost,dc=localdomain your mitaeitings are probably not
correct, and you are unlikely to be able to sudodg$uild OID with Single Sign-On.
Check you /etc/hosts file for a full name entrytioe local machine, and if necessary run
the “domainname” command as root to set your domame correctly.
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34 Oracle Universal Installer: Specify Namespace in Internet Directory =% 1 ] S

Specify Namespace in Internet Directory

Specify a location, or hamespace, in Oracle Internet Directory to contain users, groups, and Identity
Management policies, This namespace will be the default [dentity Managameant Realm.

® Suggested Namespace:  [He=us, di-example de=rom.

" Custom MNarmespace: |

Exafnple: dc=acme,dec=com

[ Help ) Installed Products... ) . Install | Cancel
ORACLE' I

Now you will be asked for Global Database Name @2l You can choose your own
name here up to 8 characters — the GDN will beSiewith your domain as a suffix.
The DB character set should be UTF-8 AL32UTFS8.

3 Oracle Universal Installer: Specify Database Configuration Options. =% 1 ] S

Specify Database Configuration Options

— Database Naming
A Clobal Database Mame, typically of the farm "name.domain’, uniguely identifies an Gracle
database. |n addition, each database is referenced by at least one Oracle Systerm ldentifier S10%,
Specify the Global Database Name and 51D for this database.

Global Database Mame:  |asl.us.example.com SIo: asl

— Database Character Set

The nuriber of language groups to be stored determine which database character set to use. See
{"Help" far the definition of language groups. For the Unicode database character set, select "Unicode
Standard UTF-8 ALZ2UTFE"

| Select Database Chararter set: Unicode standard UTF-8 AL32UTFS -

— Database File Location 2 —
|Use the file systern for database storage. For best database organization and performance, Oracle
recommends installing database files and Oracle software an separate disks.

Specify Database File Locatian 1jscra[th}nradataf Browse
Help ) Installed Products... ) Back ‘ Mext i Install | Cancel

[ omRacle |
Next you specify the passwords for various accouras simplicity of setup | would

strongly suggest using the same passwords focediumts — you can change them later if
required.
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acle Universal Installer: Specify Database Schemnia Passw I =3 ] S |

Specify Database Schema Passwords

The Starter Database contains pre-loaded schemas, most of which have passwords that will expire
and be locked at the end of installation. After the installation is comg@lete, you must unlock and set new
passwords for those accounts wou wish to use. Schemas used for the databiase management and posi-
install functions are |eft unlocked, and passwords for these accolnts will not expire. Specifythe
passwords for these accounts. -

~— U Use different passwords for these accounts ———————————————

| .User [darme iEmer Fassward iConfirm Fazsward

@ se the same password for all the accounts —————— S -
| Enter Passwarcl: i""**** Confirmn Password: l""**"| |
Help | Installed Procucts ) Back ‘ RlET J sl cancel |

In the final screen you specify an instance nanmea(ae of your choice) and the
password for ias_admin. The ias_admin passwordoeithe password for orcladmin and
other OracleAS related accounts. It is recommenmnoede the same password as in the
last screen.

acle Universal Installer: Specify Instance Name and ias_admin I B =10 x|

Specify Instance Name and ias_admin Password

All Oracle Application Server Infrastructure instances installed on a host must have unigue names. The.
hosinarme and domain narme of the host are appended to the instance narme,

Each Oracle Application Server Infrastructure instance has its own password, regardless of which user
performed the installation. Passwords are not shared across instances, ewven if the instances were -
installed by the same user. it

The password must have a minimurm of 5 alphanumeric characters, maximum 20 characlers, and at
least one of the characters must be a numkber,

Adrministrator Username; ias_admin

Instance MName las1

ias_admin Password: 1"*""*

Canfirm Password: 1""""

Help ) \InstalledEdeucts...) Back ‘ Mext J Install | Cancel |
oRACLE I

Oracle Application Server and OID will then procéednstall. This should take between
15 and 30 minutes on a typical machine.

Creating a Directory
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After installation, set the environment variable &R E_ HOME to your installation
directory, and ensure that SORACLE_HOME/bin is auyPATH. Make sure that your
DISPLAY variable is set correctly to start X progrsi (I use “xterm” to test).

Then type “oidadmin&”. This will fire up the OID iBectory Manager gui. The first
prompt will be:

ﬁDirectory SE_r\rer:'Eq:l‘lﬁg'i_E_;-E__i_ | _Bj___j;ljll

To use thiz tool wou must first connect to a Server,
Click on the OK Button 1o select a Server. ..

% ancel| Applv| Bevertj

Click on OK and you will be presented with an emii/of server names. Click on
“Add” and add the name of the machine you haveinstalled onto. If you used a non-
standard port you will need to specify that as \{fetlm here on I’'m going to assume you
used standard ports).

}{'Directnry Server Connection Elil
Server: |seshost.example. car|
Port: ‘389 :
Help Ok Cancel

Select the server you just added and click on “OKdu then get to a connect screen.
Enter “cn=orcladmin” (or just “orcladmin”) as theser, and the ias_admin installation
password. Choose the server you just added orrdipedibwn list if not already shown.

You will now be in the main Directory Manager sare@/e will need to come back to
this later. You can either leave it open or cldasend start it again with “oidadmin&”
when you need it.

Next we’ll check that the Active Directory servsivisible from this machine. My AD
server is ukp16509.uk.oracle.com and the domaireriafADDOM”:

Idapbind -h ukp16509.uk.oracle.com -p 389 -D Admini strator@addom -w
'PasswOrd'

Where —h specifies the Active Directory host, -p port number, -D the AD
administrator name, and —w the administrator’s wasd.
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If successful you should receive a message:

bind successful

Express Configuration

Assuming our Active Directory meats certain assuomst we can use Express
Configuration to define the mapping between Acireectory and OID. The
assumptions are listed at

http://download-

west.oracle.com/docs/cd/B14099 19/idmanage.101288/ddip_actdir003.htm#sthref7
94

If your AD installationdoes not fit these assumptions, you will need to follow the
detailed steps in that manual for creating a mapponfiguration.

If your AD installationdoes fit these assumptions, proceed as follows:

Run the Directory Integration and Provisioning sissit:

cd $ORACLE_HOME/Idap/odi/conf
dipassistant —gui

When prompted, leave the user set to “dipadmin”emeér the ias_admin password
given during installation

This will start up a GUI tool as below:

“ Dracle Directory Integration and Provisioning Server Administration¥ersion EI - Ellil

gL dipadmin@seshast.us. example. com: 28

=& Integration Profile Configuration
. . Active Directory Host:
Li§CUﬂf|gurallun Setl ry |adhost.us.examp\e.com

€=]Exprass Configuration

Active Directory Configuration Artive Directory Port: |389

Account Marme: |Admimstramr@addom

Account Password | *********

Connector Name: [MyCannectar

Import Profile Name: |

Export Profile MName: |

Configuration Sat |1

™ Configure Access Control Policies

Help Apply ) Revert
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Choose Active Directory Configuration and enterrtbguired details. The account name
should be Administrator@ADdomain. The Connector Hasna name you can specify —
we will use MyConnector in this example. ConfigioatSet should be left at “1”. This
will generate two files, MyConnectorimport.map avigConnectorExport.map. When
you click Apply, these files will be generated, aiadi should see a message such as:
fiinotice i B x|

i SUCCESS
) Swnchronization Profiles: MyConnectorlmport and MyConnectorExpoart
have been created successfullyin configset: 1

The default naming context in the Active Directory Server does not match
thie-default realm in Oracle Internet Directory. Therefore, DR mapping has
hieen set Up accordingly in the import profile.

To start the symchronization, sou must do the following:
= Enable the abowe profileis) using Oracle Directory Manager ar ‘dipassistant!
with the modify profile option
= Launch the DIF server with configset 1 if it is not already running with configser 1

MOTE:

This toal per‘fbrms the necessany configuration to enable synchronization of
ysers and groups hetween Active Directory and Oracle Internet Directary. Far
any additional setup such as the configuration of the External Authentication
plugine or Windows Bative Authentication, refer to the chapter \Integration With
the Microsoft Active Directory Emdranment’ in the Oracle Identity Management
Integration Guide.

Now exit dipassistant.

The next step is the “bootstrap” process whichalbtyperforms the copy of current users
from AD to OID. We do this from the command line:

Prompt$ cd $SORACLE HOME/Idap/odi/conf

Prompt$ $ORACLE_HOME/bin/dipassistant bs -profile MyConnect orlmport -
host seshost.us.example.com -port 389 -dn cn=orclad min -passwd
passwordl -log ../log/bs01.log -logseverity 15 -tra ce ../log/bs01.trc -

tracelevel 63

The output of this command on my system was:

Bootstrapping in progress.....

Bootstrapping completed.

#entries read ...........eeeeeeeen. 22
#entries filtered ................. 0

#entries ignored .................. 0
#successfully processed entries ... 22
#ailures .......ccovveeeeeennnn. 0

Please see the log file for more information.
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After the bootstrap we need to enable the MyCommbuport profile. Start up
dipassistant again (see details above), go to Qarafiion Setl under Integation Profile
Configuration, double-click on MyConnectorimportaset Profile Status to “Enable”.

1 Integration Profile: MyConnectorImport Ji=Y [ ]

=5 General

Profile Marme: [MyConnectorimpart

Prafile Yersion: |2.0

Synchronization Mode: MPORT

Profile Status: [Enakie

Profile Password:

Scheduling Interval; seconds

Maximum Mumber of Retries:

Cebug Lewel:

Automatic Application Provisioning: |DISABLE

arclodipagentcantraol

Now we need to start the Directory Integration 8efwdisrv’ demon which monitors
AD and performs the actual synchronization. Welds tising the oidctl command:

oidctl server=odisrv instance=2 configset=1 connect =asl
flags="port=389" start

The string used for “connect” here is the SID of database.

Now we need to configure the Oracle Internet Dogcexternal authentication “plugin”
which enables Single Sign-On to check the userssward with ActiveDirectory. We do
this using a script provided with the OID instatbat

sh $SORACLE_HOME/Idap/admin/oidspadi.sh

The dialog is presented below: Responses areig{No Answer]indicates that no
response was given to a particular question.

OID Active Directory Plug-in Configuration

Please make sure Database and OID are up and gunnin
Please enter Active Directory host nameéhost.us.example.com

Do you want to use SSL to connect to Active Direg2qly/n)n
Please enter Active Directory port number [388]9
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Please enter DB connect strirg:l
Please enter ODS passwopdsswordl
Please enter confirmed ODS passwa@isswordl

Please enter OID host nansesshost.us.oracle.com
Please enter OID port number [38989

Please enter orcladmin passwardssword1

Please enter confirmed orcladmin passwpegswordl

Please enter the subscriber common user searclidsels®@mmonusersearchbase]:
cn=Users,dc=us,dc=example,dc=com

Please enter the Plug-in Request Group D: Answer]

Please enter the exception entry property [(!(dbjass=orcladuser))[No Answer]
Do you want to setup the backup Active Directonyfealover? (y/n)n

Installing Plug-in Packages ...

Next, we need to enable the profiles which will goper any changes and additions. Go
to the OID Admin Screen (if still open, otherwisstart it with “oidadmin”).

Go to Plug-in Management, find the adwhencompadeaatwhenbind entries, and set
Plug-in Enable to “Enable” for both of them (if redteady set).

Further information how to troubleshoot the extémahentication plugin can be found
in How to Configure OID External Authentication Plug-|

Checking External Authentication

Now check that external authentication is workiogectly for LDAP. In my case, |
have a user testuserOl in my AD. The AD namehisruser is
testuserO1l@addom.oracle.com, the OID full name is
cn=testuser01,cn=users,dc=uk,dc=oracle,dc=com.

Prompt$ Idapbind -h adhost.us.example.com -D

"testuser0l@addom.oracle.com" -w 'password'

bind successful

Prompt$ Idapbind -D "cn=testuser01,cn=users,dc=us,dc=exampl e,dc=com" -w
'‘password'

bind successful

Using Secure Enterprise Search with Microsoft's Ac tive Directory Page 12



The first of these commands is checking directlyiagt the AD , the second is checking
against the local OID. Both have succeeded as ew@ikEby the “bind successful” output.

Optional: Turn off external authentication: Go imioladmin, choose Plug-in
Management, adwhencompare, and set Plug-in Enalileséble. Try again

Prompt$ Idapbind -D "cn=testuser01,cn=users,dc=us,dc=exampl e,dc=com” -w
'password'
Authentication fails insufficient privileges

Remember to enable the plugin after this test!

If these tests work, you could try changing tha’sggassword in AD and make sure you
can still bind. If so, this proves that externalhantication is working correctly.

Next try creating a new user in AD, and ensure gau access that new user using the
Idapbind command. It will take (by default) a minim of one minute for new users to
appear in OID.

If new users are NOT appearing, try restartingaitheserver:

Prompt$ oidctl server=odisrv instance=2 connect=asl stop

Prompt$ sleep 30

Prompt$ oidctl server=odisrv instance=2 configset=1 connect =asl
flags="port=389" start

Further information how to configure and test tixechronization and external
authentication can be found @racle Identity Management Integration Guide

Checking SSO

To ensure SSO is working correctly, go to a broveset open a URL like:
http://seshost.us.example.com:7778/oiddas
where

seshost.us.example.com is the full name of the i®#dhine, and

7778 is the port for Oracle Application Servert®&that if you already installed
Secure Enterprise Search was installed on a NOBlJttgdort (ie. Anything other than
7777), OracleAS will probably use port 7777.
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Self-Service Console - Home - Microsoft Internet Explorer

Jﬂle Edit View Favorites Took Help

J ek - ) - Iﬂ |§| }‘ ‘ ) search ‘f_i\:_r'FavDritEs €¢3|

J Address | http:jfseshost,us,example com: 7778{oiddas

ORACLE |dentity Management

Self-S 2 Console

et i
Wy Profile | Directary | Canfiguration |
Welcome to Self-Service Console & Tips
) The tabs correspond to the different
Use this site to : Caonsole wiork areas
« review information about yourself in the Ros ol
directony My

enables you view your personalized
preferences and change your Single Sign-
On password.

« change your password

« ook up people and ather information in
the directory

« Create, delste, edit, and provision users

e Directary
for application access

enables you to search for people and other

Administrators can also use this site to LT ER R R g

configure Delegated Administration Service.

Forgot Your Password?

Home | My Profile | Directory | Configuration | Login | Help
Copyright ©1898, 2005, Oracle. All rights reserved

|
& T eomsedsts

This should bring you to the Self-Service Consdl#ick on the login button on the top
right. Enter the AD name, eg. username@addomaimasal the AD password.

£} sign In - Microsoft Internet Explorer = S [
J Fle  Edit  Wiew Favorites Tools  Help ‘ ’(‘
J @ Back - \“) = Iﬂ lg‘ ¢ }‘ | / ) search 5. Favworites e! | e ‘,I__. = J @ J% % ﬁ
| address [ Frp:jjseshost.us example.com: 7778 ssoljspflogin.jsp7site2ostoretoken=v1,4~0A681 CBE~284C67FDOZADBADEEAES Y | [E) Go
Sign In
Enter your Single Sign-On user name and passwaord to sign in
User Name |tesluserﬂ1@addum example.com
Password |- (1]
Cancel |
Unauthorized use of thiz ste is prohibited and may subject you to civil and criminal prosecution,
|&] bore ’_ ,_ ’_ ,_ ,_ | Trusted sites .

If all is well you should now be logged in — progithat SSO is working with external
authentication from AD.
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Linking Secure Enterprise Search with OID and SSO

This area is covered by the Secure Enterprise Béaministrator's Guide:
http://download-west.oracle.com/docs/cd/B28527 @d/skarch.1016/b19002/toc.htm

- but we'll summarize it here.

1.
2.
3

© ®

10.

11.

Install Secure Enterprise Search, if you haveatready done so.

In the SES Administration screens, go to Gl@itings, Directory Setup.

Enter the details for the OID server (Realm iDgtished Name would be
dc=us,dc=example,dc=com for our example, and Adstrizior User Name is normally
cn=orcladmin)

Set ORACLE_HOME and ORACLE_SID environment vilés appropriately for your
Secure Enterprise Search installation (ORACLE_HGOM#he installation directory,
ORACLE_SID is the “Search Server Name” — defaudts™s- provided at install. Ensure
$ORACLE_HOME/bin is in your path.

Edit SORACLE_HOME/oc4j/j2ee/OC4J_SEARCH)/configghweb-site.xml and add the

wordsprotocol="ajp13" immediately aftekweb site  So it now reads:
<web-site port="7314" protocol="ajp13" display-name ="Oracle
Secure Search SSL Web Site">

Start SQL*Plus

sqlplus egsys/installpassword
And run one of the following commands:
For all content to be protected by SSO:
exec eq_adm.set_secure_mode(3)
For only secure content to be protected by SSO
exec eq_adm.set_secure_mode(2)
Then quit from SQL*Plus.

Restart the SES mid-tier using
searchctl restart
Note that SES will be unavailable at this pointiluhie rest of the changes have been
made.
Set ORACLE_HOME to installation directory ford@te Application Server.

Edit SORACLE_HOME/Apache/Apache/conf/mod_ossofdkdd the following within
[fModule:
<Location /search/query/ssolLogin.jsp>

require valid-user

AuthType Basic
</Location>
(For all content secured - mode 3 - remove /ssu|sp from the above)

Edit SORACLE_HOME/Apache/Apache/conf/mod_oadipfcand add the following
within IfModule:
Oc4jMount /search/* ajp13://server:ses_port
where server is the full name of your server, &l port is the original port number that
was being used by SES (default 7777)

Restart the Application Server using the comanman
$ORACLE_HOME/opmn/bin/opmnctl restartproc process-
type=HTTP_Server

Now, if all goes well you should be able to accgssure Enterprise Search via the AS port, eg:

http://seshost.us.example.com:7778/search/admiand
http://seshost.us.example.com:7778/search/query
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Go to the Query page URL, and click on the logittdiuon the top right (If you haven't closed
your browser since logging into OID you may finduyre already logged in — so log out first).
Log in using the syntax username@fulldomainname.

Logging in using ShortName

By default the SSO server uses OID attribute “usdtgin name. Currently we have to
login using the full user@domain syntax. To chatige so that we can log in using the
AD login name “user”, we need to make a changel®. O

There are two options to do this:

1% Option: Change the mapping rule Directory Inteigraserver uses to map AD users to
OID users. To do so

cd $ORACLE_HOME/Idap/admin/odi/conf
Edit MyConnectorimport.map

uid is set in the mapping file to be mapped to prigecipalname which is
testuserOl@addom.oracle.com

# Map the userprincipalname to the nickname atuldfgult
userPrincipalName: : :user:uid: :inetorgpersonisacipalName

You can disable this mapping rule (via #) and emabl
# If this rule is enabled, userprincipalname rideds to be disabled
#sAMAccountName: : :user:uid: :inetorgperson

After making these changes, run a command like:

$ORACLE_HOME/bin/dipassistant modifyprofile -profil e MyConnectorimport
-host seshost.us.example.com -port 389 -dn cn=orcla dmin -passwd
passwordl odip.profile.mapfile=MyConnectorimport.ma p

This process is described in more detail in thegrdtion Guide&Customizing Mapping
Rules

2nd Option: change the settings in Delegated Adstration Services preferences from
uid to eg. Cn as described in

Oracle Identity Management Guide to Delegated Adstriation

Eg.:

From a browser, enter the oiddas URL as used hefooh as
http://seshost.us.example.com:7778/oiddas
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Login as orcladmin (with the ias_admin installatassword), and click on the
“Configuration” tab on the top right. Where it saydtribute for Login Name”, change
the value from “uid” to “sn”, and click on “Submit”

You will need to restart all AS processes, using:
$ORACLE_HOME/opmn/bin/opmnctl stopall
$ORACLE_HOME/opmn/bin/opmnctl startall

- but then after that you will be able to log inS80 using the user’s ShortName.

Process Complete!

You should now be able to use Active Directory asarywhere within Secure Enterprise
Search that you could normally use OID users. hiqdar, you can create ACLSs to
protect datasources or documents by specifying 8é&¥suor groups.

Further References

Oracle Identity Management Integration Guide

Oracle Internet Administrator Guide

Oracle Application Server Single Sign-On AdministraGuide

Note:199222.1 How to Protect a MidTier Path withgke Sign-On (SSO) mod_o0sso
How to Configure OID External Authentication Plug-I

Roger Ford 10-May-2006
roger.ford@oracle.com
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