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Introduction 

Oracle VM is an enterprise-class server virtualization solution comprised of Oracle VM Server for x86, 

Oracle VM Server for SPARC and Oracle VM Manager.  Oracle engineered Oracle VM server 

virtualization and management solution to address the market segments of private cloud infrastructure 

within a corporate data center, or at a hosting site (managed cloud services) as well as cloud service 

providers. This paper focuses on the Oracle VM Server for x86 and Oracle VM Manager; customers 

can visit Oracle Technology Network for additional resources to learn more about Oracle VM Server 

for SPARC.  

Oracle VM incorporates an open source Xen hypervisor component, which has been customized and 

optimized as the virtualization infrastructure solution for x86 servers. Oracle VM enables virtual 

machines to be deployed, managed and moved throughout Oracle’s public and private cloud 

infrastructure.  

Oracle VM features rapid application deployment with Oracle VM Templates, integrated lifecycle 

management, and active participation in industry trends, thus offers customers more choices by not 

only delivering standalone x86 virtualization solution, but also fully integrated converged infrastructure 

such as Oracle Private Cloud Appliance and many other Oracle Engineered Systems as well as joint 

partner offerings as means to on-board traditional datacenters to the cloud.  

Oracle VM delivers significant enhancements to make it faster and easier to rollout operating systems, 

enterprise application and middleware across your entire data center—not just the Oracle software 

environment—while reducing costs and making your datacenter or cloud environment highly available 

and secure. 

 

 

http://www.oracle.com/us/technologies/virtualization/oraclevm/overview/index.html
http://www.oracle.com/us/technologies/virtualization/oracle-vm-server-for-sparc/index.html
http://www.oracle.com/technetwork/server-storage/vm/overview/ovm-211034.html
http://www.oracle.com/technetwork/server-storage/vm/overview/index.html
http://www.oracle.com/technetwork/server-storage/vm/overview/templates-101937.html
http://www.oracle.com/technetwork/server-storage/private-cloud-appliance/overview/index.html
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Oracle VM 3.4 – What’s New 

Oracle VM Release 3.4, Oracle’s latest server virtualization product, delivers many important new 

features and enhancements to enable rapid enterprise application deployment throughout public and 

private cloud infrastructure. The new release continues expanding support for both Oracle and non-

Oracle workloads - providing customers and partners with additional choices and interoperability - 

including the capability to enable OpenStack support.   

Oracle VM infrastructure 

 Infrastructure changes in Oracle VM Server for x86: Major changes to the underlying 

technology used for Oracle VM Server on x86 hardware have been implemented, including 

the Xen hypervisor upgrade to version 4.4. 

 Infrastructure changes in Oracle VM Manager: Much of the technology used to enable Oracle 

VM Manager has been updated to take advantage of new features, improved performance 

and security fixes. Major changes to these components include: Oracle WebLogic Server and 

ADF upgraded to the latest version of 12c; Java 7 and MySQL Database Enterprise Edition 

version 5.6 updated to their latest versions. 

 Storage live migration: Completely eliminate service outages associated with planned 

maintenance or scale up your resources quickly by live migrating running Virtual Machines 

(VMs) between servers that have virtual disks on local storage. 

 Unbreakable Enterprise Kernel (UEK) Release 4:  Oracle VM 3.4 delivers the new UEK4 

release which offers many important new features and enhancements engineered for the 

modern cloud infrastructure.  

 Booting from UEFI: Oracle VM Server can boot from systems that use the Unified Extensible 

Firmware Interface (UEFI). 

 Fiber Channel over Ethernet (FCoE) support: Oracle VM provides support for installing Oracle 

VM Server into FCoE Storage Area Networks (SAN) over some Host Bus Adapters (HBA) or 

Converged Network Adapters (CNA). 

 Ready for OpenStack: Users now have all the components required to use Oracle VM Server 

for x86 as a compute node in an OpenStack environment. 

 

Oracle VM security and serviceability 

 Dom0 Kernel update on live system - Oracle Ksplice updates the Dom0 Oracle Unbreakable 

Enterprise Kernel with all of the important security patches without needing to reboot. Refer to 

My Oracle Support Doc ID 2115501.1 to learn how to use Ksplice with Oracle VM. 

 FIPS 140-2 Validation: This release supports enabling FIPS mode for OpenSSL to be 

compliant with Federal Information Processing Standard (FIPS) Publication 140-2. 
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 Improved character handling for filters: Improvements to Oracle VM Manager allow for better 

handling of characters used in filter fields to improve matching capabilities and to provide 

improved protection against attempted SQL injection attacks. 

 Embedded OSWatcher Utility: The OSWatcher utility is enabled to run at boot on Oracle VM 

Server. OSWatcher collects and archives operating system and network metrics to diagnose 

performance issues. 

 Enabling Kdump:  During installation of Oracle VM Server, you can now choose to enable the 

Kdump service that captures a memory dump from Dom0 and stores it on the file system to 

help you debug and diagnose issues in the event of a system crash. 

 P2V utility on Oracle VM Server ISO file: This release includes the P2V utility on the Oracle 

VM Server ISO file. The P2V utility can be used to convert physical hosts to VMs. 

 

Oracle VM performance and scalability 

 High performance, high scalability: Supports up to 384 physical CPUs and 6TB memory with 

each guest VM supporting up to 256 virtual CPUs and 2,000,000MB memory to accommodate 

the most demanding enterprise and cloud applications. 

 Manager UI response times: This release of Oracle VM Manager includes several 

enhancements to overall performance and scalability, reducing the time it takes to discover a 

large number of servers, log into the Manager and perform different tasks in the UI. 

 Oracle VM Utilities use Oracle VM Web Services API: The Oracle VM Utilities version 2.1 now 

communicate directly with the Oracle VM Manager WS-API. This change improves 

performance and usability of the Oracle VM Utilities. 

 

Oracle VM usability and manageability 

 Enhanced Virtual Appliance support: Oracle VM Manager supports importing and exporting 

Open Virtualization Format (OVF) and Open Virtualization Archive (OVA) based software 

appliances to accelerate application deployment. 

 Object topology viewer: You can view graphical representations and generate reports of 

virtual machine object nodes and attributes to quickly locate resources and view information 

about those resources.  

 Device mappings: Virtual machine configuration details under the Servers and VMs tab in the 

Oracle VM Manager Web Interface display device mappings that allow you to easily identify 

which physical resources, such as disks in the repository, correspond to virtual resources, 

such as virtual disks assigned to virtual machines. 

 Full integration of the VNC and serial console: The Oracle VM Manager installer now 

manages the installation and upgrading of the VNC and Serial Console software packages. 
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 XML based exports: With Oracle VM Manager you can generate XML based configuration 

reports (objects, object attributes, and direct sub-objects) for virtual machines, Oracle VM 

Servers, server pools, and storage.  

 Repository apparent size: Oracle VM Manager now displays the apparent size of repositories. 

The apparent size is the total size of the entire repository. 

 Simple names for repository objects: Oracle VM Manager persists simple names for repository 

objects as metadata. As a result, the simple names are retained when the repository is 

transferred or when Oracle VM Manager is manually restored without a database backup 

 User preference persistence: Oracle VM Manager now stores certain user preferences across 

sessions. 

 Context sensitive help: Online help for Oracle VM now launches directly from elements in the 

Oracle VM Manager Web Interface to the relevant help topics. This online help system 

eliminates the need to navigate through help topics to find information. 
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Integrated Server Virtualization and Management 

Oracle VM includes the Oracle VM Server for x86 open source server software, and the integrated 

web browser-based management console Oracle VM Manager.  As a combined solution they provide 

an easy-to-use, feature-rich graphical interface for creating and managing virtual server pools running 

on x86 based systems across the enterprise. 

Oracle VM Manager provides an easy-use-centralized management environment for configuring and 

operating your server, network, and storage infrastructure from a browser-based interface (no Java 

client required), and it is accessible from just about anywhere. Users leverage the virtualization 

manager for creating management policies, as well as cloning, sharing, configuring, booting and 

migrating VMs. Beginning with Oracle VM Manager 3.2, Oracle VM Manager offers unified 

virtualization management for SPARC servers running Oracle VM Server for SPARC as well as x86-

based servers running Oracle VM Server for x86. Oracle VM helps customers improve server 

utilization, achieve higher availability and achieve better performance while reducing costs. 

Users can create and manage virtual machines (VMs) that exist on the same physical server but that 

can behave independently, with each VM having its own virtual CPUs, network interfaces, storage, and 

operating system. 

Oracle VM supports the following guest operating systems: 

 Oracle Linux  

 Oracle Solaris  

 Red Hat Enterprise Linux 

 SUSE Linux Enterprise Server 

 CentOS  

 Microsoft Windows (learn more about Windows PV Drivers)  

Please refer to the product documentation for complete information on supported guest operating 

system configurations. 

Oracle VM Server for x86 installs on physical, “bare-metal” servers from a single CD or from a network 

in about one minute to provide the environment for hosting guest virtual machines. Virtual machines 

can be created, configured, and managed on hundreds of servers to be managed centrally from a 

browser using the included Oracle VM Manager software. 

  

http://www.oracle.com/technetwork/server-storage/vm/overview/ovm-211034.html
http://www.oracle.com/us/technologies/virtualization/virtualilzation-066470.html
http://www.oracle.com/technetwork/server-storage/vm/documentation/index.html
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Advanced VM Management 

Creating and configuring guest VMs is only the beginning. With Oracle VM’s included management 

solution (Oracle VM Manager), administrators can enable advanced functionality to load-balance 

across resource pools and automatically reduce or eliminate outages associated with server downtime. 

With Oracle VM Manager, users can create SPARC server pools, virtual machines, as well as manage 

networking and storage in the same way this is done for x86 environments. From Oracle VM Manager 

the user can track and manage the two types from the same Oracle VM Manager instance. 

Full Stack Management with Oracle Enterprise Manager 

Oracle VM 3 supports easy integration with Oracle Enterprise Manager to provide comprehensive 

management of the full hardware and software stack from applications to disk. Management of the 

virtual environment can be handled with the many automated features of Oracle VM Manager or a 

combination of Oracle VM Manager and Oracle Enterprise Manager (see figure 1). 

 

Figure 1. Oracle Full Stack Integration 

System Requirements 

Please refer to the product documentation for specific software and hardware requirements, and other 

pertinent information. 

Oracle VM Server is supported on Oracle and non-Oracle x86 systems. PleI ase refer to this list of 

Oracle Linux and Oracle VM certified hardware to see which systems are certified to run with Oracle 

VM 3.4 

 

http://www.oracle.com/us/products/enterprise-manager/index.html
http://www.oracle.com/technetwork/server-storage/vm/documentation/index.html
http://linux.oracle.com/hardware-certifications
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The Certified and Supported Virtualization Environment for Oracle 

Oracle performs real-world testing on its broad portfolio of products with Oracle VM to ensure 

bulletproof reliability and streamlined support. All new Oracle product releases are certified by default, 

but consult Support Note 464754.1 on the My Oracle Support website for information on exact 

application versions certified. 

Oracle VM Support: The Complete Stack, One Call Worldwide 

Oracle’s world-class support organization offers Oracle VM Premier Support including: 

 Access to patches, fixes, and updates delivered via a subscriber network, the Unbreakable 

Linux Network 

 24x7 global support 

Oracle VM software is available for free downloads. Support for Oracle VM can be purchased via 

Oracle VM Store. 

Pricing for Oracle VM support is calculated on a per system basis: Consult Oracle’s pricing guide for 

further details. 

For Oracle x86 systems, Oracle VM support is included with Oracle Premier Support for Systems.  

Conclusion 

The best way to experience all the benefits of Oracle VM is to download the software, and try it out in 

your environment and get onboard with open cloud infrastructure. 

For more information about Oracle’s virtualization, visit www.oracle.com/virtualization. 

 

 

 

 

 

 

 

 

 

 

 

https://support.oracle.com/
http://www.oracle.com/technetwork/server-storage/vm/downloads/index.html
http://www.oracle.com/store/Virtualization?sc=ocomlink_buynow_virtualiztion
http://www.oracle.com/us/corporate/pricing/els-pricelist-070592.pdf
http://www.oracle.com/us/support/premier/servers-storage/overview/index.html
http://www.oracle.com/technetwork/server-storage/vm/downloads/index.html
file:///d:/home/hlsu/Documents/Work/OracleVM/Documentation/Whitepaper/3.0/www.oracle.com/virtualization
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