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Designing Applications for Oracle Label Security 

INTRODUCTION 

Oracle Label Security – OLS – is a database option that allows organizations to 

implement access control at the level of individual rows in tables.  Oracle Label 

Security includes a concept of session and row labels that are used to control access.  

Sessions are provided with a set or range of labels at database connect time, rows 

are stored with a label and the combination of the two controls whether the user 

can actually see the row. 

OLS can use one of three different mechanisms or a combination of them:  Levels 

imply a set of confidentiality levels such as “public”, “confidential”, “secret”; 

compartments imply a one-dimensional structure such as “east”, “west”, 

“international” or individual organizations within a company; groups imply a 

hierarchical structure such as “team member”, “manager”, “director”, “president”. 

OLS is transparent with respect to functionality as it merely filters out rows or 

prevents rows from being inserted or updated based on the user’s privileges.  As 

such, OLS can be used with any applications.  There is however a performance 

impact that needs to be understood and controlled.  This white paper discusses 

how application design can take OLS into account and how OLS can be used with 

existing applications. 

ORACLE LABEL SECURITY IMPLEMENTATION 

This section explains how OLS is implemented internally in the Oracle database.  

There are two aspects of OLS that are implemented using separate features: 

• Control of access to rows retrieved by queries (SQL select statements) 

• Control of row label values, including automatic generation of these 

values, for DML statements (SQL insert, update and delete) 

Overview 

OLS is implemented using the Oracle Virtual Private Database (VPD) technology, 

which is a general mechanism providing security at the row level for queries.  For 

DML statements, OLS is implemented using a set of triggers.  The net effect is that 

each individual row retrieved during a query or processed during DML is verified 

against the set of security rules imposed by OLS.  There are in particular four 

components involved in this: 

Oracle Label Security – OLS – is a database 

option that allows access control at the 

level of individual table rows. 

Knowledge of how OLS is actually 

implemented helps application designers 

to understand the implications of using 

OLS. 
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• A set of session labels such as maximum and minimum labels, default 

label, etc.  The actual OLS policies influence how these session labels are 

assigned. 

• Tables protected by OLS have an additional column that stores the actual 

OLS label of each individual row. 

• All queries have extra predicates added.  These predicates use the session 

label information and the stored row label to implement the OLS policy 

• Row level triggers are added to implement the OLS policies for write 

operations, i.e. DML. 

OLS query predicates  

When tables are protected by OLS, the actual policy is implemented by adding extra 

predicates to the SQL select statements being used.  These extra predicates are 

added for each OLS table referenced directly or indirectly (such as via a view 

expansion) in the query.  The extra predicates take one of two forms: 

 where label_column = <value>  

or  

where label_column between <value1> and <value2> 
and verify_ols_policy(label_column) = 0  

In these examples, the label_column1 is the extra column added for use by OLS, 

and <value>, <value1> and <value2> are values that depend on the current 

session. 

The former of the two cases is used when it is known from the session label 

information that only rows having a single specific value for the label_column are 

allowed by the policy.  If multiple values of the label_column are allowed by the 

policy, the second form is used.  When this is the case, the between clause does not 

fully identify the matching rows, and hence the call to the verify_ols_policy1 function 

is needed.   

The fact that extra predicates are added by OLS has implications on the 

optimization of the query and it may therefore (and often will) have implications 

for the indexing strategy being used by the application.  The details of this are 

discussed in the subsequent section on OLS performance. 

The values used for verification depend on the session labels and are generally 

calculated using calls to the SYS_CONTEXT function. 

OLS write security 

                                                
1 Note that the names “label_column” and “verify_ols_policy” merely are used in this 
white paper to explain the behavior.  The actual name of the column storing the label 
information, and the actual name of the function implementing the label security 
verification differs. 

For queries, extra predicates are added to 

policy-protected tables, identifying rows 

that are visible to the user. 

For DML, triggers are used to enforce the 

OLS policies. 
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Oracle Label Security can enforce write security, i.e. security for DML, in addition to 

security for queries.  

Triggers are used to enforce the OLS write policies.  OLS creates “after row” 

triggers for SQL insert and update operations, and a “before row” trigger for SQL 

delete operations.  The triggers perform the following tasks: 

• If a policy is not in effect, return immediately 

• Verify label columns are not NULL. 

• Verify label column values against the actual policy 

• Potentially create OLS auditing information; this will cause an audit record 

to be inserted into the database audit trail.  

• If the verification fails, an ORA-12406 error is returned. 

If an insert statement does not specify an explicit row label then OLS will call a 

function to create a default row label based on the policy and the session label.  

Note that the configuration of policies and users does not necessarily guarantee 

that the default column value is actually accepted by the policy. This means that the 

call of the insert trigger is always necessary. 

OLS PERFORMANCE 

Previous sections have explained how OLS is implemented using the Oracle Virtual 

Private Database technology to impose policies for queries and using triggers to 

impose policies for DML.  Some of the performance impacts that can be expected 

are: 

• Execution plans may change due to the extra predicates added by OLS.  

Changes in indexing strategy may therefore be necessary.2  

• Result set sizes are reduced which subsequently can reduce the set of rows 

returned to the application code. 

• The triggers used to implement write policies imply execution of PL/SQL 

code. 

It is not possible to give any general estimates or rules of thumb on the 

performance impact of OLS.  It is therefore important that the use of OLS is 

planned into any design and development project as early as possible.  If OLS is 

applied to an existing application, the implications must be carefully investigated 

and SQL statement tuning may possibly be necessary.   

                                                
2 In Oracle10g release 10.2.0.4 and later versions of Oracle Database, a mechanism 

has been put in place to make sure execution plans normally stay unchanged when 

OLS is in use.  Registered Oracle customers can see the details of this at the Oracle 

Metalink site under bug 5674756. 

 

The performance impact of using OLS 

needs to be investigated and understood.  

Execution plan changes are often seen, 

and changes to indexing strategy may be 

needed. 
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Query performance with OLS 

We have previously explained, that OLS is implemented for queries by adding 

predicates to all parts of the SQL statement, where an OLS protected table is used.  

These extra predicates need to be included when an application is performance 

optimized, which often implies adding or modifying indexes.  The examples in this 

section are based on a sample table, WITH_OLS that has a primary key number 

column, PK, two varchar2 columns, B and C, a number column N, and the un-

hidden label column SA_LABEL.  

Simple OLS predicates 

Let us investigate the simple case where an extra equality predicate is added by 

OLS.  This is the case when the database user is known to have access only to rows 

with a single specific label.  If the user executes: 

 select b,c from with_ols where pk=:pk  

the actual SQL statement that gets executed is similar to 

select b,c from with_ols where pk=:pk 
and sa_label = :label  

Presumably, there is an index on the PK column, which would be used to satisfy 

the original query, and this index can similarly be used to satisfy the modified 

query.  Thus, no index changes would be necessary. 

If the user executes: 

 select pk,b,c from with_ols where b=:b  

the actual SQL statement that gets executed is similar to 

select pk,b,c from with_ols where b=:b 
and sa_label = :label  

In this case, if an index exists on the B column, this index could potentially 

efficiently be used for the original query.  However, the modified query may 

optimize better with a different index, either with an index on the SA_LABEL 

column or with a modified index on the B,SA_LABEL set of columns.  If the 

existing index is composite, the actual place in the column sequence where the label 

column should be placed will depend on actual usage. 

A third case is the following: 

 select b,c from with_ols where b=:b  

that after modification by OLS gets 

select b,c from with_ols where b=:b 
and sa_label = :label  

Assuming an index exists on the column combination (B,C), the original query can 

be optimized using an index-only access path, as only columns in the index are 

being retrieved.  After adding the OLS-generated predicate, this is no longer the 
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case and the optimizer will need to modify the access path to retrieve the data from 

the data segment, unless indexes are modified to include the label column. 

A similar case is  

 select b,sum(n) from with_ols group by b  

that after modification by OLS becomes 

select b,sum(n) from with_ols 
where sa_label = :label 
group by b  

Assuming an index exists on the (b,n) column combination, an index scan access 

path can be used for the original query, but not for the OLS-modified query.  

The cases and the potential impact are: 

Query type Effect of OLS Possible index changes 

Primary key based 

row retrieval. 

OLS may restrict the 

(single) row from 

being returned. 

Normally not needed. 

Row retrieval via 

indexed column. 

OLS may restrict 

many rows from 

being returned.  

Hence, changes to 

indexing may be 

beneficial. 

Addition of label column as an 

additional column to index is often 

beneficial.   

Row retrieval via 

indexed column 

combination. 

OLS may restrict 

many rows from 

being returned.  

Hence, changes to 

indexing may be 

beneficial. 

The label column should be added to 

the index.  However, the most 

efficient position to add the label 

column will depend on query usage 

of the index and on data distribution. 

Retrieval of 

columns found 

fully within an 

index. 

Actual table data will 

have to be accessed to 

find the label column 

value. 

Even if data distribution or similar 

effect would not make addition of 

the label column to the index 

beneficial, it should still be 

considered as it allows continued use 

of an index-only access path. 

 

Advanced OLS predicates 

When the simple OLS predicate (a single equality condition) cannot fully 

implement the actual policy, the policy is implemented by calling a function that will 

return a non-negative value if the policy allows retrieval of the row.  This function 
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accepts the value stored in the label column and the session label as arguments, 

which prevents the optimizer from using an index-based access path.  Therefore, an 

additional predicate is added, that will allow the optimizer an index-based access 

path.  The above example: 

 select b,c from with_ols where pk=:pk  

will then be modified to something similar to: 

select b,c from with_ols where pk=:pk 
and sa_label between :lo_label and :hi_label 
and verify_ols_policy(sa_label,:session_label) >= 0   

when an OLS policy is in place.  The first part of this (between) is present only to 

enable the potential use of an index that includes the label column, and this part 

may make an initial reduction of the number of rows retrieved.  The second part 

(the function call) actually implements the security policy.3 

The effect of the between predicate needs to be included when considering the 

possible indexing strategies listed above. 

OLS and joins 

When OLS is applied to tables used in joins, subqueries or similar, the basic SQL 

modifications are the same: extra predicates are added to all OLS-protected tables.  

In consequence, the effects on optimization and the recommended modifications 

to indexing are the same.  In addition to this, however, you also need to consider 

potential changes to the join order.  The join order is particularly important for the 

nested loop join method that is often chosen by the query optimizer.  The nested 

loop join is normally optimized to have the table returning fewest rows as the outer 

driving table, but OLS policies may reverse which table returns the fewest rows.  

As a result, it may be necessary to consider this factor to ensure optimal execution 

plans when modifying indexing. 

General indexing recommendations 

As the above discussion shows, it is frequently beneficial to modify indexes by 

adding the label column to the index.  A general recommendation that in many 

practical cases will work well is simply to add the label column to the end of all indexes.  

The Oracle database has a sufficiently rich set of possible access plans, including 

the INDEX SKIP SCAN, that reasonable performance can be achieved by this 

approach.4 

                                                
3 See footnote 1 discussing the actual name of this function. 
4 In [2] it is advised to create a bitmap index on the label column.  This should not be 
taken as a general recommendation because bitmap indexes may have adverse 
performance impact on DML operations.  As this paper suggests, adding the label 
column to all existing indexes is likely to be a much better first attempt at an indexing 
strategy for OLS. 
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For indexes used to implement primary key or unique constraints, this requires 

special handling, as the uniqueness among the existing columns is no longer 

guaranteed if the label column is added to the constraint.  The approach needed is 

the following: 

1. Disable the existing primary key (which will implicitly drop the index) 

2. Create a new non-unique index on the primary key columns and 

additionally the label column 

3. Enable the primary key using the newly created index.  Even if the index 

itself is not unique, Oracle will ensure uniqueness as a declared constraint. 

Use of partitioning 

The label column will contain a relatively small number of distinct values and 

would therefore be a candidate for a list- or range-partitioning key.  Partitioning 

may be considered an alternative or a supplement to a modified indexing strategy, 

in particular if most or all indexes can be local partitioned. 

Using tracing tools to inspect OLS applied predicat es 

A database developer would typically use the SQL_TRACE tool to inspect SQL 

statements and SQL statement performance in detail.  By using SQL_TRACE a 

trace file will be generated, containing SQL statements, execution statistics and 

execution plans.  However, the SQL statements shown are the SQL statements 

executed by the user, not the SQL statement modified with the OLS predicates.  In 

order to show the extra predicates, a different mechanism is necessary.  After 

connecting to the database, the following statement can be executed:5 

alter session set events 
'10730 trace name context level 1, forever'  

This will cause Oracle to record additional information into the trace file whenever 

a SQL statement referring to an OLS protected table is being (hard) parsed.6  An 

example of the output to the trace file is: 

--------------------------------------------------- --------- 
Logon user     : P 
Table/View     : SCOTT.WITH_OLS 

Policy name    : LBAC_RLSRC 
Policy function: LBACSYS.LBAC_RLS.READ_FILTER 
RLS view : 
SELECT  "A","B","C","SA_LABEL" FROM "SCOTT"."WITH_O LS" 
WHERE (SA_LABEL = sys_context('LBAC$0_LAB','LBAC$MINLABEL ') )  

The output shows the user logged on to the database, the table referenced, some 

internal information and subsequently the extra predicate.   

                                                
5 The use of this “event 10730” mechanism is not supported by Oracle Corporation as 
a standard feature, and it may be changed or removed from the product at any time. 
6 Please refer to [1] for a discussion about hard and soft parsing. 

The Oracle database includes a 

mechanism that allows direct inspection of 

the query modifications performed by OLS. 
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In the advanced case, where a simple equality predicate isn’t sufficient, the output 

might be: 

--------------------------------------------------- ---------- 
Logon user     : B 
Table/View     : SCOTT.WITH_OLS 
Policy name    : LBAC_RLSRC 
Policy function: LBACSYS.LBAC_RLS.READ_FILTER 
RLS view : 
SELECT  "A","B","C","SA_LABEL" FROM "SCOTT"."WITH_O LS" 
WHERE (SA_LABEL BETWEEN 

  sys_context('LBAC$0_LAB','LBAC$MINLABEL') AND 

  sys_context('LBAC$0_LAB','LBAC$MAXLABEL') 

AND sys_context('LBAC$LABELS',SA_LABEL)>=0 )  

This example shows the advanced predicate including a between clause and a 

function call, that does the actual implementation of the OLS policy.  This is an 

example of the actual function call that has been referred to as “verify_ols_policy” 

earlier in this paper. 

Choice of numeric values for label tags 

In [3], a discussion of the assignment of numeric values to label tags is found.  This 

assignment can have an effect on performance.  The performance implication of 

the use of the numeric values lies in the use of the between clause of the advanced 

predicates.  The purpose of the between clause is to allow the potential for an index 

to filter out rows that are not allowed by the policy; hence the better the filtering 

done by the between clause, the less the filtering by the function call.  For this 

reason, you should generally assign higher numeric values to less frequently found 

label tags 

The rules that you should apply when choosing numeric label values are: 

• If your policy includes levels, the higher the secrecy level, the higher the 

numeric label value.  When assigning label values, space should be allowed 

in the sequence for potential use by groups and compartments. 

• If your policy includes groups, higher numeric values should be assigned to 

groups higher in the hierarchy. 

• If your policy includes compartments, label tags that are less frequently 

expected in data should have the highest numeric label values. 

DML performance with OLS 

When DML operations are performed against OLS protected tables, row triggers 

will fire to verify the actual policy.  The cost of doing this cannot easily be 

predicted, and it therefore needs to be measured for each application individually.  

For a given system, the cost per row can be expected to be relatively constant.  If 

auditing of OLS is in place, the cost is higher as an audit record is also generated. 
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Selecting tables for OLS policies 

As earlier explained, all tables that have OLS policies applied to them will have 

extra predicates added whenever they are referenced in any SQL statement and will 

have triggers added to enforce the write policies.  In order to limit the overall 

performance impact of OLS, you should therefore carefully consider which tables 

should have OLS policies.  Although it may seem ideal to apply OLS to all tables 

used by a specific application, this may not be reasonable, as it has performance 

impacts on all parts of the application. 

USING OLS WITH EXISTING APPLICATIONS 

In many cases, an organization that needs to use Oracle Label Security to enforce 

row-level security policies will have to do this in combination with an existing 

application, either an internal application or a third party packaged application.  In 

such cases, the application was not designed with OLS in mind, and implementing 

OLS therefore requires special attention.  It is particularly important to realize that 

OLS should not be implemented without a careful performance investigation.  The 

following steps are a rough guideline on what should be considered: 

• Apply OLS without changes to indexing – this is not likely to be sufficient, 

but it will provide information about the impact.  In Oracle10g release 

10.2.0.4 and later, the number of changed execution plans should be low.7 

• Inspect changes to execution plans for queries referring to OLS-protected 

tables.  Query plan changes are an indication that further investigation and 

potential changes to indexing is necessary.  In Oracle10g release 10.2.0.4 

• Modify all indexes on OLS-protected tables by adding the label column at 

the end of existing indexes.  Please see above how this can be done for 

primary key indexes. 

• Identify SQL statements that have large impact on overall performance 

and consider further changes to indexing. 

• Consider using table and index partitioning on the label column. 

SUMMARY 

Oracle Label Security – OLS – implements access control at the level of individual 

rows rather than at the table level as is done by default.  When using OLS, the 

following should be considered: 

• Understand the performance implications of using OLS.  Query 

performance is impacted by the extra predicates added, and by the 

reduction of row sets.  DML performance is impacted by the addition of 

triggers. 

                                                
7 See footnote 2 for details. 

Particular care is necessary when OLS is 

being applied to applications that were not 

originally designed with OLS in mind. 
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• Make OLS part of the application design, such that the impact of OLS is 

included in the entire design and development process. 

• If OLS is implemented with existing applications, investigate and 

understand SQL execution plan changes.  It is often necessary to modify 

indexing strategies. 

• Limit the actual number of tables protected by OLS policies 

DOCUMENT REVISIONS 

This is the second edition of this document. It includes minor corrections and 

information about bug 5674756. 
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