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2UDFOH�L�/DEHO�6HFXULW\�²�&RQWUROOLQJ�$FFHVV�WR�'DWD

EXECUTIVE OVERVIEW

6HQVLWLYLW\�ODEHOV�DUH�PRVW�FRPPRQO\�DVVRFLDWHG�ZLWK�GHIHQVH�ZHDSRQU\�GHVLJQV
DQG�PLOLWDU\�RSHUDWLRQV���$�QHZ�PLOLWDU\�MHW�ILJKWHU�SURMHFW�PLJKW�EH�JLYHQ�D�VSHFLDO
FRGH�QDPH�DQG�SURMHFW�SHUVRQQHO�PLJKW�EH�UHTXLUHG�WR�KDYH�VSHFLDO�VHFXULW\
FOHDUDQFHV���+RZHYHU��VHQVLWLYLW\�ODEHOV�DUH�DOVR�XVHG�LQ�FRPPHUFLDO�RUJDQL]DWLRQV�
)RU�H[DPSOH��D�FRPPHUFLDO�FRPSDQ\�XVXDOO\�KDV�LQIRUPDWLRQ�ZKLFK�LV�FRQVLGHUHG
SXEOLF��LQWHUQDO��FRQILGHQWLDO�RU�KLJKO\�VHQVLWLYH���2UDFOH�L�/DEHO�6HFXULW\���OLQNV
WKH�VHQVLWLYLW\�ODEHO�ZLWK�GDWD�VXFK�WKDW�DGPLQLVWUDWRU·V�FDQ�FRQWURO�DFFHVV�WR�GDWD
E\�GHILQLQJ�XVHU�ODEHO�DXWKRUL]DWLRQV�LQ�2UDFOH�L���2UDFOH�L�/DEHO�6HFXULW\
LQFRUSRUDWHV�FRQFHSWV�XVHG�LQ�JRYHUQPHQW�LQWHOOLJHQFH�DJHQFLHV�ZRUOGZLGH�IRU
FRQWUROOLQJ�DFFHVV�WR�GDWD���2UDFOH�L�/DEHO�6HFXULW\�LQWURGXFHV�SRZHUIXO�QHZ
WHFKQRORJ\�ZKLFK�JLYHV�JRYHUQPHQW�DQG�FRPPHUFLDO�RUJDQL]DWLRQV�WKH�DELOLW\�WR
EHWWHU�PDQDJH�SULYDF\�UXOHV�DQG�DFFHVV�WR�LQIRUPDWLRQ�

INTRODUCTION

6HQVLWLYLW\�ODEHOV�SURYLGH�SRZHUIXO�DFFHVV�FRQWURO�FDSDELOLWLHV���$�VHQVLWLYLW\�ODEHO
FDQ�EH�DV�VLPSOH�DV�D�FRPSDQ\�QDPH��RU�LW�FDQ�EH�D�FRPSOH[�VHULHV�RI�FRGH�ZRUGV
DGGHG�WR�D�GRFXPHQW�EHLQJ�GHOLYHUHG�WR�WKH�3UHVLGHQW�RI�WKH�8QLWHG�6WDWHV�RU�WKH
&KLHI�([HFXWLYH�2IILFHU�RI�D�FRUSRUDWLRQ���$�VHQVLWLYLW\�ODEHO�FDQ�EH�XVHG�WR�UHVWULFW
DFFHVV�WR�SDWLHQW�PHGLFDO�UHFRUGV�RU�WR�SURWHFW�DQ�RQJRLQJ�FULPLQDO�LQYHVWLJDWLRQ�

PROTECTING SENSITIVE DATA

2UDFOH�L�/DEHO�6HFXULW\�LV�GHVLJQHG�WR�DGGUHVV�WKH�VRSKLVWLFDWHG�DFFHVV�FRQWURO
UHTXLUHPHQWV�IRXQG�LQ�WRGD\·V�,QWHUQHW�HQYLURQPHQW���,W�LV�WKH�ILUVW�ODEHO�EDVHG
DFFHVV�FRQWURO�SURGXFW�GHVLJQHG�VSHFLILFDOO\�IRU�WKH�PRVW�SRSXODU�FRPPHUFLDOO\
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DYDLODEOH�RSHUDWLQJ�V\VWHPV���2UDFOH�L�/DEHO�6HFXULW\�HQIRUFHPHQW�RSWLRQV�DOORZ
VHFXULW\�SROLFLHV�WR�EH�ILQHO\�WXQHG�IRU�VSHFLILF�LQGXVWU\�HQYLURQPHQWV�

Out-of-the-box Virtual Private Database

2UDFOH�L�/DEHO�6HFXULW\�LV�D�SRZHUIXO��RXW�RI�WKH�ER[�VHFXULW\�VROXWLRQ�ZKLFK
HOLPLQDWHV�WKH�EXUGHQ�RI�ZULWLQJ�DQG�PDLQWDLQLQJ�2UDFOH�93'�)*$&�3/�64/
VHFXULW\�SROLFLHV�WR�HQIRUFH�URZ�OHYHO�VHFXULW\���2UDFOH�L�/DEHO�6HFXULW\�LV�EXLOW�RQ
WKH�2UDFOH�YLUWXDO�SULYDWH�GDWDEDVH��93'��ILQH�JUDLQHG�DFFHVV�FRQWURO��)*$&�
WHFKQRORJ\���93'�)*$&�JLYHV�DGPLQLVWUDWRU·V�WKH�DELOLW\�WR�SURJUDP�VHFXULW\
SROLFLHV�XVLQJ�2UDFOH�3/�64/�DQG�DVVLJQ�WKH�VHFXULW\�SROLFLHV�WR�GDWDEDVH�REMHFWV�
2UDFOH�L�/DEHO�6HFXULW\�UHTXLUHV�QR�VRIWZDUH�GHYHORSPHQW���2UDFOH�L�/DEHO�6HFXULW\
LV�DQ�LGHDO�VROXWLRQ�ZKHUH�DFFHVV�FRQWURO�LV�EDVHG�RQ�WKH�VHQVLWLYLW\�RI�GDWD�DQG
WUDGLWLRQDO�DFFHVV�FRQWURO�PHFKDQLVPV�DUH�QRW�VXIILFLHQW�

Object Privileges and Row Level Security

'DWDEDVH�REMHFWV�LQFOXGH�WKH�GDWDEDVH�WDEOHV�ZKLFK�VWRUH�DSSOLFDWLRQ�GDWD���$
W\SLFDO�GDWDEDVH�DSSOLFDWLRQ�PD\�FRQWDLQ�GR]HQV�RU�HYHQ�KXQGUHGV�RI�GDWDEDVH
WDEOHV���)RU�H[DPSOH��LPDJLQH�D�VLPSOH�RUGHU�HQWU\�DSSOLFDWLRQ�ZKLFK�FRQWDLQV�WZR
GDWDEDVH�WDEOHV���7KH�ILUVW�WDEOH��SXUFKDVH�RUGHUV��WUDFNV�SXUFKDVH�RUGHUV���7KH�VHFRQG
WDEOH��LWHPV��WUDFNV�VSHFLILF�LWHPV�LQFOXGHG�LQ�WKH�SXUFKDVH�RUGHU���)RU�HDFK
SXUFKDVH�RUGHU�OLVWHG�LQ�WKH�SXUFKDVH�RUGHUV�WDEOH�WKHUH�PD\�EH�RQH�RU�PRUH�LWHPV�LQ
WKH�LWHPV�WDEOH���$FFHVV�WR�WKH�GDWD�LQ�WKHVH�WDEOHV�LV�PHGLDWHG�XVLQJ�GDWDEDVH�REMHFW
SULYLOHJHV�VXFK�DV�6(/(&7��83'$7(��,16(57�DQG�'(/(7(���2EMHFW�SULYLOHJHV
FDQ�EH�JUDQWHG�GLUHFWO\�WR�DQ�DSSOLFDWLRQ�XVHU�RU�PDQDJHG�WKURXJK�HQWHUSULVH�UROHV�
5ROHV�FRQWDLQ�WKH�REMHFW�SULYLOHJHV�QHFHVVDU\�WR�SHUIRUP�D�VSHFLILF�MRE�IXQFWLRQ�
)RU�H[DPSOH��WKH�REMHFW�SULYLOHJH�6(/(&7�PLJKW�EH�JLYHQ�WR�&/(5.�UROH���,Q
PRVW�FDVHV�REMHFW�SULYLOHJHV�DUH�VXIILFLHQW�WR�VDWLVI\�VWDWHG�VHFXULW\�SROLFLHV���)RU
H[DPSOH��D�XVHU�FDQ�EH�GHQLHG�DFFHVV�WR�SXUFKDVH�RUGHU�LQIRUPDWLRQ�E\�VLPSO\
HQVXULQJ�WKH�XVHU�GRHV�QRW�KDYH�DQ\�REMHFW�SULYLOHJHV�RQ�WKH�XQGHUO\LQJ�SXUFKDVH
RUGHU�DSSOLFDWLRQ�WDEOHV�

5RZ�OHYHO�VHFXULW\�LV�WKH�DELOLW\�WR�FRQWURO�DFFHVV�WR�LQGLYLGXDO�URZV�ZLWKLQ�D
GDWDEDVH�WDEOH�DIWHU�DQ�DSSOLFDWLRQ�XVHU�KDV�EHHQ�JLYHQ�REMHFW�SULYLOHJHV�RQ�WKH
GDWDEDVH�WDEOH���)RU�H[DPSOH��VXSSRVH�D�VHFXULW\�SROLF\�VWDWHV�WKDW�DQ�DSSOLFDWLRQ
PXVW�EH�FDSDEOH�RI�ILOWHULQJ�RXW�SXUFKDVH�RUGHUV�ODEHOHG�FRPSDQ\�VHQVLWLYH�"��%\
GHIDXOW��JLYLQJ�DQ�DSSOLFDWLRQ�XVHU�WKH�6(/(&7�SULYLOHJH�RQ�WKH�SXUFKDVH�RUGHUV�WDEOH
ZLOO�DOORZ�WKH�XVHU�WR�YLHZ�DOO�LQIRUPDWLRQ���2QH�DSSURDFK�WR�VROYLQJ�WKLV
UHTXLUHPHQW�LV�WR�FUHDWH�WZR�GDWDEDVH�YLHZV���7KH�ILUVW�YLHZ�ZLOO�H[FOXGH�DOO�WKH
SXUFKDVH�RUGHUV�GHHPHG�FRPSDQ\�VHQVLWLYH�DQG�WKH�VHFRQG�ZRXOG�LQFOXGH�DOO�WKH
SXUFKDVH�RUGHUV���7KLV�DSSURDFK�LV�SUREOHPDWLF�EHFDXVH�WKH�VHFXULW\�SROLF\�PD\
FKDQJH�WR�LQFOXGH�QHZ�OHYHOV�RI�VHQVLWLYLW\���,Q�DGGLWLRQ��DSSOLFDWLRQ�XVHUV�ZLOO�QHHG
WR�EH�DVVLJQHG�WKH�FRUUHFW�HQWHUSULVH�UROH�GHSHQGLQJ�RQ�WKHLU�DXWKRUL]DWLRQ�WR�YLHZ
FRPSDQ\�VHQVLWLYH�LQIRUPDWLRQ���6HQVLWLYLW\�ODEHOV�VROYH�WKLV�VHFXULW\�UHTXLUHPHQW
DQG�HOLPLQDWH�WKH�QHHG�IRU�DGGLWLRQDO�YLHZV���7KH�,QWHUQHW�LV�LQFUHDVLQJ�WKH�QHHG�IRU
URZ�OHYHO�VHFXULW\�EHFDXVH�PRUH�LQIRUPDWLRQ�LV�EHLQJ�VWRUHG�LQ�D�VLQJOH�ORFDWLRQ�

Oracle9i Label Security  requires no

software development

The Internet is increasing the need for row

level security because more information is

being stored in a single location.
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Oracle9i Label Security and Sensitivity Labels

2UDFOH�L�/DEHO�6HFXULW\�XVHV�VHQVLWLYLW\�ODEHOV�WR�FRQWURO�DFFHVV�WR�GDWD���7KLV�LV
VRPHWLPHV�UHIHUUHG�WR�DV�ODEHO�EDVHG�DFFHVV�FRQWURO��/%$&����2UDFOH�L�/DEHO
6HFXULW\�GRHV�QRW�DOOHYLDWH�WKH�QHHG�WR�PDQDJH�REMHFW�SULYLOHJHV�GLVFXVVHG�LQ�WKH
SUHYLRXV�VHFWLRQ���2UDFOH�L�/DEHO�6HFXULW\�DGGV�VHFXULW\�WR�WKH�GDWDEDVH�ZKLFK�QR
RWKHU�GDWDEDVH�YHQGRU�FXUUHQWO\�SURYLGHV���2UDFOH�L�/DEHO�6HFXULW\�SHUIRUPV�DQ
DGGLWLRQDO�VHFXULW\�FKHFN�DIWHU�WKH�VWDQGDUG�REMHFW�SULYLOHJHV�KDYH�EHHQ�YHULILHG���,W
HOLPLQDWHV�WKH�QHHG�WR�FUHDWH�PXOWLSOH�YLHZV�DQG�PDQDJH�WKH�DVVRFLDWHG�REMHFW
SULYLOHJHV�ZKHQ�DWWHPSWLQJ�WR�LPSOHPHQW�URZ�OHYHO�VHFXULW\���,W�UHGXFHV�DSSOLFDWLRQ
VL]H�DQG�FRPSOH[LW\�DQG�LQFUHDVHV�VHFXULW\�E\�PRYLQJ�URZ�OHYHO�VHFXULW\�LQWR�WKH
GDWDEDVH�DQG�RXW�RI�WKH�DSSOLFDWLRQ�ORJLF���,QFRUSRUDWLQJ�VHQVLWLYLW\�ODEHOV�LQWR�WKH
DFFHVV�FRQWURO�GHFLVLRQ�SURFHVV�DGGUHVVHV�D�FRPPRQ�DQG�FRPSOH[�VHFXULW\
UHTXLUHPHQW���2UDFOH�L�/DEHO�6HFXULW\�VHQVLWLYLW\�ODEHOV�FRQWDLQ�D�VLQJOH�VHQVLWLYLW\
OHYHO���RU�D�OHYHO�FRPELQHG�ZLWK�FRPSDUWPHQWV��JURXSV�RU�ERWK���7KH�DELOLW\�WR�XVH�DOO
WKUHH�LQ�D�VHQVLWLYLW\�ODEHO�SURYLGHV�PXOWLGLPHQVLRQDO�URZ�OHYHO�VHFXULW\�

Example Sensitivity Labels:

&RQILGHQWLDO�������$VLD

7RS�6HFUHW���);�)LJKWHU�-HW���$LU�)RUFH�&RPPDQG

6HQVLWLYH���9DFFLQH�7ULDOV���&HQWHU�)RU�'LVHDVH�&RQWURO

&RQILGHQWLDO���*OREDO�:DUPLQJ���8QLWHG�1DWLRQV�6HFXULW\�&RXQFLO

Sensitivity Levels

2QH�FRPSRQHQW�RI�WKH�GDWD�VHQVLWLYLW\�ODEHO�ZKLFK�2UDFOH�L�/DEHO�6HFXULW\
VXSSRUWV�LV�NQRZQ�DV�D�OHYHO���7KH�HDVLHVW�ZD\�WR�XQGHUVWDQG�OHYHOV�LV�WR�XVH�DQ
H[DPSOH���7KH�QRYHO�7KH�+XQW�)RU�5HG�2FWREHU�E\�7RP�&ODQF\��LV�EDVHG�DURXQG�D
ILFWLRQDO�VXSHU�TXLHW�5XVVLDQ�VXEPDULQH���7KH�H[LVWHQFH�RI�WKH�VXEPDULQH�LV�DQ
H[DPSOH�RI�DQ�H[WUHPHO\�KLJK�VHQVLWLYLW\�OHYHO��VXFK�DV�7RS�6HFUHW���,Q�WKLV�H[DPSOH�
SHUVRQQHO�ZKRVH�DXWKRUL]DWLRQV�GR�QRW�PHHW�RU�H[FHHG�WKH�7RS�6HFUHW�DXWKRUL]DWLRQ
ZLOO�EH�UHVWULFWHG�IURP�YLHZLQJ�GHWDLOV�DVVLJQHG�WR�WKLV�VHQVLWLYLW\�OHYHO�

� Level -- The level is a hierarchical component which denotes the
sensitivity of the data.  A typical government organization might define
levels confidential, sensitive and highly sensitive.  However, there is no
requirement to define more than one level.  For example, a commercial
organization might define a single level for company confidential data or
application hosting requirements.

Reduces application size and  complexity

and increases security

Levels – Internal, Confidential, Sensitive,

Highly Sensitive
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Sensitivity Compartments

$QRWKHU�FRPSRQHQW�RI�WKH�GDWD�VHQVLWLYLW\�ODEHO�ZKLFK�2UDFOH�L�/DEHO�6HFXULW\
VXSSRUWV�LV�NQRZQ�DV�D�FRPSDUWPHQW�RU�FDWHJRU\���,Q�7KH�+XQW�)RU�5HG�2FWREHU�WKH
ZDWHU�SURSXOVLRQ�V\VWHP�LV�DQ�H[DPSOH�RI�D�VHQVLWLYH�WHFKQRORJ\�ZKLFK�PLJKW�EH
DVVLJQHG�D�VHFXULW\�FRPSDUWPHQW���,Q�WKLV�H[DPSOH��SHUVRQQHO�ZKRVH
UHVSRQVLELOLWLHV�GR�QRW�LQFOXGH�WKH�ZDWHU�SURSXOVLRQ�V\VWHP�FDQ�EH�UHVWULFWHG�IURP
YLHZLQJ�GHWDLOV�DVVLJQHG�WKH�VHQVLWLYLW\�FRPSDUWPHQW�

• Compartment - The compartment component is sometimes referred to as a
“category” and is non-hierarchical.  Typically one or more compartments
are defined to segregate data.  For example, a compartment might be
defined for an ongoing strategic initiative, or might map to a hosted
application subscriber.  Users can be given read only or read-write
authorizations on an individual compartment basis, providing powerful
row level security.

Sensitivity groups

$QRWKHU�FRPSRQHQW�RI�WKH�GDWD�VHQVLWLYLW\�ODEHO�ZKLFK�2UDFOH�L�/DEHO�6HFXULW\
VXSSRUWV�LV�NQRZQ�DV�D�JURXS���,Q�7KH�+XQW�)RU�5HG�2FWREHU�WKH�PLOLWDU\
RUJDQL]DWLRQ�RZQLQJ�WKH�VXEPDULQH�LV�DQ�H[DPSOH�RI�D�SRWHQWLDO�JURXS���)RU
H[DPSOH��LPDJLQH�WZR�JURXSV�FDOOHG�*HQHUDO�2SHUDWLRQV�DQG�6SHFLDO�2SHUDWLRQV�DUH
GHILQHG�LQ�2UDFOH�L�/DEHO�6HFXULW\���7KH�*HQHUDO�2SHUDWLRQV�JURXS�LV�GHILQHG�DV�D
FKLOG�RI�WKH�6SHFLDO�2SHUDWLRQV�JURXS���,Q�WKLV�VFHQDULR��SHUVRQQHO�DXWKRUL]HG�IRU�WKH
*HQHUDO�2SHUDWLRQV�JURXS�ZLOO�EH�UHVWULFWHG�IURP�YLHZLQJ�LQIRUPDWLRQ�DVVLJQHG�WKH
6SHFLDO�2SHUDWLRQV�JURXS���+RZHYHU��SHUVRQQHO�DXWKRUL]HG�IRU�WKH�6SHFLDO�2SHUDWLRQV
JURXS�ZLOO�EH�SHUPLWWHG�WR�YLHZ�LQIRUPDWLRQ�DVVLJQHG�HLWKHU�WKH�6SHFLDO�2SHUDWLRQV�RU
*HQHUDO�RSHUDWLRQV�JURXS���7KH�6SHFLDO�2SHUDWLRQV�JURXS�SURYLGHV�D�ODUJHU�YLHZ�RI�WKH
VXEPDULQH�RUJDQL]DWLRQ�

� Group - The group component is used to record ownership and can be
used hierarchically.  For example, two groups called Senior VP and
Manager could be created and subsequently assigned as children of the
CEO group, creating an ownership tree.  Users can be given read only or
read-write authorizations on an individual group basis, providing powerful
row level security.

Reduced Development Cost and Risk Exposure

2QH�RI�WKH�NH\�DGYDQWDJHV�2UDFOH�L�/DEHO�6HFXULW\�RIIHUV�LV�WKH�IDFW�WKDW�WKH
VRIWZDUH�IRU�URZ�OHYHO�VHFXULW\�LV�SURYLGHG�RXW�RI�WKH�ER[���,W�DOORZV�WKH�GHYHORSHU
RU�DGPLQLVWUDWRU�WR�TXLFNO\�DQG�HDVLO\�JHW�VWDUWHG�ZLWK�VHQVLWLYLW\�ODEHOV�DQG�URZ
OHYHO�VHFXULW\���,Q�DGGLWLRQ��2UDFOH�L�/DEHO�6HFXULW\�HQIRUFHPHQW�RSWLRQV�DOORZ
VHFXULW\�WR�EH�WDLORUHG�WR�WKH�VSHFLILF�QHHGV�RI�WKH�HQWHUSULVH���:LWK�2UDFOH�L�/DEHO
6HFXULW\��QR�GHYHORSPHQW�FRVWV�DUH�LQFXUUHG�ZULWLQJ�WKH�VRIWZDUH�WR�HQIRUFH�URZ
OHYHO�VHFXULW\���2UDFOH�L�/DEHO�6HFXULW\�FDQ�WKXV�GUDPDWLFDOO\�VKRUWHQ�WKH
GHYHORSPHQW�WLPHOLQH��UHVXOWLQJ�LQ�ORZHU�GHYHORSPHQW�DQG�PDLQWHQDQFH�FRVWV�

Compartments – Company Separation,

Projects, Technology, Test Results

Groups – Organizational ownership, finer

granularity

COTS solution – reduced development cost

and risk
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6\VWHP�LQWHJUDWRUV�FDQ�ELG�2UDFOH�L�/DEHO�6HFXULW\�DV�D�FRPPHUFLDO�RII�WKH�VKHOI
�&276��VROXWLRQ�LQ�SURSRVDOV�

Optimized Performance

5RZ�OHYHO�VHFXULW\�LV��E\�LWV�YHU\�QDWXUH��DQ�LQWHQVLYH�RSHUDWLRQ���1RW�RQO\�LV�DQ
DFFHVV�FRQWURO�FKHFN�SHUIRUPHG�DXWKRUL]LQJ�DFFHVV�WR�WKH�GDWDEDVH�REMHFW��EXW�DQ
DGGLWLRQDO�FKHFN�LV�SHUIRUPHG�IRU�HDFK�LQGLYLGXDO�GDWD�URZ�VWRUHG�LQ�WKH�GDWDEDVH
REMHFW���7KH�SURFHVVLQJ�UHTXLUHG�LV�GLUHFWO\�UHODWHG�WR�WKH�FRPSOH[LW\�RI�WKH�VHFXULW\
SROLF\���2UDFOH�L�/DEHO�6HFXULW\�KDV�EHHQ�KLJKO\�RSWLPL]HG�WR�SURFHVV�FRPSOH[
DFFHVV�FRQWURO�GHFLVLRQV�EDVHG�RQ�VHQVLWLYLW\�ODEHOV���8VLQJ�WKH�&��3/�64/�DQG
-DYD�VRIWZDUH�GHYHORSPHQW�ODQJXDJHV��WKH�2UDFOH�L�/DEHO�6HFXULW\�GHYHORSPHQW
WHDP�RSWLPL]HG�WKH�SURFHVVLQJ�EDVHG�RQ�RSWLRQV�VHOHFWHG�E\�WKH�VHFXULW\
DGPLQLVWUDWRU���7KH�2UDFOH�L�/DEHO�6HFXULW\�GHYHORSPHQW�WHDP�FRQWLQXHV�WR
GHYHORS�DQG�UHILQH�VRSKLVWLFDWHG�RSWLPL]DWLRQ�URXWLQHV�IRU�URZ�OHYHO�VHFXULW\�

Operating System Independence and Real World Functionality

7KH�HYROXWLRQ�RI�WKH�,QWHUQHW�DQG�UDSLG�FRQVROLGDWLRQ�ZLWKLQ�WKH�FRPSXWHU
LQGXVWU\�KDV�PDGH�IOH[LELOLW\�D�NH\�IDFWRU�LQ�,7�H[SHQGLWXUHV���2UDFOH�L�/DEHO
6HFXULW\�LV�EXLOW�WR�PHHW�VWULQJHQW��UHDO�ZRUOG��RSHUDWLRQDO�UHTXLUHPHQWV�IRU�URZ
OHYHO�VHFXULW\�IRXQG�LQ�JRYHUQPHQW�DQG�FRPPHUFLDO�RUJDQL]DWLRQV���2UDFOH�L�/DEHO
6HFXULW\�LV�EXLOW�IRU�WRGD\·V�,QWHUQHW�HQYLURQPHQW�DQG�LQFRUSRUDWHV�\HDUV�RI
IHHGEDFN�UHFHLYHG�IURP�2UDFOH�FXVWRPHUV�LQ�ERWK�JRYHUQPHQW�DQG�FRPPHUFLDO
RUJDQL]DWLRQV���2UDFOH�L�/DEHO�6HFXULW\�LV�DYDLODEOH�RQ�VWDQGDUG��FRPPHUFLDOO\
DYDLODEOH�RSHUDWLQJ�V\VWHPV��JLYLQJ�,7�PDQDJHUV��LQ�JRYHUQPHQW�DQG�FRPPHUFLDO
RUJDQL]DWLRQV��KDUGZDUH�IOH[LELOLW\�

Oracle Policy Manager GUI

2UDFOH�3ROLF\�0DQDJHU�LV�WKH�*8,�DGPLQLVWUDWLRQ�WRRO�IRU�2UDFOH�L�/DEHO�6HFXULW\�
%DVHG�RQ�WKH�2UDFOH�(QWHUSULVH�0DQDJHU�IUDPHZRUN��2UDFOH�3ROLF\�0DQDJHU�FDQ
EH�XVHG�WR�GHILQH�VHQVLWLYLW\�ODEHOV��HVWDEOLVK�XVHU�ODEHO�DXWKRUL]DWLRQV�DQG�SURWHFW
WDEOHV�RU�HQWLUH�VFKHPHV�LQ�WKH�2UDFOH�GDWDEDVH�

CONCLUSION

7KH�,QWHUQHW�KDV�UHPRYHG�WKH�SK\VLFDO�VHFXULW\�ERXQGDULHV�ZKLFK�ZHUH�D
E\SURGXFW�RI�WKH�ROG�GLVWULEXWHG�GDWDEDVH�PRGHO���,QIRUPDWLRQ�ZKLFK�ZDV�RQFH
VWRUHG�ORFDOO\�IRU�KLJK�VSHHG�DFFHVV�LV�QRZ�VWRUHG�LQ�ODUJH�FHQWUDO�UHSRVLWRULHV�DQG
DFFHVVHG�RYHU�KLJK�VSHHG�PRGHPV�DQG�ILEHU�RSWLF�FKDQQHOV���2UDFOH�L�/DEHO
6HFXULW\�LQWURGXFHV�SRZHUIXO�QHZ�WHFKQRORJ\�WR�DGGUHVV�WKH�QHZ�VHFXULW\�SUREOHPV
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