Security Alert #32
Dated: 17 April 2002

Unauthorized Access Vulnerability in the Oracle E-Business Suite

Overview

A potential security vulnerability has been discovered in Oracle E-Business Suite Release 11i.
This vulnerability may allow a knowledgeable and malicious user to execute unauthorized
procedures inside the Applications Database.

Description

In the Oracle E-Business Suite, a knowledgeable user can edit the Oracle Applications URL in
the browser window to execute an unauthorized procedure (predefined or user-defined PL/SQL)
inside the Oracle Applications Database.

Products Affected
Oracle E-Business Suite Release 11i (Releases 11i.1 - 11i.6)

Platforms Affected
All

Patch Solution

Application patches for bugs 2317265 and 2326606 filed against the potential vulnerability
described above are available. The patches for this vulnerability can be downloaded from the
Oracle Worldwide Support Services web site, Metalink, at http://metalink.oracle.com. Press the
"Patches" button to get to the Patch Download page. Enter the Patch Number, select a Platform
and press Submit.

IMPORTANT NOTE: If you apply or have already applied patch 2317265, you must also apply
patch 2326606. However, if you apply or have already applied only patch 2326606, there is no
need to apply patch 2317265 as well.




