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Goals

Extend BPEL PM capabilities —
authentication / authorization of users / processes

Fast & slim
Easy to use for the developer (config., code)

Works for all channels (java-rmi, http, soap) —
single source of ,truth”

Domain level configuration
Concept of ,secure domains®
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Key Components

Client interface(s)
(Local)SecureDeliveryService — client api
SecureHttpBindingServlet - http
CXSecureSOAPHandler — soap
Security Taglibs for JSP

Server side components

Authenticator, ValidatorLocator
BPELProcessValidator fwrk
Oracle IDM Integration Bridge (JAZN, OID)

BPELConsole extensions
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Architecture - Components
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What's in for the Developer (1)?

Out-of-the-box validator
No system-configuration at all (only domain)
Oracle Identity Management Bridge

Oracle ldentity Management Bridge
Used for Human Workflow (one config!)

User/role configuration over OEM
JAZN / OID

Can connect to 3rd party idms, such as

Sun iPlanet
Novel eNDS
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What's in for the Developer (11)?

Just iImplement a validator based on (abstract)
BPELProcessValidator class

,2hormal“ class, or
Singleton Pattern
isUserValid(), isUserAllowedToExecuteProcess(), ..

Set system property at startup of container
oracle.bpel.customvalidator = <config file>

In config file specify the classname of the validator
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Basic Channel Configuration (soap,..)

Secure HTTP Binding Servlet

web.xml -> change the servlet class to
SecureHttpBindingServiet

Add credentials to httpHeader/request, and
Basic Authentication support

SOAP / AXIS access

server.wsdd -> change the handler to
CXSecureSOAPHandler

Add WSSecurity username-token to Header of call

Configuration over BPELConsole
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Basic Channel Configuration (http II)

Secure HttpServlet

Inbound

request

LOSXW W\SH KLGGHQ QDPH ESWO®OSVHU
LOSXW W\SH KLGGHQ QDPH ESOORNGGH

Header
» Header attributes (bpelUser, bpelCredential)

Http Basic Authentication
» Base64 encoded Username:Password
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Basic Channel Configuration (soap Il)

SOAP

Inbound

WS-Security UsernameToken
e username, password

Outbound

WS-Security UsernameToken
e propagation (from process), credentials (deployment desc)

Http Basic Authentication
e propagation (from process), credentials (deployment desc)
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Basic Channel Configuration (rmi 1)

Java / RMI API

Inbound

%3(/3ULQFLSDO SULQF

OQHZ %3(/3ULQFLSDO &OHPHQV &OH
6XEMHFW VXEMHFW QHZ 6XEMHFW
VXEMHFW JHW3XEOLF&UHGHQWLDOV D

SecureDeliveryService.request(..,.., subject);
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BPELConsole Configuration

datasource JNDI R TEUEEEE must be configured for ITA suppart,
Secure the domain false 5 the domain, v 5 are tru v only), false (no
security], both (which means you can te by via the console too)

The default value is bath,

Set this property (valid values “true”, “false”, “both™)
true , enforced security (only)

false, no security

both , testing via the console (unsecured/secured)
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BPELConsole ,Look and Feel” (1)
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BPELConsole ,Look and Feel” (Il)
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BPELConsole ,Look and Feel” (lll)
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BPELConsole ,Look and Feel” (I1V)
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BPELConsole ,Look and Feel” (V)
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BPELConsole ,Look and Feel” (VI)
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BPELConsole ,Look and Feel” (Vi)
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Future (Fusion)

Oblix integration (OWSM)

WebService Security on higher level
Message encryption
Digesting

Oracle IDMBridge
Core-ld Integration
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Addt‘| resources

HowTo on BPEL-blog

(future - phase?2)

Build 1715 onwards
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