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Oracle Virtual Directory 

INTRODUCTION 

Oracle Virtual Directory (OVD) is a flexible and secure service for connecting 

applications to existing user identity, such as directories and databases, without 

requiring changes to either the infrastructure or applications. Customers choose 

OVD to accelerate the deployment of directory-enabled applications, such as 

portals and Single Sign-On (SSO) systems. 

More specifically, OVD allows customers to solve specific problems around 

needing to unify multiple directories, allow LDAP access to databases or other 

proprietary identity data stores, improve directory server scalability, and provide 

enhanced security. 

Ultimately, OVD increases the reusability of your identity data, wherever it is 

stored., which reduces administration and integration costs. 

ORACLE'S DIRECTORY STRATEGY  

Oracle has the most complete directory services offering on the market today, 

including everything from storage and distribution to synchronization and 

virtualization. Nearly every Oracle application is directory-enabled, which shows 

Oracle’s dedication to standards and openness. 

Oracle product strategy for directory services consists of four key points:  

   1. Provide an open directory service – Oracle Internet Directory – that builds 

on the reliability, availability and scalability Oracle’s Database and Application 

Server technology.  

   2. Directory-enable all key components of the Oracle product stack to take 

advantage of directory services.  

   3. Seamlessly integrate Oracle Directory Services into the broader Oracle 

environment, including Enterprise Management and Grid Control. 

   4. Provide tools and technology, such as synchronization and virtualization, 

which ease the deployment and integration of directories, databases, and 

applications in customer environments.  
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KEY FEATURES OF ORACLE VIRTUAL DIRECTORY 

Here are the key features of the Oracle Virtual Directory. 

LDAP v3 and DSML Compliant Server Interface 

The Oracle Virtual Directory server provides a standard LDAP and DSML 

interface to client applications. Thus any client application that “speaks” one of 

these industry standard protocols should be able to leverage the OVD service with 

little, if any modification. 

Connects To Most Directories, Databases and Web Ser vices 

The Oracle Virtual Directory server’s LDAP adapters support connecting to the 

majority of directory servers including servers from Oracle, Microsoft, Novell, 

IBM, and Sun.  

The Oracle Virtual Directory Database adapter connects to most relational 

databases, including databases from Oracle, IBM, and Microsoft. 

And the Oracle Virtual Directory custom adapter can expose Web Services as 

LDAP. 

Directory Firewall and Proxy 

The Oracle Virtual Directory can be used to act as a directory firewall, in particular 

for client applications that are located in your network’s DMZ and need to access 

directory data within the corporate network. You can use OVD to provide Denial 

of Service protection and additional layers of access control security.  

Thus you can provide “defense in depth” to your directory architecture in a similar 

manner you provide “defense in depth” to database  

Single Service – Multiple Views 

As you increase the number of applications that can leverage LDAP – inevitably 

you will have applications that have their own specific attribute requirements. 

Either they require their own specific attributes or require the directory to have a 

specific structure that may be different than your current implementation. 

The Oracle Virtual Directory can create a “virtual view” that meets the 

application’s requirements and is limited to just that application. Other client 

applications never know about these specific attributes or directory structure. 

This capability saves you money and time because it lets a single managed service 

provide data to a variety of applications without the need for extra replication. 

Virtually Unify Identities 

If you are like most organizations, user’s identities are scattered among multiple 

repositories including various directories and databases. To properly leverage and 
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manage the identity data, you need to have a complete view of a person’s identity 

record. 

The Oracle Virtual Directory is uniquely capable of solving this type of problem 

because it can provide a real-time view of person’s identity record without 

requiring synchronization. This means that you can avoid internal data-politics, 

regulatory issues around making copies of data and most importantly – speed up 

implementation time, which can impede synchronization-based solutions. 

Rapidly Deploy with Graphical Management Interface 

The Oracle Virtual Directory is managed from a desktop-based, graphical user-

interface client. This allows you to rapidly setup and manage multiple virtual 

directory servers from a single desktop. And because the management client is 

based on the Eclipse framework, it means that if you need to customize OVD 

using OVD’s plug-in API, the development is easily done and tested using a single 

interface. 

EXAMPLE VIRTUAL DIRECTORY USE CASES 

Accelerating Application Deployment 

In many organizations, it is common to have multiple directories. These directories 

could exist from mergers and acquisitions or they could contain different type of 

user populations such as one for staff and one for customers. 

Or you may have staff in an LDAP directory and customers in databases. 

When you attempt to deploy enterprise-wide applications such as a portal or Single 

Sign-On, these types of applications require a single point of contact for their 

directory.   

The Oracle Virtual Directory can solve this problem by providing a single point of 

contact directory interface for these and any other LDAP capable application. 

Even if you have different types of directories (for example one is Microsoft 
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Active Directory and another is Oracle Internet Directory) to connect to or 

multiple types of data-stores, the Oracle Virtual Directory will provide a consistent 

schema view.  

Improving Directory Scalability 

A use case for a virtual directory is to improve directory service scalability. The 

Oracle Virtual Directory will maximize your investment in your existing directory 

service infrastructure by doing transactional load-balancing and connection 

multiplexing. These features allow an existing directory server to handle more 

requests because many directory services are able to serve more requests than their 

network interfaces can actually serve without the virtual directory. 

Another potential way to improve scalability is to use databases to manage large 

quantities of multi-valued data such as LDAP group or role objects.  With Oracle 

Virtual Directory you can use a relational database to off-load the management of 

groups (for example so that you can use SQL to update group memberships) while 

using a traditional directory to store user information.   

ORACLE VIRTUAL DIRECTORY ARCHITECTURE 

Architecture Overview 

The Oracle Virtual Directory is designed to take requests that are submitted by 

applications using LDAPv3, DSMLv2, and related protocols. These requests are 

then routed, mapped, and otherwise transformed by the engine. The operation is 

then forwarded to an adapter, which is designed to perform real-time access to a 

native data source. Finally, results are gathered, normalized, and returned to the  

requesting application as appropriate. 
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The above diagram is an example of the Oracle Virtual Directory architecture. The 

Virtual Directory supports a diverse set of clients such as Web Applications and 

portals. And it can connect to directories, databases and Web Services. 

Technical Architecture 

The Oracle Virtual Directory server is written in Java and internally is broken into 

multiple “layers”. These layers are logical layers – to the average administrator or 

client – OVD is a single complete service. 

The first layer is OVD’s listener layer. This layer is the layer at which socket-level 

protocol is spoken. Currently there are two possible listeners – LDAP and HTTP. 

Both of these listeners also support SSL/TLS on top of their basic protocols. The 

LDAP layer also supports the ability to support LDAP-SASL to support digital 

certificate authentication. 

The listener hands off the request to a worker thread which handles further 

processing to determine which action to take such as a search or update. 

Internally whether the request is a LDAP client or DSML request, the operations 

look the same.  

After the operation is determined, the first level of security checks are performed. 

This includes making sure the request is not in violation of any Denial of Service 

policies or inbound OVD-level access controls.  
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If the request satisfies the in-bound security requirements, the next step is to 

invoke any global level mappings and plug-ins. Mapping and plug-ins have the 

ability modify the operation such as changing the name or value of attributes.  

The next step after global-plug-ins is to determine which adapter(s) can handle the 

request. This determination is made based on the information provided in the 

operation. 

The primary information used is the DN of the operation  - the search base in the 

search or the DN of the entry in an all other LDAP operations like a bind or add. 

OVD will look at the DN and determine which adapters could potentially support 

an operation for that DN. This is possible because each adapter in its configuration 

tells what LDAP namespace it’s responsible for.  

In the case where multiple adapters can support the incoming DN namespace (for 

example a search who’s base is the root of the directory namespace such as 

dc=oracle,dc=com), then OVD will perform the operation on each adapter. The 

order of precedence is configurable based on priority, attributes or supported 

LDAP search filters. 

Once an adapter is chosen, the next step is to invoke any “inbound” adapter level 

plug-ins, which are like global plug-ins except operate only on the specific adapter. 

After any plug-ins are invoked, then the adapter translates the OVD request into 

an operation that maps to its specific adapter level protocol. In the case of the 

LDAP adapter, there is often very litte “translation” – perhaps only to translate the 

incoming DN to a value that maps to its actual namespace. For example the 

incoming search might be for “ou=staff,dc=oracle,dc=com” and this is mapped to 

“ou=hr,o=oraclecorp”. But in the case of other adapters like JDBC the requests 

are translated into SQL calls or with custom adapters they are changed into 

methods that match their proprietary protocols such as Web Service calls. 

After the operation is performed, the result proceeds in reverse order back to the 

client. In non-search operations, there is normally no further processing, as only 

error codes (such as 0 for success, or a specific code reflecting why the operation 

failed). In the case of a search operation where data is returned, plug-ins 

(optionally) and access controls are processed on the data. The OVD access 

controls are designed to work with any existing access controls you may have in 

place with your data and act more as additional – not replacement – access 

controls. 

Finally the listener level will make sure the data is returned to the client in the 

proper format such as LDAP or DSML entries.  

CONCLUSION 

The Oracle Virtual Directory allows you to easily solve directory service 

implementation issues. It allows you to more rapidly deploy directory-enabled 

applications without requiring additional synchronization requirements.  
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This means that you can see a return on investment in only a few months while 

concentrating on actual business value instead of worrying about how to deploy 

yet another directory. 

So whether you have multiple LDAP servers you need to unify or need to combine 

data from various systems into a complete view of a person’s identity information 

– Oracle Virtual Directory provides the industry’s most innovate, secure and easy-

to-deploy virtual directory service.  

Please visit http://www.oracle.com/identity today to try it out for yourself. 
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