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Just as you wouldn't leave your house with the front door wide open, you
shouldn’t run REE applications on the web without areasonable level of
precaution. Contrary to what many people think, security is not asingle product
that, onceingdled, protects gpplications againgt any kind of attack or vulnerability.
I dedlly, you should implement security as part of your application design, and not
as an afterthought to the development process.!

JEE container-managed security alows you to configure web gpplications to be
accessible by authenticated and authorized users only. Container-managed security
is easy to use and wdll integrated in the 2EE platform. It isthe PEE container’s
responsbility to ensure that dl gpplication requests from a specific user are
executed within the user’s security context.

To keep this paper short, | will focus on gpplying 2EE security to web
goplications built with the Oracle Application Development Framework (Oracle
ADF) and Apache Sruts only. This paper does not cover model security, nor does
it examine the use of JAAS in this context. Reading this paper, you'll learn about:

«  Generd 2EE security for web gpplications

«  Deploying Sruts gpplicationsto Oracle Application Server and OCAJ
«  Protecting Sruts applications developed with Oracle ADF

«  Testing“ PEE web gpplications’ in Oracle Developer 10s

«  Deploying PEE secured web applicationsto Oracle Application Server
10, and OC4J

A word on the code examplesin this white paper: Asabest practice advise,
condder subclassing the Apache Sruts classes and JSP teg libraries. Though it
seems easer to change the actud sources directly, you are much better off
subclassing them if you plan to upgrade to future versions of Apache Struts.

1 Don't rely on security only as gpplied to the gpplicetion itsdlf. Good defense is
gructured like an onion, with many outer layers protecting the core.

2 Java Authentication and Authorization Service http:/ / java.sun.com/ products jaes/
index.jsp



<rx Fpo crz ompe a Oracle Developer 10g workspace with an accompanying
Oracle ADF sample gpplication from OTN 3,
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Oracle Deveoper 10, includes an integrated REE framework, the Oracle
Application Development Framework (Oracle ADF). Using Oracle ADF,
goplication developers follow a condstent gpproach to developing REE
gpplications, independent from the user interface technology and business model
they use—thus, the user's experience in JDeveloper is one of “productivity with
choice”

In modern Modéd-View-Controller (MVC) architectures, the application user
interface (the view) is decoupled from the business logic. Because Oracle ADF
follows the MV C paradigm, web application views for the same data modd can be
built using JavaServer Pages (JSP), Oracle ADF UIX, and Java Server Faces (J5).

View JSP ADF UIX JSF
Controller Struts
Modal ADF Model
Business Weh EJB Session| |ADF Business| | Java Beans/
Service Senvices Beans Components Other
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The Oracle ADF modd layer interacts with events from the controller,
represented by Apache Sruts, and feeds data from the business service to the
gpplication view.
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For web resources like JSP pages and Sarviets, declarative security is gpplied
through security elements set in theweb. xm  deployment descriptor, restricting
access based on aprotected URL pattern. Programmatic security uses APIs
exposed on the request object to define complex security congtraints, such asthose
that require evauating the time of the request in addition to an gpplication security
role.

JEE security provides authentication and authorization support:

3 http/ / www.oracle.com/ technology/ products/ jdev/ collaterd/ papers/ 10g/
Srutssecuritysample.zip



x s xwrowowre — the name of the processthat identifiesacdler asa
trustworthy identity

x s xweruy owro — determines which trusted user is dlowed to accessa
particular resource
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Theweb. xm deployment descriptor isan XML-based configuration filethat is
deployed with the application in the web archive (WAR) deployment file.

. security-constraint
web-resource-collection
{} web-resource-name hr
£} url-pattern secure_hr
auth-constraint
£} role-name HR_EMPLOYEES
user-data-constraint
£} transport-guarantee  NORE
login-config
{} auth-method BASIC
£% realm-name oracle.comhr
security-role

{} description  Role required by all employvess that weark
far HR and that need ta have access to the
secure HR application

{}role-name  HR_EMPLOYEES
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Theweb. xm file contains configuration settings for web resources such as Java
Server Pages and servlets used in an gpplication. Optionaly, PEE security can be
configured for either individua gpplication URLS or the complete web gpplication.
Figure 2 shows aligt of web. xml  eementstha are used to define security in web
goplications.

These dements are explained briefly in the following sections.

$ XWCHQWFDWRQ HGHP HQW LQ Z HE [P O

The<l ogi n- conf i g> eement defines the type authenticetion that is enforced
when the 2EE server receives aclient request for an access-restricted web page.

The<aut h- met hod> eement in the <l ogi n- conf i g> eement setsthetype
of authorization to one of the following:

x  NONE — no authentication, which is the default setting

«  BASC-—authentication is performed against the PEE container’s user
repository, for example, againgt j azn- dat a. xml in Oracle OCAJ. To
authenticate, abrowser logon diaog is launched for the user to provide
username and password.



<l ogi n-confi g>

<aut h- met hod>BASI C</ aut h- met hod>

<r eal m nane>or acl e. com hr </ r eal m nanme>
</l ogi n-confi g>

BAS C authentication adds the user credentias to each page request.

x  FORM —authentication is performed againgt the ZEE deployment’s user
file, but the logon didog used is a custom web gpplicetion, like a )P
form. For thisto work, the logon form must look like the following:

<f orm met hod="POST" action="j _security_check">
<input type="text" nane="j _usernane">
<i nput type="password" name="j_password">
</forme

FORM-based authentication stores the username/ password pair in the
session, making it safer than BAS C authentication.

x  CLIENT-CERT —usesHTTP over Secure Socket Layer (S9.). SSL
provides data encryption on the communication protocol and optionaly
requires the client to authenticate using a public key certificae.

x  DIGEST —theuser id isauthenticated by aone-way hash key that is sent
to the browser as part of the HTTP request. No passwords are sent over
the network. PEE servers are not required to support DIGEST
authentication, though OCA4Jand Oracle Application Server both do.

The<r eal m name> eement, which is available for BAS C and DIGEST
authentication, specifiesauoo , which definesthe set of users and roles the client
request is authenticated againgt.

A redm islike adatabase of users and rolesthat is used by individua applications
for authentication and authorization. For example, the user Scott could be a
member of two different relms. Having been granted the privileged role “admin”
in one of the reaims alows him to access web applications as an administrator only
if they authenticate and authorize againg that reaim.

~ Using basic and form-based authentication may make your applications
vulnerable. The HTTP protocol sends usernames and passwords to the server
using either aclear text format for form-based authentication, or the base64-
encoded format for basic authentication. For better protection, consider using
HTTPSwith basic and form-based authentication.
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Once auser has been authenticated, the PEE server has access to the security
roles granted to that user. The user security roles are compared with the roles that




arerequired by aweb resource. If the user has been granted the required security
privileges, the client request succeeds, otherwise, the 2EE server returnsHTTP

error 401, SC_ UNAUTHORIZED, which indicates that the user does not have

enough privileges to access the component.

The <security-role> dement defines alogicd application role that is used to
protect web resources. The role name defined through the security-role element
must be mapped to an existing role on the target system at deployment time..

<security-rol e>

<descri pti on></descri pti on>

<rol e- name> HR_EMPLOYEES</ r ol e- nane>
</security-rol e>

The<security-rol e-ref>dement isnested within the<ser vl et >
element that configures the serviet class.

While developing aweb component, the gpplication developer may need to verify
that the authenticated user is a member of the security role required to processthe
requested task. Without knowing about any existing roles defined in theweb. xm
file or roles available on the target system, the developer defines arole name
reference that gets hard-coded in his gpplication source code.

It’s the responsibility of the application assembler to make sure that the role name
reference used in the application gets mapped to a PEE security role defined in
theweb. xn file. For this mapping, the gpplication assembler uses the <security-
role-ref>4 element. The following example maps the security role name “«2 66 ”
used in aserviet or JP pageto “s sso0 s 1 s + ( 5 " ecified intheweb. xm file:

<servl et >
<servl et - nane>..</ servl et - nane>
<servl et-class>..</servl et-class>

<security-role-ref>
<r ol e- nane>B0OSS</ r ol e- nanme>
<rol e-1i nk>HR_MANACER</ r ol e- | i nk>
</security-role-ref>
</ servlet>

4You don't need to specify the <security-role-ref> element if the security role name
reference used in the component is the same as the role name specified in the
web. xn file.



The<web-resource-col | ecti on> dement isused inthe<security-
const r ai nt > dement to identify web resources that should be protected:

<web-resour ce-col | ecti on>
<web- r esour ce- nane>secur e_hr </ web- r esour ce- nane>
<url -pattern>*.do</url -pattern>

</ web-resource-col | ecti on>

A z e uvrxurH rRavewrg defines protection through aURL pattern that may contain
wildcards at the beginning or end. The above URL pattern protects al web sources
that end with a. do extension. A web resource collection can define one or more
URL patterns, dl protected by the same set of security roles.

Web resources are protected byVHFXULW rrowwolow. A <securi t y-constr ai nt >
element in theweb. xm file defines the access privileges required for acollection
of resources, alist of URL patterns and HTTP methods, defined by the <web-
resource-collection> dement in web. xni . All URL patternsin aweb resource
collection are protected by the same set of security rolesand HTTP methods. To
protect URL patternswith different authorization levels, use additiona security
congtraint elements.

Aweb. xnl file can contain zero or more < security-constraint> eements. When
configuring multiple security constraint elements, it isimportant to configure
congraintsin order from least to most privileged.

If aweb application needsto define public access to areas protected by a security
congraint added to the web application root, then define a security congraint for
these pages and directories first, before protecting the root.

The following example is alogin screen that is deployed with the application. This
login screen may contain style sheet references and image references that aso need
to be accessible to unauthenticated users.

GHILQH WKH LP DJH DQG FVV GLUHFWUW IRUSXEQF DFFHVV VR WKDWFRQWQWVWUHG LQ WK LV

SDWYV FDQ EH XVHG LQ D ®RJ LQ VFUHHQ

<security-constraint>
<web-resource-col | ecti on>
<web- r esour ce- nane>i nages</ web- r esour ce- nane>
<url -pattern>/images</url -pattern>
</ web-resource-col |l ecti on>
<web-resource-col | ecti on>
<web- r esour ce- nane>css</ web- r esour ce- nane>
<url -pattern>/css</url-pattern>
</ web-resource-col | ecti on>
</ security-constraint>
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<security-constraint>
<web-r esour ce-col | ecti on>
<web- r esour ce- name>HR</ web- r esour ce- nane>
<url-pattern>/</url-pattern>
</ web-resource-col | ecti on>
<aut h-constrai nt >
<r ol e- name>HR_EMPLOYEES</ r ol e- nane>
<ht t p- net hod>PCOST</ ht t p- net hod>
<ht t p- net hod>GET</ ht t p- met hod>
</ aut h-constrai nt >
<user - dat a-constrai nt >
<t ransport - guar ant ee>NONE</ t r ansport - guar ant ee>
</ user-dat a- constrai nt >
</ security-constraint>

Using the optiond <ht t p- net hod> element dlows you to specify the HTTP
method (POST or GET) that should be protected.

~ Omitting the <http-method> eement will automaticaly apply the defined
security congtraints to dl HT TP methods, which is recommended and aso the
default setting when working with Oracle DD eveloper.

Thetrangport guaranteeis set to NONE, INTEGRAL and CONFIDENTIAL.

INTEGRAL meansthat the communication between the client and the server is
setup so others cannot tamper it. Usng CONFIDENTIAL dso requiresthat the
communication happen in away that cannot be read by others. To make either
CONFIDENTIAL or INTEGRAL work, the HTTP server needsto support the
Secure Socket Layer (S91) protocol. All subsequent client requests to web
resources protected by the same web resource collection will run with the same
security congtraint defined for the authentication.

The configuration above does protect POST method calsissued by the client that
are targeting aweb resource that endson “*.do”.
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When you build new web applications using the default web gpplication template
in Oracle DDeveloper, you cregte two projects. a“Mode” project and a
“ViewController” project. In this paper, we assume that the model — the
persstence layer — is built with ADF Business Components and that the
goplication is deployed as a PEE web application to astanddone ingdlation of
OCAJfor testing and to Oracle Application Server 10; for production.




Both deployments are done directly from JDeveloper by defining a connection to
the ZEE servers. Alternaively, the Web gpplication can be deployed to aweb
archive (WAR) file, which then is deployed to the target PEE server. The
following explains both options.

x  For the deployment to the standdone OCA4J server, an application server
connection gets built in Oracle D eveloper.

«  For the deployment to Oracle Application Server 10, aWAR file gets
created and deployed using Oracle Application Server Control 10;,
previoudy known as Enterprise Manager.
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To deploy the web application, adeployment profile needsto be cregted for the
Mode project and the ViewController project.

Because the gpplication is going to be deployed as aweb gpplication, the
deployment profile of the ViewController project will be configured to have a
dependency on the deployment profile creeted for the model. Thisway only one
WAR file needs to be deployed for the whole gpplication.

Inthe: vz « parnu SEHECt Hsx P HQW3 URILGHV in theCategori%tree, and
wxvioHvv & RP sroHow s Urk Ly Trom theligt of avallable items. If the model
wasn't Business Components, but EJB or another business service, a different
archive is needed to cregte the deployment profile.

In the following, accept dl default settings, which creates a Modd.bedeploy profile
entry under the Resources node of the Modd project.
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In the Developer Application Navigator, sdect thes 11z « rowranu project node,
right-click, and choose: w2 from the context menu. In the New Gdlery, select

" HSR\P HOW3 URILGHV IN theCategorieﬁtreeand then sdlect: s s ) LCH from the
ligt of available deployment profiles.

. Define aname for the deployment profile and accept the default location.

In the WAR D eployment Profile Properties dialog, you define the context root
name for the web gpplication, which will become a part of the gpplication request
URL, and st the profile dependency to the Modd project.

To define the gpplication root context name, in the WAR Deployment Profile
Properties didog, sdlect the- wowwonodein thetreeto theleft, and then select
thesswurun - ( ¢ : He & Row[ ws rrwladio button on theright. Enter anamefor
the context root of the Web application. The example in this white paper uses
secure_HR

To st the profile dependency, in the same didog sdect the s wriLas

- wsneaenernv NOdein thetree on theleft, and then the deployment profile for
the mode you created earlier. Doing this you ensures that the deployment archive
for the modd gets created and included in the deployment of the ViewController
project.
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Closethe didog by clicking. . , and save the workspace. The gpplication is now
ready to be deployed.
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To deploy the Sruts web application to astandadone OCAJingtance, you'll follow
this overdl process. Sat OCAJ

1. Ingdl the ADF runtime on OCAJif not aready done.
2. Creste an gpplication server connection in JDeveloper.

3. Deploy the view project.

You can download standalone OC4Jfrom the Oracle Technology N etworks and
ingdl it by unzipping the downloaded file to the file sysem. To instal OCA4J, open
acommand-line window and navigate to the <OC4J Hone>\j 2ee\ hone
directory, where <OC4J Hone> isthe directory to which you unzipped the
content of thezip file, and type: j ava —j ar oc4j.jar —install

You will be prompted to change the password for the admin user. The default
password is “welcome”.

After theinitid ingtalation, you can start OCAJ by typing:

Java —jar ocdj.jar

5 http:/ / otn.oracle.com/ products oc4j



To shut down OCAJ, open asecond command-line window, navigate to the
<JDevel oper Home>\j 2ee\ hone directory and type

java —jar admn.jar orm://server:23791 adnm n <password>
-shut down [force]

where <password> is the one specified when ingtaling OCA4J. The server nameis
the name of the machine that hosts OCA4J, while 23791 is the default RMI port
used by OCAJ. Optiondly, you can usethe “force” argument to immediately shut
down OC4J

Oracle Deveoper 10, hasan ADF Runtime Ingaler option in its Tools menu
that isused to ingtal the ADF runtime libraries to different gpplication servers and
JEE containers. The runtime libraries need to be ingtalled only once. Before
ingaling the runtime libraries, make sure that OCA4Jis sopped to avoid conflicts
with filesthat arein use.

| Toole ‘window Help

&0F Runtime [nstaller Standalone OC4...
Configure File Azsociations ... Oracle Application Server...
Configure Palette... Tomeat...

Implement| ntefacer. JBoss...

Manage &pplication Templates. . Weblogic ...

Manage Libraries...
[Deride Methods...

) LI X UH 5 XQWP H ,QVWOHUP HQX RSWRQ LQ -* HYHORSHU J

The second didog expects you to point theingdler to the OCAJroot directory,
which isthe directory you unzipped the OC4J software into.

In Oracle D eveloper 10;, open the Connection Navigator (Ctrl-Shift-O) and
sect thes s s arpwro s nuvnu NOde. Use the right-mouse button to bring up the
context menu and cho0Se: 1z s ssarpwro sHUYHU & RQOHFWR Q. Provide aname
for the new connection, for example, “OC4J STAND-ALONE”. On the second
screen, provide the admin password that you defined during instalation of OC4J,
which is“welcome’ if you kept the default.

On the third diadog screen, specify the URL for ORMI access and point the diadog
to the <IDeveoper Home>\ j2ee\ home directory, where the admin.jar file for
OCAJislocated. Test the connection in the next didog and click ) o v« .



The view project contains the J3P files used by the web application, aswell asthe
Sruts controller configuration.

To deploy the Sruts web application to OCA4J, select the deployment profile
created earlier for the view-controller project, and choose: ns®v w2 =

Applications
=10 StruteS ecurity ample
-0 Model
= WiewController) 2EE
= lis) Application Sources
: f_‘fi adf.gtruts, zample. view
[ DataRindings.cpx

#--[18) Web Content
ElD_] Resources
LU secureHR. deploy
[Deplay ba <most recents

Ceploy to JBoss

Dieploy to WwWAR file OC4lnztancelnOracledsS
Deploy to EAR file OC4)_STAMD-ALOME
Compare With F Mew Connection...
Froperties. ..

FRQQHFWRQ QDP H! from the context menu.
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- After the deployment finishes successfully, restart OCAJ before cdling the web
goplication.

To start the gpplication, type the following URL into abrowser:

http://<server>: <port>/ <web context root>/<source>
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You can manage Oracle Application Server 10; using the Oracle Application
Server Control 10s, aweb-based management console that dlows you to deploy
web archive filesto a managed OCAJinstance.

Before deploying any ADF gpplication to the Oracle Application Server 10, middle
—tier, make surethat it hasthe ADF runtime librariesinstaled.

Aswith standdone OCA4J, you can ingdl the ADF runtime on OracleAS 10; using
the ADF Runtime Ingtaler menu option in OracleDeveloper 10;. To avoid
problems when copying the files, make sure that the Oracle Application Server
middle tier is shut down before running the instdler.




As shown in Figure 6 above, the deployment profile creeted for the
ViewController project can be deployed to aWAR file, which is cregted in the
deploy directory of the ViewController project on the file sysem. Oracle
Application Server Control 10 is used to deploy the WAR archive from its
location on thefile system.

During deployment, you need to specify aname for the gpplication, as well asthe
URL for the web gpplication root context.

ORACLE Enterprise Manager 10g
Application Server Control Logs Preferences Help

Farm = Application Server: Oracleds0ghidtier frimphio-pe.de.oracle.com = OCA4J: StrutsOC4)
OC4J: StrutsOC4J

%J Applications [w

Page Refreshed May 27, 2004 1:40:55 AM E=33
Default Application Name  default
Default Application Path  application.xml

Deployed Applications

| Deploy EAR file ) ( Deploy WAR file )

ORACLE Enterprise Manager 10g
Select Name Application Server Control Logs Prefersnces Help
Mo application

Home | Applications
Deploy Web Application
Select the Web Application (war file) you wish to deploy.

Web Application IC'\FrankNlmph|us\myWnrkUava\Backups\BackupE Browse

Specify the name you would like this application to be called and the URL to map this web application {

Application Mame Isecure_hr
Map to URL Ifaecureihr

| Cancel ) | Deploy
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After successfully deploying the web application to Oracle Application Server 10g,
you can gart the gpplication with the following URL:

http://<server>: <port>/ <appl i cati on-root-cont ext >/
<Struts Action>

For the sample gpplication used in this white paper, the URL is

http://<server>: 7779/ secure_hr/wel cone. do
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To protect Sruts applications, PEE security roles are added to theweb. xm w
protect URL patternsand to thest r ut s- confi g. xm configuration fileto
protect Sruts actions. For example, protecting the URL pattern “*.do” with the
HR_EMPLOYEES security role restricts access to any Sruts action to those
authenticated users within this role. Adding the security role“HR_MANAGER”
to the“roles’ atribute of aSrutsactioninthest r ut s- confi g. xni file
requiresauser to bedso intheHR_ MANAGER role to be able to request this
particular Sruts action. Using URL pattern security in combination with Sruts
action security dlows for fine-grained access control.

Application security should handle missing access privileges gracefully. It should
not show itself to the user unless things go terribly wrong.

. To achieve this god, follow this overdl process. Create PEE security roleswith
Oracle Developer.

1. Configure form-based authentication.¢

Access login information.

Protect the web gpplication root URL.

Sore ISP source filesin the WEB-INF directory.
Handle ZEE security rolesin the view layer.
Add REE security rolesto Sruts Actions.
Redirect usersto where they are coming from.

Programmaticdly evauate 2EE rolesin Sruts Actions.

© o N o g b~ W N

Log off of the gpplication.

» This section introduces two tag libraries, “ Request” and “ Session,” that arein
the Sruts-supported tag libraries rather than the Sruts standard tag library. The
binary filesfor the libraries can be downloaded from the nightly builds link on the
Apache Sruts Web page” Thetag libraries are listed on the left, and you need to
click on them to get to the link. Ingtructions on how to import tag libraries are
contained later in this section.

6 Form-based authentication iswidely used, though not safe, because it dlows users to
integrate the logon form within the gpplication. Form-based authentication should
aways be used in conjunction with S

7 http:/ / jekartaapache.org/ taglibs/ index.html




<rx Fpo crz ompe a Oracle Developer 10g workspace with an accompanying
Oracle ADF sample gpplication from OTNS,
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Security roles are cregted in theweb. xm file and later mapped to exigting roles
on thetarget platform.

In Deveoper, theweb. xm fileisautomaticaly added to the web gpplication
project when using the default web template. If theweb. xni file doesn't exigt,
you can create one by sdlectingthe: w2z entry on the context menu for the web
goplication project node. Choosez ve | ro fromthelist of deployment
descriptorsand click the. . button. In the Application Navigator (ctrl+shift+A),
theweb. xm fileis shown under the “Web Content” | WEB-INF node.

e

General
Context Initialization The zecurty rales listed here are uzed to group the security role references used within the
N JZEE module into logical groups that can then be bound to the actual user names and roles
-Fiters on the server,
Lo ADFBindingFilter
""" F!Iter Mappings Logical Security Roles:
------ Listeners =
(- SerdetsAISPs HR_EMPLOYEES
... action HR_AGENT
------ Servlet Mappings
------ MIME b appings = =
...... T ag Libraries & Create Security Role %]
------ Reszource Environment Reference
------ Resource References Security Rale Mame:  [HR_ALL_SALARY
= S_ec:urity Constraints
L. Constraint Description: Can update all salary
------ Lagin Configuration
zurity Roles
viranment Eniries
------ EJE References Help | 0K I Cancel
------ EJB Local References
------ Preview il Security Role Name:  [HR_SALARY
4| | j Diescription: Can wiew salary column
e [elete |

Help | oK I Cancel
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To define security roles, sdect thez v r o fileentry in Developer and select
3 urs nuwnv from the right-mouse context menu.

& RQILI XULQJ IRUP EDVHG DX W HQWFDWRQ

Form-based authentication is defined in theweb. xm  deployment descriptor .To
configure the authentication method to use with this web gpplicetion, edit the
web. xm file by sdecting it and choosingthe s vrs nuwnv entry from the context
menu.

8 http:/ / www.oracle.com/ technology/ products/ jdev/ collaterd/ papers/ 10g/
Srutssecuritysample.zip



SHect the, 30 ¢ roiy x wwro NOode and define the authentication and error

%’ ‘Web Application Deployment Descriptor E3

General
- Context Initialization
=)~ Filkers " Mone
- ADFBindingFilter
------ Filter M appings " HTTP Basic Authentication [RFC 2617)
------ Listeners
-~ ServietsAISPs I
i.... action
______ Serviet Mappings " HTTP Digest Authentication [RFC 2617)

...... MIME b appings |

‘wieb &pplication Login Authentication:

------ Tag Libraries
------ Resource Environment Reference & Form-Baszed Authentication
------ Resource References -

(=l Security Constraints Login Page: Iwelcome.isp

-Constraint -
= Error Page: Iwelcome.|sp

------ Security Foles

------ Environment Erntries
------ EJB References

------ EJB Local References
------ Presvien =L

" HTTPS Client Authentication [Public Key Certificate]

4 | »]
e, [Delete |

Help | ()8 I Cancel

form to be used with form-based authentication.
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In the example shown in the image above, the user gets redirected to the login
page if authentication fails. The following entry is generated in theweb. xni file
for this settings

<l ogi n-confi g>
<aut h- net hod>FORMWK/ aut h- met hod>
<form | ogi n-confi g>
<f orm | ogi n- page>wel cone. j sp</form| ogi n- page>
<formerror-page> wel cone.jsp</formerror-page>
</ forml ogi n-config>
</l ogi n- confi g>

For form-based login to work, thewel cone. j sp file, specified as*form-login-
page’, must contain specific HTML elementsto perform container based
authentication

» You can dso decide to use HTTP basic authentication. If you do, your
gpplication will use the login didog of the browser instead of acustom HTML
form. HTTPSclient authentication isthe most convenient authentication because
it doesn’t require the user to provide username and password.




Lsernarme

Password

Submitl

<form action="]_ security check”™ method="FO05T"-

<inmput type="text"” name="7j username"” /-
<imput type="password” name="]j_ password"” /=
Zimput type="submit"” walue="Submit™ />

< fform-
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» If you need to implement additiond authentication functiondity, e.g., lock a user
out for a specific time after his authentication failed for the third time, then you
can use aServlet filter in front of the Sruts serviet.

Thefilter can access the information provided through form-based authentication
using the Servlet request object. Assuming that the variable “req” representsthe
handler to the request object:

String usernane = req.getParaneter(“j_usernane”);

$ FFHVVLQJ ORJLQ LQIRUP DWR Q

The login information provided by the user can be accessed as aparameter from
the request object, which is accessible from the Sruts Action. For form-based
authentication, the following information can be obtained

x  j_username— (Sring) request.getParameter("j_username’);
x j_password—(String) request.getParanmeter("j_password");

x  authType FORMS BASC-— (String) request.getAut hType();
returns information about the authentication type configured for the
gpplication

x  method POST/ GET —(String) request.getMethod(); returns
information about the request. Get requests are those where the request
URL is completely shown in the browser's URL field. A request issued
from a Browser after the user typingin aURL isadwaysa GET request.

x  Secure Socket Layer —r equest . i sSecur e(); returnsinformation about
whether or not S is used for authentication.




x  Roles—request.isUserlnRole(< name>); 9, returns a boolean information
on whether or not the authenticated user is member in the requested role.

All thisinformation can be used e.g. by alogin Action to write log information or
to determine the users access condition. The provided username and password can
be used to authenticate the user to an externd authentication system such as JAAS
and if this authentication fails, send aresponse using code like

response. sendError (Htt pServl et Response. SC_UNAUTHCRI ZED) ;

B3 URWFWQJ WH Z HE DSSQAQOFDWRQ URRWS8 5 /

Authentication isn't required if no authorization constraints are specified. PEE
web gpplications are access-controlled by securing URL patterns configured for
the web gpplication. You can access control web pages based on file extensions,
virtud paths and individud file names.

A Sruts gpplication that is deployed as aweb application runs under anamed
JPEE gpplication context. All gpplication URLSs start with the context root name
and then add the virtua directory mapped for the application sourcefiles.

Best practice dictates that page navigetion in Struts gpplications should use Sruts
Actions and not directly access the JSP page that rendersthe view. To enforce user
authentication for Sruts Actions, edit theweb. xni fileto protect the gpplication
context root or the Sruts Action name or extension with a 2EE security role.

In Developer, sdect thez we | » o NOdein your project and choosethe

3 wrs nuwnv entry from the context menu. In the “Web Application Deployment
Descriptor* didog, sdect theviex uw Frovwoiownode to define the Web
Resource Collection.

9 The Srutsrequest tag library element isUserI nRole() does not dlow to specify more
than one role name. To dlow multiple user rolesto access content protected by the
isUserlnRole() dement, make sure the role used is onethat containsthe other. Later in
this pgper you learn how to enhance thislibrary to handle multiple 2EE roles.



.f_‘i: Web Application Deployment Descriptor Ed

General i
Lo ‘wieb HESDUICESI Autharization | User Data |
Contest [ritialization e

Fiters Wb Resource Collesfions—————
e ADFBindingFilter i

. ) Add...

------ Filter M appings =

------ Listeners Sl
[ ServietsAISPs = |

L. action B2

------ Servlet Mappings

------ MIME Mappings ‘web Resources Authorizationl User Datal

------ Tag Libraries : !

______ Resource Envitonment Reference The security roles shawn here are the "secLiit ralg

______ Pesource References the serviets or JSPs in this web application. ‘Whic

! web rezource collections?

Constraints
it

P URL Pattemns | HTTP Meathad] Security Roles:
------ Lagin Configuration |

...... Security Roles = HR_EMPLOYEES
------ Environment Entries ! ] HR_AGENT |
------ EJE References [[] HR_SALARY
------ EJE Local References [ HR_ALL_SALARY 2 |
------ Preview xML
| | ]
v | Delete |
Help | ok I Cancel
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Based on the information shown in uxwi , thefollowing security elements are

added to theweb. xm file, protecting the gpplication context root with the
HR_EMPLOYEESrole.

<security-constraint>
<web-resource-col | ecti on>
<web- r esour ce- nane>hr </ web- r esour ce- nane>
<url-pattern>/</url-pattern>
</ web-resource-col |l ecti on>
<aut h- constrai nt >
<r ol e- name>HR_EMPLOYEES</ r ol e- nane>
</ aut h-constrai nt>
<user - dat a- constrai nt >
<transport - guar ant ee>NONE</ t r ansport - guar ant ee>
</ user - dat a- constrai nt >
</ security-constraint>

» Securing the web gpplication context root will dso protect dl the sub-directories
it contains.

If form-based authentication is used and the login form contains images, or uses
URL referencesto astyle sheet, that are deployed as part of the web gpplication,

then no images and no styles will show until the user has authenticated
successfully.

To avoid this side effect, you can either protect the Sruts application based on the
‘. do’ file extension or definea pUbllC VHFX ULW FRQ VWD quelements (VHH VKH®  VHRXULW




FROWUDLOW p VHAWRQ RQ 3 DIH ) . 10 protect Sruts Actions based on thefile
extension, add the following to the web.xml file:

<security-constraint>
<web-resource-col | ecti on>
<web- r esour ce- nane>hr </ web- r esour ce- nane>
<url -pattern>*.do</url -pattern>
</ web-resource-col | ecti on>
<aut h- constrai nt >
<r ol e- nane>HR_EMPLOYEES</ r ol e- nane>
</ aut h-constrai nt>
<user - dat a- constrai nt >
<transport - guar ant ee>NONE</ t r ansport - guar ant ee>
</ user-dat a-constrai nt >
</ security-constraint>

Protecting the .do file extension, as shown above, protects dl client accessto
Sruts Actions. Other file types need to be protected separately by their URL
patern as needed.

6 WRULQJ -63 VRXUFH ILKHV LQ WH : (% ,1) GLUHFW U\
JIP page files are created in the public_html directory of the web gpplication
project, if not specified differently.

An Action is an adapter between the contents of an incoming HTTP request and
the corresponding business logic that should be executed to process the request.
J3P filesare only used for datainput and therefore, to protect the JSP sources
from direct access, it is considered good prectice to store dl JSP filesin the WEB-
INF directory within the “ public_html” directory.

JEE, by design0, does not dlow any client to directly! access sources stored in
the WEB-INF directory. J3P files are saved in the WEB-INF directory directly
from JDeveloper when creating aform page in the “ Sruts Flow Diagram”.

Select or Create Page |

Page Mame:

Ia"W’EB-INFa’shnwDepartments.ispLI Browse... |

[w Edit thiz page now

Help | Q. I Cancel |
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10 Note that though 2EE demands the 2EE server to protect the WEB-INF directory,
some gpplication servers don't respect this restriction. Oracle Application Server and
OC4Jdo respect this restriction.

11 1f you need to access a source in the WEB-INF directory from a client, you could
write aserviet that acts as aproxy to the protected file.




If you use form-based authentication for 2EE security and the logon and error
page files are contained in the web application deployment, then these files can
aso be moved to the WEB-INF directory. If you do this, make sure that the

<f or m | ogi n- page> and <f or m er r or - page> dementsin theweb. xmn
file are updated accordingly:

<form | ogi n-confi g>
<form| ogi n-page> (% .1y login.jsp
</ form| ogi n- page>
<formerror-page> (% .1, login_error.jsp
</ formerror-page>
</ forml ogi n-confi g>

+ Java Server Page files used within the Sruts application may contain image,
JavaScript and style sheet file referencesthat, if located in the WEB-INF directory,
will not be accessible a runtime using relative or absolute URLS.

Locating the files outside of the WEB-INF directory, while keeping the J3P filesin
the WEB-INF directory, will prevent images and applied style sheets from being
shown at design time in Oracle JD eveloper’s visud JSP editor.

To show images and style sheets a design time and runtime, it is recommended
that you maintain two image and css directories, onein the public_html directory
for runtime and one in the WEB-INF directory for design time. The issue of
having to maintain duplicate directories will be addressed in anext release of
Oracle Developer.

The duplicated directoriesin WEB-INF should be excluded from web application
deployment.
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You can evaduate 2EE rolesin the presentation layer to enable or disable Ul
components. Some applications are designed to use a specific color to indicate
inaccessible components, others decide to completely hide componentsthat the
authenticated user is not authorized to see or access. Both techniques are
acceptable, though thefirg raises users curiosty, chalenging them on how to
switch the inactive color to something indicating accessibility.

+ Be careful with security added to the view layer because under some conditions
it isweak security. If, for example, view layer security is used to hide navigation
controls from the eyes of an unauthorized user, then he still can try tampering the
request URL for the page heisn’t dlowed to access. Thus make sure that dl Sruts
actions check authorization before granting accessto auser.

Use éther theroles atribute on the Sruts action or, for amore complex
evaduation of authorization, the Action’s implementation classto determine access
control.

TheStrutsst rut s-1 ogi c. t 1 d library containsa<pr esent > tag that
evauates a specified condition before executing the tag body. You can accessthe




<present> dement of thelogic tag library from the JD eveloper Component
pdette, which automaticaly imports the tag library into the JSP page.

You usethe logic element to hide sengtive information from being rendered in a
Web application, based on a specific PEE security role.

E’g,jshowDeparlmenls.ispg 4 ¥ | £ Companent Palstte x|
1 <30 taglib uri="http://java.sun.com/istl/core” prefi:z Struts Logic =l
Al

2%(‘%@ taglib uri="/WEE-INF/struts-html.tld” prefix="ht EEIP greaterE qual

3| <3l page contentType="text/htul ;charaet=windows-1252 BEIP i

4 <html>
5| vhead~ Ela iterate
Eéaret,a http-equiv="Content-Type” content="text/html; = EEIP leszE qual
7| <titlexJecure HR - Show Departments<ftitle gl
| ] 0 lezsThan
d|<link href="css/jdeveloper.css” rel="stylesheet” med
3| </head> Blo match
lﬂ?dmdy title="3ecure HR - Show Departments’s Bﬁlp messages otPresent

11| <html:errorss>

| Elo messagesPresent
12| <table cellspacing="3" cellpadding="2" border="0" L g

13 <tre: EEIP natE mpty

14 <td colspan="2" aligm="left" > E’EIP natE qual

15 <HIl=&nbsp:Show Departuments< /HL- 5]

16| citds 0 hothl atch

l'? <bd width="27%"> BEI,B notPresent

lE <imyg height="9" width="75" src="images/oracl Eﬁlp present

13| -

20/ | | G rediect

5 Sourceu_l ;l_rl | EComponents|| LigData Contro!_s_
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For example, the sdlary column on an employee page should only be shown to
usersthat arein theHR_MANAGER role.

<%@taglib uri="http://java.sun.conljstl/fnt" prefix="fm"%
<v@taglib uri="http://java.sun.conmljstl/core" prefix="c"%
<Y@taglib uri="/WEB-INF/struts-htm .tld" prefix="htm "%

# WDJOLE XUL (% 1) VWUXWV ORJLF WOG SUHI L[ ORJLF !

<%@ page content Type="text/htm ; charset =wi ndows- 1252" %

<htm >

<td bgcolor="Silver">
ORJLF SUHVHQW UROH +5B0$18%* (5 !
F RXW YDOXH NS5 RZ> 6 DODU\ @ !
</l ogi c: present >
</td>

</htm >

In many stuations you just want to change the way the information represents
itself to the user instead of removing it completely. For example you might want to
implement the following rules:



« If auser isn't dlowed to access apage, then dl the links to the page
should be removed, but thetext of the links should till be shown.

x A user who isn't authorized to see the sdary data of acolumn should see
tkkkkkk? |n$aj

To do this, Struts provides atag library, the “Request Tag Library,” that dlowsa
page to render elements depending on security related information. The teg library
uses JSTL to access PEE roles 12,

HE_ZALARY  Firstname Lastname |Salary
role granted o ander | Hunold 8001

Username —p Al Pataballa  |4800
|hr Diana Lorentz 4200
Fjiwurd ] Firstname Lasthame |Salary

I Alexander  Hunald T
Subrmit . walli Patahally  |Feeses
Diana Larentz s

HE_SALARY

J=p role not granted

<td bgcolor="3ilver">
<req:islUserInfole role="HF_GAL&RT"-
<ciout value="5{Row[ '3alary' ]}/
<freq:islUzerInRole:
<ref:islUserInfole role="HF_SALARYT™ walue="false™-®¥***¥
<freq:islizerInRole-
<t
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In the example above, the user mugt bein the HR_SALARY role defined in the
web. xm  deployment descriptor to see the sdary value. Otherwise, the user will

ok ko
see .

The Struts Request Tag Library and the Session Teag Library are not contained in
the DD eveloper ingdlation by default. You can download this library from the
Apache Sruts web page before you can use them.

To make the Sruts RequestLibrary work with your web application, you need to
perform the following setup.

2 http:/ / jekartagpache.org/ taglibs/ doc/ request-doc/ intro.html



1. Copythetaglibs-request.tldandthetaglibs-request.jar
filefrom the downloaded zip file to the file system.

~ Thet agl i bs-request .t d filedownloaded for writing this
whitepaper required asmall modification to work properly. Open the tid
filein atext editor and remove the entry

“IP @V DDQ KWE [ P ODSDFKHRW [ vou fFrOM the<tag|ib> dement in line
9.

This change was dso required for the Response and Session taglib tlds.

2. Create anew library entry for the web gpplication project in Oracle
JDeveloper. To do this, use the right mouse button and choose s ur wirw
s urs nuwnv from the context menu. In the Properties diadog, select the
i e vouwv NOde and pressthe: w2z button. Provide aname for the new
library (eg. “ SrutsAdditiondLibs’) and add thet agl i bs-
request . j ar fileto the classpath.

~ You can add the jar files for the Response Tag Library and the Session
Library that are explained later in this document to the same named
library.

3. Toimport thelibrary into Oracle D eveloper so that it showsin the
Component Paette, choosetheo ooos w1 e wouny Optioninther rrov
menu.

SHectthe sz ws aewuw ws and pressthe: «z button. In the following
didog, providethe location of thet agl i bs-request.tld fileandthe
taglibs-request.jar file Findly define aprefix used with thistag
library when entered to a JSP page. The example above uses “req” asa
prefix, which is aso the prefix used in the taglib documentation.

4. Thelibrary now showsin the Component Paette under the name
specified by saving the new library settings.

» Repeat step 3 for the Sesson Tag Library and any other additiona
Srutslibraries tha you want to make available in the Component Paette
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Snce Sruts 1.1, developers have been able to protect Sruts Actionswith 2EE
security roles. The 2EE roles are added as an attribute to the Action. Usea
commaseparated list to define more than one security role for an Action.

~ Sruts does not invoke PEE basic authentication even when 2EE roles are
added to its Actions. For authenticating the user before accessing protected Struts
Actions, it isimportant to protect at least one URL pattern outside of Sruts.

The 2EE roles added to a Sruts action are evauated by or g. apache.
struts. action. ProcessRequest or, which readstherolesfrom the




action mapping defined in the Sruts configuration file. Once a Sruts module is
loaded, it gets frozen, which means you cannot add additiona security rolesto one
of its configured Actions. Thusthe use of PEE security rolesin Srutsis a static
implementation that cannot be changed at runtimets,

When processing the Action, the roles added to the Action’s urow property are
compared with the roles granted to the authenticated user for amatch. If none of
the required roles has been granted to the user, aSC_BAD_REQUEST error is
rased on the HTTPSer vl et Response object. The SC BAD_REQUEST has
an associated error number of 400, which is checked in theweb. xm  deployment
file

<error - page>*
<error-code>
400
</ error-code>
<l ocati on>
/ handl eBadPageRequest . do
</l ocation>
</ error-page>

The above declaration declares that al errorswith the error code 400 should be
directed to the/ handl eBadPageRequest . do Sruts action. The location to
handle the error can be any source accessible on the Web, including gtatic files.

5 HGLUHFWX VHUV WR Z KHUH WKH\ DUH FRP LQJ IURP

If auser requests a Sruts action that heisn't privileged to perform because of
gpplied 2EE roles, the Sruts RequestProcessor issuesan SC BAD _REQUEST
response that must be handled in theweb. xm configuration file, using an
<error-page> eement.

So asnot to interrupt the users work within an gpplication, he should be redirected
to the page he visited before accessing the page heisn't authorized for. For this,
the SC_ BAD_REQUEST error should be handled by a Sruts action and this
action must know about the path to the last visited page.

13 |f you wanted to make Sruts security dynamic by changing the roles used with a
Sruts Action, you could change the way roles are looked up by subclassing the
RequestProcessor and implementing your own version of the suwenws rov - method.

14 The current release of JDeveloper 10g (9.0.5.2) hasamissing DTD entry for the
<error-page> element, which meansthat it needsto be taken out of theweb. xni file
for compiling the project and added back after.
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Create Struts Action
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A better way of handling redirection to a page the user visited beforeisto
subclassor g. apache. struts. acti on. ProcessRequest or and to overide
thepr ocessRol es() method.

Instead of the pr ocessRol es() method addingaSC_BAD_REQUEST error
totheHt t pSer vl et Response object, the RequestProcessor could cdl the

f orwar d() method on the RequestDispatcher object, which is obtained from
the session, and passit areference to the last visited page.

hj ect | astVisitedPage =
request . get Session().getAttribute("LastVisitedPage");
//handle null and zero length and cast to String

String prevPage = (String) |astVisitedPage;
request . get Request Di spat cher (prevPage) . f orwar d(r equest,
response);

To ensure compatibility with existing Sruts applications, the process method
should cdl

response. sendError (Htt pServl et Response. SC_BAD_REQUEST,
getlnternal (). get Message(" not Aut hori zed", mappi ng. get Path()));




when no vauefor alast visited page can be found in the session.

Using this approach does eliminate the need for creating a separate Sruts Action
for handling bad page requests as well as using the <error-page> eement, which
then isused for other gpplication flow unrelated errors.

To make this gpproach even more generic and less error prone, you could add the
“LagtVistedPage® atribute reference as acongtant to
org. apache. struts. d obal s. j ava.

6 KRZ LQJ VHFXUMW UHMDOWG P HVVDJHV WR WH FAHQW

Asexplained in the section above, auser who requested a Sruts resource that he
isn't privileged to access will be redirected to the page he last visited. To handle
this even more gracefully, a message should be added to the JSP page informing
him why this happened. To handle security related messagesin Sruts, do the
following:

«  Set amessagein the HandleBadPageRequestAction, or whatever the
nameisin your gpplication, before redirecting the user’s request

«  Edit the project’'sAppl i cati onsResour ces. properti es fileto
include the security message

«  Add a<html:message> dement to the JSP page

Because a missing security rolein the user’s profile isn't the same as an gpplication
error, the message should be shown usingor g. apache. struts. acti on.
Act i onMessage and not Acti onError.

In the example used in the section above, the message needs to be set in the
HandleBadPageRequestAction.

Acti onMessages am = new Acti onMessages();
am add( Acti onMessages. GLOBAL_MESSAGE,

new Acti onMessage("security. message. ni ssing.rol e"));
saveMessages(request, am;

Sruts supports internationdization using resource bundles to store gpplication
messages and their trandations. You can look up the location of the message
bundle as the vaue of the <message-resources> dement in the Sruts
configuration file, st r ut s- conf i g. xnl The default resource property file -
Appli cati onResour ces. properti es -islocaed in the same directory
with the application source files.

15 Double check that the message reference is contained in the “ ApplicationResources
.properties’ file. Otherwise ahard to trace “ page not found error” is shown.




To display the message in a J3P page, the following tags are added to the page
source.

<l ogi c: messagesPresent nessage="true">
<htm : nessages i d="nessage" nessage="true">
<bean: write name="nessage"/>

</ | ogi c: messagesPresent >

[z1logic :messagesPresent | uessage="rtrua"> | £59) Comparment Palette a3x
«table cellspacing="3" cellpadding="2" border="0"> {Shutz Logiz LI
<tr bgcolor="#CCCCO9™: ] |

Ela messageshotPresent —I

<td width="85%" colspan="1" align="left">
<imif src="images/info.gif" > El@ messagesFresent J

id="mezzage"” message=""true"x [51fna ol oy
name="nessage"” /x
<#html rmessages> | £9) Component Palette x| |
it Struts Bean :I
ity E%, message ;I
<ftable> na | s
<flogic:messagesPresent>
% parameter
f_"ﬁ ComponentF’alette J;Lx
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Figure 16: Printing Sruts messagesin a JSP page

A more common gpproach isto usethe <bean: nessage> eement instead of
the <ht m : messages> dement, which alows to access a specific message only
instead al of them. This dlows context related messagesto be written to the page.

<l ogi c: nessagesPresent nessage="true">
<bean: nessage key="security.message. n ssing.role”>
<bean: write nane="nessage"/>

</l ogi c: messagesPresent >

The code snippet shown above was cregted declaratively using the JD eveloper
component paette, which will aso create the required taglib referencesin the
header of the JSP page.

HTML tag dements can be added between the Sruts dements to beautify the
message presentation, e.g., to show an icon in front of the message:

<l ogi c: messagesPresent nessage="true">
LPJ VUF LPDJHV LQI R JLi !

<bean: nessage key="security.message. n ssing.role”>



<bean: write name="nessage"/>
</ | ogi c: messagesPresent >
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A DaaPageisthelogica paring of apagethat rendersinformation from the
model, and a DataForwardAction that forwards to that page.

If agtatic security role doesn't handle an gpplication’s security requirements
properly, authorization can be performed within the implementation class of the
DataForwardAction. For example, acustomer who wantsto enter aWeb page to
initiate an online bank-transfer may be required to be within the
“TRANSFER_OK” role and dso be checked to have enough money in his
account. While* TRANSFER_OK” can be arolethat is granted based on a
written agreement that the bank customer signed, the balance of the account can
changests.

To handle this grant, you need to

«  Get theauthenticated user roles from the request and check for the
“TRANSFER_OK” role

x  Check the user’s account balance using
x  Forward or regject the request

To create a Javaimplementation class for a DataForwardAction in aDataPage,
sdect the: ows os w icon in the Sruts Page Flow Diagram in Oracle D eveloper
10, and access the context menu. From the context menu sdect the- & w & rew
entry.

Theusar'srolesis checked in thef i ndFor war d( Dat aAct i onCont ext
act i onCont ext) method of the data page.

To overridethef i ndFor war d() method in the DataPage, choose rrov _

2 vuuueH o Hwrav « Tromthetop-level menu. In the “ Override Methods’
didog sdlect 10s) ruz nus and press ok. To check whether the authenticated user
isinthe“TRANSFER _OK” role, cdl

bool ean i nRol e = acti onCont ext. get Htt pSer vl et Request ()
.isUserl nRol e(“ TRANSFER_CK")

Theoracl e. adf . control | er. struts. acti ons. Dat aAct i onCont ext
extendsor acl e. adf. control I er.lifecycl e. Li fecycl eCont ext , which
handles dl the state information of the underlying model.

16 Don't rely on security done to protect your business data. Though the given example
can be handled completely with 2EE security, the account balance must dso be
checked within the gpplication’s itself and the request rejected if thereisn't enough
money in the account. Applying 2EE security to prevent the user from hacking the
transfer form though not authorized is good practice, but it must be guaranteed that the
web gpplication works as designed even with no security applied.



If adynamic vaue needs to be accessed to determine whether the authenticated
user is dlowed to proceed, thisis done using the DataAction Context. Assuming
that the account information used in our example is exposed through a client
method on the Business Components gpplication module, the following code
acceses this information from Struts:

protected void findForward(DataActi onContext acti onContext)
t hrows Exception
{

Ht t pSer vl et Request req =

actionCont ext. get Ht t pSer vl et Request () ;

bool ean userlslinRole = req.isUserl nRol e(" TRANSFER_OK") ;

String renoteUsr = req. get RenoteUser ();
doubl e bal ance = 0;
DCDat aControl dc = acti onCont ext. get Bi ndi ngCont ext ().
fi ndDat aControl (" AppMdul eDat aControl ") ;

if (dc instanceof DCJboDataControl) ({
bal ance = ((AppModul e)
dc. get Dat aProvi der ()) . get Bal anceFor User (r enot eUsr ) ; 7

}

This sample code assumed that there was a method, set Bal anceFor User
(String usernane) tha isexposed on the gpplication module and that
returns the account baance asadoubl e. The argument for this method isthe
username retrieved for the PEE authenticated gpplication user. In the following
both, the gatic PEE role and the dynamic account dataare evduated and used to
either forward the request to the online transfer form or reject it. For example:

i f(userlslnRole & bal ance > 2000) {
/1 forward to transfer form
super . fi ndForwar d(acti onCont ext);

}
/1 reject request an route to other application page
el se
{
String anot her Page = “/ goPoor Fel | owPone. do”;

/1 make this a page forward and not a request redirect
/'l by setting the third argunent to fal se

acti onCont ext . set Act i onFor war d(

new Acti onForward("security", anot her Page, f al se));
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There are two kinds of row level security:

x 7 KH XVHU LVQ-WDQRZ HG WR VHH SDUWFX @MU GDWD — This requirement isbest handled
in the database, e.g. using Oracle Labd security or Virtua Private
Databases (VPD). The best practice for hiding datafrom auser isto
excludeit from the query, either by a database security context or a
predicate added to the query request

X 7 KH XVHU LV DARZ HG WR VHH GDW) EXWQRWWR HGLW— Thisrequirement isbest
handled in the view layer. As an example, a user may only be dlowed to
edit datathat he isthe owner of or that he was granted privilegesfor. The
view layer, or presentation layer could render datathat the user is dlowed
to edit astext fidlds and dl other asread only strings. This kind of row
level security is explored in the following.

» When adding security congtraints to the view layer, make sure that it cannot be
worked around and that it is a generic solution that can be reused in other pages.
Most important, don’t violate the MV C paradigm by directly accessing the model.

The Sruts Request Tag Library!8 was introduced eerlier in this paper. You can use
thislibrary to render Ul components based on whether the authenticated user isa
member of the satic 2EE role used to protect the information [w+ 3 0sv . The
Request Tag Library is a generic solution that renders data not only for usersthat
arein arequired 2EE role, but dso for usersthat aren’t. To use thislibrary for
row level security, you must make the following changesto the request tag library
sources

«  EnhancetheisUserInRoletag library classto evduate JSTL1 expressons

«  EnhancetheisUserInRoletag library classto support more than one
JEE role added to adatarow

«  Edit the taglibs-request.tld file to enable JTLS processing

The Struts Sandard Taglib sources can be downloaded from the Apache Struts
website? and are free to use and modify as long as the license agreement isn't
violated. Part of the standard tag librariesisthe Request Tag Library in the

\ jakartartaglibs\ request directory of the unzipped sourcefiles.

17 Write code in oneline

18 http:/ / jekartagpache.org/ taglibs/ doc/ request-doc/ intro.html
19 Java Sandard Tag Library

2 http:/ / cvs.agpache.org buildy jakartartaglibs nightly/ src/




To enable JISTL expression processing in thei sUser | nRol eTag class?, acdl to
the method Expr essi onUt i | . eval Not Nul | (..) needsto be added. The
Expressi onUti | classiscontained intheor g. apache. t agl i bs.

st andar d. t ag. el . cor e package, which can be added as a project library
referencing the <D eveloper 9.0.5 Home>\ jakarta-taglibs\ jstI-1.0\ lib\ standard.jar
archive.

To create anew request-tag library in Oracle D eveloper:
1. Unzip the Apache Srutstag library to thefile system.
2. Cresgte anew empty project in Oracle JDeveloper.

3. Copy the content of theunzipped j akart a-t agl i bs\ request\src
directory to the src subdirectory of the project directory.

4. Openthe“org’ directory usng, wai_2 swe in JDeveloper. Thisimports
al javasource filesinto the project.

5. Create anew deployment profile for JSP teg libraries by sdlecting the
project and pressing the right mouse button. Choose: +z fromthe
context menu and select 7 by ae -pbuilai: 7 03 7 LEwbw 1rRU-63 frOmMthe
list of Deployment Profiles. Name the profile “ taglibs-request”, which
resultsint agl i bs-reques. j ar for the generated deployment
archive.

6. Copy the new taglib archiveto the<JDevel oper 9. 0.5 Hone
>\ j akarta-struts\I|ib directory, replacingthe existingt agl i bs-
reques. j ar filez

7. Editthet agl i bs-request. tl d filein the same directory as
mentioned below

Without any modifications added, the Request Tag Library only supports one
JEE security role with the isUserl nRole element. To change this, the following
code needs to be added, using a string tokenizer to separate role names.

public final int doStartTag() throws JspException
{

eval uat eExpr essi ons();

bool ean result = true;

bool ean i sl nRole = fal se;

if (role_!'= null){
StringTokeni zer stk = new StringTokeni zer(role_,",");
whi | e(st k. hasMor eEl ement s())

2 The source code for the modified classis added in the appendix of this paper
2 The taglibs-requesjar only exigtsif you followed this paper and configured the
Request Tag Library before



String s = stk. next Token();

result =

((Htt pServl et Request ) pageCont ext . get Request ())
.isUserlnRol e(s);

if ('islnRole && result==true)

{
islnRole = true;
}
}
if(value == islnRole )
return EVAL_BODY_| NCLUDE;
el se

return SKI P_BODY;
}
el se
/'l no J2EE rol e assigned
{
if( value == true )
return EVAL_BODY_| NCLUDE;
el se
return SKI P_BODY;

Thetaglibs-request.tld file needs to be modified to indicate that the isUserlnRole
element does perform JSTL expression processing. Open\ j akart a-
struts\lib\taglibs-request.tl d®withatext editor and add the
following change to thefile:

<t ag>
<nane>i sUser | nRol e</ nanme>
<t agcl ass>org. apache. tagli bs. request. | sUser| nRol eTag
</tagcl ass>
<bodycont ent >JSP</ bodycont ent >
<attribute>
<nane>r ol e</ name>
<requi r ed>yes</ r equired>

UWH[ SUYDOXH! \ HV UWH[ SUYDOXH!

2 The taglibs-requestld file only exists if you followed this pgper and configured the
Request Tag Library before



</attribute>
<attribute>
<nane>val ue</ nane>
<r equi r ed>no</r equi r ed>
<rtexprval ue>no</rtexprval ue>
</attribute>
</tag>

This example uses an additiona database table column “roles’, which holds ZEE
role names as configured in theweb. xm file. Each table row can have one or
more 2EE roles assigned. Each 2EE role grants privileged accessto agroup of
users. A row that does not have any 2EE roles assigned is trested as publicly
accessible.

The following JSP page uses JSTL expression language to access the PEE role
information stored in the database table. If the user isamember of the row's
indicated 2EE role, then the row's DEPARTMENT_NAME field isrendered as a
hyperlink; otherwise, the dataiis rendered as aread-only string, using ared font.
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<c:forEach var Status="status" var="Row' itenms="${bindi ngs.
Departnents. rangeSet}">
<req:isUserlnRole urow rsRz> sROHV @ | >
<a href="showbDepartnents. do?
event =set Curr ent RoOWW t hKey &Ar g0=<c: out
val ue=" ${ Row. rowKeyStr}' />">
<c:out val ue="${Row[' DepartnentNane']}"/>
</ a>
</req:isUserlnRole >
<req:isUserlnRole uvron "5RZ> 5ROHV @
YDOXH 1DpovH >
| RQW FRORU 5HG 1
<c:out val ue="${Row| ' Departnent Nane']}"/></font>
</req:isUserlnRol e>
</ c: forEach>



» Make sure tha the page you navigate to aso checks the constraints stored in the
database. Though users can’'t navigate to the next page using hyperlinks on the
previous page, some users may start tampering the request URL, trying to guess
the parametersthat are needed to accessinformation they are not alowed to see.
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Oracle Containers for 2EE and Oracle Application Server 10, use the Java
Authentication and Authorization Service (JAAS) to provide container-managed
security. Two security providers can be configured in Oracle Application Server

x XML —afile based provider that usesj azn- dat a. xm asarepostory
for user, role and security policies

x  LDAP—aprovider tha uses Oracle Internet Directory to authenticate
and authorize users.

The XML based JAAS provider isthe default implementation in OC4AJand Oracle
Application Server.

Oracle Developer 10, can be used to deploy, or prepare to deploy, and test web
goplications that have PEE security constraints added. This section explainsthe
deployments as well as the configuration files and didogs involved.
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The following OCAJ configuration files need to be provided when deploying PEE
secured Sruts gpplication built with Oracle ADF to OCA4J stand-done or Oracle
Application Server.

Theori on-application. xnl fileisone of the deployment descriptors used
to configure gpplicationsrun on OCAJ Theor i on- appl i cati on. xni
contains information aout the JAAS provider, XML based or LDAP based using
the Oracle Internet Directory, the name of the default relm and the location of

j azn-dat a. xm used to authenticate and authorize applications if the XML
based provider is used.

Thej azn- dat a. xnl fileisadatastore that contains user, role, redlm and policy
information and is used with the XML based JAAS provider in OC4Jand the
Oracle Application Server.

Jazn-dat a. xnml can be different for each deployed 2EE gpplication but dso
shared between gpplications. Jazn- dat a. xnm  alows software developersto test
and run web agpplications with applied PEE security.




Having configured BAS C or FORM-based authentication in theweb. xni file,
j azn-dat a. xnl isused to authenticate users. Passwordsin j azn- dat a. xml
are protected through encryption.

Security rolesinj azn- dat a. xm are granted to usernames and roles aso
definedinj azn- dat a. xm .

Theori on-web. xm file maps 2EE security roles defined in theweb. xm
configuration file to user groups defined in Oracle Application Server or OCAJ

Using Oracle Application Server, user groups are defined either in thej azn-
dat a. xm fileor the Oracle Internet Directory (OID).

Using astand-done insgtance of OCAJ, users and user groups are configured in
j azn-dat a. xm .

SHtingsintheor i on- web. xm file override settingsin web. xm when
deployed to OCAJ.

$ GGLQJ RULRQ DSSOAFDWRQ [P OW WH Z HE DSSOFDWRQ SURMFW
Tousej azn-dat a. xm to authenticate and authorize users running a specific

web application, theor i on- appl i cati on. xm filemust be deployed with the
goplication.

To do this, select the view project in Oracle Developer and select: +z from the
right mouse context menu to open the “New Gadlery’ didog. Sdect theru ro
pssoLrowira [ po deployment descriptor entry in thelist of + ws =i e How

' HVFULS WVRUV.

Openorion-application. xm ,whichislocated in the META-INF package
shown in the DDeveloper Application Navigator, by double dlicking it. Add the
following dlement to thefile.

<orion-application>
<dat a- sources pat h="./dat a-sources. xm "/ >
<jazn provider="XM." |ocation="jazn-data.xm"

defaul t-real m="j azn. cont'/ >
</ orion-application>
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Thisdefinesj azn- dat a. xm asthe JAAS provider. The redlm name defined in
thisfile will be the default relm name set when deploying the Enterprise Archive
(EAR) fileto Oracle Application Server 10s.

$ GGLQJ M]Q GDW [P OW WH Z HE DSSOFDWRQ SURMFW

To deploy users and roles with the project, thej azn- dat a. xnl file needsto be
added to the view project using the “ Deployment Descriptors’ entry of the*New
Gdlery’ didog (ctrl+n). Add the file to the project smilarly to the way you added
theori on-appl i cation. xnl file

Thej azn- dat a. xml fileislocated in the META-INF package shown in the
JD eveloper Application Navigator and can be edited with an integrated graphica
editor that can be accessed by clicking the right mouse button on thej azn-

dat a. xm entry and choosing “Properties’ from the context menu.

To creste user entries, select thes woe v entry and pressthe: w2z button. Thered
name can be any string identifier and needs to match the realm name defined in
web. xm file when usng BAS C authentication. FORM based authentication
aways uses the default ream, or thefirgt in cases where many are found.

Create security roles and add users as members to these roles. The security roles
must not match the security roles specified in theweb. xni file, but can.



Thiscreatesj azn- dat a. xm entrieslike the following

<j azn-dat a>
<j azn-real
UHDOP!
<name>com or acl e. secur e. hr </ nane>
<user s>
XVHU!
<name>scot t </ nane>
FuHeHowLpov! ! ti ger</credential S>
</ user>
XVHU!
<nane>f ni nphi u</ nane>
runeHowLpov: ! Wwel come</credenti al s>
</ user>
</ users>
<rol es>
<rol e>
oorn: Enpl oyee</ name>
GLVSOD\ QDPH! Errpl oyee rol e</ di Spl ay- name>
<menber s>
<menber >
<t ype>user</type>
<name>scot t </ name>
</ menber >
<menber >
<t ype>user</type>
<name>f ni nphi u</ name>
</ menber >
</ menber s>
</rol e>
</rol es>
</real n»
</jazn-real np
</j azn-dat a>

This configuration definestwo users, "scott” and "fnimphiu”, tha are both
members of the “Employee’ role.

$ GGLQJ RULRQ Z HE [ P OW WH Z HE DSSOFDWRQ SURMFW

To map the PEE security rolesto user groupsin Oracle JAAS theor i on-
web. xm file needsto be added to the view project using the “ D eployment
Descriptors’ entry of the“New Gdlery” didog (ctrl+n). Theor i on- web. xn
entry islocated in the WEB-INF package of the project.



Likewith thej azn- dat a. xm file, sglect s urs vuwnv from the right mouse
context menu of theor i on- web. xnl fileto launch the graphicd editor. Usethe
“ Security Role Mappings’ entry to creste mappings for the 2EE security roles
defined in the web application to therole namesin thej azn- dat a. xm file4,

<orion-web-app servlet-webdir="/servlet/">
<security-rol e-mapping inpliesAl="fal se"
name=":ss(o3/2<((s">
<group name="(os/z2<¢("/>
</ security-rol e-mappi ng>
</ ori on-web- app>

The configuration example aébove mapstherole name“HR_EMPLOYEES' that
exigt in theweb. xm deployment descriptor to therole*“EMPLOYEE” defined
in Oracle Application Server JAAS®

6 HWMMQJ XS WHHP EHGGHG 2 & - VHUYHUIRUWVWQJ

The embedded OCA4AJ server in Oracle D eveloper can be configured with redm
names, user accounts and user groups to smulate a production environment. To
configuretheintegrated server, sect 7 rrov _ (P EHGGHG 2 & - 6HUYHU

s uninungrryv from thetop menu in JDeveloper.

24 You don't need to create these mappings if the role names in both files are the same
2 Remember that compiling the project may produce an error because of the <error-
page> edement inweb. xm . To work around this, remove the <error-page> dement
for compiling the project and then add it back.
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Deployment to stand-done OCAJis the same with security goplied as it iswithout.
The jazn-dataxml file with dl the user account and role definitions gets deployed
to the OC4J“ gpplication-deployments’ <web gpplication context root>" directory

To deploy the application, select the deployment descriptor in the view project and
choose the OCAJinstance from the right mouse context menu.

+ After the deployment finished successful, make sure you restarted OCA4J before
cdling the web gpplication. On acommand line window, type the following
command from the <OC4Jhome>\ j2ee\ home prompt

java —jar admin.jar orm://server:23791 adnm n <password>
-shutdown [force]

If you haven't changed the admin password, the default is“welcome’. Optiondly,
usethe “force’ argument can be used when shutting down OCAJ. To start up
OCAJagain, type

java —jar oc4j.jar




' HS R\ P HQWW 2 UDFOH $ SSAFDWRQ 6 HUYHU J

Web applications that use PEE security can be deployed to Oracle Application
Sarver as an EAR% file, using either of the following techniques:

« Udngthe Oracle 10, Application Server Control administration console
« Using an gpplication server connection in Oracle Develolper 10;

The deployment of web gpplications that require PEE security is smilar to the
deployment of non-secured web gpplications. The differenceisthat thej azn-

dat a. xm file needsto be deployed with the application or configured later using
the Oracle 10, Application Server Control administration console.

) LI X UH $ FFHVVLQJ M] Q GDW [P OILH LQ 2 UDFGH J $ SSAFDWRQ 6HUYHU & RQWRO

To accessthej azn- dat a. xnml filefrom the Oracle 10, Application Server
Control, sdlect the web gpplication from the “ Applications’ tab page and click
onto thes vex uw link in the following page.

The“ Security” page alows you to create users and user groupsinj azn-

dat a. xm and to assign group membershipsto users. All changesin jazn-
dataxml become effective after re-gtarting the OC4AJinstance.

2 To deploy the jazn-dataxml file created in Oracle D eveloper 10g, use EAR files.
Also makesuretheor i on-appl i cati on. xml fileiscontained in the web
application project.
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Oracle Application Server 10, dlows you to configure web applicationsto use
single sign-on, leveraging the Oracle Sngle Sgn-On server and Oracle Internet
Directory (OID). Sngle Sgn-On can be enabled during or after gpplication
deployment, using the Oracle Application Server Control web console. Sngle sign-
on isnot available for OCAJingtances that run stand-done.

Using Oracle Sngle Sgn-On and OID for user authentication and authorization
alows acentraized user management that can be leveraged by different PZEE
gpplicationsin contrast to aj azn- dat a. xm based deployment that hardly can
be shared across gpplications.

All PEE web gpplications that are configured to usethe LD AP provider of JAAS
in Oracle Application Server 10; are automaticaly single sign-on enabled. You can
use the Oracle Application Server Control to configure a deployed web application
to authenticate and authorize users against Oracle Internet Directory instead of

j azn-dat a. xm .

The following steps are required to configure a 2EE web gpplication for single
sign-on, using OID asacentra user repository

X & RQILIXUH WKH GHS R\ HG Z HE DSSQFDWRQ WR UXQ LO VIQJO4 JQ RQ P RGH. YOU Can
configure single sign-on during or after application deployment using the
Oracle 10; Application Server Control

x & UHDWH X VHU DFFRX QW DQG XVHU JURxsv Lo 2 .+ . USer entriesin OID are created
using the Delegated Adminigtration Service (DAS), asHTML based
adminigtration console.

X 0 DS - ( ( URGN VR XVHU JURXSV LQ 2 ,° Usethe Oracle 10 Appllcatlon Srver
Control console to configure 2EE role names used in the web
gpplication to user groups defined in OID

Using Oracle Applicetion Server Control isthe recommended way to deploy PEE
web gpplicationsto Oracle Application Server 10;.

During deployment the JAAS provider for authenticating and authorizing
goplication usersis configured to be either XML based or LDAP based.
Configuring the LD AP based provider automaticaly configures the application for
single sign-on.

To use single sign-on, the web application authentication type must be set to
BAS C, which can be donein Oracle Developer usngtheweb. xm file.

<l ogi n-confi g>
<aut h- net hod>BASI C</ aut h- net hod>

<r eal m nane>j azn. conx/ r eal m name>



</l ogi n- confi g>

The jazn.com redm is the default security domain in Oracle Application Server
JAAS.

SHting the user manager to JAZN LD AP when deploying the web gpplication’s
EAR file defines Oracle Internet Directory (O1D) asthe repository for users and
user roles. User rolesin Oracle Application Server JAAS are mapped to user
groupsin OID. The user group names must not be the same asthe 2EE role
namesin theweb. xm file.

) LJ X UH & RQILJXUH /' $3 IRUXVHUDXWHQWFDWRQ DQG DX W RUL] DWRQ

The OID server and port information is obtained from the Oracle Application
Server configuration and must not be provided.

The provider configuration isadded to theor i on- appl i cati on. xm fileof
the web gpplication deployment.

<j azn provider="LDAP" default-real n¥"jazn. cont ><j azn- web- app
aut h- net hod="SSO'/ ></ j azn>

To administer user accounts and user groupsin OID, you can use any of the
following tools:

X - Houbw s o LLWDWRQ s HvtrH © s & — aWeb base salf service interface
accessible through http:/ / <Infrastructure Server>:<Infrastructure
port>/ oiddas.

27 Though Oracle Application Server JAASis used, the authentication and authorization
performed is REE security



x  werw o oeosnu — aJavabased client gpplication that providesarich
client interface to administering OID. Thistool requires OID knowledge.

x & re p poc agn— ldgpadd and Idifmigrate utilities to mass upload user data
kept in the standard LD AP Idif format.

This paper focuses on the Delegated Adminigtration Service (DAS), asdf-service
goplication that isessy to use.

To creste users, select the: whrweu tab page on the DAShome page and connect
to LDAP using a privileged administrator account like orcladmin. In the following
page, click the s uiows button to create anew user account. Fill in the required user
information and save the new user to OID by pressing the submit button. Repesat
the above for al usersthat need to run the web applicetion.

If auser account exists, you can look it up by searching for it on the user page.

Create user groups by sdecting the “Group” tab on the Internet Directory Web
page and clicking the « uiows button.

In the following page, define the new group name and click s x e » 1wto Saveit to
OID.

) LI X UH & UHDWH XVHUJ URXSV LQ ' $ 6

Further down the same page, you can add users and existing roles as members of
this new role. Create as many groups as required to secure your business.

You use the Oracle Application Server Control to map PEE rolesto groupsin
OID. To perform this mapping, after deploying the application, follow the steps
listed below in Oracle Application Server Control



SHect the name entry of the deployed web gpplication in the Oracle
Application Server Control and pressthe “Edit” button to accessthe
gpplication’s configuration page.

) LI X UH ' HS®R\VHG - ( ( Z HE DSSQAFDWRQ LQ 2 UDFH $ SSAFDWRQ 6 HUYHU

& RQWR O

On the application configuration page, click thes ue x uw link to access
the security page

Use the Security Roles form to map PEE rolesto user groupsin OID.
Changesto the PEE role mapping are written to theor i on-
appl i cation. xm configuration file of the web application

deployment.

<security-rol e-mappi ng name="HR_EMPLOYEES" >
<group nane="de/ EMPLOYEES"/ >
<user name="de/ f ni nphi u"/>

</ security-rol e- mappi ng>
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If the OID group names are known before deployment, then the application
assambler can crestetheor i on- appl i cati on. xrmd filewithin Oracle
JDeveloper 10.

+ After deploying the gpplication, restart the OCAJingtance so that the changes
will take effect.

680 0 $5 <

JEE web gpplications built with Oracle ADF and Jekarta Sruts can be configured
for fine-grained access control using container-managed security.

This paper presented an overview of how REE security can be used with 2EE
web applications and Jekarta Sruts to protect page content and page flow.
Furthermore, it showed how smart error handling preserves usability.

Apache Sruts provides additiona tag libraries, such asthe Request tag library and
the Response teg library, that dlow you to add security evauationsto the view
layer without bresking the MV C paradigm.

You can makePEE Web gpplications automaticaly Sngle Sgn-On enabled by
specifying the JAZN LDAP provider for authentication and authorization when
deploying the web gpplication EAR fileto Oracle Application Server 10;. Sngle
Sgn-On is not available for web gpplications deployed to stand-done OC4J
instances.
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All comments, including the comments mandated by the Jakarta Sruts comments
licence, have been removed from the modified code to keep this code sample
short. Please see the origind class for license agreements.

package org. apache.tagli bs.request;

i mport javax.servlet.http. HttpServl et Request;

i nport javax.servlet.jsp.JspException;

i mport javax.servlet.jsp.tagext. TagSupport;

i nport org.apache.taglibs. standard.tag.comon. core. *;
i mport org.apache.taglibs. standard.tag.el.core.*;

i nport java.util.x*;

public class IsUserlnRol eTag extends TagSupport

{

private bool ean val ue = true;

private String role_ = null;

public final int doStartTag() throws JspException

{
eval uat eExpr essi ons();
bool ean result = true;
bool ean islnRole = fal se;

if (role_!= null){
StringTokeni zer stk = new StringTokeni zer(role_,",");
whi | e(st k. hasMor eEl enent s())
{
String s = stk.next Token();
result =
((Htt pServl et Request ) pageCont ext . get Request ())
.isUserlnRol e(s);

if ('islnRole && result==true)

{

islnRole = true;



if(value == islnRole )
return EVAL_BODY_| NCLUDE;
el se
return SKI P_BODY;

el se
/'l no J2EE rol e assigned

{
if( value == true )
return EVAL_BODY_| NCLUDE;
el se
return SKI P_BODY;

}

public final void setRole(String str)

{

role_ = str;

private void eval uat eExpressions() throws JspException

{

try {

role_ = (String) ExpressionUtil.eval Not Nul I (

"isUserlnRole", "role", role_, Ohject.class, this,
pageCont ext);

} catch (Null AttributeException ex) {

role_ = null;
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