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KEY FEATURES

SEARCHABLE REPOSITORIES

- HTML pages served up by a
Web Server.

- Database Tables - Search
Oracle databases and any
other databases that support
the ODBC standard. Database
tables can reside in Enterprise
Search's own database
instance, or be part of a
remote database accessed
over a network. Both full text
columns and fielded columns
can be crawled.

- Files - Local or remote files
can be made searchable
through the file:// protocol.

- Emails - Emails and mailing
lists can be crawled over the
IMAP protocol.

- Oraclel0g Application Server
Portal repositories — including
private and public Portal
pages, folders, subfolders and
text items.

- Desktop content via
integration with desktop
search engines such as the
Google Desktop for
Enterprise, which can be
optionally configured to search
locally downloaded email, files
on local storage, previously
viewed web pages etc.

- Secure Crawler SDK allows
customizing the crawler to
access other repositories.

HIGHEST LEVELS OF
ENTERPRISE SECURITY

- Search non-public sources but
see only what you are
authorized to see.

- Store the search index in a
hardened Oracle database.

- Integrated with Oracle Internet
Directory LDAP-based
enterprise security. Share
LDAP-users and groups
between your data sources
and Enterprise Search.
Restrict search results based
on LDAP-group membership
or user id.
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Oracle Secure Enterprise Search 10g, a standaleodyct from Oracle, enables a secure,
high quality, easy-to-use search across all enteginformation assets. Key features

include:

The ability to search and locate public, privatedashared content across Intranet
web-servers, databases, files on local disk orlerservers, IMAP email, document

management systems, applications, and portals
Highly secure crawling, indexing, and searching
A simple, intuitive search interface leading toextellent user-experience

Excellent search quality, with the most relevaaitris for a query shown first, even

when the query spans diverse public or private datarces
Analytics on search results and understanding abegatterns
Sub-second query performance

Ease of administration and maintenance leveragimgr existing IT expertise.

Highest Levels of Enterprise Security

Using consumer search engines on the Internets tisee become their own information retrieval
experts. However, the promise of an effective dehes not been realized within enterprise Intranets
Search within enterprises differs radically fromamsumer-oriented, public Internet search.

First, the information that businesses store aedarsdecision making is scattered across many
repositories, residing on a wide range of oftemmpatible IT systems. A consumer search engine
searches HTML pages; but an enterprise searchengist, in addition, render searchable
databases, email, portals, document managemertsysind custom applications. Unlike the
consumer search engines which consider all docuerite publicly visible on the Internet an
enterprise search engine must handle access tongndsi that are private or shared between specific
workgroup users. Access to these documents musiriteolled to ensure that only those that the
user is authorized to see are returned by thelseagine.

Second, Intranet search software must be simpise¢and administer. It must be open enough to fit
into existing management regimes, and its operatstiould be amenable to inspection and
debugging. IT organizations must be able to enthatthe search engine is not a backdoor for
collecting employees’ personal data, showing themrercial messages from third parties, or a
black box whose operations are impervious to audit.
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or user id.

- Multiple ways of getting
document visibility Access
Control Lists (ACLs) from data
sources — applied by the
crawler based on administrator
input, supplied by the sources,
or supplied by the user.

- Support for secure crawling,
including HTTPS (secure
socket layer/encrypted data
stream), cookies to maintain a
session, HTTP digest
authentication, and HTML
form login.

EXCELLENT USER
EXPERIENCE

- A simple, intuitive interface

- Effective and relevant query
results

- Easy to deploy and administer

EXCELLENT INTRANET
SEARCH QUALITY

- New relevance model focusing
on the intranet with patents for
many aspects.

- Incorporates Oracle’s 15-year
investments in full-text search

- Web-page link analysis.

- Duplicate and near-duplicate
document detection.

- Metadata extraction, and
blending of text data with
document metadata, using
‘progressive relaxation’
techniques for optimal search
results.

- Ability for data sources to
provide custom metadata to
influence search results.

- Intelligent matching including
morphological support for all
common languages.

- Query-log analysis can be
used to feedback hits and
misses to the search engine.

- Ability for administrators to
suggest links for a search.

SUB-SECOND QUERY

PERFORMANCE

- New internal index design
techniques for high-
performance, high-throughput
queries over millions of
documents.

IMMEDIATE IMPACT
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Hardened Index Store

A related aspect is the security of the engindfitdesearch engine for the enterprise must be
hardened, and uncompromising in terms of secdutityust be as secure as the most secure data
source it renders searchable. By making their aeddlable to the search engine, enterprises must. no
inadvertently introduce a weaker link in the setyuchain. Not all search engines, for example,estor
their indexes in a hardened store like the Oraatalthse; many leave the search index exposed in a
simple file store.

Oracle’s Database and Application Server technebgre widely used by businesses to store and
access both data and content. For a number of,y@easle has invested in building out technologies
for secure access to data and content, text saattindexing, as well as connectors to differema da
sources and IT systems. Oracle can provide theektdevels of enterprise security.

Authentication and Search Result Filtering

Oracle Secure Enterprise Searclyg tdmprehensively addresses secure search. Allrgsources —
Intranet web pages, rows in database tables, Ofggication Server Portal pages, emails, and
documents in files or special repositories — caprio¢ected. Search results are filtered so that the
results page only shows links for documents to Wil user has access. Oracle provides three ways
through which this secure results filtering carabeomplished:

Secure Enterprise Search can work from a centthiz¢hentication scheme, like a Unix,
Microsoft, or Oracle Internet Directory LDAP logitg identify which sources a given user can
access. If you can't access Oracle Portal per yD&P privileges, for example, Oracle Secure
Enterprise Search will not show you any resultsiognfrom your Oracle Portal system.

For more granular security, Oracle Secure Entez@msarch can store Access Control List
(ACL) information associated with each documenpag of the search engine index. Both
‘ACL Crawling’ and ‘ACL Stamping’ are supported. ACL Crawling, Oracle Secure
Enterprise Search obtains ACLs for each documeattly from your repositories. This is not
always possible, as when the source does not hdeetanent model — e.g. an application
generating dynamic content. In ACL Stamping, thareh administrator specifies authorization
roles directly in the Search administrative condmlentering a “grant” list of LDAP users, and
groups, which are allowed to search a particulare® For example, all documents retrieved
during a crawl can be marked searchable by anyelomging to groups G1, G2 and G3; or all
users U1, U2 and U3 can be granted permissionateisall documents of a source; and so on.

Oracle Secure Enterprise Search can filter seaahests through the authorization mechanism
of the source system. This is called Query TimehAtization. After the search engine index has
returned a hit list, for each item in the list 8earch engine re-accesses each store, and passes to
the store the user’s credentials to check if the iss(still) authorized to see the item. Thus,
even if the access privileges have changed fouske since the last crawl, security is not
compromised.

Identity Management

To avoid duplication of access control informati@racle Secure Enterprise Searcly idintegrated
with Oracle’s enterprise identity management sohutiOracle Internet Directory (OID), and it can he
synchronized with other Identity Management sohasitike Microsoft’s Active Directory.

The Web Service Query API allows for specifyingearseh user. You can thus ensure that only users
known to your corporate LDAP server, and authetegitdy that server, can submit searches.
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- Get the search installed and
configured in minutes, crawl
your sources and see your first
results in hours.

ADVANCED SEARCH
FUNCTIONALITY

- Basic keyword search

- Advanced, parametric search
(including Boolean operators)

- Dynamic page summaries.
Search Keywords shown bold
within title and excerpt of
search-result page.

- Cached pages

- Highlight query term on
cached pages

- Customize search result page

look-and-feel using a Web-
Services-based Query API.

INTUITIVE WEB-BASED
ADMINISTRATION
ENVIRONMENT

- Simple one-touch install

- Administer Crawl activities
from a web console

- Configure and monitor secure
search

- Reports: Most popular queries,
documents not found, click-
throughs, searches with no
results, and many other
reports.

- Document Relevancy
boosting. Administrator can
boost document relevancy and
customize result sets.

- Preserves IT expertise

HIGH PERFORMANCE,
SCALEABLE CRAWLING

- Multi-threaded Java crawler.

- Gather from multiple Web
sites and other data sources,
each on a different schedule.

- Crawler can be adapted to
crawl new repositories through
the Secure Crawler SDK

- Page link relationships are
mapped and analyzed for
better relevancy.

- Limit crawling to specific
sections of your Intranet by
setting 'inclusion’ and
‘exclusion’ domains.

FLEXIBLE APIS
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Excellent User Experience

In Oracle Secure Enterprise Searcly,1isers will find the same intuitive experiencet tihey have
come to expect for consumer Internet searchesslgee in similar keywords using a browser-based
interface, and see highly relevant results coveailhthe sources in the Intranet. Oracle SES
provides an out-of-the-box Ul as well as the apiiit customize the look-and-feel of search results.
Figure 1 below shows the Oracle SES default basiocch Ul.

Figure 1: Oracle Secure Enterprise Search 10 g Basic Search Interface

Excellent Intranet Search Quality

In a typical Internet search, hundreds of thousarfidists are returned. Similarly, with a
comprehensive intranet search, as the number oéitepies increase, the ‘noise’ of poor matches in
the search hit list can quickly overwhelm the ugerwe have discussed, the Intranet is also
handicapped by not being able to use URL referetacdstermine the popularity of pages. New
approaches are needed to be able to find the nigetiiie Intranet haystack.

Oracle Secure Enterprise Searcly b@s a new relevance model optimized for the leran

It incorporates Oracle’s 15-year investments ifvtiet search, with algorithms re-
calibrated for typical Intranet loads

It performs URL link analysis, where this is pos$siand useful.

It includes de-aliasing and disambiguation. A digant amount of the ‘noise’ in an
Intranet search comes from nearly identical documéhyou created a slide-presentation,
then mailed it to a colleague as an attachment,aeipied a dozen other people who stored
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- Integrate Oracle Secure
Enterprise Search with your
application, or create new

custom search applications, by

means of a Web Service-
based Query API.

- Secure Crawler SDK for
custom crawling sources or
accessing custom sources.

- Special Enterprise Search
web-downloadable Portlet
allows integrating Search into
Oracle10g Portal pages.

- A new Display-URL feature
lets you render database
search results within the
associated database
application.

FEDERATED SEARCH

- Federate queries to other
Enterprise Search servers, or
Internet search engines,
combining the results in one
display.

WIDE RANGE OF DOCUMENT
FORMATS

- Microsoft Office® Suite
95/97/2000, Adobe Acrobat
®PDF, Lotus 1-2-3 ®, Lotus
Freehand ®, Corel Word
Perfect ® etc.

- All other common document
formats.

- Documents in these formats
can be searched whether they
are files on disk, email
attachments, served by web
servers, stored in a database
or part of another supported
repository.

SUPPORTED PLATFORMS

- Linux and Microsoft
WindowsNT/2000/XP,
followed by other common
platforms.

READY FOR GLOBAL
MARKETS

- Search any language that can
be represented by Unicode
2.0.

- Advanced support for major
languages, including
Japanese, Chinese, Korean,
Arabic, Hebrew, West- and
East-European languages.
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it in different places, should the search engiterredozens of identical hits simply
because the location of each is different? Secaterfrise Search introduces detection of
identical content available at multiple URLSs ordtions.

It extracts metadata — author, date created, mype-title etc. - from documents at crawl
time, and builds separate internal indexes for dathmetadata, and uses a unique
blending mechanism to combine the relative relegafanetadata and data for the search.
It also introduces ‘progressive relaxation’ techugg to find the optimal search results.

Data sources can provide custom metadata, whicheamcluded in searches

Intelligent matching, including morphological suppfor all common languages, is
included.

Query-log analysis can be performed to determinelwkeywords provided poor hits, and
the results can be fed back to the search prooegeftter effectiveness.

Administrators can configure ‘Suggested Links’ fapular search terms, directing users to
specific sites depending on business needs.

Sub-Second Query Performance

Oracle Secure Enterprise Searclg L8es Oracle’s experience in building scalableesystin
delivering superior sub-second query performansindgJa modest 2-cpu Intel-based Linux
processor, a corpus of a million documents carebeched in a fraction of a second.

Immediate Impact

With Oracle Secure Enterprise Searcly,@ere is no long development cycle to be undezgon
before you can get value from your purchase. Tga@ is simple to use and deploy because it is
based on the open standards of the Internet ano-BBA’ philosophy. Users can install the

product, initiate crawling, and get some searchlte$n a very short period of time. All the
components needed internally by the search engiagt-index, web server, metadata store, crawlers
— are all bundled and need no separate installati@onfiguration. For secure search, in additmn t
installing Oracle SES you have to point it to tipprpriate LDAP installation that manages user
identity.

Advanced Search

In addition to Basic keyword search, advanced $eaciuding metadata search is supported. Alsn
supported are dynamic page summaries, cachinglidtigihg, and search result page customizaticn.
Figure 2 below shows the Advanced Search interface.

Metadata
Metadata is one of the key enablers of effectiterpnise search.

Oracle Secure Enterprise Searcly #@tracts metadata fields from documents, datatadres,
email and other repositories.

It provides a flexible metadata mapping methodolaggpping the extracted metadata
information to query attributes for a powerful candgion of full-text and fielded text retrieval.
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Figure 2: Advanced Search with Oracle Secure Enterp  rise 10g

Many different attribute types, including date ras@nd lists-of-values are supported.

Metadata search is automatically incorporated isi@&earch to determine which documents
are the most relevant. It can also be explicitiyoked from Advanced Search.

Integrations with Desktop search tools, such asaibegle Desktop for Enterprise, are also available
for download.

Intuitive Web-based Administration Environment

Oracle Secure Enterprise Searcly peovides a simple browser-based administratiohttoat
centralizes its maintenance. Wizard-like pagesdialbg boxes simplify the tasks of identifying data
sources, specifying security rules, scheduling tsamonitoring search effectiveness, and tuning
relevance.

Search engine administrators can quickly and edsilipne information sources to be crawled,
schedule maintenance crawling, and define usematsdor administrative users. Users simply
identify themselves as an authorized search adiratos to the Secure Enterprise Search
administration login Web page. Once the administrigtgs in, the administration environment
displays Wizard-like pages and dialog boxes for agamg the search engine.
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Figure 3: Part of the ORACLE SES Administrator Int  erface showing Top 50 Queries

The administrative environment of Oracle SES ispdified to ensure that enterprises do not need
specialized Information Retrieval experts to progi@nd manage the search engine. Existing IT
expertise available from web- or data-center adstii@iors can be used to deploy and maintain
enterprise search. Figure 3 shows part of the Adtnattive interface.

High Performance Scaleable Crawling

Oracle Secure Enterprise Searcly $6arches a variety of repositories. It gatheiimétion by
crawling your corporate intranet and looking throwdl the information that exists in the various
repositories. Oracle Secure Enterprise Search gesvi

Multi-threaded Java crawlers
Ability to dispatch crawler on multiple machines

Security in the crawl framework, including HTTP laand digest authentication, as well
as ACL gathering as described in the Compreher&aegirity Support section above.

Efficient filtering. For binary document formatOffice, PDF etc. filters are needed to
extract plain text from the binary document. Filigrtechnology that automatically
identifies document type and invokes the corréigrfio produce textual data and
metadata suitable for indexing. Filters are proditte over a hundred popular file types.
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By using the crawl-index-search model, Oracle SESires data gathering is non-intrusive -
documents are analyzed, but are physically lefiv@ir original location under their own name.
Crawls can be scheduled for low-load times.

Flexible APIs

Oracle Secure Enterprise Searcly Ifis you create custom search applications thet with any

type of information, by means of a set of Web-Smrsibased query API's. These API's can be used
from Web applications to retrieve and display quesults, allowing you to embed Oracle Secure
Enterprise Search results in your applications.

A Secure Crawler SDK allows you to specify how oustsources might be crawled. Oracle Secure
Enterprise Search can be configured to invoke gagtom crawler in order to crawl those data
sources not supported out-of-the-box by Oracle.

A special web-downloadable Portlet allows you tegnate Oracle SES into your OraclegFbortal
installation.

A new Display-URL feature allows search to meshrdessly with your browser based applications.
When you want to display search results from ardiegiion within the context of the application,
Oracle SES allows you to set an URL specifying tlogvhost application might be natively invoked
to display the results.

Federated Search

Federated Search allows for searches both oveteO8&S crawled repositories and other
heterogeneous data sources which do their own ioig&hd indexing. For several reasons a
repository may not be suitable for crawling. If 8@urce already implements some kind of search,
you may not want to index its contents all overiag@he source may be administered by someone
else and you may have no way to crawl it. The odtgpdates may be too rapid for scheduled
crawling. The ability to federate searches complasithe centralized crawling of Oracle SES:

- Data sources keep their own full-text index or laeit own crawling.

- Oracle SES accepts search terms from end useisrakers them to other data sources. The
sources implement a web service using the Orac& @ery API to be able to send results back
to Oracle SES for display. Samples are availahbieléovnload.

Pricing

To offer our customers the most flexibility wheodnsing Oracle products, we offer three distinct
licensing models: Processor, Named User Plus amdyee. Oracle Secure Enterprise Search is
$30,000 (USD) per Processor, $60 (USD) per Namedt Blus and $30 (USD) per Employee. The
minimum licensing requirement for Named Users i8 &6d when licensing by Employee, all
employees are required to be licensed. Please Itdnigu//oraclestore.oracle.cofor the latest
pricing information.
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Summary

Oracle Secure Enterprise Searcly Allows you to reduce the time spent finding refe\documents

on your company's information repositories. It dsgwndexes and makes searchable your corporate
intranet through a Web-style search. It elimingibesneed for coding against hard-to-use low-level
APIs. It organizes content from multiple reposisrby extracting valuable metadata that can be
used in portal applications.

It is secure by default and can cover all your si#jpoies.

It provides an excellent user experience and aallext search quality with sub-second query
performance.

It has immediate impact, with a very short deplogheycle and time to value.

Advanced search, combining fielded metadata asagdilll-text search is provided, as is a
simple web-based administrative interface. HigHgrerance scalable crawling ensures that
very large document sets can be made searchalie.itédvilexible APIs, Oracle SES can be
configured and extended for your specific environie

It is backed by the world’s largest enterprisewsafe company and is ready for global markets.

This Document Is For Informational Purposes Only An d May Not Be Incorporated Into A Contract or Agreem  ent.



