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Disclaimer  

 
The following is intended to outline our general product direction. It is intended for information purposes only, and may not be 

incorporated into any contract. It is not a commitment to deliver any material, code, or functionality, and should not be rel ied 

upon in making purchasing decisions. The development, release, and timing of any features or functionality described for 

Oracle’s products remains at the sole discretion of Oracle. 
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Introduction 

This document describes how to connect the Oracle ESBC to Microsoft Teams Direct Routing. This paper is intended for IT or 

telephony professionals. 

About Microsoft Teams Direct Routing  

Microsoft Teams Direct Routing allows a customer provided SBC to connect to Microsoft Phone System. The customer provided 

SBC can be connected to almost any telephony trunk or interconnect 3rd party PSTN equipment. The scenario allows: 

 Use virtually any PSTN trunk with Microsoft Phone System; 

 Configure interoperability between customer-owned telephony equipment, such as 3rd party PBXs, analog devices, 

and Microsoft Phone System 

Microsoft Teams Direct Routing Interface characteristics  

Table 1 contains the technical characteristics of the Direct Routing Interface. Microsoft, in most cases, uses RFC standards as a 

guide during the development. However, Microsoft does not guarantee interoperability with SBCs even if they support all the 

parameters in table 1 due to specifics of implementation of the standards by SBC vendors. Microsoft has a partnership with some 

SBC vendors and guarantees their device’s interoperability with the interface. All validated devices are listed on Microsoft’s site. 

Microsoft only supports the validated devices to connect to Direct Routing Interface. Oracle is one of the vendors who have a 

partnership with Microsoft. 

 

Category Parameter Value Comments 

Ports and IP 

SIP Interface FQDN Name Refer to Microsoft documentation 
 

IP Addresses range for SIP 
Refer to Microsoft documentation   

interfaces 

SIP Port 5061 

 

IP Address range for Media Refer to Microsoft documentation 

Media port range on Media 
Processors 

Refer to Microsoft documentation   

Media Port range on the client Refer to Microsoft documentation 

 

Transport and 
Security 

SIP transport TLS 
 

Media Transport SRTP   

SRTP Security Context 

DTLS, SIPS Note: DTLS is not 
supported until later time. Please 
configure SIPS at this moment. 

Once support of DTLS announced it 
will be the recommended context 

https://tools.ietf.org/html/rfc5763  

Crypto Suite 
AES_CM_128_HMAC_SHA1_80, 

non-MKI 

 

Control protocol for media 
transport 

SRTCP (SRTCP-Mux 
recommended) 

Using RTCP mux helps reduce 
number of required ports 

Supported Certification 
Authorities 

Refer to Microsoft documentation 

 

Transport for Media Bypass (of 
configured) 

ICE-lite (RFC5245) – 
recommended, 

 
 

·  Client also has Transport Relays 

https://tools.ietf.org/html/rfc5763
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Codecs 

Audio codecs 

·       G711 

 
 

·       Silk (Teams clients) 

·       Opus (WebRTC clients) - Only 
if Media Bypass is used; 

·       G729 

Other codecs 

·       CN 

 
 

o Required narrowband and 
wideband 

·       RED – Not required 

·       DTMF – Required 

·       Events 0-16 

·       Silence Suppression – Not 
required 

Requirements to SIP messages ñInviteò and ñOptionsò 

Microsoft Teams Hybrid Voice Connectivity interface has requirements for the syntax of SIP messages. 

The section covers high-level requirements to SIP syntax of Invite and Options messages. The information can be used as a first 

step during troubleshooting when calls don’t go through. From our experience most of the issues are related to the wrong syntax of 

SIP messages. 

Terminology 

 Recommended – not required, but to simplify the troubleshooting, it is recommended to configure as in examples as 

follow 

 Must – strict requirement, the system does not work without the configuration of these parameters 

Requirements for ñINVITEò messages syntax 

Picture 1 Example of INVITE message 

 

 

 

 

 

 

 

 

 

 

1. Request-URI 

- The recommendation is to set the SBC FQDN name in URI hostname when sending calls to Hybrid Voice 

Connectivity interface. Syntax: INVITE sip: <phone number>@<FQDN of the SBC> SIP/2.0 

2. From and To headers 
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- Must: When place calls to Teams Hybrid Voice Connectivity Interface “FROM” header MUST have SBC FQDN 

in URI hostname:  

Syntax: From: INVITE sip: <phone number>@<FQDN of the SBC>;tag=....  

If the parameter is not set correctly, the calls are rejected with “403 Forbidden” message. 

- Recommended: When place calls to Teams Hybrid Voice Connectivity Interface “To” header have SBC FQDN in 

URI hostname of the Syntax: To: INVITE sip: <phone number>@<FQDN of the SBC> 

3. Contact. 

- Must have the SBC FQDN for media negotiation. Syntax: Contact: <phone number>@<FQDN of the 

SBC>:<SBC Port>;<transport type> 

The above requirements are automatically fulfilled in the referenced build of the software. 

 

Requirements for ñOPTIONSò messages syntax 

Picture 2 Example of OPTIONS message 

 

 

 

 

 

 

 

1. From header 

When sending OPTIONS to Teams Hybrid Voice Connectivity Interface “FROM” header MUST have SBC FQDN in URI 

hostname: 

Syntax: From: sip: <phone number>@<FQDN of the SBC>;tag=....  

If the parameter is not set correctly, the OPTIONS are rejected with ñ403 Forbiddenò message. 

2. Contact. 

When sending OPTIONS to Teams Hybrid Voice Connectivity Interface “Contact” header should have SBC FQDN in URI 

hostname along with Port & transport parameter set to TLS. 

Syntax: Contact: sip: <FQDN of the SBC:port;transport=tls> 

If the parameter is not set correctly, outbound OPTIONS wonôt be sent by Teams 

The above requirements are automatically fulfilled in the referenced build of the software. 
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Validated Oracle version 

Oracle conducted tests with Oracle ESBC ECZ8.1m1p6 software – this software with the configuration listed below can run on any 

of the following products: 

- AP 1100 

- AP 3900 

- AP 4600 

- AP 6350 

- AP 6300 

- VME 

Configuring the ESBC 

This chapter provides step-by-step guidance on how to configure Oracle ESBC for interworking with Microsoft Teams Direct 

Routing Interface. 

The Figure 1 below shows the connection topology example. 

 

 

 

 

 

 

 

 

 

 

 

 

There are several connection entities on the picture: 

- 3rd party PBX, Analog devices and the administrator management station, located on the LAN 

- Microsoft Teams Direct Routing Interface on the WAN 

- SIP trunk from a 3rd party provider on the WAN  

These instructions cover configuration steps between the Oracle SBC and Microsoft Teams Direct Routing Interface. The 

interconnection of other entities, such as connection of the SIP trunk, 3rd Party PBX and/or analog devices are not covered in this 

instruction. The details of such connection are available in other instructions produced by the vendors of retrospective components.  

 

Prerequisites 

Before you begin, make sure that you have the following per every SBC you want to pair: 

- Public IP address 

- FQDN name resolving to the Public IP address 
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- Public certificate, issued by one of the supported CAs (refer to table 1 for details about supported Certification Authorities).  

 

About SBC Domain Name 

The SBC domain name must be from one of the names registered in “Domains” of the tenant. You cannot use the 

*.onmicrosoft.com tenant for the domain name. For example, on the picture below the administrator registered the following DNS 

names for the tenant: 

Before you start SBC configuration ς please note ς SBC guidelines below calls for 3 phy/network interfaces ς the 3rd phy/network interface is required 

once Oracle ESBC ǎǳǇǇƻǊǘǎ άƳŜŘƛŀ-ōȅǇŀǎǎ ŜƴŀōƭŜŘέ ŦŜŀǘǳǊŜ ƻƴ aƛŎǊƻǎƻŦǘ ǘŜŀƳǎΦ 

 
DNS Name Can be used for SBC FQDN Examples of FQDN names 

   adatum.biz          Yes 

Valid names: 

Ŀ sbc1.adatum.biz; Å ussbcs15.adatum.biz; 

· europe.adatum.biz 

Non-Valid name: 

· sbc1.europe.adatum.biz (requires registering 

domain name europe.atatum.biz in ñDomainsò 

first) 

adatumbiz.onmicrosoft.com  No 
Using *.onmicrosoft.com domains is not 

supported for SBC names 

hybridvoice.org                      Yes 

Valid names: 

1.sbc1. hybridvoice.org 

2.ussbcs15. hybridvoice.org 

3.europe. hybridvoice.org  

Non-Valid name: 

1.sbc1.europe.hybridvoice.org (requires 

registering domain name europe. 

hybridvoice.org in ñDomainsò first) 

 

Users might be from any SIP domain registered for the tenant. 

For example, you can serve user user@woodgrovebank.us with SBC FQDN name oracleESBC.woodgrovebank.us as long as both 

names are registered for this tenant. 

 

 

 
  

http://rosoft.com/
http://hybridvoice.org/
mailto:user@woodgrovebank.us
http://oracleesbc.woodgrovebank.us/
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In this document the following FQDN and IP is used as an example: 

 

 

 

 

 

 

The certificate in the example is from DigiCert. 

The document covers only configuring interface between the Oracle ESBC and Microsoft Teams Direct Routing interface. 

Configuration of leg to 3rd party environment or a SIP/TDM trunk is not covered. Please refer to Oracle documentation for 

instructions on how to connect other equipment 

 

ESBC configuration 

Once the Oracle SBC is racked and the power cable connected, you are ready to set up physical network connectivity. Note: use 

the console port on the front of the SBC, not the one on the back. 

If the SBC being used with Microsoft Teams is an existing SBC with functional configuration with a SIP trunk, following 

configuration elements are required: 

- New realm-config 

- Certificate-record 

- TLS-Profile 

- Enable DNS 

- New sip-interface 

- New session-agent 

- New steering-pools 

- New Local-policy 

- Codec-policy 

- Media Security (SRTP) 

- Sip-manipulations 

- Media-profile 

If the SBC being used with Microsoft Teams is a new SBC being rolled out just for Microsoft teams, following configuration 

elements are required: 

- System-config 

- Phy-interface 

- Network-interface 

- Media-manager 

- Steering-pool 

- Realm-config 

- Sip-config 
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- Sip-interface 

- Session-agent 

- Local-policy 

- Sip-manipulation 

- Codec-policy 

- Certificate-record 

- Tls-profile 

- Enable DNS 

- Media security (SRTP) 

- Media-profile 

 

Configuring an existing SBC 

Saving & activating configuration on the SBC  

 
 

OracleESBC - MicrosoftTeams# save - config  

checking configuration  

Save- Config received, processing.  

waiting for request to finish  

Request to 'SAVE - CONFIG' has Finished,  

Save complete  

Currently active and saved configurations do not match!  

To sync & activate, run 'activate - config' or 'reboot activate'.  

OracleESBC - MicrosoftTeams# activate - config  

Activate - Config received, processing.  

waiting for request to finish  

Request to 'ACTIVATE - CONFIG' has Finished,  

Activate Complete  

OracleESBC - MicrosoftTeams#  

 

Configure Realms required for teams 

Navigate to realm-config under media-manager and configure a realm as shown below 

 

realm - config  

        identifier                              ToTeams  

        network - interfaces                      s0p0:0  

        mm- in - realm                             enabled  

        qos - enable                              enabled  

        media - sec - policy                        SRTP  

        spl - options                             

        rtcp - policy                             rtcpGen  
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Configuring a certificate for SBC Interface 

Microsoft Teams Direct Routing Interface only allows TLS connections from SBCs for SIP traffic with a certificate signed by one of 

the trusted certification authorities. 

The step below describes how to request a certificate for SBC External interface and configure it based on the example of DigiCert. 

The process includes the following steps: 

1. Create a certificate-record – “Certificate-record” are configuration elements on Oracle ESBC which captures information 

for a TLS certificate – such as common-name, key-size, key-usage etc. 

- Following certificate-records are required on the Oracle ESBC in order for the SBC to connect with Microsoft Teams 

- SBC – 1 certificate-record assigned to SBC 

- Root – 1 certificate-record for root cert 

- Intermediate – 1 certificate-record for intermediate (this is optional – only required if your server certificate is signed 

by an intermediate) 

2. Generate a Certificate Signing Request (CSR) and obtain the certificate from a supported Certification Authority 

3. Deploy the SBC and Root/Intermediary certificates on the SBC 

 

Step 1 ï Creating the certificate 

- Login to the SBC via SSH admin@SBCMgmtIP 

- Once logged in, navigate to certificate-record config element under security and the configure a certificate record for SBC 

as shown below 

 

certificate - record  

        name                                    SBCCertificate  

        country                                 US 

        state                                   MA  

        locality                                Bedford  

        organization                            sales  

        unit  

        common- name                             Oracleesbc .woodgrovebank.us  

        key - size                                2048  

        alternate - name 

        trusted                                 enabled  

        key - usage - list                          digitalSignature  

                                                keyEncipherment  

        extended - key - usage - list                 serverAuth  

                                                ClientAuth  

        key - algor                               rsa  

        digest - algor                            sha256  

        ecdsa - key - size                          p256  

        cert - status - profile - list  

        options  

 

Follow the same steps and create following intermediate and root certificates 

- BaltimoreRoot 
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- DigiCertRoot 

- DigiCertInter 

 

certificate - record  

        name                                    BaltimoreRoot  

        country                                 US  

        state                                   MA  

        locality                                Burlington  

        organization                            Engineering  

        unit  

        common- name                             Baltimore CyberTrust Root  

        key - size                                2048  

        alternate - name 

        trusted                                 enabled  

        ke y- usage - list                          digitalSignature  

                                                keyEncipherment  

        extended - key - usage - list                 serverAuth  

        key - algor                               rsa  

        digest - algor                            sha256  

        ecdsa - key - size                          p256  

        cert - status - profile - list  

        options  

certificate - record  

        name                                    DigiCertInter  

        country                                 US 

        state                                   MA  

        locality                                Burlington  

        organization                            Engineering  

        unit  

        common- name                             DigiCert  SHA2 Secure Server CA  

        key - size                                2048  

        alternate - name 

        trusted                                 enabled  

        key - usage - list                          digitalSignature  

                                                keyEncipherment  

        extended - key - usage - list                 serverAuth  

        key - algor                               rsa  

        digest - algor                            sha256  

        ecdsa - key - size                          p256  

        cert - status - profile - list  

        options  

certificate - record  

        name                                    DigiCertRoot  

        country                                 US  

        state                                   MA  

        locality                                Burlington  

        organization                            Engineering  

        unit  

        common- name                             DigiCert Global Root CA  

        key - size                                2048  
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        alternate - name 

        tr usted                                 enabled  

        key - usage - list                          digitalSignature  

                                                keyEncipherment  

        extended - key - usage - list                 serverAuth  

        key - algor                                rsa  

        digest - algor                            sha256  

        ecdsa - key - size                          p256  

        cert - status - profile - list  

        options  

        last - modified - by                        admin@172.18.0.1 85 

       last - modified - date                      2018 - 12- 28 19:52:39  

 

Step 2 ï Generating a certificate signing request 

Please note ï certificate signing request is only required to be executed for SBCCertificate ï not   for the root/intermediate 

certificates. 

- Once certificate-records have been created – exit out of the “configuration mode” as shown below 

- Issue command “generate-certificate-request <certificate-record-name>” 

- Once the command is executed – please copy/paste the test that gets printed below the command and upload to your CA 

server for signage. 

- Also, note that a save/activate is required 

Refer to instructions for save/activate config here 

Step 3 ï Deploy SBC & root/intermediate certificates 

Once certificate signing requests have been completed – import the signed certificate to the SBC.  

Please note ï all certificates are required to be imported to the SBC ï even the oneôs where we did not have to use command 

ñgenerate-certificate-requestò command. 

OracleESBC - MicrosoftTeams# import - certificate try - all SBCCertificate  

IMPORTANT: 

Please enter the certificate in the PEM format.  

Terminate the certificate with ";" to exit  

At this point – paste the signed SBC certificate and then issue command “;” 

Once done – issue save/activate. 

Repeat the steps for the following certificates: 

- BaltimoreRoot 

- DigiCertInter 

- DigiCertRoot 

At this stage all the required certificates have been imported to the SBC. 

 

 

TLS-Profile 
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A TLS profile configuration on the ESBC allows for specific certificates to be assigned. Navigate to the tls-profile config element 

under security and configure the tls-profile as shown below 

 

tls - profile  

        name                                    TeamsTLS 

        end- entity - certificate                  SBCCertificate  

        trusted - ca - certificates                 DigiCertInter  

                                                DigiCertRoot  

                                                BaltimoreRoot  

        cipher - list                             ALL  

        verify - depth                            10  

        mutual - authenticate                     enabled  

        tls - version                             tlsv12  

        options  

        cert - status - check                        disabled  

        cert - status - profile - list  

        ignore - dead - responder                   disabled  

        allow - self - signed - cert                  disabled  

 

Creating a sip-interface to connect to Microsoft Teams 

Set the following configuration elements – ensure that the IP address allocated to the SIP interface is the FQDN resolvable address. 

i.e. if you issue command nslookup “oracleESBC.woodgrovebank.us” – it should resolve to 155.212.214.173. 

Note that the IP should be publicly routable IP 

Once issuing “done” command – following config values should be enabled: 

Note: 

- Tls-profile needs to match the name of the tls-profile previously created 

- Uri-fqdn-domain needs to match the FQDN value assigned for the domain 

- Set allow-anonymous to agents-only to ensure traffic to this sip-interface only comes from Teams server. 

sip - interface  

        state                                   enabled  

        realm - id                                ToTeams 

        description  

        sip - port  

                address                                 155.212.214.173  

                port                                    5067  

                transport - protocol                      TLS  

                tls - profile                             TLSTeams  

                allow - anonymous                         agents - only  

                 

 

Configure  sip-interface to communicate with SIP Trunk 

sip - interface  

        state                                   enabled  

http://oracleesbc.woodgrovebank.us/
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        realm - id                                SIPTrunk  

        description  

        sip - port  

                address                                 155.212.214.174  

                port                                    5060  

                transport - protocol                      UDP  

                tls - profile  

                allow - anonymous                         agents - only  

  

 

Once sip-interface is configured – the SBC is ready to accept traffic on the allocated IP address. Now configure where the SBC needs to 

send the traffic to. 

Configure session-agent 

Session-agents are config elements which are trusted agents who can send/receive traffic from the SBC with direct access to 

trusted data path. Configure the session-agent for Teams with the following parameters 

- hostname to “sip.pstnhub.microsoft.com” 

- port 5061 

- realm-id – needs to match the realm created for teams – in this case – “ToTeams” 

- transport set to “StaticTLS” 

- refer-call-transfer set to enabled 

- ping-method – send OPTIONS message to Microsoft to check health 

- ping-interval to 30 secs 

 

session - agent  

        hostname                                sip.pstnh ub.microsoft.com  

        port                                    5061  

        transport - method                        StaticTLS  

        realm - id                                ToTeams  

        ping - method                             OPTIONS  

        ping - int erval                           30  

        out - translationid                       addPlus  

        refer - call - transfer                     enabled   

 

Follow above steps to create 2 more sessions for: 

- sip2.pstnhub.microsoft.com  

- sip3.pstnhub.microsoft.com  

- sip-all.pstnhub.microsoft.com  

Note: Please note that all signaling SHOULD only point to sip/sip2/sip3.pstnhub.microsoft.com – no signaling should be sent to sip-

all.pstnhub.microsoft.com FQDN. The sip-all.pstnhub.microsoft.com FQDN is only used for longer DNS TTL value. 

 

 

http://sip.pstnhub.microsoft.com/
http://sip2.pstnhub.microsoft.com/
http://sip3.pstnhub.microsoft.com/
http://sip-all.pstnhub.microsoft.com/
http://sip3.pstnhub.microsoft.com/
http://sip-all.pstnhub.microsoft.com/
http://sip-all.pstnhub.microsoft.com/
http://sip-all.pstnhub.microsoft.com/
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session - agent  

        hostname                                sip - all.pstnhub.microsoft.com  

        port                                    5061  

        transport - method                        StaticTLS  

        realm - id                                ToTeams  

        ping - method                              

        ping - interval                            

        refer - call - transf er                     enabled  

session - agent  

        hostname                                sip2.pstnhub.microsoft.com  

        port                                    5061  

        transport - method                        StaticTLS  

        realm - id                                ToTeams 

        ping - method                             OPTIONS  

        ping - interval                           30  

        out - translationid                       addPlus  

        refer - call - transfer                     enabled  

session - agent  

        hostname                                sip3.pstnhub.microsoft.com  

        port                                    5061  

        transport - method                        StaticTLS  

        realm - id                                ToTeams  

        ping - method                             OPTIONS  

        ping - interval                           30  

        out - translationid                       addPlus  

        refer - call - transfer                     enabled  

        

 

Create a Session Agent Group 

A session agent group allows the ESBC to create a load balancing model. 

session - group  

        group - name                              TeamsGrp  

        dest                                    sip.pstnhub.microsoft.com  

                                                sip2.pstnhub.microsoft.com  

                                                sip3.pstnhub.microsoft.com  

        sag - recursion                           enabled  

        stop - sag - recurse                        401,407,480         

 

Configure local-policy 

Local policy config allows for the SBC to route calls from one end of the network to the other based on routing criteria. In order for 

inbound calls from Teams to be routed to a SIP Trunk following config is required: 

local - policy  

        from - address                            *  

        to - address                              *  

        source - realm                            ToTeams  
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        policy - attribute  

                next - hop                                68.68.117.67  

                re alm                                   SIPTrunk  

 

The above local policy config is allowing any DID from teams that lands on the SBC to be routed to SIP Trunk via realm SIPTrunk 

and the next hop destination is SIP Trunk. 

A second local policy is required to be configured to route outbound calls to Teams from SIPTrunk, configure it as follows: 

local - policy  

        from - address                            *  

        to - address                              *  

        source - realm                            SIPTrunk  

        policy - attribute  

                next - hop                                sag:TeamsGrp  

                realm                                   ToTeams  

The above local policy will route calls from SIPTrunk to ToTeams if they match the routing criteria.  

 

Configure Media Profile & Codec Policy 

Note: this is an optional config ï configure codec policy only if deemed required 

Some SIP trunks may have issues with codec being offered by Microsoft teams, so following codec policy may be required in order 

for the calls to work flawlessly. 

SILK & CN offered by Microsoft teams are using a payload type which is different usual. Configure the media-profile as shown 

below  

media - profile  

        name                                    CN 

        subname                                 wideband  

        payload - type                            118  

        clock - rate                              16000  

media - profile  

        name                                    SILK  

        subname                                 narrowband  

        payload - type                            103  

        clock - rate                              8000  

media - profile  

        name                                    SILK  

        subname                                 wideband  

        payload - type                            104  

        clock - rate                              16000  

 

A codec policy – OptimizeCodecs -  for the SIP trunk to remove the codecs that are not required by the Trunk. Create another 

codec-policy, addCN,  to add comfort noise towards Teams 

 

codec - policy  

        name                                    OptimizeCodecs  

        allow - codecs                            * G722:no PCMA:no CN:no SIREN:no 
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RED:no G729:no  

codec - policy  

        name                                    addCN 

        allow - codecs                            *  

        add- codecs - on- egress                    CN  

 

Once the codec policies are configured, they needs to be applied to their respective realms. 

realm - config  

        identifier                              SIPTrunk  

        network - interfaces                      s0p0:0  

        mm- in - realm                             enabled  

        qos - enable                              enabled  

        media - sec - policy                        RTP 

        codec - policy                            OptimizeCodecs  

realm - config  

        identifier                              ToTeams  

        network - interfaces                      s0p0:0  

        mm- in - realm                             enabled  

        qos - enable                              enabled  

        media - sec - policy                        SRTP  

        spl - options                             

        codec - policy                            addCN 

        rtcp - policy                             rtcpGen  

 

Configure sip-manipulations 

In order for calls to be presented to Microsoft teams or SIP trunk from the SBC – the SBC would require alterations to the SIP 

signaling natively created. Following are manipulations required on the SBC in order for to present signaling to Microsoft Teams: 

- From- changes from header’s uri-host to SBC’s FQDN value 

- FixContact – changes contact header’s uri-host from IP to FQDN 

- AddContactOptions – Add a new Contact header to OPTIONS message 

- AddRROptions – Add a new Record-Route header to OPTIONS message 

- CheckUA – includes the SBC information in the User-Agent header 

- changeSDP – replaces the sendonly SDP attribute (in the INVITE for hold) to inactive in scenarios where the hold is 

initiated by the SIP Trunk 

The following sip-manipulation called PSTNHub is configured to make the changes mentioned above.  

sip - manipulation  

        name                                    PSTNHub  

        header - rule  

                name                                    From 

                header - name                             From  

                action                                  manipulate  

                element - rule  

                        name                                    From_er  

                        type                                    uri - host  
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                        action                                  find - replace - all  

                        new- value                               oracleesbc.woodgrovebank .us  

        header - rule  

                name                                    AlterContact  

                header - name                             Contact  

                action                                  manipulate  

                element - rule  

                        name                                    AlterContact_er  

                        type                                    uri - host  

                        action                                  find - replace - all  

                        match - value                             155.212.214.173  

                        new- value                               

"oracleesbc.woodgrovebank.us"  

        header - rule  

                name                                    addContactOptions  

                header - name                             Contact  

                action                                  add  

                msg- type                                request  

                methods                                 OPTIONS  

                new- value                               

"<sip:ping@oracleesbc.woodgrovebank.us:5067;transport=tls>"  

        header - rule  

                name                                    addRROptions  

                header - name                             Record - Route  

                action                                  add  

                msg- type                                request  

                methods                                 OPTIONS  

                new- value                               "<sip:or acleesbc.woodgrovebank.us>"  

  header - rule  

                name                                    CheckUA  

                header - name                             User - Agent  

                action                                  manipulate  

                msg- type                                request  

                methods                                 INVITE  

                new- value                               "Oracle ESBC"  

        header - rule  

                name                                    changeSDP  

                header - name                             Content - Type  

                action                                  manipulate  

                msg- type                                request  

                methods                                 INVITE  

                element - rule  

                        name                                    inacttosendonly  

                        parameter - name                          applicatio n/sdp  

                        type                                    mime  

                        action                                  find - replace - all  

                        comparison - type                         pattern - rule  

                        match - value                             a=inactive  

                        new- value                               a=sendonly  

 



 
 

20 | P a g e  
 
 

The following manipulation is configured to handle the OPTIONS locally and to replace the inacitve SDP attribute (in the reply for 

INVITE for hold) to recvonly in scenarios where the hold is initiated by the SIP Trunk. 

sip - manipulation  

        name                                    RespondOPTIONS  

        header - rule  

                name                                    Respond2OPTIONS  

                header - name                             from  

                action                                  reject  

                methods                                 OPTI ONS 

                new- value                               "200 OK"  

        header - rule  

                name                                    changeSDP2  

                header - name                             Content - Type  

                action                                  manipulate  

                msg- type                                reply  

                methods                                 INVITE  

                element - rule  

                        name                                    in acttorecvonly  

                        parameter - name                          application/sdp  

                        type                                    mime  

                        action                                  find - replace - all  

                        comparison - type                         pattern - rule  

                        match - value                             a=inactive  

                        new- value                               a=recvonly  

 

The PSTNHub sip-manipulationis applied as the out-manipulationid and RespondOPTIONS is applied as the in-manipulationid on 

the sip-interface facing Teams.  

sip - interface  

        realm - id                                ToTeams  

        sip - port  

                address                                 155.212.214.173  

                port                                    5067  

                transport - protocol                      TLS  

                tls - profile                             TLSTeams  

                allow - anonymous                         agents - only  

        out - manipulationid                      PSTNHub  

        sip - profile                             foreplace  

 

Consultative transfer configuration 

The following sip-feature needs to be configured to enable support for the replaces to enable successful consultative transfer. 

sip - feature  

        name                                    replaces  

        realm                                   ToTeams  

        support - mode- inbound                    Pass  

        require - mode- inbound                    Pass  

        proxy - require - mode- inbound              Pass  

        support - mode- outbound                   Pass  
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        require - mode- outbound                   Pass  

        proxy - require - mode- outbound             Pass  

 

The following sip-profile needs to be configured and applied on the sip-interface towards Teams.  

sip - profile  

        name                                    foreplace  

        redirection                             inherit  

        ingress - condi tional - cac - admit           inherit  

        egress - conditional - cac - admit            inherit  

        forked - cac - bw                           inherit  

        cnam- lookup - server  

        cnam- lookup - dir                         egress  

        cnam- unavailable - pt ype  

        cnam- unavailable - utype  

        replace - dialogs                         enabled  

 

sip - interface  

        realm - id                                ToTeams  

        sip - port  

                address                                 155.212.214.173  

                port                                    5067  

                transport - protocol                      TLS  

                tls - profile                             TLSTeams  

                allow - anonymous                         agents - only  

        out - manipulationid                      PSTNHub  

  in - manipulationid                        RespondOPTIONS 

        sip - profile                             foreplace  

Configure steering pool 

Steering-pool configs allows configuration to assign IP address(es), ports & a realm. 

steering - pool  

        ip - address                              155.212.214.173  

        start - port                              23200  

        end- port                                23300  

        realm - id                                ToTeams 

steering - pool  

        ip - address                              155.212.214.174  

        start - port                              23000  

        end- port                                23199  

        realm - id                                SIPTrunk  

Configure SDES profile 

Create a SDES profile as shown below – Microsoft only supports AES_CM_128_HMAC_SHA1_80 encryption. Navigate to media-

manager Ą security Ą sdes-profile. 

sdes - profile  

        name                                    SDES  

        crypto - list                             AES_CM_128_HMAC_SHA1_80 
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        srtp - auth                               enabled  

        srtp - encrypt                            enabled  

        srtcp - encrypt                           enabled  

        mki                                      disabled  

        egress - offer - format                     same - as - ingress  

        use - ingress - session - params  

        options  

        key  

        salt  

        srtp - rekey - on- re - invite                 disabled  

 

Configure RTCP Policy 

The following RTCP policy needs to configured to generate RTCP reports towards Teams. It is applied on the realm facing Teams. 

rtcp - policy  

        name                                    rtcpGen  

        rtcp - generate                           all - calls  

        hide - cname                              disabled  

 

realm - config  

        identifier                              ToTeams  

        network - interfaces                      s0p0:0  

        mm- in - realm                             enabled  

        qos - enable                              enabled  

        media - sec - policy                        SRTP  

        spl - options                             

        codec - policy                            addCN  

        rtcp - policy                             rtcpGen  

 

Media-sec-policy 

A media-sec-policy configuration creates a policy to allocate media security rule and apply it to the realm configuration. 

        name                                    RTP  

        pass - through                            disabled  

        options  

        inbound  

                profile  

                mode                                    rtp  

                protocol                                none  

                hide - egress - media - update                disabled  

        outbound  

                profile  

                mode                                    rtp  

                protocol                                none  

media - sec - policy  

        name                                    SRTP  

        pass - through                            disabled  

        options  
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        inbound  

                profile                                 SDES  

                mode                                    srtp  

                protocol                                sdes  

                hide - egress - media - update                disabled  

        outbound  

                profile                                 SDES  

                mode                                    srtp  

                protocol                                sdes  

 

The RTP media-sec-policy is applied on the SIPTrunk realm and SRTP media-sec-policy is applied on the ToTeams realm. 

realm - config  

        identifier                              SIPTrunk  

        network - interfaces                      s0p0:0  

        mm- in - realm                             enabled  

        qos - enable                              enabled  

        media - sec - policy                        RTP  

        codec - policy                            OptimizeCodecs  

realm - config  

        identifi er                              ToTeams  

        network - interfaces                      s0p0:0  

        mm- in - realm                             enabled  

        qos - enable                              enabled  

        media - sec - policy                        S RTP 

        spl - options                             

        codec - policy                            addCN  

        rtcp - policy                             rtcpGen  

 

 

New SBC configuration  

If the customer is looking to setup a new SBC from scratch with Microsoft teams, please follow the section below for information. 

Physical connections: 

 

The connections required 

- s0p0 – Connection to SIP Trunk 

- s0p1 – Connection to Teams 

- s1p0 – Connection to local network (optional) 
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To access the console port: 

Connect the serial console cable to the Oracle ESBC to a workstation running a terminal emulator application such as PuTTy. Start 

the terminal emulation application using the following settings: 

- Baud Rate=115200 

- Data Bits=8 

- Parity=None 

- Stop Bits=1 

- Flow Control=None 

Configure system element values 

To configure system element values, use the system-config command under the system branch. Then enter values appropriate to 

your environment, including your default gateway IP address for your management Ethernet interface. 

system - config  

        hostname                                OracleSBC - Teams 

        default - gateway                         172.18.0.1  

        source - routing                          enabled  

         

 

Configure Physical Interface values 

To configure physical Interface values, use the phy-interface command under the system branch. To enter the system branch from 

system-config, you issue the exit command then the phy-interface command. 

You will first configure the slot 0, port 0 interface designated with the name s0p0. This will be the port plugged into your inside 

(connection to the PSTN gateway) interface. 

phy - interface  

        name                                    s0p0  

        operation - type                          Media  

        port                                    0 

        slot                                    0  

        virtual - mac 

        admin - state                             enabled  

        auto - negotiation                        enabled  

        duplex - mode                             FULL 

        speed                                   100  

        wancom- health - score                     50  

        overload - protection                     disabled  

phy - interface  

        name                                    s0p1  

        operation - type                          Media  

        port                                    1 

        slot                                    0  

        virtual - mac 

        admin - state                             enabled  

        auto - negotiation                        enabled  
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        duplex - mode                             FULL  

        speed                                   100  

        wancom- health - score                     50  

        overload - protection                     disabled  

 

Please note  the following phy - interface is optional  

phy - interface  

        name                                    s1 p0 

        operation - type                          Media  

        port                                    0  

        slot                                    1 

        virtual - mac 

        admin - state                             enabled  

        auto - negotiation                        enabled  

        duplex - mode                             FULL  

        speed                                   100  

        wancom- health - score                     50  

        overload - protection                     disabled  

 

Configure Network Interface values 

To configure Network Interface values, use the network-interface command under the system branch. To enter the system branch 

from phy-interface, you issue the exit command then the network-interface command. 

You will first configure the IP characteristics for the s0p0 interface defined above 

network - interface  

        name                                    s0p0  

        hostname                                oracleesbc.woodgrovebank.us  

        ip - address                              155.212.214.173  

        netmask                                 255.255.255.0  

        gateway                                 155.212.214.1  

        dns - ip - primary                          8.8.8.8  

        dns - domain                              woodgrovebank.us  

        hip - ip - list                             155.212.214.173  

        ic mp- address                            155.212.214.173  

        ssh - address                             155.212.214.173  

Enable media manager 

Media-manager handles the media stack required for SIP sessions on the SBC. 

media - manager  

        state                                   enabled  

        options                                 audio - allow - asymmetric - pt  

                                                xcode - gratuitous - rtcp - report - generation  

Enable sip-config 

SIP config enables SIP handling in the SBC. 

sip - config  

        home- realm - id                           SIPTrunk  
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        registrar - domain                        *  

        registrar - host                          *  

        registrar - port                          5060  

        options                                 inmanip - before - validate  

                                                max- udp- length=0  

 

Once you are done with the following configurations - please follow guidelines from “Configuring an existing SBC” 
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Appendix A 

 

Following is the complete configuration of the SBC 

 

certificate - record  

        name                                    BaltimoreRoot  

        common- name                             Baltimore CyberTrust Root  

certificate - record  

        name                                    DigiCertRoot  

        common- name                             DigiCert Global Root CA  

certificate - record  

        name                                    DigiCertInter  

        common- name                             DigiCert SHA2 Secure Server CA  

certificate - record  

        name                                    SBCCertificate  

        locality                                Bedford  

        organization                            sales  

        common- name                             OracleESBC.woodgrovebank.us  

        extended - key - usage - list                 serverAuth  

                                                ClientAuth  

codec - policy  

        name                                    OptimizeCodecs  

        allow - codecs                            * G722:no PCMA:no CN:no SIREN:no RED:no G729:no  

codec - policy  

        name                                    addCN  

        allow - codecs                            *  

        add- codecs - on- egress                    CN  

 

local - policy  

        from - address                            *  

        to - address                              *  

        source - realm                            SIPTrunk  

        policy - attribute  

                next - hop                                sag:T eamsGrp 

                realm                                   ToTeams  

local - policy  

        from - address                            *  

        to - address                              *  

        source - realm                            ToTeams  

        policy - attribute  

                next - hop                                68.68.117.67  

                realm                                   SIPTrunk  

media - manager  

        options                                 audio - allow - asymmetric - pt  

                                                xcode - gratuitous - rtcp - report - generation  

media - profile  

        name                                    CN  

        subname                                 wideband  

        payload - type                            118  
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        clock - rate                               16000  

media - profile  

        name                                    SILK  

        subname                                 narrowband  

        payload - type                            103  

        clock - rate                              8000  

media - profile  

        name                                    SILK  

        subname                                 wideband  

        payload - type                            104  

        clock - rate                              16000  

media - sec - policy  

        name                                    RTP  

media - sec - policy  

        name                                    SRTP  

        inbound  

                profile                                 SDES  

                mode                                    srtp  

                protocol                                sdes  

        outbound  

                profile                                 SDES  

                mode                                    srtp  

                protocol                                sdes  

network - interface  

        name                                    s0p0  

        hostname                                oracleesbc.woodgrovebank.us  

        ip - address                              155.212. 214.173  

        netmask                                 255.255.255.0  

        gateway                                 155.212.214.1  

        dns - ip - primary                          8.8.8.8  

        dns - domain                              woodgrovebank.us  

        hip - ip - list                             155.212.214.173  

        icmp - address                            155.212.214.173  

        ssh - address                             155.212.214.173  

phy - interface  

        name                                    s0 p0 

        operation - type                          Media  

realm - config  

        identifier                              SIPTrunk  

        network - interfaces                      s0p0:0  

        mm- in - realm                             enabled  

        qos - enable                               enabled  

        media - sec - policy                        RTP  

        codec - policy                            OptimizeCodecs  

realm - config  

        identifier                              ToTeams  

        network - interfaces                      s0p0:0  

        mm- in - realm                             enabled  

        qos - enable                              enabled  

        media - sec - policy                        SRTP  
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        spl - options                             

        codec - policy                            addCN 

        rtcp - policy                             rtcpGen  

rtcp - policy  

        name                                    rtcpGen  

        rtcp - generate                           all - calls  

sdes - profile  

        name                                    SDES 

session - agent  

        hostname                                68.68.117.67  

        ip - address                              68.68.117.67  

        state                                   disabled  

        realm - id                                SIPTrunk  

        constraints                             enabled  

        ping - method                             OPTIONS  

        ping - interval                           30  

session - agent  

        hostname                                sip - all.pstnhub.microsoft.com  

        port                                    5061  

        transport - method                        StaticTLS  

        realm - id                                ToTeams  

        ping - method                              

        ping - interval                            

        refer - call - transfer                     enabled  

session - agent  

        hostname                                sip.pstnhub.microsoft.com  

        port                                    5061  

        transport - method                        StaticTLS  

        realm - id                                ToTeams  

        ping - method                             OPTIONS  

        ping - interval                           30  

        out - translationid                       addPlus  

        refer - call - transfer                     enabled  

session - agent  

        hostname                                sip2.pstnhub.microsoft.com  

        port                                    5061  

        transport - method                        StaticTLS  

        realm - id                                ToTeams  

        ping - method                             OPTIONS  

        ping - interval                           30  

        out - translationid                       addPlus  

        refer - call - transfer                     enabled  

session - agent  

        hostname                                sip3.pstnhub.microsoft.com  

        port                                    5061  

        transport - method                        StaticTLS  

        realm - id                                ToTeams  

        ping - method                             OPTIONS  

        ping - interval                           30  

        out - translationid                       addPlus  
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        refer - ca ll - transfer                     enabled  

        

session - group  

        group - name                              TeamsGrp  

        dest                                    sip.pstnhub.microsoft.com  

                                                sip2.pstnhub.mi crosoft.com  

                                                sip3.pstnhub.microsoft.com  

        sag - recursion                           enabled  

        stop - sag - recurse                        401,407,480  

session - translation  

        id                                      addPlus  

        rules - calling                           addPlus  

        rules - called                            addPlus  

sip - config  

        home- realm - id                           SIPTrunk  

        registrar - domain                        *  

        registrar - host                          *  

        registrar - port                          5060  

        options                                 inmanip - before - validate  

                                                max- udp- length=0  

sip - feature  

        name                                    replaces  

        realm                                   ToTeams  

        require - mode- inbound                    Pass  

        require - mode- outbound                   Pass  

sip - interface  

        state                                   disabled  

        realm - id                                SIPTrunk  

        sip - port  

                address                                 155.212.214.174  

                allow - anonymous                         agents - only  

sip - interfac e 

        realm - id                                ToTeams  

        sip - port  

                address                                 155.212.214.173  

                port                                    5067  

                transport - protocol                      TLS 

                tls - profile                             TLSTeams  

                allow - anonymous                         agents - only  

        out - manipulationid                      PSTNHub  

        sip - profile                             foreplace  

sip - manipulation  

        name                                    PSTNHub  

        header - rule  

                name                                    From  

                header - name                             From  

                action                                  manipulate  

                element - rule  

                        name                                    From_er  

                        type                                    uri - host  
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                        action                                  find - replace - all  

                        new- value                               oracleesbc.woodgrovebank.us  

      header - rule  

                name                                    AlterContact  

                header - name                             Contact  

                action                                  manipulate  

                element - rule  

                        name                                    AlterContact_er  

                        type                                    uri - host  

                        action                                  find - replace - all  

                        match - value                             155.212.214.173  

                        new- value                               "oracleesbc.wood grovebank.us"  

        header - rule  

                name                                    addContactOptions  

                header - name                             Contact  

                action                                  add  

                msg- type                                 request  

                methods                                 OPTIONS  

                new- value                               

"<sip:ping@oracleesbc.woodgrovebank.us:5067;transport=tls>"  

        header - rule  

                name                                    addRROptions  

                header - name                             Record - Route  

                action                                  add  

                msg- type                                request  

                methods                                 OPTIONS  

                new- value                               "<sip:oracleesbc.woodgrovebank.us>"  

        header - rule  

                name                                    changeSDP  

                header - name                             Content - Type  

                action                                  manipulate  

                msg- type                                request  

                methods                                 INVITE  

                element - rule  

                        name                                    inacttosendonly  

                        parameter - name                          application/sdp  

                        type                                    mime  

                        action                                  find - replace - all  

                        comparison - type                         pattern - rule  

                        match - value                             a=inactive  

                        new- value                               a=sendonly  

sip - manipulation  

        name                                    RespondOPTIONS  

        header - rule  

                name                                    Respond2OPTIONS  

                header - name                             from  

                action                                  reject  

                methods                                 OPTIONS  

                new- value                               "200 OK"  

        header - rule  
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                name                                    changeSDP2  

                header - name                             Content - Type  

                action                                  manipulate  

                msg- type                                reply  

                methods                                 INVITE  

                element - rule  

                        name                                    inacttorecv only  

                        parameter - name                          application/sdp  

                        type                                    mime  

                        action                                  find - replace - all  

                        comparison - type                         pattern - rule  

                        match - value                             a=inactive  

                        new- value                               a=recvonly  

sip - monitoring  

        match - any - filter                        enabled  

sip - profile  

        name                                    foreplace  

        replace - dialogs                         enabled  

steering - pool  

        ip - address                              155.212.214.173  

        start - port                              23200  

        end- port                                23300  

        realm - id                                ToTeams  

steering - pool  

        ip - address                              155.212.214.174  

        start - port                              23000  

        end- port                                23199  

        realm - id                                SIPTrunk  

system - config  

        hostname                                OracleSBC - Teams 

        default - gateway                         172.18.0.1  

        source - routing                           enabled  

        snmp- agent - mode                         v1v2  

tls - global  

        session - caching                         enabled  

tls - profile  

        name                                    TeamsTLS  

        end- entity - certificate                  multiTenantCert  

        trusted - ca - certificates                 BaltimoreRoot  

                                                DigiCertInter  

                                                DigiCertRoot  

        cipher - list                             ALL 

        mutual - authenticate                     enabled  

  tls - version                              tlsv12  

translation - rules  

        id                                      addPlus  

        type                                    add  

        add- string                              +1  

web- server - config  
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