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Authentication At Your Service

Bio XS International BV develops advanced authentication solutions for
Microsoft Windows networks.

Company Overview

Authasas, a subsidiary of BioXS , helps solve the real-world challenge of deploying
strong authentication to enterprise users. Realizing that each organization has unique
properties that require flexible technologies, Authasas has challenged itself to develop
software products that adapt to each unique environment. We understand that strong
authentication is not defined by hardware or software technologies, but rather how these
technologies are deployed and managed.

Authasas Advanced Authentication provides the most flexible and scalable multifactor

authentication solution available. Our approach is simple: we design authentication as a
framework with the appropriate scope to meet the size and complexity requirements of

your infrastructure. We enable you to select the appropriate authentication methods for

your users, and efficiently deploy those methods with minimal impact and disruption to
your users.

Integration Overview

The purpose of integrating Authasas Advanced Authentication 4.4 with Oracle
Enterprise Single Sign-On Logon Manager within Oracle ldentity Management 119 is
to replace the Windows password that protects all credentials managed by Oracle
Oracle Enterprise Single Sign-On Logon Manager with several authentication methods
that are both secure and easy to use. Oracle Enterprise Single Sign-On Logon Manager
leverages the new strong authentication method(s) for initial authentication, as well as
for any subsequent authentication required by a single sign-on (SSO), secure workflow
or when configured for reauthentication to an SSO-enabled application.

Supported authentication methods include:
o Biometric fingerprint with support for over 40 biometric readers
o Contact-less smartcard authentication supporting HID ® and RFID readers
o Contact smartcard logon without requiring PKI
e Security questions (Q&A pass phrase)

e USB Flash drive plus PIN
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Integration Details

Authasas integrates with Oracle Enterprise Single Sign-On Logon Manager through
client-side interfaces. This integration strategy provides the most flexible and minimally
invasive method to a combined strong authentication single sign-on deployment.
Localizing authentication requests to the client-side SSO solution allows both Oracle
Enterprise Single Sign-On Logon Manager and Authasas infrastructures to deploy and
scale repeatedly.

The diagram below outlines the workflow and required client interfaces to support
biometric logon support to Oracle Enterprise Single Sign-On Logon Manager.
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Authasas integration with Oracle Enterprise Single Sign-On Logon Manager.

Environment
Bio XS International BV Environment
Advanced Authentication Enterprise Edition Version 4.4

Oracle Environment
Oracle Identity Management 11g
Oracle Enterprise Single Sign-On Suite Plus 11.1

For additional information about partnering with Oracle, please contact opninfo_us@oracle.com or visit oracle.com/partners

Oracle is a registered trademark of Oracle Corporation and/or its affiliates. Other names may be trademarks of their respective
owners.


mailto:support@authasas.com
http://www.oracle.com/partners

