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Oracle Communications 

Mobile Security Gateway 

 

 

The Oracle Communications Mobile Security Gateway is a high-performance 

gateway that allows the Communications Service Provider (CSP) to cost 

effectively expand network coverage and increase capacity by incorporating 

Heterogeneous Networks (HetNets). It secures the delivery of voice and data 

services from the trusted service provider’s core network through untrusted, 

internet and/or Wi-Fi access to Wi-Fi devices and femtocells.  

    
 

  

 
K E Y B U S N I E S S  B E N E F I T S  

• Cost effectively improve coverage 
and increase capacity 

• Address indoor coverage challenges  

• Efficiently improve capacity in the 
macro network to serve more 
customers 

• Increase customer satisfaction and 
decrease churn 

• Regain mindshare with customers 

 
K E Y  F E A T U R E S  

• Safely and securely leverage Wi-Fi 
and the internet to supplement Macro 
RAN 

• Wi-Fi Calling to address indoor voice 
coverage 

• Wi-Fi Offload to mitigate macro 
network expansions 

• Onload Wi-Fi devices to regain 
mindshare and create monetization 
opportunities 

• Femtocell support to address 
coverage and capacity  

• Industry leading IPsec capacity and 
density 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Network Capacity and Coverage Challenges 

Mobile data traffic is projected to grow at a 57% CAGR between 2014 and 20191 

stressing the capacity of the macro network. Peaks in demand at stadiums during 

sporting events or at airports can exceed cell capacity. Further, gaps in coverage leave 

some areas with no or poor coverage and modern building techniques with reinforced 

concrete and double glazed windows make indoor coverage a difficult challenge. With 

80% of traffic being consumed indoors and indoor traffic growing 20% faster than 

outdoor traffic, indoor coverage can significantly impact the customer’s experience. For 

example, in the hospitality industry it has been reported that 54% of adults will not return 

to a hotel where they have experienced poor cell phone coverage2 resulting in a material 

impact on the business. 

   

Figure 1: Coverage and Capacity Challenges 

Adding additional spectrum is an expensive option to address coverage and capacity 

issues. In the United States the FCC’s spectrum auction ending in January 2015 cost 

mobile operators $45 billion dollars. Adding a new cell tower can cost over $150,0003  

and the time to deployment can be significantly impacted by the community approval 

process. In addition, macro network solutions are often an ineffective or inefficient option 

to address indoor coverage issues. With CSP’s financially challenged by the 

disproportionate increase in CAPEX and OPEX costs of macro RAN expansion when 

compared to revenue, CSPs need to find a more effective and cost effective solutions to 

address coverage and capacity issues. 
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R E L A T E D  P R O D U C T S  

• Oracle Communications Session 
Border Controller 

• Oracle Communications Core 
Session Manager 

• Oracle Communication Unified 
Session Manager 

• Oracle Communications Evolved 
Communications Server 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 

Optimizing Capacity and Coverage 

Internet and Wi-Fi access are virtually ubiquitous and offer the CSP an opportunity to 

supplement macro networks with Wi-Fi access points and to backhaul Small Cells in a 

Heterogeneous Network (HetNet) to address capacity and coverage needs. With a low 

or zero cost, the internet and Wi-Fi provide the CSP with the tools to enhance the user 

experience while reducing the total cost of ownership. 

The Oracle Communications Mobile Security Gateway provides the security 

mechanisms to safely and securely incorporate untrusted Wi-Fi and internet access into 

the trusted network core to support: 

 Wi-Fi Calling – to address indoor voice calling coverage 

 Wi-Fi Offload – to offload mobile data traffic to the fixed network 

 Small Cells – to extend coverage and capacity using licensed spectrum 

Wi-Fi Calling 

In a recent study, 74% of users indicated that they would be willing to switch operators 

for better coverage at home and in the office. In addition, 61% of IT decision makers 

indicated that their business did not have reliable coverage.4 With 80% of mobile calls 

occurring indoors, it is clear that the quality of indoor coverage has a dramatic impact on 

the customer experience and their propensity to churn. 

With the introduction of Wi-Fi Calling support, initially announced by Apple in IOS 8, and 

subsequently by members of the Android ecosystem, the necessary device support  is 

in place to allow Wi-Fi Calling to be a viable option to cost effectively address indoor 

voice coverage. 

The Oracle Communications Mobile Security Gateway (MSG) operates as an Evolved 

Packet Data Gateway (ePDG) in the 3GPP I-WLAN architecture to support Wi-Fi Calling 

as show in Figure 2. The MSG creates a secure IPsec tunnel from the mobile core all 

the way to the device and anchors traffic in the PGW, effectively treating Wi-Fi as a 

Radio Access Network (RAN) of the mobile core. 

 

Figure 2:Wi-Fi Calling 

Wi-Fi Calling and VoLTE leverage the same IMS infrastructure offering a consistent 

experience across Wi-Fi Calling and VoLTE with the same native dialer and mobile 

number. VoLTE services can be deployed using Wi-Fi Calling prior to LTE roll-out to 

build customer acceptance and stickiness for VoLTE. Wi-Fi Calling can also be 

deployed without VoLTE or LTE to address coverage issues. In addition, since Wi-Fi 

Calling works over any Wi-Fi, the mobile operator has the ability to offer services in and 
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out-of-market over Wi-Fi. MSG also provides support for SIM and non-SIM 

authentication and provides support for multiple devices. Wi-Fi Calling can also enable a 

new breed of “Wi-Fi-first” MVNOs. 

Security is maintained by the MSG over untrusted Wi-Fi and internet access by: 

 Multiple authentication and authorization techniques for SIM and non-SIM based 

devices to ensure that only those authorized by the CSP can have access to the 

network 

 Encrypting the signaling and user plane traffic in an IPsec tunnel to prevent 

intrusion and eavesdropping over untrusted networks 

 Providing world-class firewalling capabilities to prevent various types of attacks 

from impacting network operations 

The MSG is a stand-alone ePDG supporting Wi-Fi Calling following the architectural 

separation model of the Serving Gateway (SGW) and Packet Gateway (PGW). By 

separating the Wi-Fi Calling ePDG from the PGW provides increased deployment 

scalability and flexibility to address the large number of IPsec tunnels that will be 

required to support Wi-Fi Calling at scale. 

Wi-Fi Offload 

By 2019, 54% of mobile data traffic will be offloaded onto fixed networks through Wi-Fi 

and Small Cells. In spite of the higher bandwidth of 4G, offload from 4G devices will 

exceed 3G in 2019 as 4G attracts high-usage devices and the need to avoid data caps.1 

As shown in Figure 3, the Oracle Communications Mobile Security Gateway (MSG) 

operates as a Trusted Wireless Access Gateway (TWAG) on trusted Wi-Fi (typically 

operated and maintained by CSPs) to support Wi-Fi Offload. The MSG can also operate 

as an Evolved Packet Data Gateway (ePDG) to perform Wi-Fi Offload on untrusted 

networks. 

Wi-Fi Offload enabled by the MSG allows the CSP to leverage carrier Wi-Fi or 

independent Wi-Fi access points to offload data from the macro network.  Thereby 

alleviating network congestion and freeing up the macro network to serve voice and 

data traffic that can only be served by the macro Radio Access Network (RAN). 

Resulting in increased customer satisfaction and decreased churn. 

 

Figure 3: Wi-Fi Offload 

The MSG offers the architectural flexibility to work in: 

 Trusted networks with client-less device operation and an optional IPsec tunnel 

from the TWAG to the AP/controller if untrusted backhaul is used, or 

 Untrusted networks with a device client and an IPsec tunnel from the ePDG to 

the device 
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The MSG provides policy-based internet break-out options at the Access Point, 

TWAG/ePDG, or PGW and seamless mobility between Wi-Fi and 3G/LTE. 

Small Cells 

Small Cells provide voice and data coverage in areas with poor Wi-Fi coverage and for 

non-Wi-Fi capable devices by leveraging the same licensed spectrum and radio used in 

the macro network. 

The Oracle Communications Mobile Security Gateway (MSG) operates as a Security 

Gateway function of the Home NodeB in 3G networks and the Home eNodeB in 4G 

networks supporting Femtocell deployments as shown in Figure 4. 

 

Figure 4: Small Cells 

The MSG supports multiple authentication schemes and provides secure delivery of 

voice and data traffic. Both luh and SIP-based Femtocells are supported. 

Oracle Communications Mobile Security Gateway Appliance 

The Oracle Communications Mobile Security Gateway is delivered as an appliance on 

the Acme Packet 4600, 6100 and 6300 platforms providing a range of performance and 

scalability to right size the deployment. 

Why Oracle? 

The Oracle Communications Mobile Security Gateway (MSG) is a highly available 

product built on a long history of successful products that leverage internet technologies 

for the Telco industry such as the category defining and market leading Session Border 

Controller products. In addition to the MSG, Oracle also provides additional mobile core 

components ranging from Call Session Control Functions (CSCF) to VoLTE Application 

Servers, all backed by the financial strength and stability of Oracle. 

 

__________________ 

1 Cisco VNI 2015  

2”Wireless Technology Trends and Their Impact on the Hospitality Industry”, August 5, 2014, HetNet Forum  

3”Cell Phone Tower Statistics”. Statistics Brain Institute, March 17, 2015 

4 “Study: Poor Cell Coverage at Work May Impact Wireless Churn Rates”, Andrew Burger, January 20, 2015, Telecompetitor.com 
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Specifications 

 
High Performance IP Security Processing Architecture 

Two levels of hardware acceleration enable extremely fast Internet Protocol Security (IPsec) tunnel setup and wire-speed IPsec traffic 

encryption/decryption without impacting traffic forwarding performance. 

Oracle Communications Mobile Security Gateway also supports the required diversity of authentication and encryption methods. 

 AUTHENTICATION AND ENCRYPTION FEATURES 

Authentication Features 

IPsec Internet Key Exchange version 2 (IKEv2) tunnel setup: Diffie-Hellman, PFS, PSK, PSK with Extensible 

Authentication Protocol (EAP) (RFC 3874) 

RADIUS-served authentication (RFC 2865) with support for EAP extensions (RFC 3579): EAP-SIM (RFC 

4186), EAP–Authentication and Key Agreement (AKA) (RFC 4187), EAP–Microsoft Challenge Handshake 

Authentication Protocol version 2 (MSCHAPv2) (RFC 2759), EAP–Message Digest 5 (MD5) (RFC 1994) 

3GPP IMS-AKA for SIP sessions (TS 33.203) 

Diffie-Hellman groups 1, 2, 4, and 5 

X.509 version 3 certificate support 

Online Certificate Status Protocol (OCSP) certificate validation / (RFC 2560) 

Multiple root certificate authorities with separate trust chains 

Multifactor authentication / (RFC 4739) 

Certificate Revocation List (CRL) certificate validation / (RFC 3280) 

3GPP interfaces: Wm, SWm 

Internet Protocol version 6 (IPv6) 

Encryption and Data Integrity Algorithms Features  

Encryption: NULL, Data Encryption Standard (DES), Triple DES (3DES), Advanced Encryption Standard 

(AES) cipher-block chaining (CBC) (128 and 256 bit), AES counter (128 and 256 bit) 

Data integrity: Hash Message Authentication Code (HMAC) Secure Hash Algorithm (SHA) 1-96, HMAC-MD5-

96, AES-XBC-96 

Pseudorandom function: HMAC_SHA-1, HMAC_MD5, AES128_CBC 

Integrated Hardware and Software Based Denial of Service Protection 

Dynamic self-protection defends Oracle Communications Mobile Security Gateway against layers 3 and 4 IPsec-related attacks and 

overloads, ensuring network uptime and service availability. The denial of service (DoS) / distributed DOS (DDoS) protection is based 

on the same proven architecture of Oracle’s session border controllers (SBCs).  

INTEGRATED HARDWARE AND SOFTWARE BASED DoS PROTECTION FEATURES 

Features 

Oracle Communications Mobile Security Gateway DoS/DDoS self-protection 

IKE-SA-INIT, IKE_SA_INIT, and IKE_AUTH flood attack protection 

Mobile country code (MCC) / mobile network code (MNC) filtering 

IKEv2 cookie support 

Tunnel IP address spoofing protection 
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Layer 3 and layer 4 attack prevention 

 
 
Search Reach Maximization 

Oracle Communications Mobile Security Gateway provides multiple IP address management options, along with Network Address 

Translation (NAT) traversal features, to deliver voice and data services to the broadest range of mobile subscribers. 

INTEGRATED HARDWARE AND SOFTWARE BASED DoS PROTECTION FEATURES 

Features 

User Datagram Protocol (UDP) encapsulation for NAT traversal 

IP address allocation via local address pools or RADIUS virtual SAN appliances 

Generic Access Network Controller (GANC) interface 

Static IP routing for packet data to separate virtual LANs or General Packet Radio Service (GPRS) Tunneling 

Protocol (GTP) tunnels 

Dead Peer Detection—responder and initiator 

Overload Protection 

Oracle Communications Mobile Security Gateway uses upstream and downstream policers to protect the availability of dual-mode 

handsets, femtocell access points, and the core network. This ensures service quality and service-level agreement (SLA) compliance. 

The overload protection features can also prioritize voice and signaling traffic over the internet and data traffic. 

OVERLOAD PROTECTION FEATURES 

Features 

Downlink rate limiting and prioritization 

Upstream rate limiting 

Integrated, Industry-Leading Session Border Controller Functionality 

Oracle’s industry-leading SBC functionality can be integrated with Oracle Communications Mobile Security Gateway for SIP-based 

architectures. Such integration speeds time to service via proven interoperability while minimizing capital expenditures (CapEx) and 

operating expenditures (OpEx). 

Optionally integrated Oracle Communications Session Border Controller supplies unparalleled control for real-time interactive SIP-

based voice, video, and multimedia sessions in five areas: security, service reach maximization, SLA assurance, revenue and cost 

optimization, and regulatory compliance. 

Internally Virtualized Functions 

Oracle Communications Mobile Security Gateway supports multiple, separate logical application and architectures within a single 

physical system that minimizes CapEx and OpEx. Virtualization enables service providers to use a single system to support multiple 

services. For example, Wi-Fi Calling, Wi-Fi Offload, residential and enterprise applications, retail and wholesale, and/or supporting 

multiple customers with distinct networks. 
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Carrier-Class High Availability 

Oracle Communications Mobile Security Gateway uses the same proven high availability (HA) scheme used in SBC configurations to 

provide check pointing of the IKE security association (SA) state. It also provides maintenance of the tunnel and configuration state, 

which ensures transparent, hitless failover for uninterrupted service. 

CARRIER-CLASS HIGH AVAILABILITY FEATURES 

Features 

Fast IPsec tunnel resumption 

RADIUS/Diameter authentication server load balancing and overload protection 

Stateful SA failover for established IKE SAs 

Management 

Oracle Communications Mobile Security Gateway can be managed by Oracle Communications Session Delivery Management Suite, a 

local command-line interface, Telnet, FTP, XML, Remote Authentication Dial-In User Service (RADIUS), Simple Network Management 

Protocol (SNMP), and syslog. It supports numerous alarms for monitoring and troubleshooting. 

SESSION DELIVERY MANAGEMENT SUITE REPORTING FEATURES 

Features 

Tunnel management: IKEv2 rekeying 

IKEv2 SA event logging 

Endpoint connectivity detection and tunnel teardown 

Deletion of tunnels 

Alarm for exhaustion of gateway GPRS support node (GGSN) IP address pool 

Threshold crossing alerts 

 

 

 

 

 

 

 

 

C O N T A C T  U S  

For more information about the Oracle Communications Mobile Security Gateway, visit oracle.com or call 

+1.800.ORACLE1 to speak to an Oracle representative. 

C O N N E C T  W I T H  U S  
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