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Oracle Solaris 11
Engineered for Security,
Designed for Compliance

Oracle Solaris 11 is a complete, integrated, and open platform engineered for
secure and compliant enterprise cloud environments. Oracle Solaris
combines the power of industry-standard security features, unique security
and anti-malware capabilities, and compliance management tools for low-risk
application deployments and cloud infrastructure.

A More Secure Enterprise Cloud
KEY FEATURES

Oracle Solaris 11 includes a full distribution of OpenStack, the popular open source

•

project that provides cloud management infrastructure, as a standard, supported part of

No-compromise virtualization with
Oracle Solaris Zones and the Kernel
Zones feature of Oracle Solaris

•

Integrated compliance monitoring and
reporting

•

Cryptography is FIPS 140-2 validated

•

Common Criteria evaluated for OSPP
at EAL4

KEY BENEFITS

the platform. Oracle Solaris enhances the OpenStack security posture by automatically
sandboxing the infrastructure services and limiting allowed behavior; providing
seamless methods to administer, delegate, and record administrative actions across
hardware, software infrastructure, and application tiers; and building on Oracle Solaris,
which is designed, developed, and tested to be secure.

A More Secure Application Lifecycle

•

Reduce the cost and effort of meeting
compliance regulations

Oracle Solaris 11 includes an archive format called Unified Archives, which enables

•

Prevent malware from collecting and
leaking sensitive data

the development, test, and production lifecycle.

•

Protect your environment from
business-damaging attacks

This integrated workflow is designed to ensure businesses stay secure and compliant

rapid cloning of application environments across virtualization and bare metal through

from an initial install, which establishes a verified, compliant, secured application
environment, to destruction. The cryptographically verified application environment has
a consistent security posture throughout the development, test, certification, and

RELAT ED PRODUCTS

Oracle recommends the use of the
following products alongside Oracle
Solaris:
•

Oracle Solaris Cluster for High
Availability

•

Oracle Enterprise Manager – Ops
Center Management Suite

•

Oracle Solaris Studio Development
Tools

deployment processes. In addition to standard security features, application
weaknesses and misuse can be prevented by centrally managing the read/write access
for either an entire virtual machine (Immutable Zones, a feature of Oracle Solaris) or
application sandboxing protecting against multistage attacks.

A More Compliant Infrastructure
Compliance management and reporting is a low-value activity that doesn’t transform
business. Oracle Solaris lowers the cost and effort of compliance management by
designing security features to easily meet worldwide compliance obligations;
documenting and mapping technical security controls for common requirements like
PCI-DSS to Oracle Solaris technologies with a simple-to-use tool that provides not only
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reporting but also simple instructions on how to mitigate any compliance test failures;
and providing compliance report templates. The compliance system is standards based
(XML) and built on the SCAP ecosystem (XCCDF, OVAL, and SCE), which easily
integrates with enterprise wide compliance management programs. The graphic below
represents a detailed compliance check, which is part of a 200-check PCI-DSS report
template.

Figure 1. Integrated compliance reporting with Oracle Solaris 11

A More Secure Application
Application weaknesses not only compromise the confidentiality and integrity of the
application, but also can be used to collect private information or stage additional
attacks. Oracle Solaris improves application security by wrapping the application in
layers of security controls inside the virtual machine that can be centrally managed
outside the application environment. Oracle Solaris security features are engineered
together to reduce risk with a low administrative burden.
Applications, when deployed on Oracle Solaris, are automatically or easily protected
against common security exploits by the anti-malware system, a collection of hardware
(SSM, ASLR, DEP, and NX) and software technologies (verified boot, signed packaged,
RELAT ED SERVICES

and software integrity checking) that build upon each other to ensure the integrity of

The following services support Oracle
Solaris:

both infrastructure and applications. Silicon Secured Memory, new in the M7 processor,

•

Oracle Premier Support for Systems

access attacks including buffer overflow and over-reads.

•

Oracle Premier Support for Operating
Systems

Applications can cryptographically protect data with low-overhead hardware encryption

•

Oracle Solaris Premier Subscription
for Non-Oracle Hardware

framework (used by many commercial programs), OpenSSL, or Java JCE programmatic

enhances the anti-malware system by protecting memory from a wide variety of data

by using one of these solutions: the OASIS PKCS#11 API-based cryptographic
interfaces. Applications or infrastructure components provided by Oracle Solaris (such
as SSH, IPsec, and Kerberos) are automatically accelerated and optimized for extreme
performance.
Application data at rest can be cryptographically protected on local disk, iSCSI, or Fibre
Channel using ZFS encryption. ZFS disk encryption complements application encryption
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by protecting data outside the application such as configuration files, application logs,
backups, etc. ZFS encryption is at the dataset level and allows flexibility in deployment
models for cross-organizational and shared systems. ZFS encryption keys can be
stored locally, over the network, or via Oracle Key Manager.
Oracle Database takes advantage of Oracle Solaris plus Oracle’s SPARC hardware
acceleration to increase database transparent data encryption speeds (almost 5X
faster than competing platforms). Oracle Solaris complements this highperformance relational encryption by adding ZFS encryption that protects Oracle
Database files (log, journal, etc.) and by applying additional controls such as
encrypted swap. Together, these create a full-stack encrypted system that is able to
meet many encryption compliance requirements.

A More Secure Infrastructure
Applications and cloud infrastructure can be logically isolated using non-global Oracle
Solaris Zones, the fully isolated Oracle Solaris Kernel Zones feature, or fine-grained
behavior sandboxing. The sandboxing system (Oracle Solaris with role-based access
control) can be used to limit application behavior at runtime without code changes by
modifying the startup manifest. The sandboxing system is easy to configure and
centrally manage via LDAP. For example, the sandboxing system can be a
compensating security control by wrapping legacy apps in additional protections (for
example, only allow to bind to port 443 but not 80), or it can be used to impose central
IT compliance policies on independently managed lines of business, or to limit the risk
surfaces.
Immutability is a special sandboxing mode that can protect either the application
machine/zone or the Oracle Solaris global zone in which system configuration is locked
while applications run as normal. This is easy to configure and is enabled/disabled with
a simple reboot. Logical separation is not unique to the compute layer, but it is extended
to traditional networking as well as to application-driven software defined networking
functionality. Oracle Solaris provides network virtualization, which emulates complex
multitier applications in software. Virtual networking works in conjunction with an
industry-standard firewall that integrates with the application starter and fine-grained
network sandboxing. Virtual networks and multi tier applications also can be defined by
creating secure tunnels using IPsec.
Oracle Solaris logs application messages via a standard system log collector and
records system activity via a kernel-controlled auditing system. Audit provides evidencequality information that integrates with the remote audit collector, while both logs and
audits can be securely integrated with enterprise security event analysis systems.

An Assured Platform
Oracle Solaris and integrated third-party source code follow Oracle Software Security
Assurance, a program that encompasses every phase of the product development
lifecycle. Oracle Software Security Assurance is Oracle's methodology for building
security into the design, build, testing, and maintenance of its products. Oracle's goal is
to ensure that Oracle's products, as well as the customer systems that leverage those
products, remain as secure as possible.
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This assurance program is supported by external security evaluations. Oracle Solaris 11
was evaluated under Common Criteria for the OSPP protection profile at EAL4 along
with FIPS 140-2 for both the Oracle Solaris Cryptographic Framework and OpenSSL.
More information on these evaluations can be found at:
http://www.oracle.com/us/support/assurance/evaluations/index.html

More Information
For more information about Oracle Solaris 11.3, visit oracle.com/solaris.

CONTACT US

For more information about Oracle Solaris, visit oracle.com or call +1.800.ORACLE1 to speak to an
Oracle representative.

CONNECT W ITH US

blogs.oracle.com/solaris
facebook.com/oraclesolaris
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