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AbOuT OrAClE: 

Oracle’s business is information—how to manage it, use it, share 
it, and protect it. For three decades, Oracle, the world’s largest 
enterprise software company, has provided software and services 
that enable organizations to get the most accurate and up-to 
date information from their business systems. Whether you’re a 
business executive looking for better ways to manage risk, a finance 
manager tasked with regulatory compliance, a legal officer grappling 
with discovery and records retention, or an IT director managing 
multiple Governance, Risk, and Compliance project requests, 
Oracle can help you: 

• Reduce cost and complexity by managing multiple GRC 
requirements with one platform 

• Safeguard your brand and reputation through information 
reliability and data protection 

• Gain visibility to the status of GRC activities across your 
enterprise 

For more information, please visit us at www.oracle.com/grc 

® 

AbOuT OCEG 

The Open Compliance & Ethics Group (OCEG) is a global 

nonprofit organization that develops and provides standards,
�
guidelines, tools and online resources to address governance, risk 

management, compliance and ethics (GRC) for global corporations 

and other organizations.
�

OCEG has developed the OCEG Framework, which has at its 

core the OCEG GRC Capability Model (the Red Book). The Red 

Book is a process model for the design, operation and evaluation 

of GRC programs. It is supplemented by additional guidance in a 

number of Domains addressing numerous regulatory risk areas and 

compliance issues in specific industries.
�

All OCEG guidance is publicly vetted and finalized following a 

public comment period and testing of the application of the 

guidance within one or more organizations. The guidance is 

further augmented by development of online resource collections 

and toolkits that enable users to swiftly and efficiently customize 

and apply the guidance within their organizations. The guidance 

and all related resources are contained in a searchable database 

that OCEG member organizations can freely access. For more 

information go to www.oceg.org or contact us at info@oceg.org.
�

Authors:
�

Melissa Lentz
�
Chief Audit Executive and Director of Audit Programs,
�
Open Compliance & Ethics Group
�

Carole Stern Switzer, Esq.
�
President, Open Compliance & Ethics Group
�

www.oceg.org 

http:www.oceg.org
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CAE AT THE CENTER 
ExECuTIvE SuMMAry 

In this fourth installment of the Critical Conversations whitepaper series, OCEG describes the conversations a Chief 
Audit Executive must have with enterprise executives to successfully participate in the development and implementation 
of an integrated governance, risk management and compliance (GRC) capability that drives Principled Performance®. 
The first three whitepapers in the series featured the CIO, the CFO and the CRO at the Center. For more information 
about OCEG and to obtain the full series, go to www.oceg.org. 

PurSuING PrINCIPlEd PErFOrMANCE® 

In many organizations, the role of the Chief Audit 
Executive (CAE) is taking on ever greater importance 
as he or she helps to guide the enterprise beyond 
traditional attitudes about financial risk management, 
mitigation and monitoring; toward designing and 
evaluating a fulsome proactive governance, risk and 
compliance (GRC) capability. Today’s CAE must have 
a full understanding of the risks the company faces and 
how they relate to each other. He or she must be able 
to rely on well constructed and performed evaluations 
of r isk management, control , and governance 
processes to provide assurance that controls are 
designed appropriately and operating as designed. 
Today’s CAE must help lead the organization to 
higher levels of performance 

that will drive strategic decisions and future 
outcomes 

• Compliance and legal executive need to allocate 
limited resources to preventive, detective and 
corrective controls for significant risks 

• Line executive need for surveys, risk assessments 
and audits that do not disrupt operations, have 
coordinated schedules and content 

• An overarching need for improved efficiencies and 
reduced risks throughout the extended enterprise. 

And all the while, the CAE must embrace a strategic 
view that satisfies the demands of all these competing 
forces while keeping an eye on the prize – meeting the 
organizational objectives for value. 

while assuring the Board and 
other stakeholders that the 
company can both anticipate 
adverse events and take full 
advantage of opportunities 
that wi l l he lp i t meet i t s 
objectives. 

As a key player at the center 
of the strategic team of the 
enterprise, the CAE must keep 
in mind and address wide-
ranging stakeholder demands 
and concerns: 
• Key external stakeholder 

(investors, regulators, 
NGOs, local communities) 
demand for transparency 

• Board and C-Suite need 
for clear and reliable 
information about risks 

OBJECTIVES 
strategic, operational, 
customer, process, 
compliance objectives 

BUSINESS MODEL 
strategy, people, process, technology and 
infrastructure in place to drive toward objectives 

MANDATED BOUNDARY 
boundary established by external forces 
including laws, government regulation and 
other mandates. 

VOLUNTARY BOUNDARY 
boundary defined by management including public 
commitments, organizational values, contractual 
obligations, and other voluntary policies. 

OPPORTUNITIES 

OPPORTUNITIES 

OPPORTUNITIES

O
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FigurE 1: thE big piCturE oF prinCiplEd pErFormAnCE® 
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CAE AT THE CENTER
�
ExECuTIvE SuMMAry 

FOrCES OF CHANGE: INTEGrATION OF 
GOvErNANCE, rISK MANAGEMENT & 
COMPlIANCE 
In today’s global business world, a broad spectrum 
of economic, political, social, legal, and regulatory 
changes are continually taking us to a new level 
of strategic and tactical complexity and creating 
commensurate pressures on business performance. 
We c o n t i n u e t o s e e e x p o n e n t i a l g r o w t h o f 
requirements (often conflicting and overlapping) 
that organizations must satisfy, and these become 
even greater as we expand global operations. The 
“Big Picture” we must keep in mind is the desire 
to achieve business objectives while overcoming 
obstacles, yet staying within the mandatory legal 
requirements and the voluntary organizational 
values and limits that each organization establishes 
for i t se l f . We ca l l th i s ach iev ing Pr inc ip led 
Performance®. See Figure 1. 

While few would argue with the goal of Principled 
Performance ® and the need for e f fect ive r i sk 
management as a foundational activity, in most 
organizations risk assessment activities are undertaken 
in siloed operations with uncoordinated schedules, 
and the very nature of this approach leads to a lack of 
information quality and inadequate information flow 
and controls. 

By taking a more integrated approach to the 
governance, risk management and compliance (GRC) 
efforts of the organization, we can better manage risks 
and ensure value preservation and growth. The CAE, 
with responsibility for understanding the risks faced 
by the organization and assuring the effectiveness 
of GRC processes, is a critical player in the strategic 
design of the integrated GRC approach. 

CrITICAl CONvErSATIONS: CAE AT THE 
CENTEr OF GrC lEAdErSHIP 
The CAE should lead the organization through a 
series of conversations that will help to develop and 
drive the GRC strategy by first understanding the 
risks the organization faces as well as the importance 

of including the CAE in the design of the GRC 
processes. CAEs should be prepared to: 
• Articulate to the Audit Committee and the full 

Board why having a clear and conformed view of 
risk across the enterprise is critical to providing 
assurance 

• Demonstrate how strong objective, independent 
assessments and audits can be used to evaluate all 
aspects of performance from strategic to financial 
and operational 

• Communicate the benefits of including Internal 
Audit on the front-end design of the GRC 
processes 

• Influence other key functional executives to 
support Internal Audit’s role in GRC strategy 
and the organization’s achievement of business 
objectives 

• Collaborate with key C-suite executives in 
developing GRC processes that allow for 
measurable evaluation of effectiveness and 
efficiency 

• Assist the Chief Executive Officer (CEO) in finding 
opportunities and preventing adverse effects from 
identified risks 

• Help the CEO to appreciate how a strong 
enterprise risk management approach can protect 
and grow value 

Especially key is having critical conversations with the: 
– Chief Finance Officer (CFO) 
– Chief Ethics and Compliance Officer (CECO) 
– Chief Information Officer (CIO) 
– Chief Risk Officer (CRO) 

A key desired outcome of these conversations is to 
break down organizational barriers to effective risk 
management, compliance efforts and implementation 
of the overall GRC strategy. Your C-suite executives 
need to understand that they are critical players as 
the eyes and ears of the organization as you work 
together to achieve your objectives. By leading them to 
understand the value of an integrated GRC approach, 
you can be a central force in driving your organization 
to achieve Principled Performance. ® 

www.oceg.org 

http:www.oceg.org
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CAE AT THE CENTER 

Imagine you are the newly hired CAE of a company we 
will call AMERICO, a historically successful $5 billion 
dollar, domestic U.S. electronics manufacturer which has 
recently undergone significant global expansion in both its 
manufacturing operations and sales markets. AMERICO 
has grown by acquisition and mergers in many markets and 
has inherited a number of different business and service 
lines. Upon your arrival, you find that little was done in the 
due diligence process to evaluate the risk and compliance 
structures of the acquired entities, or to figure out which 
overlaps, holes and inefficiencies exist in them and between 
them. While AMERICO did a pretty good job of identifying 
its key risks and addressing them when its operations were 
confined to a few U.S. manufacturing plants, the range of 
issues has since then grown. 

So, your first step is to review all of the various key 
risk management processes, including their design and 
effectiveness.  You review the management of these key 
risks by evaluating the related controls put in place to 
manage them.  You begin to review GRC systems for design 
and operational effectiveness.  However, you quickly realize 
that there is currently no way to provide reliable assurance 
to the Board that the GRC system is both effective and 
high-performing.  Assessments and audits that have been 
conducted over the past two years in the various acquired 
global operations were all done based on different risk 
vocabularies, methodologies and criteria.  The current 
GRC systems, which exist primarily to respond to legal 
and regulatory requirements, operate in organizational and 
functional silos.  This has led to an unnecessarily complex 
and fragmented system which is duplicating effort and 
wasting significant money, resources and information.  You 
can’t really tell if the existing controls are actually the ones 
AMERICO needs. 

In speaking with the various individuals responsible for risk 
and compliance activities, you find that there is no real 
mapping of policies, procedures and controls to identified 
risks.  It isn’t even clear that these were put in place based 
on undertaken risk assessments, and in some cases the 
compliance manager is unaware that any assessments 
had been done.  To make matters worse, with all of the 
merger and acquisition activity, there is evident overlap of 
compliance and risk management duties and activities, but 
gaps also seem present. 

When you were interviewing for the job, you were assured 
that you would have adequate resources to make changes 
you thought necessary to improve AMERICO’s risk profile, 
but with recent downturns in the global economy and the 
credit crunch, you are finding it difficult to gain delivery on 
those promises. Ironically, AMERICO is now cash strapped 
and has less resiliency to bounce back from adverse effects of 
a major risk failure if one were to occur. You simply must find 
a way to increase transparency and ensure that the key risks 
which could sink or cripple the company are well managed. 

You need to find the answers to three critical questions: 

How do you ensure that you really know the financial, non-
financial, internal and external risks the enterprise faces and 
that the appropriate controls are in place and operating well? 

What steps can you take to collaborate with management 
in an advisory and consulting role as a new, high-performing 
GRC capability is designed? 

How will you provide objective assurance that the key 
business risks are being appropriately managed, and the GRC 
capabilities are not only effective but efficient and able to 
improve business performance? 

PurSuING PrINCIPlEd PErFOrMANCE® 

The challenges facing AMERICO’s new CAE may seem 
eerily similar to the challenges you see within your own 
organization. Can you confidently say that you have a full 
understanding of the risks you face and how they relate 
to each other? Have you collaborated with key C-suite 
executives as a strategic partner in the design of your 
company’s GRC capability? Is your company’s current 

Driving Principled Performance® 

GRC capability designed to enable you to effectively 
evaluate risks and controls, allowing you to obtain the 
information you need to provide necessary assurance to 
the Board? Are you familiar enough with typical GRC 
standards to provide assurance that your company’s 
GRC framework is an effective, high-performing system? 
How would you help lead AMERICO to higher levels 
of performance while assuring the Board and other 



        

      
        

      

    
        

        
    

      
   

        
      

    
      

       
  

        
      
   

       
     

           
        

        
        
  

    
   

        
      

         
     

     
      

     
        

        

        
      

     
       

       

        
       

 
        
      

      
          

       
 

        
          

         
      

        
       

     
        

       
      

       
      

       
         

       
          

 
        

        
      
      

        
       

       
       

      
       
       

      
          

        
         

        

         
       

      
       

         
  

           
         

        
        

          
         

          
   

®	� stakeholders that the company will anticipate adverse 
events but find and take full advantage of opportunities 
that will help it meet its objectives? 

More forward-thinking organizations today are 
establishing an expanded role for the CAE beyond the 
traditional role of corporate police to serving as high 
impact GRC advisors who address: 
• Key stakeholder (investors, regulators, NGOs, local 

communities) demand for transparency 
• Board and C-Suite need for clear, reliable, and 

measurable information about risks that will drive 
strategic decisions and future outcomes 

• Board need for objective, independent assurance 
that the GRC process is functioning effectively and 
efficiently as designed 

• Line executive need for surveys, audits and risk 
assessments that do not disrupt operations, have 
coordinated schedules and content 

• An overarching need for improved efficiencies and 
reduced risks throughout the extended enterprise. 

As a pivotal player at the center of the enterprise, the 
CAE must embrace a strategic view that satisfies the 
demands of all these competing forces while keeping an 
eye on the prize – meeting the organizational objectives 
for value. 

FOrCES OF CHANGE: INTEGrATION OF 
GOvErNANCE, rISK MANAGEMENT & 
COMPlIANCE 
In today’s global business world, a broad spectrum of 
economic, political, social, legal, and regulatory changes 
are continually taking us to a new level of strategic 
and tactical complexity and creating commensurate 
pressures on business performance. We continue 
to see exponential growth of requirements (often 
conflicting and overlapping) that organizations must 
satisfy, and these become even greater as we expand 
global operations. The “Big Picture” we must keep in 

Why And hoW doEs intErnAl Audit nEEd to bE 
involvEd in grC? 

“Internal Audit is the best prepared function within a company to help 
management design an effective GRC model that is efficient, effective 
and comprehensive. Appropriate controls and compliance are necessary 
to protect reputational risk, governmental scrutiny, and ensure efficiency 
and effectiveness of the process. Internal Auditors have the compe-
tencies to map the existing processes, facilitate discussions across all 
functions to identify duplicate efforts and, as control experts, to identify 
necessary and unnecessary controls.” 

larry Harrington 
v.P., Internal Audit 
Raytheon Company 

mind is the desire to achieve business objectives while 
overcoming obstacles, yet staying within the mandatory 
legal requirements and the voluntary organizational 
values and limits that each organization establishes for 
itself. We call this achieving Principled Performance®. 

While few would argue with the goal of Principled 
Performance® and the need for effective internal audit 
evaluation as a foundational activity, most organizations 
have grown an internal maze of risk assessments as 
siloed responses to mandatory requirements. Not only 
are risk assessment activities undertaken independently 
with uncoordinated schedules that burden operations, 
but the very nature of this siloed approach leads to a 
lack of information quality and inadequate information 
flow. The same siloed approach is then ineffectively 
applied to controls. 

By stepping back and viewing this internal landscape, 
we can begin to cut through the thicket of the maze 
to carve out a more well-defined and direct path to 
achieving objectives while staying within the boundaries 
of conduct set by external demands of regulatory and 
other legal requirements, as well as expectations of 
shareholders, partners, customers and other stakeholders 
and the internal values of the organization. We can 
accomplish this by ensuring an integrated approach to 
the governance, risk management and compliance (GRC) 
efforts of the organization. The CAE, with responsibility 
for providing assurance about operation of risk 
management and compliance activities, is a critical player 
in the strategic design of the integrated GRC approach. 

Many in the organization feel there is no need to change 
the current GRC processes. Governance is handled by 
the Board, risk is managed by the CRO and the risk 
management department, and compliance with the law 
is addresses by the legal department and CECO. This 
may be true. But typically, organizations also carry out 
these activities in a fragmented manner, duplicating 
both human and information resources and patching 
together systems to provide necessary data. By contrast, 
an integrated GRC strategy is a concerted enterprise-
wide effort to deliberately, rather than randomly and 
haphazardly, architect a process and systems approach to 
governance, risk management, and compliance activities. 
An integrated GRC effort is a transforming initiative 
that brings change across the four principal operational 
dimensions: people, process, technology, and culture. 
At the center of it all, the CAE must understand the 
implications of GRC at both the strategic and operational 
levels, and must be prepared to guide the organization to 
achieve the greatest value from the GRC strategy. 

More and more, we are seeing an increased role of 
Internal Audit in the compliance activities of various 
organizations. In December 2009, OCEG performed a 
survey of individuals who identified themselves as Chief 

6 • CAE at the Center • Critical Conversations	� www.oceg.org 
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OBJECTIVES 
strategic, operational, 
customer, process, 
compliance objectives 

BUSINESS MODEL 
strategy, people, process, technology and 
infrastructure in place to drive toward objectives 

MANDATED BOUNDARY 
boundary established by external forces 
including laws, government regulation and 
other mandates. 

VOLUNTARY BOUNDARY 
boundary defined by management including public 
commitments, organizational values, contractual 
obligations, and other voluntary policies. 

OPPORTUNITIES 

OPPORTUNITIES 

OPPORTUNITIES

O
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FigurE 1: thE big piCturE oF prinCiplEd pErFormAnCE® 

Ethics and Compliance Officers (CECOs). According to 
this survey, 14% of respondents served not only as their 
company’s CECO but also as the CAE or in a high level 
internal audit role. These results serve as an indicator 
that the responsibilities of Internal Audit are changing 
from simply evaluating and providing assurance on 
operational effectiveness to partnering with C-suite 
executives to design and evaluate the GRC structure. 
This integration of audit and GRC activities simply 
makes sense. Internal auditors have the skill set, interest 
and focus to be able to look at things in a measurable 
way. They have a broad understanding of many facets of 
the company. Additionally, Internal Audit departments 
already have budgets and resources available to assess 
the effectiveness and efficiency of the GRC process. If 
the CAE is involved on the front-end design of the GRC 
capability approach, he or she will be able to ensure GRC 
systems are created to enable back-end review, which 
ultimately will improve efficiency. And as importantly, 
the CAE has an existing relationship with the Audit 
Committee which can be leveraged to enhance the GRC 
reporting processes. 

A NEEd FOr ASSurANCE OF GrC 
PErFOrMANCE 
Most organizations today at least try to assess and 
manage the risks they face. Both internal and external 
stakeholder forces and events have caused many to 
increase risk monitoring and reporting, especially with 
regard to regulatory compliance where demands are 
growing every day. Boards and executive management 
desire a deeper understanding of how their teams are 
managing risk and compliance issues, whether their 
risk management and compliance activities are effective 

and efficient, and how they can enhance these activities 
to create the greatest reward for their shareholders. 
Moreover, the focus on risk management is on the 
rise in other stakeholder groups as well, with rating 
organizations such as Standards & Poor’s, shareholder 
advocacy groups, and enterprise partners demanding 
more transparency. As this demand for transparency 
increases, so increases the need for the CAE to provide 
independent, objective assurance 
on the e f f ec t iveness o f the 
GRC capability. According to 
the January 2009 IIA Position According to the JAnuAry 

Paper: The Role of Internal 2009 iiA Position PAPer:  the 
Auditing in Enterprise-Wide role of internAl Auditing 
Risk Management (ERM), the in enterPrise-Wide risk 
definition of internal auditing 

MAnAgeMent (erM), the 
is “an independent, objective 

definition of internAl assurance and consulting activity 
designed to add value and improve Auditing is “An indePendent, 

an organization’s operations. It obJective AssurAnce 
helps an organization accomplish And consulting Activity 
i ts object ives by bringing a designed to Add vAlue And 
systematic, disciplined approach 

iMProve An orgAnizAtion’s 
to evaluate and improve the 

oPerAtions.  it helPs An effectiveness of risk management, 
c o n t r o l , a n d g o v e r n a n c e orgAnizAtion AccoMPlish 

processes.” The governing body of its obJectives by bringing 
internal auditors is very clear in its A systeMAtic, disciPlined 
expectation – that internal audit APProAch to evAluAte And 
add value to the organization 

iMProve the effectiveness of 
through systematic evaluation 

risk MAnAgeMent, control, of the GRC capability. But are 

internal auditors equipped to And governAnce Processes.” 


perform this evaluation? 
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®	� In February 2010, OCEG conducted a survey asking 
professionals whether they think Internal Audit 
helps to improve GRC processes and outcomes. See 
Figure 2. Of 302 internal auditors responding to the 
poll, 63% said that IA is capable of evaluating the 
effectiveness of an organization’s risk management and 
compliance activities. However, 30% responded that 
IA is only somewhat capable due to the wide disparity 
in knowledge required to perform such an evaluation. 
Among 224 non-internal audit respondents (those in 
Compliance, Risk, IT, Legal and Finance roles), the 
belief about IA capability is almost exactly the opposite, 
with only 35% finding IA capable of evaluating risk 
and compliance systems and 54% reporting a limited 
capability due to lack of necessary knowledge. There 
is a clear lack of confidence in IA’s ability to evaluate a 
company’s GRC activities by those who manage such 
activities, which indicates a lack of understanding about 
the skills and knowledge that IA can bring to bear. 

Further, only 35% of IA respondents reported that they 
are currently testing and providing assurance about GRC 
systems, indicating that IA is not being used to its fullest 
potential as an evaluator, consultant and advisor in the 
GRC process. This appears to be due to the perceived, 
or perhaps to some degree actual, lack of knowledge 
about GRC required to adequately perform these duties, 
which prevents the CAE from assisting in improvement 
of the GRC process. This demonstrates the need for 
a standards-based approach to GRC capability and 
education for Internal Audit about key compliance and 
risk management issues. OCEG recognized this need 

for a standard long before the current research was 
undertaken, and in response developed GRC Assessment 
Tools (Burgundy Book) as a companion to the OCEG 
GRC Capability Model (Red Book 2.0). Both the Red 
Book and Burgundy Book can help bridge the knowledge 
gap for internal auditors and support their efforts to 
provide assurance about GRC activities. 

TOOlS FOr AN IMPrOvEd APPrOACH TO 
rISK ASSESSMENT, GrC EvAluATION ANd 
PErFOrMANCE MEASurEMENT 
The purpose of the Burgundy Book is to provide both 
internal and external auditors tasked with providing 
assurance, as well as other GRC professionals, with a 
common set of assessment procedures and a common 
understanding of what can be expected during a 
capability assessment of a GRC system. These procedures 
align to the OCEG GRC Capability Model (Red Book 
2.0) and can be used for both the self-assessment and 
independent assessment. 

OCEG’s goals in creating the Burgundy Book were to: 
• Help organizations evaluate the design and 

operating effectiveness of their GRC systems. 
• Reduce the cost of such evaluations by eliminating 

the time and expense of creating procedures. 
• Raise the overall level of maturity and quality 

of organizational GRC globally by helping 
individual organizations create their prioritized 
improvement plans. 

• Provide external judgment and recognition of 
sound practices. 

FigurE 2: is thE intErnAl Audit proFEssion CApAblE oF 
EvAluAting thE EFFECtivEnEss oF An orgAnizAtion’s risk 
mAnAgEmEnt And CompliAnCE systEms? 

Following the guidance provided in the 
Burgundy Book, along with Red Book 
2.0, Internal Audit can perform standard, 
measurable evaluations of the GRC 
process which will allow the CAE to 

Internal Auditor Answers Not an Internal Auditor Answers provide related assurance to the Board. 

70% 
63% 

36% 

1% 1% 
5% 7% 

30% 

54% 

1% 2% 

In 2007/2008, OCEG undertook 
a s t u d y o f R i s k M a n a g e m e n t 

60% efforts (the OCEG Risk Study) to 
evaluate risk practices in nearly 300 50% 
companies, many of which operate 

40% globally, and found that 80% did not 
believe they were getting as much 

30% value from their risk assessments as 
they should. They recognized that 20% 
they would both improve value and 
protect the organization better if they 
increased and enhanced the use of risk 

10% 

0% assessments across a range of activities. 
Yes Yes, but yes, but only Some, Not at all 

One of the most common reasons only risk compliance but there 
management is a wide cited for ineffective risk assessments 

disparity in was the failure of the organization to 
knowledge have established a common approach 

needed to risk assessment across the entity, 
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and the absence of consistent rating and evaluation 
criteria as a siloed approach to risk assessment was, 
and continues to be, common in many organizations. 

The problems affecting the value of risk assessments 
are common across many areas of the GRC process 
and create similar issues for the CAE. If the risk 
management function is not consistent and measurable, 
the CAE will have trouble assessing this process and 
providing assurance to the Board that it is operating 
effectively. The CAE’s cooperation with the CRO 
to implement an enterprise-wide risk management 
(ERM) process which utilizes the OCEG Burgundy 
Book for standard evaluation will greatly improve 
not only risk assessment but also governance and 
compliance activities as well. 

According to the January 2009 IIA Position Paper: 
The role of Internal Auditing in Enterprise-Wide 
risk Management (ErM), Internal Audit is uniquely 
positioned to contribute to the management of risk 
in a variety of ways, including providing objective 
assurance that the major business risks are being 
managed appropriately and that the risk management 
and internal control framework is operating effectively. 
Beyond providing assurance to the Board, the IIA 
states that Internal Audit may also provide consulting 
services that improve an organization’s GRC processes. 
However, internal auditors must always ensure their 
objectivity is not compromised by assuming any of 
management’s responsibility for risk. 

The need for this consultative service becomes even 
clearer as we look at the results of the OCEG One 
Minute Poll conducted in May 2009 which asked 
GRC professionals whether or not Internal Audit 
shares the blame for the global economic crisis of 
the past 18 months. See Figure 3. Almost half of 
the 829 respondents said “yes”, Internal Audit is 
partially to blame. However, only 31% of respondents 
said that Internal Audit is actually capable of 

evaluating the effectiveness of an 
organization’s risk management 
system. Although most GRC 
professionals believe Internal 
A u d i t i s n o t e q u i p p e d t o 
evaluate an organization’s risk 
management system, they are 
st i l l holding Internal Audit 
responsible for risk management 
failure. Regardless of whether 
or not they believe IA is capable 
of conducting these evaluations, 
46% of respondents reported 
that Internal Audit had already 
assessed and reported on their 
organization’s risk management 
system. 

When the responses to these 
questions are viewed together, 
it seems that the respondents 
believe it is not necessarily that 
IA has not attempted to evaluate 
risk management systems, but 
rather that they have failed to do 
it well. What is holding IA back 
from being able to perform solid 
evaluations of risk management? 
In fact, it is difficult to provide 
t r u e a s s u r a n c e o n a r i s k 
management system that i s 
not uniform and does not have 
consistency in approach. When 

® 

oceg’s goAls in creAting the 

burgundy book Were to: 

• helP orgAnizAtions 

evAluAte the design And 

oPerAting effectiveness 

of their grc systeMs. 

•	�reduce the cost of such 

evAluAtions by eliMinAting 

the tiMe And exPense of 

creAting Procedures. 

•	�rAise the overAll level 

of MAturity And quAlity 

of orgAnizAtionAl grc 

globAlly by helPing 

individuAl orgAnizAtions 

creAte their Prioritized 

iMProveMent PlAns. 

• Provide externAl 

JudgMent And 

recognition of 

sound PrActices. 

approaches to risk management are siloed and distinct, 
preventing a holistic view of risk and selection of 
appropriate controls, the assurance provided by IA 
can also only be fragmented and distinct for each silo. 
As such, IA must play a consultative role in preventing 
risk failures by leading other C-suite executives to see 
the need for GRC processes that are capable of true 
evaluation and assurance. 

yes 
47% 

yes 
31% 

yes 
46% 

No 
28% 

No 
37% 

Some, 
but there 

is a wide 
disparity in 
professional 

skills 
66% 

Not sure don’t know 
17% 

Not at all 
3% 

Should internal auditors, including those at 
major banks, insurance companies, credit 
agencies, etc., share in the blame for the 
current global economic crisis? 

Is the internal audit profession capable 
of evaluating the effectiveness of an 
organization’s risk management system? 

Has the internal audit function at your 
organization assessed and reported on 
the effectiveness of its risk management 
system? 

FigurE 3: doEs intErnAl Audit shArE thE blAmE 
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®	� As AMERICO’s CAE, you, like many of OCEG’s study 
and poll participants, are faced with the challenge 
of encouraging other C-suite executives to work 
together to revamp existing siloed, haphazard risk 
management, compliance and governance systems and 
turn them into an integrated process that provides 
greater transparency, reliability and value. A well 
defined and implemented GRC approach is essential to 
GRC capability. Without it, governance and strategic 
planning is weakened and compliance is threatened 
by the misallocation of resources. Additionally, this 
GRC approach must include the elements necessary 
for objective, independent and measurable evaluation 
of GRC systems. And, there must be capable, well-
informed IA department personnel in place to provide 
assurance to the Board that all of this is effectively 
and efficiently working as designed. Simply put, the 
existence of a quality IA team that participates not only 
in the back-end review of GRC activities but also in the 
front-end planning is critical to the success of a high-
performing GRC strategy. To develop and maintain a 
strong risk management process, the CAE must have 
the support of, and share information with, a number 
of key members of the executive team. 

thE institutE oF intErnAl Auditors 

intErnAl Auditing’s rolE in Erm 

Core internal Audit roles in regard to Erm (assurance activities): 

• Giving assurance on the risk management processes 

• Giving assurance that risks are correctly evaluated 

• Evaluating risk management processes 

• Evaluating the reporting of key risks 

• Reviewing the management of key risks 

legitimate internal audit roles with safeguards (consulting activities): 

• Facilitating identification and evaluation of risks 

• Coaching management in responding to risks 

• Coordinating ERM activities 

• Consolidated reporting on risks 

• Maintaining and developing the ERM framework 

• Championing establishment of ERM 

• Developing RM strategy for Board approval 

• Roles Internal Audit Should Not Undertake: 

• Setting the risk appetite 

• Imposing risk management processes 

• Management assurance on risks 

• Taking decisions on risk responses 

• Implementing risk responses on management’s behalf 

• Accountability for risk management 

Source:The Institute of Internal Auditors 
IIA Position Paper: The Role of Internal Auditing in Enterprise-wide Risk Management 
January 2009 

CrITICAl CONvErSATIONS: CAE AT THE 
CENTEr OF GrC lEAdErSHIP 
The CAE should lead the organization through a series 
of conversations that will help to develop and drive 
the GRC strategy by first understanding the risks the 
organization faces. CAEs should be prepared to: 
• Articulate to the Audit Committee and full Board why 

having a clear and conformed view of risk, including 
compliance risks, across the enterprise is critical to 
defining and achieving strategic objectives 

• Assist the Chief Executive Officer (CEO) in finding 
opportunities and preventing adverse effects from 
identified risks 

• Influence other key functional executives to support 
Internal Audit’s role in GRC strategy and the 
organization’s achievement of business objectives. 
Especially key is having critical conversations with the: 

– Chief Finance Officer (CFO) 
– Chief Ethics and Compliance Officer (CECO) 
– Chief Risk Officer (CRO) 
– Chief Information Officer (CIO) 

CONvErSATION WITH THE bOArd: “HOW 
CAN I HElP yOu GAIN TrANSPArENCy uSING 
STANdArd, MEASurAblE PrOCESSES?” 
Begin the conversation with the Audit Committee and 
full Board by responding to what they really need 
and want - greater transparency, and a view into the 
enterprise to gain assurance that the company can 
operate within the boundaries of conduct set by external 
forces and the Board itself while being well protected 
from the adverse effects of risk. Just as shareholders 
and external stakeholders are more vocally seeking this 
assurance, it is a growing concern of board members 
who risk personal reputational and financial loss if the 
organization fails to stay within those boundaries. So, 
show them how the organization can achieve Principled 
Performance® to protect itself, and them as well. 

The Board has the oversight responsibility for ensuring 
the company knows and manages its risks and has 
appropriate controls in place to mitigate these risks. 
Therefore, the CAE must get the Board “on-board” 
with a GRC approach that will support a unified GRC 
strategy and drive Principled Performance®. Assure 
the Audit Committee members that you understand 
their need for transparency and that your primary 
role as CAE is to provide them independent, objective 
assurance related to GRC activities. Show them how 
IA can help mature the GRC program by enhancing 
documentation, identifying appropriate metrics and 
encouraging uniformity throughout the organization. 
Let them know that they must be the drivers of this 
effort to unify and strengthen GRC. But explain to them 
that Internal Audit is the best prepared function within 
the organization to help the Board and management 
design a world class GRC framework which uses 
standard, measurable processes. 
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CONvErSATION WITH THE CEO: “HOW CAN 
I HElP yOu PlAN by PrOvIdING ObJECTIvE, 
MEASurAblE ASSurANCE ON THE GrC 
CAPAbIlITy?” 
Your conversation with the CEO needs to start from 
the premise that CEOs who operate on unreliable 
information cannot make well-reasoned decisions 
which are the very foundation of a well-run business. 
The CEO won’t have that job very long if the company 
experiences significant harm because risks were not 
properly identified or addressed by sufficient controls. 
Additionally, the Board will hold the CEO responsible 
if GRC systems were not properly designed in the first 
place. Confirm that you understand that the CEO is 
relying on you to provide him or her with complete and 
reliable information related to the GRC process along 
with recommendations for improvement. 

The traditional view has been that the CEO provides 
strategic direction and leadership to an organization 
and the hands on assessment of whether the GRC 
activities are designed to be effective, efficient and 
functioning as such is undertaken by the CAE. But 
today, the potential catastrophic effect of GRC 
management failure is too great, and an effective CAE 
must raise the level of attention that the CEO gives to 
the GRC framework, ensuring strategic business insight 
for the CEO. You must be a close and constant advisor 
to the CEO as the organization develops a stronger 
integration of GRC systems. 

You have the technical expertise and wide-ranging 
knowledge of the organization to be able to help the 
CEO form the corporate decisions that 
drive Principled Performance®. Your 
background as an internal auditor 
has trained you to be able to assess 
information in an objective, measurable 
way. As part of this effort, you should 
evaluate the current GRC process using 
a standard assessment tool such as the 
OCEG Burgundy Book,and then engage 
the CEO in an honest conversation 
about where the enterprise stands in the 
developmental stage of addressing risks 
in an effective and integrated fashion 
that will enable its achievement of 
Principled Performance®. You may have 
to convince the CEO to institutionalize 
an integrated approach to GRC which 
includes IA’s involvement from the 
beginning of the design process, across 
all business management processes 
and business planning cycles. But do 
not give up. This is a process that can 
be done in stages, but it must be done. 
This is an essential step on the path to 
Principled Performance®. 

CONvErSATION WITH THE CFO: “HOW ®
�

CAN I HElP yOu GrOW ANd PrOTECT 

vAluE THrOuGH AN INTEGrATEd GrC 

FrAMEWOrK?”
�

Start the conversation with the Chief Financial Officer 
(CFO) by noting that value creation and effectively, 
efficiently operating GRC systems are inextricably 
linked. Unmitigated risk contributes directly to share 
price volatility, and lower perceived risk means lower 
cost of capital – the CFO’s domain. 

The link between high-performing GRC systems and 
shareholder value argues for you to work closely with 
the CFO to ensure the development of an integrated 
risk management approach as part of the GRC strategy. 
Show the CFO how a standards-based approach to 
evaluating the organization’s GRC systems increases 
financial performance by providing measurable, reliable 
results about whether controls in place to protect assets 
and ensure compliance are effectively designed and 
functioning efficiently. Discuss how preventing a loss 
before it happens through high-performing GRC systems 
will ultimately pay off. 

The key is focusing on the fact that IA is the best-
positioned group in the organization to evaluate GRC 
effectiveness and to help design a program capable of 
evaluation. IA’s skill set and inherent relationship to the 
Board equip you to provide objective assurance on the 
GRC capability. Internal auditors have been trained to 
use standard procedures to analyze risks and controls in 
many areas of the organization. Additionally, company 
resources have already been allocated for IA. So, the 
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®	� hiring of additional personnel may not be necessary 
to provide assurance on GRC. This is good news for 
the CFO. Finally, if shareholders are assured that the 
GRC framework is functioning properly, this will create 
shareholder value. Ultimately, this is one or the CFO’s 
primary concerns. Therefore, the CFO must be involved 
in the process of including IA’s assurance on GRC in 
the enterprise risk management process. This approach 
to providing assurance requires ongoing collaboration 
between the CFO and you. The symbiotic role of the 
CAE and CFO in implementing the GRC strategy should 
become clear. 

CONvErSATION WITH THE CECO: “HOW 
CAN I HElP yOu dEFINE ANd IMPrOvE THE 
uSE OF METrICS ANd OTHEr ONGOING 
MEASurEMENT TOOlS?” 
An essential teammate in your work to establish an 
integrated approach to compliance and enterprise risk 
across all subject area silos as part of the GRC strategy 
should be the Chief Ethics & Compliance Officer (CECO), 
but it may be your task to develop the relationship. This 
conversation, or really series of conversations, must 
establish ongoing two way communication if you are to 
succeed. While the CECO has expertise in creating the 
structure and culture of compliance needed to achieve 
the goals of the GRC strategy, not every CECO will feel 
that you have any real help to offer because he or she 
does not have a strong understanding of how to establish 

measurable controls or use metrics to evaluate and 
improve established processes, and also because he or she 
is unsure that you have enough knowledge of compliance 
needs to be able to evaluate and provide assurance of 
those systems. You need to educate and also be open to 
being educated yourself. 

In some cases, you will find a CECO who tries to address 
every compliance risk as strongly as possible but does 
not know how to stretch limited resources to meet 
that standard. On the other hand, many CECOs feel 
overwhelmed by the siloed and disjointed compliance 
system they have inherited and are looking for ways 
to streamline and gain a clearer view. They are tired of 
being considered the “department of No” and want to 
be the “department of Know” with full understanding 
and demand of compliance risks and controls. They 
recognize the need for the compliance system to operate 
like any other core business function with the ability 
to demonstrate successful application of resources, but 
they are unsure how to “make the business case” or 
demonstrate return on investment. You will find, in most 
cases, that the CECO will agree with the two-thirds of 
respondents to the OCEG 2007 GRC Strategy Study, 
who said that their GRC efforts were adversely impacted 
by redundant and inconsistent processes, and that there is 
a need to make better use of limited resources so they can 
avoid the high cost of reconciling disparate information. 

An oCEg ConvErsAtion With rAythEon v.p., intErnAl Audit, lArry hArrington 

OCEG: What is the key challenge in taking an integrated approach to governance, risk management and compliance (GRC) efforts today? 

Harrington: GRC is quickly becoming THE hot topic. It is a tough topic though, because GRC spans the entire company and all of its func-
tions, so it is hard to find someone who “owns” the entire process.  GRC is often controlled via silos, creating duplicate and uncoordinated 
efforts, leaving companies at risk. 

OCEG: Why and how does Internal Audit need to be involved in GRC? 

Harrington: Internal Audit is the best prepared function within a company to help management design an effective GRC model that is effi-
cient, effective and comprehensive. Appropriate controls and compliance are necessary to protect reputational risk, governmental scrutiny, and 
ensure efficiency and effectiveness of the process.  Internal Auditors have the competencies to map the existing processes, facilitate discussions 
across all functions to identify duplicate efforts and, as control experts, to identify necessary and unnecessary controls. 

OCEG: How do the professional standards applied by Internal Auditors contribute to a strong GRC process? 

Harrington: The Internal Auditor Professional Standards require Internal Auditors to assess and make recommendations for improving gov-
ernance, risk management and control processes.The best way to achieve compliance with the professional standards is to provide assistance 
to management in the development of an effective GRC system.The professional standards provide guidance of how to achieve this assistance 
without impacting the auditor’s independence and objectivity.Working with organizations like OCEG, Internal Auditors have a model for the 
future GRC state and can identify gaps in the existing processes, and work with management to identify cost effective solutions. 

OCEG: How does getting involved in developing a strong GRC capability help Internal Auditors in their careers? 

Harrington: Today, more than ever, Internal Audit functions must prove their value to management and the Board. I believe that helping man-
agement and the Board establish a world class GRC model for their company is one way to show the value Internal Audit provides every day. 
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You need to show the CECO that you greatly value his 
or her role in establishing, overseeing and continually 
improving compliance systems, and that you can help. 
You need to convince the CECO that you will make 
his or her job easier, not harder. And you need to 
demonstrate your willingness to learn about the complex 
web of compliance requirements from the CECO so 
that you can best help him or her establish measurable 
processes and controls. 

Compliance and ethics professionals must connect and 
measure the degree to which program processes deliver 
outcomes that contribute to enterprise objectives. 
You should assist the CECO in establishing and using 
metrics to determine which processes require continual 
monitoring and which do not warrant this degree of 
allocated financial and human capital. 

Discuss how multiple regulations impact different 
business units differently and talk about how to identify 
places where controls can address multiple needs. Also 
be sure to talk about making the entire system audit-
ready, with policies in place to deal with inquiries, 
subpoenas, formal audits, external reviews and 
investigations. Engage the CECO to help monitor and 
periodically report to the CEO and Board of Directors 
on how compliance and ethics risks are being identified 
and addressed. 

CONvErSATION WITH THE CIO: “HOW CAN I 
HElP yOu IMPrOvE THE IT INFrASTruCTurE 
FOr GrC?” 
As the structure of a world class GRC capability 
becomes more comprehensive and complex, the need 
for a thoughtful and deliberate approach to GRC 
technology implementation becomes even more critical. 
Your conversation with the Chief Information Officer 
(CIO) should demonstrate how important it is that an 
integrated, sophisticated GRC IT system be designed to 
meet the needs of all disciplines of GRC, but specifically 
the needs of Internal Audit. 

Discuss the fact that your requirement to provide 
assurance on the efficiency and effectiveness of the GRC 
capability has become even more important as the need 
for transparency has increased. Let the CIO know that 
your ability to provide accurate, reliable and meaningful 
assurance is based largely on his or her ability to provide 
you with the information you need in a timely manner. 
The CIO must ensure the smooth flow of accurate 
information throughout the entire organization. This 
means that integrated technology systems must replace 
inefficient, siloed desktop solutions and data maintained 
in personal spreadsheets. Due to the rising need for 
transparency, this is particularly important in areas of 
information management that relate to GRC processes 
and key risks facing the organization. 

Talk with the CIO about what systems the organization ® 

currently has that may be repurposed or used more 
consistently, as well as what new solutions may improve 
GRC evaluation. Discuss how a well-planned IT solution 
will significantly decrease the time and cost associated 
with an integrated GRC capability. Make sure he or 
she understands your need for standard, measurable 
information. Offer to collaborate with the CIO in 
designing systems that meet your need of measurability. 
Let him know that your ability to provide assurance 
is dependent on your being able to find the gaps and 
overlays in the GRC system. This only strengthens your 
case for integrated, comprehensive IT design. Ultimately, 
you need to let the CIO that you need to work with him 
or her now to ensure the GRC capability is supported by 
a well architected IT system. 

CONvErSATION WITH THE CrO: “HOW 
CAN I HElP yOu drIvE ENTErPrISE 
rISK MANAGEMENT THrOuGHOuT THE 
OrGANIZATION?” 
Talk with the CRO about his or her plans to improve 
risk management by moving the organization toward 
Enterprise Risk Management (ERM) to support the 
GRC strategy and clarify exactly what he or she will 
need to know on both an ongoing and periodic basis 
about the success (or lack thereof) of the system that 
is implemented. Be sure you understand the goals of 
the program so that you can evaluate the effectiveness 
of the designed controls. Make sure that he or she 
understands that you need to ensure that the system 
is designed to allow for the collection of key metrics 
and both qualitative and quantitative analysis of its 
correctness. Introduce your CRO to tools that you will 
utilize, such as OCEG’s Measurement and Metrics Guide 
and Burgundy Book, for GRC system design evaluation. 
Have regular ongoing conversations with the CRO about 
how to improve the risk management system design and 
operating effectiveness. 

Engage the CRO as a partner in bringing all of those who 
play a role in GRC improvement to the table together. 
The CRO can help to involve the CECO by ensuring that 
compliance risks are fully addressed in enterprise risk 
assessments, and is also an able ally in discussions with 
the CFO about necessary resources. 

You need to show the CRO that you are there to help. 
Assure him or her you both have a common goal – to 
strengthen the GRC capability through increasing the 
effectiveness and efficiency of the risk management 
system. While responsibility for management of risk 
belongs to the CRO, make sure the CRO knows that you 
understand this responsibility, and that you are available 
to assist with that process. Talk about ways you are 
available to consult with him or her, including sharing 
the results of your assessments of the GRC capability 

Driving Principled Performance® 



        

         
      

        
  

   
        

        
       

       
     

       
         

        
      

          
       

        
       

         
       

     

    
       

     
      

       
     

    
       

     
    

         
       

     
     

    
      

        
       

      
       

        

         
      

    
      

        
     

    
       

        
       

         
         

   

 
      

      
        

      
 

       
        

       
        

         
     
       

      
       

        
       

        

         
        

       
      

        
     

       
        

       
        

    
    

      
    

    
     

   
    

    
   

    
  

     

             
               

  
             

   
             

    

®	� as they relate to risk. Encourage the CRO that the 
organization will benefit from your strategic partnership 
as you collaborate to design and implement a high 
performing GRC capability. 

OTHEr C-SuITE CONvErSATIONS: “HOW 
CAN I HElP yOu rEduCE rISK ANd buIld 
IMPrOvEMENTS?” 
The great challenge for many CAEs will be energizing 
the C-Suite for implementation of a unified approach 
to risk management aimed at supporting the GRC 
strategy and achieving Principled Performance®. Be 
sure to have conversations with every executive who 
can affect your ability to provide assurance on the GRC 
processes, including those in charge of human capital, 
quality, change management, business continuity and key 
operations. At its core, the message to the C-Suite is that 
embracing the unified approach will reduce the impact 
of risk assessment and assurance activities on operations, 
reduce risk-related failures and costs in areas overseen 
by C-suite executives, and help them assess, focus on, 
and improve activities that are value creating while 
eliminating those that are not. 

In these conversations, you should: 
• Engage C-suite peers in discussions about how 

achieving Principled Performance® through a unified 
approach to risk assessment and measurement of 
the effectiveness key GRC processes is important to 
all critical extended enterprise processes, specifically 
enterprise strategic objective setting, operational 
planning, and budgeting, so that all strategic and 
operational processes are continually reinforced with 
the Principled Performance® message. 

• Discuss how to increase the value and reduce the 
impact of the measurement of GRC effectiveness by 
identifying opportunities to combine or coordinate 
assessments, surveys and audits, use consistent 
methodologies and vocabularies, and utilize 
appropriate technology solutions for GRC evaluation. 

• Highlight the critical risk issues of the “extended 
enterprise” and the need for vigilant attention to 
them, including using a standards-based approach to 
monitoring whether or not the GRC activities adequately 
mitigate these risks, and reporting of any concerns. 

ChAngEs thAt CAn bring FAst bEnEFits 

• Establish a unified vocabulary and coordinated schedule for GRC evaluation across the enterprise 
• Inventory existing IT solutions and consider the ability to utilize these systems for evaluation of 

the GRC process 
• Collaborate with key C-suite executives to design a high-performing GRC capability that allows 

for objective, measurable evaluation 
• Perform GRC evaluations to test and provide assurance related to effectiveness, efficiency and 

responsiveness of the GRC capability 

A key desired outcome of these conversations is to 
break down organizational barriers to effective risk 
management, GRC capability measurement and 
implementation of the overall GRC strategy. Operational 
units are often loath to change their business processes 
to accommodate new procedures. Outsourcing, joint 
ventures, partnership arrangements, supply chain 
complexity, and mergers or acquisitions in various stages 
of completion all serve to increase the GRC challenges 
and obstacles even further. Your C-suite executives need 
to understand that they are critical players as the eyes 
and ears of the organization as you work together to 
achieve Principled Performance®. 

CONCluSION 
As CAE, you are uniquely positioned to help the Board 
and management understand the importance of a 
holistic GRC approach that enables the organization 
to use its resources most wisely to prevent undesirable 
outcomes and grasp advantages while striving to 
achieve its objectives. 

You can help your organization by providing assurance 
that GRC processes are designed to mitigate the most 
significant risks and are operating as designed. By 
participating in the initial GRC design process, you will 
be able to ensure that the GRC capability allows for 
objective, quantifiable measurement of effectiveness, 
efficiency and responsiveness of the GRC activities. As 
the Board and executive management bring assurance 
to all stakeholders of the strategic and organizational 
effectiveness of the enterprise and continue plans to both 
preserve and create value, an effective standard approach 
to providing assurance related to GRC is critical. 

You must act as a GRC consultant to other C-suite 
professionals as you advise them in evaluating the design 
and operating effectiveness of the GRC capability. As 
your organization is designing a high-performing GRC 
capability, ensure them that you will help to make 
processes more streamlined by introducing standard 
GRC assessment tools, such as the OCEG Burgundy 
Book. Convince them that a world class GRC capability 
must include measurable processes which you will be 
able to evaluate with confidence using metrics and other 

standard GRC assessment tools. 
Then use the relationships that 
you build with the CFO, CECO, 
CIO, CRO and others throughout 
the organization to collaborate in 
the effort to help drive enterprise 
r isk management. This wil l 
improve your ability to provide 
true assurance on the GRC 
capability which will ultimately 
enable the organization to achieve 
Principled Performance®. 
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A “CAE” SWOT 
FOr THE INTEGrATEd GrC STrATEGy 

SWOT Analysis is a powerful technique for identifying Strengths and Weaknesses, and for examining the Opportunities and Threats you face as the CRO 
of your organization, and implementing the Principled Performance® strategy.The analysis can help a CRO develop his or her career in a way that takes 
best advantage of one’s talents, abilities and opportunities. 

What makes SWOT particularly powerful is that with a little thought, it can help uncover opportunities to take advantage of. By understanding one’s 
weaknesses, you can manage and eliminate threats that could otherwise catch you unaware. More than this, using the SWOT framework, the CRO can 
start to distinguish him or herself from peers, and move quickly to develop the specialized talents and abilities needed to accelerate one’s career. 

intErnAl quAlitiEs 
• strengths:your personal professional capabilities 
• Weaknesses:your personal professional challenges 

ExtErnAl dynAmiCs 
• opportunities: organizational prospects to leverage and advance your career 
• threats: organizational challenges to overcome and advance your career 

strEngths WEAknEssEs 

opportunitiEs thrEAts 

• visionary: provides insights to CEO and Board for creating and 
protecting shareholder value 

• Energetic: good communicator who builds interest in better 
approaches to integration and consistency of approaches to managing, 
assessing and auditing risk management and compliance throughout 
the organization 

• versatile: broad experience in governance, risk management, 
strategy, compliance, operational risk and related disciplines, with full 
knowledge of organizational operations 

• Driven: goal oriented, moves the enterprise forward through 
strong project execution aligned with strategic vision for improving 
performance and maintaining assurance of all aspects of operations 

• Collaborative: acts as a partner with peers in the organization; adept 
at leveraging best practices and initiatives across operating units 

• Limited experience in operations or lack of knowledge regarding 
advanced risk assessment or compliance practices and requirements 

• Tendency to focus narrowly on auditing operation of risk 
management disciplines and/or control and compliance processes 
within siloed operations 

• May be viewed as a critical overseer or mere evaluator of 
routine processes (supporting role) rather than strategic and 
operationally influential 

• Lack of interest in evaluating and proposing changes to risk and 
compliance processes 

• Formulate enterprise GRC strategy and aggressively implement 
• Drive integration changes in risk and compliance efforts to better 

enable review and reduce operational burden 
• Assist in development of measurable, metrics-supported 

compliance efforts 
• Leverage technology to create real shareholder value and sustain 

value creation through an integrated GRC architecture 
• Improve ability to provide assurance to senior management and the 

Board by integrating risk metrics, information into existing reporting 
processes and forms 

• Demonstrate broad organizational leadership 

• Compliance holes (known & unknown) undiscoverable due to lack of 
consistent ,measured efforts 

• Failure to implement adequate internal controls infrastructure to 
mitigate identified enterprise risks 

• Unreliable assurance to the Board or inability to provide assurance at 
all due to lack of clear, consistent information 

• Inadequate integrated GRC technology infrastructure which reduces 
the quality and flow of information 

• Insufficiently integrated operational, finance and GRC organizations 
• Siloed processes and systems causing delayed reporting and 

inconsistent quality/reliability of information 

SWOT Source: Aon Global Risk Consultants. 
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® 

OPEN COMPLIANCE & ETHICS GROUP® 

DRIvING PRINCIPLED PERFORMANCE® 

INTEGrATING GOvErNANCE, rISK MANAGEMENT, COMPlIANCE ANd CulTurE (GrC) 
TO ENHANCE buSINESS vAluE ANd vAluES. 

OCEG is the only nonprofit organization that provides standards, guidelines, tools & online resources 
to help organizations address and integrate governance, risk management, compliance & culture. 

® 


