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Introduction 

The Unbreakable Linux Network is a comprehensive resource for Oracle Linux and Oracle VM 
support subscribers, and offers access to Linux software patches, updates and fixes, along 
with information on yum program and support policies. ULN subscribers will find security 
updates and additional bugfixes for kernel and other packages. They will also be able to 
download useful extra packages not included in the original distribution. This paper serves as a 
tutorial for ULN users and describes some of the features of ULN available to Linux customers 
and Oracle VM. It also outlines steps for switching from Red Hat Network to ULN. 
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The Update Agent (yum) 

ULN subscribers have the option of using yum to manage their systems.  Yum is a program that allows 
a machine to be kept in synchronization with the latest versions.  Yum can be used in command line 
mode or via a GUI interface, and it can also monitor your system and do downloads and installs on its 
own.  Please note that Oracle VM only supports the command line text mode.  Examples of the most 
frequently used command line operations are listed later in this document.  In order to use ULN and 
yum, users must register their systems with ULN and subscribe to a ULN channel (it is also possible to 
subscribe to multiple channels at once, see below for details).  There are several ULN channels 
available and one containing the latest version is automatically chosen upon registration depending on 
the architecture and OS revision of the system to be managed (see below for a detailed description of 
the ULN channels). 

Once started, yum connects to the central ULN server repository and downloads the latest software 
packaged in RPM format. It then installs such RPMs on the registered machine, maintaining a log.  
Yum lets the user choose which packages to update, as it is not necessary that all the newly available 
packages are installed.  Users can get a list of all the available packages and then choose which ones are 
downloaded. Yum resolves RPM dependencies for you, by verifying that the required packages are 
installed. If that's not the case, yum will download and install them when necessary. 

Channels Descriptions and Usage 

As of this writing, there are more than 100 unique channels supported by ULN. The architectures 
currently supported are i386, x86_64, and ia64 (starting with Oracle Linux 4 update 6 and Oracle Linux 
5 update 4). Customers will automatically be subscribed to the channel containing the latest software 
for the architecture and OS revision of their system. Customers may also choose a specific OS revision 
that they would like their system to remain at. Customers should subscribe to the appropriate channel 
corresponding to the architecture of their system and the update level desired. Specific revisions of 
Oracle Linux and Oracle VM will have patches and errata issued, but customers will not be forced to 
upgrade from a given revision level to the next to get these fixes. Oracle VM supports both i386 and 
x86_64 architectures in a single channel. Channels also exist for ocfs2, RDS, and productivity 
applications. The installer determines which architecture to run. 

The _base channels (also known as installation media channels) provide RPMs for each major version 
and subsequent minor update of Oracle Linux or Oracle VM as released on their respective installation 
media (DVD or ISO).  For example, there is a _base channel for Oracle Linux 5 Update 5 as well as 
Oracle Linux 5. Security errata and bugfixes are not published to these channels. 

The _patch channels provide only the packages that have changed since the initial release of a 
particular version (whether an minor update or a major version). If multiple releases are created for the 
same package, due to multiple vulnerabilities found at different times, these channels will always 
provide the most recent version of such a package. 
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The _latest channels provide RPMs for all the packages in the distribution, including those errata also 
provided in the _patch channels (i.e. the version of any RPM downloadable on the _latest channels is 
always the most recent available). For some RPMs this corresponds to the same version distributed 
initially with the original distribution (if no vulnerabilities have been found to date). For others, the 
version is the same as what provided in the _patch channel for the highest update level.  For instance, 
the ol6_<arch>_latest channels for Oracle Linux 6 will contain the combination of the 
ol6_u1_<arch>_base and ol6_u1_<arch>_patch channels. 

The _addons channels provide RPMs not included in the base distribution, such as RPMs to be used in 
creating a Yum repository for Oracle Linux 5. For more details on how to set up a Yum repository 
with ULN, see oracle.com/technology/tech/linux/htdocs/yum-repository-setup.html. 

The _oracle channels provide distribution for Oracle freely downloadable software (in RPM format) 
that runs on Linux. (for instance, Oracle Instant Client and asmlib) 

As new major releases minor updates of Oracle Linux or Oracle VM become available, new channels 
are created by Oracle, to distribute the new RPMs.  That is, the current el5_u5_<arch>_base and 
el5_u5_<arch>_patch channels remain available and do not include the new updates, making it 
therefore possible for ULN subscribers to remain on a specific release level of Oracle Linux and 
selectively apply errata on top of that. Every time a new minor update is released, two new channels 
(_base and _patch) are created for each architecture. The ol5_<arch>_latest channels continue to 
distribute the highest possible version of any package, and therefore follow the "head" of the 
development tree, independent of the update level. A similar philosophy is followed with the channels 
for major versions of Oracle Linux and Oracle VM. 

Customers who prefer to remain at a certain update level, but are currently subscribed for instance,  to 
the el5_<arch>_latest channel (which is the default for ULN registration), need to subscribe to the 
el5_u<number>_<arch>_patch and el5_u<number>_<arch>_base channels for the desired update 
level and architecture and then unsubscribe from the _latest channel.  This can be done through the 
web interface as explained in more detail below. 

Switching from Red Hat Network (RHN) to ULN  

Some preliminary steps are necessary if you are switching a server installed with Red Hat Enterprise 
Linux 6 from Red Hat Network to the Unbreakable Linux Network. If you have newly installed Oracle 
Linux on your system skip to the Registering with ULN section. Ensure you have a valid Oracle Linux 
support contract. Support licenses for Oracle Linux can be purchased through the Oracle Store or 
from your sales representative. Next, you need to download the Oracle Linux uln_register rpm. To 
download the Oracle Linux uln_register rpm, go to linux.oracle.com/switch.html.  
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You can now install the uln_register RPMs. Run the following commands to install: 

# tar - xzf uln_register.tgz  
# tar - xzf uln_register - gnome.tgz (only if rhn - setup - gnome is already installed)  
# c d uln_migrate  
# rpm - Uvh *.rpm  

 

At this point you are ready to register with ULN. 

Registering with ULN 

If you are a licensed Oracle customer with an active Oracle Linux or Oracle VM support subscription, 
you will receive an Oracle Linux or Oracle VM CSI (customer support identifier) number; registering a 
server with Unbreakable Linux Network (ULN) requires a CSI number and an email address. Register 
here: linux.oracle.com/register. 

When you first login to ULN, you will use your email address and CSI and you will be required to 
create a password. In the future, you will then simply use your email address and password to login to 
ULN. 

To register your system, run the command below as the root user in a terminal window or on the 
command line. uln_register will also collect machine information and upload it to our server. 

# uln_register  

 

Executing the above command will choose the default channel of ol6_<arch>_latest. (You can specify 
a different channel using the web interface, after you have registered.) 
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The sequence of screens during registration is as follows: 

 

 

Note: your username should be your email address. 
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NOTE: the system name field can be anything you wish, but the more unique the name – the less likely it is that 
someone else in your organization has already taken that name. 
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Some useful command line examples 

All the tasks below can be accomplished in equivalent fashion with the yum GUI tool, however for 
reference here are some examples of common tasks that may also be performed from the command 
line and used in scripts.  Oracle VM only has a text mode interface so these examples are most useful 
in updating the Oracle VM Server machines. 

List all packages 

To see all packages on a channel, use yum list available. 

# yum list available  
Loaded plugins: rhnplugin  
Available Packages  
389 - ds - base.x86_64                    1.2.8.2 - 1.el6_1.3        ol6_x86_64_latest  
389 - ds - base - devel.i686                1.2.8.2 - 1.el6_1.3        ol6_x86_64_latest  
389 - ds - bas e- devel.x86_64              1.2.8.2 - 1.el6_1.3        ol6_x86_64_latest  
389 - ds - base - libs.i686                 1.2.8.2 - 1.el6_1.3        ol6_x86_64_latest  
389 - ds - base - libs.x86_64               1.2.8.2 - 1.el6_1.3        ol6_x86_64_latest  
ConsoleKit - devel.i686                 0.4.1 - 3.el6              ol6_x86_64_latest  
ConsoleKit - devel.x86_64               0.4.1 - 3.el6              ol6_x86_64_latest  
ConsoleKit - docs.x86_64                0.4.1 - 3.el6              ol6_x86_64_latest  
ConsoleKit - libs.i686                  0.4.1 - 3.el6              ol6_x86_64_latest  
ConsoleKit - x11.x86_64                 0.4.1 - 3.el6              ol6_x86_64_latest  
DeviceKit - power.i686                  014 - 1.el6                ol6_x86_64_latest  
DeviceKit - power.x86_64                014 - 1.el6                ol6_x86_64_latest  
DeviceKit - power - devel.i686            014 - 1.el6                ol6_x86_64_latest  
DeviceKit - power - devel.x86_64          014 - 1.el6                ol6_x86_64_latest  
ElectricFence.i686                    2.2.2 - 28.el6             ol6_x86_64_latest  
ElectricFence.x86_64                  2.2.2 - 28.el6             ol6_x86_64_latest  
GConf2.i686                           2.28.0 - 6.el6             ol6_x86_64_latest  
GConf2.x86_64                         2.28.0 - 6.el6             ol6_x86_64_l atest  
[. . .]  

Listing packages with updates 
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To see what packages are available, use yum list updates as root on a ULN registered system.  

# yum list updates  
Loaded plugins: rhnplugin  
Updated Packages  
bind - libs.x86_64                   32:9.7.3 - 2.el6_1.P3. 2       ol6_x86_64_latest  
bind - utils.x86_64                  32:9.7.3 - 2.el6_1.P3.2       ol6_x86_64_latest  
binutils.x86_64                    2.20.51.0.2 - 5.20.el6_1.1    ol6_x86_64_latest  
boost.x86_64                       1.41.0 - 11.el6_1.2           ol6_x 86_64_latest  
boost - date - time.x86_64             1.41.0 - 11.el6_1.2           ol6_x86_64_latest  
boost - filesystem.x86_64            1.41.0 - 11.el6_1.2           ol6_x86_64_latest  
boost - graph.x86_64                 1.41.0 - 11.el6_1.2           ol6_x86_64_latest  
boost - iostreams.x86_64             1.41.0 - 11.el6_1.2           ol6_x86_64_latest  
boost - program - options.x86_64       1.41.0 - 11.el6_1.2           ol6_x86_64_latest  
boost - python.x86_64                1.41.0 - 11.el6_1.2           ol6_x86_64_latest  
boost - regex.x 86_64                 1.41.0 - 11.el6_1.2           ol6_x86_64_latest  
boost - serialization.x86_64         1.41.0 - 11.el6_1.2           ol6_x86_64_latest  
[. . .]  

Updating all packages 

The following command updates all packages with an upgrade available. 

# yum update  

Updating selected packages only 

The following command shows how to upgrade only a few packages among all those available. 

# yum update tzdata  
Loaded plugins: rhnplugin  
Setting up Update Process  
Resolving Dependencies  
-- > Running transaction check  
- -- > Package tzdata.noarch 0:2011g - 1.el6 will be updated  
--- > Package tzdata.noarch 0:2011h - 3.el6 will be an update  
-- > Finished Dependency Resolution  
 
Dependencies Resolved  
 
================================================================================  
 Package       Arch          Version             Repository                Size  
================================================================================  
Updating:  
 tzdata        noarch        2011h - 3.el6         ol6_x86_64_latest        438 k  
 
Trans action Summary  
================================================================================  
Upgrade       1 Package(s)  
 
Total size: 438 k  
Is this ok [y/N]: Downloading Packages:  
Retrieving key from file:///etc/pki/rpm - gpg/RPM- GPG- KEY 
Is this ok [y/N]: Running rpm_check_debug  
Running Transaction Test  
Transaction Test Succeeded  
Running Transaction  
 
  Updating   : tzdata - 2011h - 3.el6.noarch                                    1/2  
 
  Cleanup    : tzdata - 2011g - 1.el6.noarch                                    2 /2  
 
Updated:  
  tzdata.noarch 0:2011h - 3.el6                                                    
 
Complete!  

Logs of yum activity are stored in /var/log/yum.log. 

List subscribed channels 
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To see what channels you are currently subscribed to use the following command: 

# yum repolist  
Loaded plugins: rhnplugin  
repo id                         repo name                                 status  
ol6_x86_64_latest               Oracle Linux 6 Latest (x86_64)            11,574  
repolist: 11,574  

The ULN Alert Notification Tool 

You can also obtain this list using the Alert Notification Tool. You should see the Applet on the 
Toolbar, if not already there, select Applications->System Tools -> Unbreakable Linux Network Alert 
Icon and you'll see the ULN Applet added to the Toolbar, if not already there at startup. By clicking on 
it, you will see all the packages that are available for download. You can at this point also select which 
packages to ignore in future updates, if so desired. The Alert Notification Tool periodically connects to 
the ULN central repository and checks for available packages on the subscribed channel(s), displaying a 
red warning icon if it finds any. The applet icon reverts to the standard green ULN icon if the system is 
completely synchronized. 

 

The ULN Web Interface 

ULN also provides a web interface, through which customers can verify what systems they have 
registered and what channels they are subscribed to. The web interface is accessed through 
linux.oracle.com, and you log in using the username and password supplied at the time of registration.  

Using the Web interface you can see what systems you have registered, and what channels they are 
subscribed to. For each channel you can see its detailed description, and how many packages are 
available for download. You can get further information, such as the list of the package names and 
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versions available and for each package you can get additional information about the package, 
including: A description of its functionality, a list of the files included in its RPM, and a list of its 
dependencies. You can also select to download the source RPM in addition to the binary RPMs. 

The following pages include screenshots and descriptions of the ULN web interface. 
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This is the entry page for the ULN web. You can navigate using the tabs on the top left to get more details on your 
registered systems, available channels, and errata. 

 

 

 

The channels tab shows a list of all the channels available via ULN, including the ones subscribed to. For each 
channel it indicates the number of RPMS available for download. 
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Looking at your registered systems, you’ll see their names as they have been made known to ULN, and a number 
indicating how many RPMs are available on the subscribed channels that haven’t already been downloaded and 
installed. The information is gathered from the system profile that yum and ULN keep. 

 

 

 

Here you can see the information that ULN has collected relevant to your system. From this screen you can also 
subscribe to additional channels. Only the channels listed in this screen are appropriate for subscription given the 
characteristics of the machine, such as its architecture and operating system release. 
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The ULN web interface provides detailed information for each of the available channels. 

 

 

 

For each channel you can see a comprehensive listing of each available package. You can also search the list. 
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Furthermore, you can get many package details including a list of the files that will be installed on the system once the 
RPM is downloaded, and a list of the other packages that are necessary for this one to be installed. You can also 
choose to download the source RPM for each of the packages. 

 

 

 

Finally, you can obtain a listing of all errata that have been published. Errata may be searched by advisory ID, e.g. 
“ELSA-2008”, or summary, e.g “thunderbird”. 
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Further Information 

There are several ways to obtain more information and assistance with the Unbreakable Linux 
Network: 

• If you have purchased Basic or Premier support, you may use My Oracle Support for technical 
assistance 

• If you have purchased Network support, you may discuss technical issues on the Oracle Linux 
forum on Oracle Technology Network forum 

• If you have purchased Network support, you may also file bug reports using Bugzilla 

• For any other questions, please send an email to uln-info_us@oracle.com 

 

You can access the Unbreakable Linux Network (ULN) at linux.oracle.com 

You can also subscribe to El-errata notifications at oss.oracle.com/mailman/listinfo/el-errata and to 
Oracle VM errata email notifications at oss.oracle.com/mailman/listinfo/oraclevm-errata. 

For more information about the Oracle Linux support program, visit oracle.com/linux 

For more information about the Oracle VM support program, visit oracle.com/virtualization 
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