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This Is How They Tell Me the World Ends:
The Cyberweapons Arms Race

Nicole Perlroth

Cybersecurity 
Journalist, Author and 
Reporter

The New York Times

The cyber threat 
landscape has 
changed 
dramatically.

”

“

The predominant 
international 
sources of cyber 
attacks have 
changed 
dramatically over 
the past decade.

No longer the domain of 
lone wolves or criminal 
syndicates, hacking is 
increasingly carried out 
by an expanding array of 
nation states with greater 
sophistication and 
strength.

Defending against bad 
actors backed by 
increasingly massive 
amounts of resources 
requires aligning with 
partners that treat cyber 
resilience as 
foundational to their 
business.

Take Action!

With more sophisticated 
cybersecurity threats 
emerging globally, we 
need to change our 
thinking around building 
and maintaining 
effective defenses.

Strong authentication, 
compartmentalization, 
and Zero Trust 
architectures are 
among the many tools 
required for modern 
cybersecurity.

Select vendors based on 
their commitment to 
ongoing and pervasive 
security postures, 
including educating 
employees on threats like 
phishing and malware.
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CTO Perspective:
PayPal’s Approach to Cyber Resilience

Sri Shivananda

Executive Vice President 
and Chief Technology 
Officer

PayPal

There are new and 
sophisticated methods of 
compromise that we see 
every single day, and both 
the intensity and the 
frequency of these threats 
are increasing.

”

“

The cyber threat 
landscape has escalated 
to a severe existential risk 
to the ability to do 
business, and the 
attackers have budgets, 
bosses, and paychecks. It’s 
an industry, and its goal is 
your critical infrastructure 
and data.

Breaches bring out the best 
in most people—and the 
worst in a small number of 
them. Crisis management is 
the apex of any leadership 
situation. Teamwork, 
collaboration, inclusion, 
and innovation emerge as 
critical to addressing a 
crisis.

Companies must design 
products, services, and 
experiences that offer the 
highest level of security 
without expecting the 
customer to be 
sophisticated or deeply 
aware of what security 
means.

Take Action!

Change the power paradigm:
Architectures, methodologies, 
technologies, and controls all 
need to be foundational to a 
secure infrastructure, creating 
a platform-centric mindset. 
Make security part of the 
lifestyle and feature number 
one.

Customer-
centricity matters 
more during 
breaches than at 
any other time, 
and any lessons 
learned must be 
lessons that last a 
lifetime.

Invest in 
bridging the 
digital divide 
and educating 
customers on 
secure 
approaches to 
their digital life 
online.

Companies must design 
products, services, and 
experiences that offer the 
highest level of security 
without requiring the 
customer to be 
sophisticated or deeply 
aware of what security 
means.
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Meeting the Cyberthreat Challenge with 
Zero Trust Security

Edward Screven

Chief Corporate Architect

Oracle

If you take a look at the 
history of cybersecurity 
incidents, what you see 
is a pattern of 
breakdown in human 
behavior.

”

“

Increased reliance on 
manually combining 
disparate technologies 
and their security 
components results in 
potential vulnerabilities—
and requires substantial 
investments in labor to 
solve them.

Automating defenses in a 
Zero Trust model prevents 
even very smart people 
from making security 
mistakes, especially as 
systems rapidly evolve in 
terms of software, 
configurations, and 
network connectivity.

There are two types of 
cloud: public cloud and 
Oracle Cloud. Oracle Cloud, 
unlike other public clouds, 
is built from end-to-end, 
top-to-bottom with 
security, data resilience, 
and seamless integration 
in its DNA.

Take Action!

Make potential 
ransomware attacks 
Oracle’s problem. When 
the data is in our cloud 
using our security and 
availability features, it’s 
ensured to always be 
available.

Oracle’s investments 
in security, 
management, and 
automation 
capabilities shifts the 
advantage from 
attacker to defender.

Even ‘on-premises’ doesn’t 
have to come with its 
usual vulnerabilities when 
you become a part of the 
extended Oracle Cloud 
with Exadata 
Cloud@Customer.
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I’ve Been Attacked, Now What?

Yonatan Striem-Amit

CTO and Cofounder

Cybereason

We need to 
understand critically 
that the battle 
against ransomware 
is absolutely 
winnable.

”

“

Ransomware is getting 
harder to distinguish from 
legitimate business every 
day. It has evolved into its 
own economy—including 
brokers, service providers, 
help desks, and even 
affiliate marketing.

Victims who pay for 
ransomware are 80% likely 
to be hit by the same group 
again. More than 66% of 
companies hit by 
ransomware report a 
dramatic and significant 
revenue loss.

Defense against 
ransomware is no longer 
about simply detecting a 
breach, but looking 
holistically at the behavior 
of malware to find and 
eliminate each individual 
attempt to spread to 
another part of the overall 
infrastructure.

Take Action!

Businesses need 
to adopt a 
defensive 
posture that 
analyzes cloud 
infrastructure 
and SaaS 
identities end-
to-end.

Fighting malware 
requires investing 
and adjusting 
strategy to 
maximize visibility, 
detection, training, 
and key 
partnerships.

Unify cloud security, 
identities, 
applications, SaaS, 
and assets together 
to achieve a singular 
visibility to stop 
potential 
ransomware threats 
in their tracks.

Prepare key internal 
stakeholders—including 
executives, legal, marketing, 
sales, and customer 
relations—with frank 
discussions about breach 
strategy. It’s better to 
involve them now than 
during a crisis.



Leading the War on Cyber

Leon Panetta

Former Director of the 
Central Intelligence 
Agency and Former US 
Secretary 
of Defense

It's the battlefield 
of the future. It 
also happens to be 
the battlefield of 
the present.

”

“

In 2020, cyber attacks 
increased by nearly 400 
percent, causing a loss 
of roughly US$1 trillion. 
In 2021, ransomware is 
estimated to cost US$6 
trillion, with an attack 
occurring every 11 
seconds.

As data only continues 
to increase 
exponentially it 
becomes critical to our 
ability to compete. 
Keeping that data 
secure is essential to 
maintaining a 
competitive posture.

Fortune 500 companies 
are collaborating at a 
national level to 
develop a shared 
strategy against cyber 
attacks and to shore up 
security moving 
forward.

Take Action!

Basic security hygiene 
must not be overlooked. 
Strict password policies, 
two-factor authentication, 
and robust disaster 
recovery solutions are just 
the beginning.

Investment in 
talent will be 
critical to 
developing the 
warriors who will 
fight the cyber 
war.

Take steps now to put into 
effect the best technology to 
take action, provide 
deterrence, and ensure 
resilience against potential 
attacks in both the public and 
private sectors.
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CIO Exchange – Poll Results
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Defending our business from the latest and most advanced
threats
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Modernizing our security architecture for cloud
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Do you have a cyber resilience strategy for your organization?

What do you see as your biggest challenge in establishing cyber resilience within your organization?
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For More Information

Oracle Security: 

https://www.oracle.com/security

Oracle CIO Exchange: 
executiveprograms_ww@oracle.com

https://www.oracle.com/security/

