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K  E Y  R E S  E A R C H  F I N  D I  N G S  

7 of 10 3.5x 93% 
Use more business- Increase in organizations Are dealing with rogue 
critical cloud with 50% of their data in the cloud app usage 
services YoY cloud 2018-2020 

82% 45% 85% Of cloud users have 
Plan to deploy automated Are interested in replacing experienced security events 
patch management in the passwords with new forms of due to confusion over Shared 
next 24 months authentication Responsibility Security Models 

Machine learning, automation, the 
speed at which we can execute security 
processes – it’s all resulting in minimal 
downtime for some customers and the 
enhanced ability for all to use cyber 
security as a business enabler.” 

Shared Responsibility Security Model 

IaaS PaaS SaaS 
On-premises (Infrastructure-as-a-Service) (Platform-as-a-Service) (Software-as-a-Service) 

User Access/Identity User Access/Identity User Access/Identity User Access/Identity 

Data Data Data Data 

Application Application Application Application 

Guest OS Guest OS Guest OS Guest OS 

Virtualization Virtualization Virtualization Virtualization 

Network Network Network Network 

Infrastructure Infrastructure Infrastructure Infrastructure 

Physical Physical Physical Physical 

Customer Cloud Service Provider 
Responsibility Responsibility 

Contributing to an inability to 
process security events is an acute 
shortage of cybersecurity skills.” 

In which of the following areas do you believe your IT organization 
currently has a problematic shortage of existing skills? 

(Percent of respondents, N=586, multiple responses accepted) 

Cybersecurity 

IT architecture/planning 

Artificial Intelligence/Machine Learning (AI/ML) 

Data analytics/data science 

IT orchestration and automation 

Application development/DevOps 

Data protection 

26% 

26% 

38% 

35% 

34% 

33% 

53% 

For which of the following types of cloud services do you find the shared responsibility security model the most confusing? 
(Percent of respondents, N=456, multiple responses accepted) 

Software-as-a-Service (SaaS) 

Infrastructure-as-a-Service (IaaS) 

Platform-as-a-Service (PaaS) 

Not applicable – I fully understand the shared responsibility 
security model for all types of cloud services 

54% 

47% 

43% 

18% 

Only 10% of CISOs state 
they fully understand the SRSM 

model (versus 25% CIOs) 
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