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Å 30+ years in Information Technology
Å 15+ years of experience in Security
Å Manages a team of cybersecurity practitioners across APAC
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The following is intended to outline our general product direction. It is 
intended for information purposes only and may not be incorporated into 
any contract. It is not acommitment to deliver any material, code, or 
functionality, and should not be relied upon in making purchasing 
decisions. The development, release, timing, and pricing ofany features or 
ƹǈǁƶǇƼǂǁƴƿƼǇǌ ƷƸǆƶǅƼƵƸƷ ƹǂǅ ƨǅƴƶƿƸEǆ ǃǅǂƷǈƶǇǆ ǀƴǌ ƶƻƴǁƺƸ ƴǁƷ ǅƸǀƴƼǁǆ ƴǇ 
the sole discretion of Oracle Corporation

Safe Harbor Statement
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GƨǅƴƶƿƸ ǃǅǂǉƼƷƸǆ ƴǁ 
ideal combination of 
price, performance, 
ƹƿƸǋƼƵƼƿƼǇǌ ƴǁƷ ǆƸƶǈǅƼǇǌ.H

Dara Khosrowshahi

CEO, Uber Read More

https://www.oracle.com/news/announcement/uber-selects-oracle-cloud-infrastructure-2023-02-13/


33%
of organizations worldwide have 
experienced a ransomware attack 
or breach

4M global positions that cannot be 
filled due to the cybersecurity 
talent shortage

82% of data breaches involved 
ǇƻƸ Gƻǈǀƴǁ ƸƿƸǀƸǁǇH

Security Complexity

Supply Chain Vulnerabilities

Hybrid Work Environment

Fraud

Compliance Requirements

Geopolitical Risks

Disparate SaaSSources: IDC 2021 Ransomware Study: Where You Are Matters, (ISC)² Cybersecurity Workforce Study 2021, and 
Verizon Data Breach Investigations Report 2022 

Top enterprise security concerns
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Oracle Security helps address top security concerns

Guard Simplify Deliver

security across 
on-premises and 
cloud

against 
ransomware, 
attacks, and 
breaches

managed security 
to meet 
compliance 
requirements

Oracle CloudWorld Tour Copyright (c) 2023, Oracle and/or its affiliates 7



Guard
against ransomware, 
attacks, 
and breaches
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57%
of data breaches are attributed to poor 
patch management. 

Source: Ponemon Institute, Cost and Consequences of Gaps in Vulnerability Response 

Shared Security Responsibility Model in Cloud

Customer Data Customer Data Customer Data Customer Data

Application/DB Application/DB Application/DB

Guest OS

Application/DB

Automated by Oracle services

Service Provider Responsibility

Service Consumer Responsibility
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Storage and Database Safeguards

Compute and OS

Network

Monitoring and Prevention

Internet and Edge

Identity and Operator Access

Key
Management

CertificatesVault Secrets
Management Data Safe

Bare Metal
Compute

Hardware
Root of Trust

Oracle 
Autonomous 

Linux

Signed
Firmware

ï

Harden Disk
Images

ï

Network 
Firewall

BastionSecurity ListsVirtual Cloud
Network

Dynamic Routing
Gateway

FastConnect VPN NAT Gateway

Access Governance
OCI Identity and 

Access Management
Policies Federation

Vulnerability
Scanning

Cloud Guard Security Zones
LoggingThreat

Detector
Threat

Intelligence

Fusion Apps
Detector

WAFDDoS

Protection

Auditing

Cloud Security 

Autonomous 
Database

OS Management

Isolated Network 
Virtualization

WAF for Fusion 
Apps

Oracle Cloud Security differentiators

Oracle offers a full stack of cybersecurity capabilities
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Continuously assess 
your configuration and 
users with Data Safe 
and database security 
assessment tool

Identity and Access 
Management (IAM)

Data Safe / DB SAT

Recover up to the last 
valid transaction with 
immutable backups 
ZDLRA (Zero Data Loss 
Recovery Appliance) and 
ZFS

Zero Data Loss 
services

Separates 
virtualization layer 
from the network layer 
to protect customer 
instances

Isolated network 
virtualization 

Encrypt the data and 
protect encryption 
keys with Advanced 
Security and Key Vault

Advanced Security 
and Key Vault

Audit Vault 
Database Firewall 

(AVDF)

Seamless identity 
integration with OCI IAM 
helps decrease the risk of 
attacks with multi -factor 
authentication and role -
based access control

Detect suspicious 
activity with Audit 
Vault and Database 
Firewall (AVDF)

Oracle database security helps guard against attacks 
Built-in capabilities and cloud-native services 

Configuration 
drift

Attack Data theft Compromised 
backups from 
ransomware

Lateral 
movement and 

data access

Attack spread
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Recover completely from the last known trusted state for business continuity 

Primary Site GƛǈǁƾƸǅH ƬƼǇƸ

Firewall with
time-randomized

backups

7

SOC

DBA/Operations

Audit
Trail

Complete Backup Sets

Primary
Backup

Appliance

Secondary
Backup

Appliance

Primary Site Down

Oracle helps you strengthen your cyber-resilience
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Recover completely from the last known trusted state for business continuity 

Primary Site GƛǈǁƾƸǅH ƬƼǇƸ

Firewall with 
time-randomized

backups

SOC

DBA/Operations

Audit
Trail

Primary
Backup

Appliance

Secondary
Backup

Appliance

Oracle helps you strengthen your cyber-resilience

Flashback your enterprise to a point in time that you know is safe

2. Complete 
recovery from 
last-known good 
state3. Replay the VALID 

transactions that 
happened AFTER the 
infiltration

1. Forensics via 
Audit Trail

ƥƴǆǇ ƾǁǂǊǁ GƺǂǂƷH ǆǇƴǇƸ

Oracle CloudWorld Tour Copyright (c) 2023, Oracle and/or its affiliates 13



Recover completely from the last known trusted state for business continuity 

Oracle helps you strengthen your cyber-resilience

On-Premise

Oracle Cloud
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Simplify 
security across 
on-premises and 
cloud



GưƻƴǇ ƴƵǂǈǇ ǃǅƼǉƴǇƸ ƶƿǂǈƷ0 ƻǌƵǅƼƷ ƶƿǂǈƷ0 ƴǁƷ ǃǈƵƿƼƶ ƶƿǂǈƷ2 ưƸ ƻƴǉƸ ƴƿƿ 
ǂƹ ǇƻƸǀ. ưƸ ǁƸƸƷ ǆƸƶǈǅƼǇǌ ƴǀǂǁƺ ƴƿƿ ǂƹ ǇƻƸǀH 

Gƨǈǅ ǂǁ-premises and cloud deployments have different security settings 
ǇƻƴǇ Ʒǂ ǁǂǇ Ǉƴƿƾ Ǉǂ Ƹƴƶƻ ǂǇƻƸǅH 

GƭƻƸǅƸ ƴǅƸ ǉƸǅǌ ƿƼǀƼǇƸƷ ƶƿǂǈƷ-native security services for our cloud 
ƷƸǃƿǂǌǀƸǁǇǆ0 ƴǁƷ ǊƸ ǈǆƸ ǀǂǅƸ Ǉƻƴǁ ǂǁƸ ƶƿǂǈƷH

ƢǇEǆ ƶǂǀǃƿƸǋ Ǉǂ ƸǁǆǈǅƸ ǆƸƶǈǅƼǇǌ GǊƼǇƻƼǁ ƴǁƷ ƵƸǇǊƸƸǁH 
different environments
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82%
of breaches involved the human element.

Source: ƯƸǅƼǍǂǁEǆ }{}} ƝƴǇƴ ƛǅƸƴƶƻƸǆ ƢǁǉƸǆǇƼƺƴǇƼǂǁǆ ƫƸǃǂǅǇ

Challenges with complex cloud security tools

Isolated

Fragmented

Hard to use

Expensive
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Oracle Dedicated cloud
Single tenant Oracle Cloud, running 
in your data center for data 
residency & data localisation

Other Clouds

Å Our products work with your 
other providers

Å 12 Azure interconnect regions

Hybrid cloud
Security across cloud and on-
premises 

Oracle Public cloud
Access OCI cloud services 
from 41+ global regions

Other 
Clouds

Dedicated Region

Across all cloud service delivery models, addressing the reality

Oracle provides consistent security
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Across all cloud service delivery models, addressing the reality

Oracle provides consistent security

Other 
Clouds

Dedicated Region

Identical security on 
OCI & Dedicated 
Region

Protect Oracle 
Databases everywhere 
with Oracle Data Safe

Protect on-premises & 
cloud applications with 
OCI Web Application 
Firewall

Centralize visibility 
and control of access 
across multicloud and 
on-premises 
deployments with OCI 
IAM & Access 
Governance

Secure environments with 
OCI native security 
capabilities as well as 
third-party solutions
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ñYou should always push your 
security features as low in the stack 
as possiblewithout having to pay 
extraò 

ïLarry Ellison

V Core Securityfor EVERY 

customer at ZERO COST

V No more Security vs 

Affordability trade-offs 

Simple, Prescriptive & Integrated Security Services

Network 
Protection

OS & Workloads 
Protection

Posture 
Management

Data Protection

Enterprise class 
IAM

Encryption Vault Data Safe

Cloud Guard 
(including Threat 

Detector)

Vulnerability 
Scanning

Security 
Advisor

Security Zones

Dedicated Host Bastions OS Management

DDoS Protection WAF
Security Lists & 

Groups

OCI IAM 
Identity Domains

*FREEFREE

*FREE

FREEFREE

FREE *FREE*FREE

FREE FREE FREE FREE

FREE FREE

Core Security Supplementary Security M
Free for many use cases

Certificates

FREE

FREE

OCI IAM for tenancy 
administration

FREE

Threat 
Intelligence

Shielded 
Instances

FREE

Network
Firewall

FREE

Confidential 
Computing

Access 
Governance

By providing core security at Zero Cost

Oracle removes the commercial barriers to security
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Deliver

managed security to 

meet compliance 

requirements


