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Safe Harbor Statement

The following Is intended to outline our general product direction. It is

Intended for information purposes only and may not be incorporated into

any contract. It is not acommitment to deliver any material, code, or

functionality, and should not be relied upon in making purchasing

decisions. The development, release, timing, and pricing ofany features or
cLlhzLIdFIlypSLIng 38dzzDDZ2¢ 3 gDz 2Dazp¢e Edz | DA 3 Ljz LI
the sole discretion of Oracle Corporation
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Dara Khosrowshahi

CEOQO, Uber Read More

Oracle CloudWorld Tour Copyright (c) 2023, Oracle and/or its affiliates


https://www.oracle.com/news/announcement/uber-selects-oracle-cloud-infrastructure-2023-02-13/

Top enterprise security concerns

0 of organizations worldwide have
33 /O experienced a ransomware attack

or breach

4M global positions that cannot be
filled due to the cybersecurity
talent shortage

82% of data breaches involved
LJZ E G2 I—jl y I E & E | E@ thlpolitical NHE

-1 .
Sources: IDC 2021 Ransomware Study: Where You Are Matters, (ISC)? Cybersecurity Workforce Study 2021, and T DISparate Saas
Verizon Data Breach Investigations Report 2022 Sl

6 Oracle CloudWorld Tour Copyright (c) 2023, Oracle and/or its affiliates



Oracle Security helps address top security concerns

al o =

Guard Simplify Deliver

against Security across managed security
ransomware, on-premises and to meet

attacks, and cloud compliance
breaches requirements
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Guard

against ransomware,
attacks,

and breaches
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Shared Security Responsibility Model in Cloud

On-Premises laas Paas Saas
? 0/ Infrastructure-as-a-Service @ Platform-as-a-Service Software-as-a-Service

Applice Applice Application/DB
Guest O5 Guest 05
Virtualization Virtualization Virtualization
of data breaches are attributed to poor ~pr— TP P

patCh management- Infrastructure Infrastructure Infrastructure

Physical Physical Physical

(O Service Provider Responsibility
@ Service Consumer Responsibility

Automated by Oracle services
Source: Ponemon Institute, Cost and Consequences of Gaps in Vulnerability Response

Oracle CloudWorld Tour Copyright (c) 2023, Oracle and/or its affiliates



Oracle offers a full stack of cybersecurity capabilities

Storage and Database Safeguards

-

Network C& ﬁ @ rQ\C%:’ @
ORACLE “

09he &

Key Secrets Autonomous

Database

Compute and OS j::E
—

Isolated Network Oracle

3 st Autonomous
Bare Metal OS Management Virtualization o

Certificates

Management  Management Data Safe

Signed Hardware e Bk

Firmware Root of Trust Images Compute

Virtual Cloud  Security Lists Network Bastion Dynamic Routing FastConnect NAT Gateway
Network Firewall Gateway

Cloud Security X7
f Identity and Operator Access Edj & ﬁ@ﬁ@n

OCI Identity and
Access Management

Monitoring and Prevention @ @ ;
4 Caud

Cloud Guard Threat Threat Vulnerability Logging Auditing
Intelligence Detector Scanning

Fusion Apps  Security Zones
Detector

Internet and Edge d@‘fﬁ

DDoS WAF for Fusion

Protection Apps

Oracle Cloud Security differentiators
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Oracle database security helps guard against attacks

Built-in capabllities and cloud native services

Attack

Identity and Access
Management (IAM)

Seamless identity
Integration with OCI IAM
helps decrease the risk of
attacks with multi -factor
authentication and role -
based access control

Ed)

Configuration
drift

Data Safe / DB SAT

Continuously assess
your configuration and
users with Data Safe
and database security
assessment tool

Lateral
movement and
data access

Audit Vault
Database Firewall
(AVDF)

Detect suspicious
activity with Audit
Vault and Database
Firewall (AVDF)

Data theft

Advanced Security
and Key Vault

Encrypt the data and
protect encryption
keys with Advanced
Security and Key Vault

Compromised
backups from
ransomware

Zero Data Loss
services

Recover up to the last
valid transaction with
Immutable backups
ZDLRA (Zero Data Loss
Recovery Appliance) and

Attack spread

1
>

|Isolated network
virtualization

Separates
virtualization layer

from the network layer
to protect customer
Instances




Oracle helps you strengthen your cyberresilience f%

Recover completely from the last known trusted state for business continuity

Firewall with
time-randomized
backups

e

]

Complete Backup Sets

‘ Primary

Secondary
Ba(;kup Backup
Appliance Appliance
GA Ljll & & DH
Audit
Trail '
N
SOC

Oracle CloudWorld Tour Copyright (c) 2023, Oracle and/or its affiliates



Oracle helps you strengthen your cyberresilience f%

Recover completely from the last known trusted state for business continuity

Flashback your enterprise to a point in time that you know Is safe

Firewall with
time-randomized

backups
~ Npydid s NI Gz +3
=1\ 2. Complete
: \ recovery from

\

Primary Secondary last-known good
Backup 3. Replay the VALID Backup state
Appliance transactions that Appliance

happened AFTER the

_ ~_Infiltration
DBA/Operations 1. Forensics via

Audit Trall

Primary Site GA LjII's & DAH

SOC
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Oracle helps you strengthen your cyberresilience f%

Recover completely from the last known trusted state for business continuity

Flashback your enterprise to a point in time that you know is safe On-Premise

Firewall with

time-randomized
backups
. , \ Last known “good” state
2. Complete
| recovery from

Primary last-known good

Seco nda

Backup 3. Replay the VALID Backup ‘ state
Appliance transactions that A
ppliance |
happened AFTER the | O rac I e C I ou d
infiltration /

DBA/Operations 1. Forensics via
Audit Trail

“Bunker” Site A

Primary Site
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Simplify

Security across
on-premises and
cloud

15 Oracle CloudWorld Tour Copyright (c) 2023, Oracle and/or its affiliates




QLEd? z%1 ! psNj LH¥ &Il diLjDE d? 'D
different environments =

G 2 LjDpremlises and cloud deployments have different security settings
LIZ2Yy L) 3+ I L] LIWYWps LHF ¢gyz2z2 FLJ2¢ DM

Gt 2¢ D Yy Dz | ¢ Dhatjvepesdrity $9gyiges torpodr Ljodud
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Challenges with complex cloud security tools

20/ Fragmented =) $ ¥ Expensive
H Users

0 A r@ €

vit s

/Nfrastruct

|solated @ \ /A\ Hard to use

Sddy

of breaches involved the human element.

SourceeUE DB A+ I EdZz } {1} NVLYW ADZEyz2gcgdz QI |jSdzll53y LI5S+ dz t &! # DAJ
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https://www.verizon.com/business/resources/reports/dbir/

Oracle provides consistent security

Across all cloud service delivery models, addressing the reality

O

ORACLE

0. FEd

Dedicated Region

Oracle Public cloud

Access OCI cloud services
from 41+ global regions

Oracle Dedicated cloud

Single tenant Oracle Cloud, running
In your data center for data

ORACLE ' residency & datalocalisation
SECURITY
ORACLE ﬁ% ORACLE
Hybrid cloud Other Clouds
Security across cloud and on A Our products work with your
premises other providers

A 12 Azure interconnect regions
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Oracle provides consistent security

Across all cloud service delivery models, addressing the reality

Secure environments with
OCI native security
capabilities as well as
third -party solutions

0 =

Dedicated Region

ORACLE
SECURITY

|
” 4

Protect Oracle &
Databases everywhere *-\\/.—/
with Oracle Data Safe

L

~
,\(ZJ
,b(J

O&

Protect on-premises &
cloud applications with
OCI Web Application
SEE
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ldentical security on
OCI & Dedicated
Region

Centralize visiblility
and control of access
across multicloud and
on-premises
deployments with OCI
|JAM & Access
Governance



Oracle removes the commercial barriers to security

By providing core security at Zero Cost

Simple, Prescriptive & Integrated Security Services

AYou should always push your |
. | .
security features as low in the stack nierprise class

OCI IAM for tenancy OCI IAM Access

as possiblewithout having to pay scministraton dentty Domains  Governance

extrao R N
T Larry Ellison Data Protection 0“@ ‘Fﬂ

Encryption Vault Data Safe Certificates

Posture
Management

V Core Securityfor EVERY
customer at ZERO COST

V No more Security vs ~
Affordability trade-offs g,

Cloud Guard

(including Threat Security Zones Vulnerability Secgrity Th_reat
Detector) Scanning Advisor Intelligence

OS & Workloads %

PI‘O’[e CthI’] Shielded Confidential

Dedicated Host Bastions OS Management ~ Instances ~ Computing

’\, v“. FREE
-y Network
R Protection \
e 1k etwork
p-"/ ) DDoS Protection Security Lists & Firewall

Groups

' Supplementary Security M
: : . FREE
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Deliver

managed security to
meet compliance
requirements



