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Safe harbor statement

The following is intended to outline our general product direction. It is intended for information

purposes only, and may not be incorporated into any contract. It is not a commitment to deliver any

material, code, or functionality, and should not be relied upon in making purchasing decisions. The

development, release, timing, Y I 3 ! DD z351 3 g VyYIln g¢&yLLDZ dz #Dz g Ljll 2z LIS
products may change and remains at the sole discretion of Oracle Corporation.
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'.... - 2019-05-10T12:59:52.212: INFO: OrderAp3212: Order type: Failed,cust: 933373, order: 3997396, region: APAC

zZ1
<May 10, 2019 12:59:50 PM PST> <Error> <Server> <BEM02608> <The Listen Thread closed because of an error>
java.sgl.SQLException: Closed Connection
at oracle.jdbc.driver.SQLStateMapping.newSQLEXxception (SQLStateMapping.java:70)
at processOrders.acme.com(SubmitOrder.java:112)
AT
150510 12:59:45 [ERROR]usr/ sbin/ mysqld: Incorrect key file for table '/ tmp /#sqgl_21b2_0.MYI’; try to repair it
- 150510 12:59:45 [ERROR] Got an error from unknown thread, storage/myisam/mi_write.c:223
-— 150510 12:59:45 [ERROR]usr/ sbin/ mysqgld: Sort aborted: Error writing file '/ tmp/MYK74Kpi' ( Errcode: 28)
Jul 17 22:04:29 router last message repeated 2 times Jul 17 22:04:29 routerdnsprobe [276]: Primary DNS server Is Down...
§ 4 Switching To Secondary DNS server Jul 17 22:05:08 routerdnsprobe [276]: Switching Back To Primary DNS server
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Order Number

- B
I_'EI.' 2019-05-10T12:59:52.212: INFO: OrderAp3212: Order type: Failed,cust: 933373, order: 3997396, region: APAC
] 4
Z7
Error Message .
<May 10, 2019 12:59:50. ... . .. ._.7... <Server> <BEM02608> <The Listen Thread closed because of an error>
java.sql.SQLException: Closed Connection
at oracle.jdbc.driver.SQLStateMapping.newSQLEXxception (SQLStateMapping.java:70)
A - at processOrders.acme.com(SubmitOrder.java:112)
Time Stamp Error Message
- 150510 12:59:45 [ERROR]UsI/ shin/ mysqld: Incorrect key file for table '/ tmp/#sql_21b2_0.MYI’; try to repair it
-— 150510 12:59:46 [ERROR] Got an error from unknown thread, storage/myisam/mi_write.c:223
Q~QZ 150510 12:59:46 [ERROR]usr/ shbin/ mysqld: Sort aborted: Error writing file '/ tmp/MYK74Kpi' ( Errcode: 28)
May 10, 2019 22:04:29 myhost.acme.com: router dnsprobe [276]: dns query failed
4 May 10, 2019 22:04:30 myhost.acme.com: router dnsprobe [276]: Primary DNS server Is Down... Switching To Secondary
§ DNS server
1A May 10, 2019 22:04:30 myhost.acme.com: router dnsprobe [276]: Switching Back To Primary DNS server

Host Name E
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* Data from IBM report: 5000 servers, 125 applications generate in excess of 1.3TB of data per day; 1 TB of log data equals 3
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** Monash Research: Growth in machine -generated data

3%
Operations
oriented metric

97%
unstructured /
semi-structured

AlITe ~ A=Z1Y 21 G*
@i O QQBWAW QQ 2173
40% **

A Ori ~ o

billion log entries




BTN -R

[ee)



=\nm Y |

G=®" BoEn |

9 Copyright © 2020, Oracle and/or its affiliates | Confidential: Internal/Restricted/Highly Restricted




10 Copyright © 2020, Oracle and/or its affiliates | Confidential: Internal/Restricted/Highly Restricted




kN OA noplTb
DY NDBP
@l Tm P

& LV HCAIANEE ee— ICR W& o/ EPSEER




MDrwn
.- £

Linux Secure Logs

FMW WLS Server Logs

Linux Audit Logs

FMW WLS Server Access Logs
Database Audit Logs

Apache Tomcat Access Logs
Linux Syslog Logs

Apache Tomcat Catalina Logs
Database Alert Logs

Linux YUM Logs

SUDO Logs
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TFs TFo

tF2 3 tFe tFa TF 2 TE3
20195 18 2H 38
ZEIET 19 FE e
A&l (UTC+8:00) FrEFAE
2019=18503B Jan 2 23:31:23 lasample_host3 sshd[7840]: reverse mapping checking getaddrinfo for ip.188.230.79.30.volia.net [188.230.79.30] failed - POSSIBLE BREAK-IN
T403:31:23 ATTEMPT!
> Entity = LASample_host3 | Entity Type = Host (Linux) | Log Source = Linux Secure Logs | Host Name (Server) = lasample_host3
2019518038 Jan 2 19:38:56 lasample_host2 sshd[7840]: reverse mapping checking getaddrinfo for ip.188.230.79.30.volia.net [188.230.79.30] failed - POSSIBLE BREAK-IN
13858 ATTEMPT!
ﬁ > Entity = LASample_host2 | Entity Type = Host (Linux) | Log Source = Linux Secure Logs | Host Mame (Server) = lasample_host2
2019518038 Jan 2 18:48:41 lasample_host3 sshd[7840]: Invalid user ubuntu from 188.230.79.30
L1048 ﬂ' > Entity = LASample_host3 | Entity Type = Host (Linux) | Log Source = Linux Secure Logs | Host Mame (Server) = lasample_host3 | Problem Priority
= Medium | Label = Authorization Error, Login Failed, Authentication Error
2019518038 Jan 2 11:43:46 lasample_host3 sshd[7841]: Received disconnect from 188.230.79.30: 11: Bye Bye
F4r03:43:46

*l} > Entity = LASample_host3 | Entity Type = Host (Linux) | Log Source = Linux Secure Logs | Host Name (Server) = lasample_host3 | Label =
Connection Closed
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A (‘L) 4 FFEEE gOReEitse EBEEssitEo
Y _ Linux Secure Logs
‘OB, FMW WLS Server Logs
O QfAeeeb wentogsever o o
wegi 2N T xa Tomet Dataie v iogs
I CQ./\ N EA Y 63 mﬂgs
U l U T ’ % 'Q?’Q‘ @ 1l LogSource @ 1l Host Name (Server) @ 1l
[ T 5 @™ e ————
H 1 ] 1 | A Authentication Error
& 7y  r--a ~ Login Failed
[ Y o8x Authorization Error
Connection Closed
A3 & |-Iigh HTTP Error

. _ B
X y G) 1000 A Q Q Z b Problem Priority @ [l Label @ 1l
2l W Aey wdW |s=rm
i T o P1L Oy U 50
e H § ¥ ( Bio o 1 - l [

. o x ; 5 250 I l I I I B lasample_fmw1 (3,686 “MEX)

2 LQQJJr] OT Al 1 .4:150 Illl!lllllllillillllllll =Iillllllll=llllllll |I B lasample_host] (2,772 AES)
¢ , I.ll..l===.= lllI I--.=. .. II-..--'IIl l--'=.-= E le_h i
n- HJl_ P o 50 B sssggeEN S R oSN =uERg ] sample_host2 (1,687 “PMER)
u B FrEE(E (3,953 MER)
;_:Fgémza TFo fémz I3 EFe6 EFo TE12 T3
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Database : :
Compute =]
; ; ; : = )

Automatic Storage Management Instance|

Time (UTC-7:00) &
10:00:03 PM

Aug 16, 2016,

- Aug 16,2016, - - - - - -

. 10:00:05 PM - . - . [ . ..

OriginaI:Log Content:

Aug 17 05:00:03 rs._host02.oracleads.com nsled[1739]: [784c¢56] connected to LDAP server Idap:/pd-ldap-adc-01.us.oracle.com ... .. ... .........

L ) Targel rs hostO2 | Target Type Host (Llnux) | Log Source Linux Syslog Logs| Host Name (Server) =rs hostOZ oracleads. corn

Aug 17 05 00:05 rs_| host01 oracleaas com abrt[ZT‘l 09]: Can't cd to

'fnaﬂadcﬁzt‘:(]?l‘ifscratchﬁsrrussa!vlew s'r.arage.lierruss-= adcﬁaﬁﬂﬂ st#zombleﬂogfadcﬁ?ﬁums}ohasd (deletad}' No. such file or dlrectory

'ﬂ- Target = rs_hostm_ | Target Type = Host (Llnu;_(:l | Log Source = Linux Syslog Logs | Hosl_ Name {Server) = rs_host(l‘l_.oracleads.com

- 1341

®

S..5299 -

© showing 1-25 of 29296
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ORACLG Management Cloud @ :
emcsadmin v
MyRideShare Dashboard
My Accepted Rides +
240 i
200
» 160
°
8 120
5]
T g
40
0
10 PM 11 PM 12 AM 1AM 5AM 10 AM 11 AM 12 PM 1PM 2PM 3PM
16 Aug 2016 17
A
My Ride Types My Rides Accepted by Region
7.06%
M sanfrancisco
“ M compact
newyork
% . :Trlomy M chicago
6.48 | u- s-\ze boston
minivan . .
W miami
M sporty
37.28% B suv

0.9K 1.2K 1.5K 1.8K
Log Entries
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( Target )
Host (DB)
(" Target )
Host (Web = dioud Agent
.-.. Cloud Agent
."
: ( Target )
Host (DB
(DB)
e Cloud Agent

[
>
-

Gateway with proxy
Optional

Log Analytics
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( Target ) .
Host (DB) Syslog Server Log Analytics
Log File Server
( Target ) OMC Gateway/Agent
Host (Web gcmud Agent
____

DMZ

E SCReSync
-—




LACSo v ns €

| UAOAI &

33

Al

b bl

v

Customer LOg An a|ytICS

Linux Server Proxy
File Server
LACS U™ t Th

0 A®N O %Hosti

21




a

A

C«

g

HL b A
ARO01 hmb WK
" %ol h b OO KT
ROKTIi €

E 4 "EX

“"E4Er e K T
"RO0 W

i O %o\
Ly

n
T

" Z1 0E g,
| p\]l
| P
@ —h




®p 0K

1 X WOANAT ¥3 w1 X

TREEE A TES
51 Fa
EV M NS TEER N BN SR P IREEATE.
EESHTEE  Apache Hive Log Format
28 Regex

IBES TR

BHERET | 2017-03-06T11:57:26,879 INFO [bfa7b56a-f553-417b-a7d9-849723e5447e main] CliDriver: Hive-on-MR is deprecated in Hive 2 and may not be available in the future versions. Consider using a
different execution engine (i.e. spark, tez) or using Hive 1.X releases.

2017-03-06T15:01:55,285 INFO [main] conf.HiveConf: Found configuration file null
2017-03-06T15:01:56,823 WARN [main] common.LogUtils: hive-site.xml not found on CLASSPATH
2017-03-06T15:01:57,380 INFO [main] SessionState:

I nainina initialized tucina confinuration in iarfile-/hame/hadann/hiveflih/hive-ramman-2 1 1 iarl /hive-lnadi? nronartiec Acune: trite

IBESTEATL [ {TIMEDATERS + (w+ s \IIANTNNS + (S +):\s +(.7)

A7SoREEH safr

FEFAEAR
{TIMEDATE}

FER EREL EESTTEET

HF =L
1 Severity
2 Thread
3 Class
4 Message

EEmthEil
(w+)

([N

(\S+)

9

STRING
STRING
STRING

STRING

1588

Log severity level of the message. Examples: "DEBUG", "ERROR", "NOTIFICATION", etc.

A textual identifier for the process thread this log entry is associated with.

The name or identifier of a class. Typically used to indicate a Java (or other programming language) Class

Primary content message body of the log entry
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E-Business Suite

A Concurrent Manager Logs

A Concurrent Request Logs

A Conflict Resolution Manager
Logs

A Internal Concurrent
Manager Logs

A Output Post Processor Logs

A Transaction Manager Logs

A Transaction Logs

A Workflow Notification Mailer
Logs

Siebel

A Component Logs

A Gateway Server Logs

A Name Server Audit Logs

Fusion Applications

A Diagnostics Log

@Wp o Oraclez ¥

PeopleSoft

A Analytics Engine Server
Logs

A Application Analytics Engine
Server Logs

A App Server (APPSRV)
Process Logs

A Monitor Server
(MONITORSRYV) Process
Logs

A Watch Server (WATCHSRYV)
Logs

A Tuxedo Access Logs

A Tuxedo User Logs

A Integration Gateway Error
Logs

A Integration Gateway
Message Logs

A Master Scheduler Server
Logs
Process Scheduler App
Engine Server Logs

A Process Scheduler
Distribution Agent Logs

A Process Scheduler Master
Scheduler Logs

A WLS Server Access Logs

A WLS Server Logs

A WLS Server STDOUT Logs

A WLS Servlet Logs

Oracle HTTP Server (OHS)

A Access Logs

A Admin Logs

A Server Logs

A OPMN Logs

A Diagnostics Logs

Fusion Middleware (WLS)

A Access Logs

A Diagnostics Logs

A Node Manager Logs

A Server Logs

A Standard Out Logs

Bl Publisher

A Server Logs

A JBIPS Logs

IDM

A OAM Server Logs

A OAM Access Logs

A OAM Audit Logs

A OID Audit Logs

A OID Directory Control Logs
OID Dispatcher Logs

A OID Replication Logs

A OID Server Logs

A OID Audit Logs

A OID Monitor Logs

A OID OPMN Logs

24 Copyright © 2018, Oracle and/or its affiliates. All rights reserved. | Oracle Confidential - Internal

Database

A Alert Logs

A Audit Logs

A Trace Files

A Incident Dump Files

A Audit Logs stored in
Database

A Audit Logs stored in DB for
Unified Audit Trall

Listener

A Alert Logs

A Trace Files

ASM

A ASM Alert Logs

A ASM Trace Files

Cluster Ready Services

A Alert Logs

A Daemon Logs

A Disk Monitor Logs

Exadata Cell

A Alert Logs

A Management Server Logs

A Management Server Trace
Logs

MySQL

A Audit XML Logs

A Error Logs

A General Query Logs

A Slow Query Logs

EM Cloud Control Agent

A Agent Logs

A AJTS Logs

A Host Target Event Logs
JVMGC Logs

A PFU Logs

A STDOUT Logs

EM Cloud Control OMS

A OMC Logs

A Access Logs

A Diagnostics Logs

A STDOUT Logs

EM Cloud Services Agent

A Agent Logs

A AJTS Logs

A EMCTL Logs

A Host Target Logs

A JVMGC Logs

A Log Collector Logs,

A PFU Logs

A STDOUT Logs

OoMC

A Compliance Assessment
Result Logs

A Orchestration Service
Output Logs

A Security Monitoring
Analytics Event Format
(XML) Source
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SAP

A Application Startup Logs

A Application Transport Logs

A Developer Trace Log

A Java Server Application
Logs

A Java Server Default Trace
Logs

A VMC Available Logs

@Wp o non-Oraclez ¥

Apache

A Access Logs

A Error Logs

A SSL Access Logs

A SSL Request Logs
Apache Tomcat

A Access Logs

A Catalina Logs

A Error Logs

A Host Logs

Microsfot 1IS Logs

A For FTP Format Logs
A For IIS Format Logs
A For NCSA Format Logs
A For W3C Format Logs
NGINX

A Access Logs

A Error Logs

IBM WebSphere

A WAS Logs

A WAS System Logs
JBOSS

A EAP Log Source

IBM DB2

A Audit Logs

A Diagnostic Logs

Microsoft SQL Server

A Agent Error Logs

A Error Logs

Microsoft Active Directory

A Distributed File System
Replication Logs

A Installation Wizard Logs

A Netsetup Logs

A NtFrsApi Logs

A Linux

A Audit Logs

A Cron Logs

A Mail Delivery Logs

A Secure Logs (+Ubuntu)

A Syslog Logs (+Ubuntu)
Yum Logs

A IPTablesLogs

A SUDO Logs

A Ksplice Logs (Oracle Linux)

Solaris

A ILOM Configuration Log

A Audit Logs

A Install Logs

A SMF Daemon Logs

A SU Logs

A SyslogsLogs

AlX

A Audit Log

A Cron Logs

A Dynamic System Optimizer
Logs

A HACMP Cluster Logs

A SU Logs

A Syslog Logs

Windows

A Application Event

A Security Events

F5

A Big IP Logs

Citrix

A Netscaler Logs

HP ArcSight

A Common Event Format
Source

Bluecoat Proxy

A Squid Logs

A W3C Logs

Juniper

A SRX Syslog Logs

NetApp

A Syslog Logs

+ Logs in Text/XML/JSON Format
+ Logs in Table
+ Logs written to Syslog Listener

A System Events
A Setup Events
A DNS Logs

25 Copyright © 2018, Oracle and/or its affiliates. All rights reserved. | Oracle Confidential - Internal




®0 |Fo X

aO0mOPBSNEY H

miEH TR

HEIRE Y HERMrBELM W HECRPIREFERI S

i®  MySQL Error Logs

MySQL Error Logs

IFZEE File

sofpe omc_mysql_db_instance
MHEES R 1% S Sh3d B iEH TR AT
s Ao TTaE BRAME EFH
MySQL Error Log Body Format « MySQL Error Log Header Format «
BEITE Oracle
SEUESiES FILiER S IR S AR RRIAR A LR B KB
BEER HERREL HETRiseaE rEFER FERFS e ==
s il BEES ydaEmpEtEL v
- S=
S 1588 -
H
{data_dir}/*.err MySQL error log in data directory v

1 mA1mE (1/11I0)

e L MER SR E RS SR SiEETifak. MEHENERAIES.

BEATEENNESE
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mySQL/Oracle/SQL Server

Tomcat/ Jboss/ Weblogic

Linux/AIX/Windows/Exadata

EBS/PSFT

77
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1 HH1 Dha wo
L L3
79 H I S KBRS IR o
4 Sk
TR
SEEZEES Host (Linux) v
o= ik
I SEE
SERE Pl E2])
vm-20190317-frank vm-20190317-frank:4459 vm-20190317-frank
g£1RAIE /1MW
4 FERA R
O e 1EF AT aQ
[} Cisco Syslog Listener Source M port=8503;protocol=TCP
O Fortinet Log Event Logs M var/log/fortinet.*
O Fortinet Syslog Logs SHETL:  port=8509;protocol=TCP
O IPTraf Monitor Logs NMitzl:  /var/log/iptraf/ip_traffic
O Juniper SRX Syslog Logs M{tHET:  port=8506;protocol=TCP
O Ksplice Logs it /var/log/uptrack®
[~3] Linux Cron Logs M {HHEIL:  /var/log/cron®
Linux Exadata Cell Alert Logs i svar/log/eell-alerttlog
Linux Exadata Cell Management Server Trace Logs ML /var/log/cell-ms-odit.trc
(=} Linux Exadata Cell Management Server Logs X /var/log/cell-ms-odl*.log

F 2 WHEHE (1M-20/511 K < 1|23 4 5 6 >
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A odu-client upload --
properties upload.prop

A .zip, gz, tgz , tar

5;5" I )
zCzhE R
TS _CEK s
[ ® ® >
B REEHE ==
==t frank_upload_syslog
B
%
1%
BFR W& R
hp_syslog.log 737.5 KB [ ]
(1/15m)
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error id

~
D)

mi

ad Ew
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Time (UTC+8:00)

Sep 19, 2016
10:05:17 PM

Sep 19, 2016
10:05:15 PM

Sep 19, 2016
231.45PM

Sep 19, 2016
23142 PM

Sep 19, 2016
23142 PM

Sep 19, 2016
23142 PM

Sep 19, 2016
23142 PM

Sep 19, 2016
10:05:55 PM

Entity

frank171017db

frank171017db

frank171017db

frank171017db

frank171017db

frank171017db

frank171017db

frank171017db

Entity Type
Oracle Database

Instance

Oracle Database
Instance

Oracle Database
Instance

Oracle Database
Instance

Oracle Database
Instance

Oracle Database
Instance

Oracle Database
Instance

Oracle Database
Instance

Log Source
frank Database

Alert Logs new

frank Database
Alert Logs new

frank Database
Alert Logs new

frank Database
Alert Logs new

frank Database
Alert Logs new

frank Database
Alert Logs new

frank Database
Alert Logs new

frank Database
Alert Logs new

Host Name (Server)

'‘JUNHZHAN-CN'

‘JUNHZHAN-CN'

'‘JUNHZHAN-CN'

‘JUNHZHAN-CN'

'‘JUNHZHAN-CN'

'JUNHZHAN-CN'

‘JUNHZHAN-CN'

'JUNHZHAN-CN'

Error ID

ORA-00600

ORA-00600

ORA-00600

ORA-04031

ORA-04031

ORA-04031

ORA-04031

ORA-00313

b i S 53
EOracle
Support !

s | g/
EOracle
Support !

iR | 85
ZEOracle
Support !
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Geolocation

v BiEHR

Destination IP

Client Host Continent

Client Host Continent Code

Client Host Country

Client Host Country Code

Client Host Region

Client Host Region Code

Client Host City

Client Coordinates

EETAES

hn

HGE




