
: : 
19c

῎ 11 ‼ Ї ᾨ Ԝ Ḫ῎ᴭ
ᴰ Ї ῇ ῇ ϼ

ԓ ⅎ
2020 5 13 ҏ 11:00

Frank ZhangЇ Ԝ ” Ҙ



Log Analytics Cloud Service
ᶢ҈ᶽᾭὯ￼ᴵ ‘ῄỐ֫ק

Frank Zhang
Cloud Platform

2020



Safe harbor statement

The following is intended to outline our general product direction. It is intended for information 
purposes only, and may not be incorporated into any contract. It is not a commitment to deliver any 
material, code, or functionality, and should not be relied upon in making purchasing decisions. The 
development, release, timing, ƴǁƷ ǃǅƼƶƼǁƺ ǂƹ ƴǁǌ ƹƸƴǇǈǅƸǆ ǂǅ ƹǈǁƶǇƼǂǁƴƿƼǇǌ ƷƸǆƶǅƼƵƸƷ ƹǂǅ ƨǅƴƶƿƸEǆ 
products may change and remains at the sole discretion of Oracle Corporation.
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2019-05-10T12:59:52.212: INFO: OrderApp-3212: Order type: Failed, cust: 933373, order: 3997396, region: APAC

<May 10, 2019 12:59:50 PM PST> <Error> <Server> <BEA-002608> <The Listen Thread closed because of an error> 
java.sql.SQLException: Closed Connection

at oracle.jdbc.driver.SQLStateMapping.newSQLException (SQLStateMapping.java:70)
at processOrders.acme.com(SubmitOrder.java:112)

150510 12:59:45 [ERROR] /usr/ sbin/ mysqld : Incorrect key file for table '/ tmp /#sql_21b2_0.MYI'; try to repair it
150510 12:59:45 [ERROR] Got an error from unknown thread, storage/myisam/mi_write.c:223
150510 12:59:45 [ERROR] /usr/ sbin/ mysqld : Sort aborted: Error writing file '/ tmp /MYK74Kpi' ( Errcode: 28)

Jul 17 22:04:29 router last message repeated 2 times Jul 17 22:04:29 router dnsprobe [276]: Primary DNS server Is Down... 
Switching To Secondary DNS server Jul 17 22:05:08 router dnsprobe [276]: Switching Back To Primary DNS server
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2019-05-10T12:59:52.212: INFO: OrderApp-3212: Order type: Failed, cust: 933373, order: 3997396, region: APAC

<May 10, 2019 12:59:50 PM PST> <Error> <Server> <BEA-002608> <The Listen Thread closed because of an error> 
java.sql.SQLException: Closed Connection

at oracle.jdbc.driver.SQLStateMapping.newSQLException (SQLStateMapping.java:70)
at processOrders.acme.com(SubmitOrder.java:112)

150510 12:59:45 [ERROR] /usr/ sbin/ mysqld : Incorrect key file for table '/ tmp /#sql_21b2_0.MYI'; try to repair it
150510 12:59:46 [ERROR] Got an error from unknown thread, storage/myisam/mi_write.c:223
150510 12:59:46 [ERROR] /usr/ sbin/ mysqld : Sort aborted: Error writing file '/ tmp /MYK74Kpi' ( Errcode: 28)

May 10, 2019 22:04:29 myhost.acme.com: router dnsprobe [276]: dns query failed 
May 10, 2019 22:04:30 myhost.acme.com: router dnsprobe [276]: Primary DNS server Is Down... Switching To Secondary 
DNS server 
May 10, 2019 22:04:30 myhost.acme.com: router dnsprobe [276]: Switching Back To Primary DNS server

₉∕Ḻεᴦ♪ῑҭөַײӠ α ḑβ
Order Number

Error Message

Time Stamp

Host Name

Error Message 
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ᾧὰẦᴧ ֳ￼ᾺᶚῄỐ

Server, storage, network, 
platform, and applications

* Data from IBM report: 5000 servers, 125 applications generate in excess of 1.3TB of data per day; 1 TB of log data equals 3 bi llion log entries
** Monash Research: Growth in machine -generated data

ῄỐᾭὯ
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3% 
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>1.3 TB*
of data /

day
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E-Business Suite
Å Concurrent Manager Logs
Å Concurrent Request Logs
Å Conflict Resolution Manager 

Logs
Å Internal Concurrent 

Manager Logs
ÅOutput Post Processor Logs
Å Transaction Manager Logs
Å Transaction Logs
ÅWorkflow Notification Mailer 

Logs 
Siebel
Å Component Logs
ÅGateway Server Logs
Å Name Server Audit Logs
Fusion Applications 
Å Diagnostics Log

PeopleSoft
Å Analytics Engine Server 

Logs
Å Application Analytics Engine 

Server Logs
Å App Server (APPSRV) 

Process Logs
ÅMonitor Server 

(MONITORSRV) Process 
Logs

ÅWatch Server (WATCHSRV) 
Logs

Å Tuxedo Access Logs
Å Tuxedo User Logs
Å Integration Gateway Error 

Logs
Å Integration Gateway 

Message Logs
ÅMaster Scheduler Server 

Logs
Process Scheduler App 
Engine Server Logs 

Å Process Scheduler 
Distribution Agent Logs 

Å Process Scheduler Master 
Scheduler Logs 

ÅWLS Server Access Logs 
ÅWLS Server Logs 
ÅWLS Server STDOUT Logs 
ÅWLS Servlet Logs 

Oracle HTTP Server (OHS)
Å Access Logs
Å Admin Logs
Å Server Logs
ÅOPMN Logs
Å Diagnostics Logs
Fusion Middleware (WLS)
Å Access Logs
Å Diagnostics Logs
ÅNode Manager Logs
Å Server Logs
Å Standard Out Logs
BI Publisher
Å Server Logs
Å JBIPS Logs 
IDM
ÅOAM Server Logs
ÅOAM Access Logs
ÅOAM Audit Logs
ÅOID Audit Logs
ÅOID Directory Control Logs 

OID Dispatcher Logs
ÅOID Replication Logs
ÅOID Server Logs
ÅOID Audit Logs
ÅOID Monitor Logs
ÅOID OPMN Logs

Database
Å Alert Logs
Å Audit Logs
Å Trace Files
Å Incident Dump Files
Å Audit Logs stored in 

Database
Å Audit Logs stored in DB for 

Unified Audit Trail 
Listener
Å Alert Logs
Å Trace Files
ASM
Å ASM Alert Logs
Å ASM Trace Files
Cluster Ready Services
Å Alert Logs
Å Daemon Logs
ÅDisk Monitor Logs
Exadata Cell
Å Alert Logs
ÅManagement Server Logs
ÅManagement Server Trace 

Logs
MySQL
Å Audit XML Logs
Å Error Logs
ÅGeneral Query Logs
Å Slow Query Logs

EM Cloud Control Agent
Å Agent Logs 
Å AJTS Logs
Å Host Target Event Logs 

JVMGC Logs 
Å PFU Logs
Å STDOUT Logs
EM Cloud Control OMS
ÅOMC Logs
Å Access Logs
Å Diagnostics Logs
Å STDOUT Logs
EM Cloud Services Agent
Å Agent Logs
Å AJTS Logs
Å EMCTL Logs
Å Host Target Logs
Å JVMGC Logs
Å Log Collector Logs, 
Å PFU Logs
Å STDOUT Logs
OMC
Å Compliance Assessment 

Result Logs
ÅOrchestration Service 

Output Logs
Å Security Monitoring 

Analytics Event Format 
(XML) Source
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SAP
Å Application Startup Logs
Å Application Transport Logs
Å Developer Trace Log
Å Java Server Application 

Logs
Å Java Server Default Trace 

Logs 
Å VMC Available Logs

Apache 
Å Access Logs
Å Error Logs
Å SSL Access Logs
Å SSL Request Logs
Apache Tomcat
Å Access Logs
Å Catalina Logs
Å Error Logs
Å Host Logs
Microsfot IIS Logs
Å For FTP Format Logs
Å For IIS Format Logs
Å For NCSA Format Logs
Å For W3C Format Logs
NGINX
Å Access Logs
Å Error Logs
IBM WebSphere 
ÅWAS Logs
ÅWAS System Logs
JBOSS
Å EAP Log Source

IBM DB2
Å Audit Logs
Å Diagnostic Logs
Microsoft SQL Server
Å Agent Error Logs
Å Error Logs
Microsoft Active Directory
Å Distributed File System 

Replication Logs
Å Installation Wizard Logs
Å Netsetup Logs
Å NtFrsApi Logs

Å Linux 
Å Audit Logs
Å Cron Logs
ÅMail Delivery Logs
Å Secure Logs (+Ubuntu)
Å Syslog Logs (+Ubuntu)
Å Yum Logs
Å IPTablesLogs
Å SUDO Logs
Å Ksplice Logs (Oracle Linux) 
Solaris 
Å ILOM Configuration Log
Å Audit Logs
Å Install Logs
Å SMF Daemon Logs
Å SU Logs
Å Syslogs Logs
AIX
Å Audit Log
Å Cron Logs
Å Dynamic System Optimizer 

Logs
Å HACMP Cluster Logs
Å SU Logs
Å Syslog Logs
Windows 
Å Application Event
Å Security Events
Å System Events 
Å Setup Events
Å DNS Logs

F5 
Å Big IP Logs
Citrix 
ÅNetscaler Logs
HP ArcSight
Å Common Event Format 

Source
Bluecoat Proxy 
Å Squid Logs
ÅW3C Logs
Juniper 
Å SRX Syslog Logs
NetApp 
Å Syslog Logs 

+ Logs in Text/XML/JSON Format
+ Logs in Table
+ Logs written to Syslog Listener 
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m̀ySQL/Oracle/SQL Server

T̀omcat/ Jboss/ Weblogic

L̀inux/AIX/Windows/Exadata

ÈBS/PSFT
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Åᵘҧ ιҐҊẪιUI

Åodu-client upload --
properties upload.prop

Å .zip , .gz , .tgz , .tar
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