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Preface

This document describes Workstation setup for Oracle Hospitality OPERA Property Management
Version 5.5 and higher. This document has been customized for information specific to for the Radisson
Hotel Group (RHG).

Customer Support
To contact Oracle Customer Support, access My Oracle Support at the following URL:
https://support.oracle.com or via phone at 800-249-0683.

When contacting Customer Support, please provide the following;:

® Product version and program/module name

® Functional and technical description of the problem (include business impact)
® Detailed step-by-step instructions to re-create

® Exact error message received and any associated log files

e Screen shots of each step you take

Documentation
Oracle Hospitality product documentation is available on the Oracle Help Center at
http://docs.oracle.com/en/industries/hospitality/

Revision History

Date Description of Change

June, 2016 Initial publication.

July, 2016 Minor updates

April, 2018 Updates to reflect current version information.
May, 2018 Minor updates
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1 Workstation Operating System Requirement

To run Oracle Hospitality OPERA Property Management Version 5.5 and higher, your workstation must
use one of these operating systems:

e Windows 7 Professional Edition

e Windows 8 Professional Edition
e Windows 10 Professional Edition
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2 Installing the Java Runtime Client

1. Oracle recommends the latest version of Java Runtime Environment (JRE) but, the specific
versions of JRE used during QA of an OPERA patch can be found in the application release notes.

2. Log on to the workstation with a user account that has local administrator rights.

3. Download the required JRE version from one of these pages:
http://www.oracle.com/technetwork/java/javase/downloads/jre8- downloads-2133155.html

a. The page below will open, click the button for “Accept License Agreement” under Java SE
Runtime Environment.

Sign InRegister Help Country » Communities « lama., = |wantte.. ~ Search Q

ORACLE’

Products Solutions Downloads Store Support Training Partmers About | OTN

Deacks TechnoloQy Natwork > Java > Jiwa SE > Dowmloads

dava SE COwvendiew | Dowmioads | Docsmentaion | Commueity | Technoingies | Training Java S0Ks and Toots
LwaEE & Jira SE
Jivd EE nd Glagshish
A A= Java SE Runtime Environment 8 Downloads 5
Java SE Suppor Do you wand 10 N Java ™ pIograms, of 50 you wanl 10 davelop Java programs? B you want 1o run & Jam ME
dava 5E Advanced & Sule Jarea programs, but not develop them, download the Aava Runtime Emdaonment, or JRE™ & Java Cag
dava Embedded 1T you wand fo develop applicabons for Liva, download the Java Development KiL of JOR™ The J0K & HalBeans IDE
Lav D8 includes the JRE, 5o you do not have b downlosd both separately. & Jarra Mission Caetl
et Tier JRE BUTT Chiscizum X R
Jave Card -
Ty Java SE Runtime Environment | S —
You musi accept the Oracle Binary Code License Agreement for Java SE in download this & Technical At
[———— 3a ‘saftware. P
Demes and Videos

Communsty % Accept License Agreement Decline License Agreement 3
ava Magazine Product | File Description Fila Size Download ij

Linux 238 4506 MB jre-8u| -lnun-S2% rpm & Jara Magazing

Linux x38 54 MB Jre-Bu’ <S35 far gz & Jaa et

Linin w54 45MB oSy -t rpm o

Linu: w54 GRATMB  jro-fu -bwgid b g2 & Doveloper Training

e OF X G42TMB  re-Bu -macoscotd dmg § Tuhorialy

Mac OF X S585MB  pe-fu -macosoobd Lan ge -

Solaris SPARG 6458 521MB  jro-Bu -solaris-sparced tar gz & Jirr. com

windows -4 eng
WiNHows-xE4 tar g

re-Bu
Fo-gu

4. Next to Windows x86 Offline, click the link jre-xxxx-windows-i586.exe to begin the download.
Note: Only 32-bit versions of the JRE are supported with OPERA.

5. When asked if you want to run or save from download.oracle.com, click Run.

q [Ruan Sae b

Do you want to run or seve jre-Bu  -windows-iS8exe (5.4 MEB) from downlosd.orscle.comT 5

Cancel

6. Click the Java icon on the taskbar.
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Welcome to Java

Java prowdes safe and secwre access 2o the world of amanng lava
content. From Butiness SohBions 1o helphd wlties and entertanment. lave
W makes your internet expenence come to e

Note: No personal information 5 gathered as part of our wstall process.
Lhck here 1o more mformation ¢n what we &0 collect

Chek nstall 1o accept the Bianis sireamart and imizall s now.

1] Change destnation feidser [ Comcel | [iomai> ]|

7. On the Java Setup - Welcome screen, click Install. After the installation has completed, the Java

Setup- Uninstall out-of-date versions screen may appear.
" owe Setup - Uniatl et of oty varvems oS e

/1. Outof-Date Java versions Detected

Your machme @ ot ool 10r enous seturty nwinesbies. B o Moty
1ecoowmended That you pxomptly umnglad Ot -of ‘Gate ver 3o
$o2 Lot of the Java Vernoss

Ohch Unestal”™ 10 remove out-ol-date versons sow b

Waming Uninstaling oot of - Gate versions of Jova may cavne some Ohder
Aed BOOMCIRON 10 PO longer VA Niore ef e

[ Raed e Latae | [ Conutad > ]
8. Click Uninstall.

9. C(lick the Microsoft Windows Start button.
J See more results

| configure javd

10. Click in the Search programs and files field, type configure java and then press Enter.
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11. On the Java Control Panel screen, click the Security tab.

@J Java Control Panel

| General I Java ‘ Security | Advanoedl

Enable Java content in the browser

Security level for applications not on the Exception Site list
() Very High

Only Java applications identified by a certificate from a trusted authority are allowed to run,
and only if the certificate can be verified as not revoked.

@ High
Java applications identified by a certificate from a trusted authority are allowed to run, even if
the revocation status of the certificate cannot be verified.

Exception Site List
Applications launched from the sites listed below will be allowed to run after the appropriate security

prompts.

N [Click Edit Site List...

: o add items to this list. Edit Site List....

! i

i Restore Security Prompts | [ Manage Certificates... |

o

o

|

||

o

I oK ] [ Cancel ] | Apply
12. Click Edit Site List....

|4 Exception Sie List

Appications bunched Som the stes lnted below will be alowed £ run after the accrogriate securty
promots.

“d FLLE and HTTP protocols are consdered a securnty k.
We recommend uaing HTTPS sites where svalable.

13. On the Exception Site List screen, click Add.

i E Stetne —— i

Acchcators lanched hrom Be stes lnted below sl be slowed 19 after B aopracriste secunty
woph

Locasen

i FRE and MTTP profocols are conmdered & securty
We recommend usng HTTPS stes shere svalisbie.
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14. Click in the Location field, enter your OPERA application URL with http and then click Add.
For example, depending on your OPERA application version and hosted location, your URLs

should look something like:
RHWest:
http://rhwest.radissonhotels.com

RHEast:
http://rheast.radissonhotels.com

15. Click in the Location field, enter your OPERA application URL with https and then click Add.

For example, depending on your OPERA application version and hosted location, your
RHWest:
https:// rhwest.radissonhotels.com

RHEast:
https:// rheast.radissonhotels.com

Also for both environments Add:
https://10.38.242.* & http://10.38.242.*
https://10.38.250.* & http://10.38.250.*

Note: Do not enter a URL that includes ‘OAM’, also do not include any paths beyond the
hostname which ends in .com.

16. On the Java Control Panel screen, select the Advanced tab.

16

Internet Options ? X

General Security Privacy Content Connections Programs Advanced

Settings

Enable DOM Storage ~
[ Enable Enhanced Protected Mode™

n
[ send Do Not Track requests to sites you visit in Interet E
[ usessL 3.0
[ ses 10

[JUseTs 1.1
17 UseTLS 1.2
|

“Takes effect after you restart your computer

Reset Internet Explorer settings
ssettings to ther defaut | pagar,

unusable state,

@  some settings are managed by your system administrator.

Gl

17. Ensure that the Use TLS 1.2 check box is checked. If not, select it.
Note: Older releases of OPERA 5 may also require SSLv3 or TLS1.0 to function.

18. Click Apply and then click OK.

19. Close Microsoft Internet Explorer, open it again, and log into OPERA.
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3 Setting Microsoft Internet Explorer Options

There are several places where changes need to be made to the client machine’s Microsoft Internet
Explorer options. Depending on your browser version, the steps below may differ.

OPERA 5 requires the use of Microsoft Internet Explorer. RHG recommends using Internet Explorer 11.

Note, Google Chrome, Mozilla Firefox, Microsoft Edge, and other browsers are not supported.

Adding Trusted Sites

1. Log on to the workstation with a user account that has local administrator rights.

2. Open Microsoft Internet Explorer.

3. Select the Tools menu.

4. Click Internet options.

Search [mages

e e R B e o o o

5. On the Internet Options screen, select the Security tab.

File Edit View Favorites [Iliid) M= °

Delete browsing history...
InPrivate Browsing

Tracking Protection,..
ActiveX Filtering

Fix connection problems...
Reopen last browsing session

Add site to Start menu

View downloads
Pop-up Blocker
SmartScreen Filter

Manage add-ons

Compatibility View
Compatibility View settings
Subscribe to this feed...
Feed discovery

Windows Update

F12 developer tools

4 ﬁ Internet options

Ctrl+Shift+Del
Ctrl+5Shift+P

Ctrl+)

RHG Workstation Operating System Requirement
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6. Click the greengcheck mark for Trusted sites.
5

Internet Options ?

‘ General | Security |Pr|vaqf I Content I Connections | Pr 6 Irdvanced

Select a zone to view or change security se

@ & JFQ

Internet ana\lr[:‘\%anet IEEERE]  Restricted
sites

Trusted sites

8
f This zone contains websites that you h

b4 trust not to damage your computer or
your files.
‘You have websites in this zone,

Security level for this zone
Allowed levels for this zone: All
Medium

7 - Prompts before downloading potentially unsafe
q 1 content

- Unsigned ActiveX controls will not be downloaded

["]Enable Protected Mode (requires restarting Internet Explorer)

Custom level... Default level

/ ‘ Reset all zones to default level ‘

13

7. Under Security level for this zone, change it to Medium.

8. Click Sites.
Compatiity View Setings —

T,J Change Compatibility View Settings
L
A

Add this website:

Websites you've added to Compatibility View:

10 Remove

V| Display intranet sites in Compatbility View
| Use Microsoft compatibility lists
Learn more by reading the [nternet Explorer privacy statement

| Cose

9. C(lick in the Add this website to the zone field.

10. Enter your OPERA application URL.
For sites that have multiple application servers for OPERA or for load-balanced environments,
ensure that all URLs are entered.
For Hosted Sites Add:
a. *radissonhotels.com
b. https://10.38.242.* & http://10.38.242.*
1. https://10.38.250.* & http://10.38.250.*
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11

12

13

14

. Click Add.
. Click Close.
. Click Custom Level and click Enable for these Settings:

e ActiveX Controls and plug-ins
e Miscellaneous

. Click OK.

Turning off Pop-up Blocker

1.

2.

On the Internet Options screen, select the Privacy tab.

1
Internet Options 7=

‘ General | Security ‘ Privacy ‘Conbent | Connections | Programs | Advancedl

Settings
Select a setting for the Internet zone.
Medium

- Blocks third-party cookies that do not have a compact

privacy policy

- Blocks third-party cookies that save information that can
— be used to contact you without your explict consent

- Restricts first-party cookies that save information that

«can be used to contact you without your implicit consent

[ Sites ] [ Import ] l Advanced ] Default

Location

] Never allow websites to request your Clear Sites
physical location

Pop-up Blocker

Turn on Pop-up Elocker

InPrivate

Disable toolbars and extensions when InPrivate Browsing starts

.@- Some settings are managed by your system administrator.

[ 0K H Cancel H Apply ]

Deselect the Turn on Pop-up Blocker option.

RHG Workstation Operating System Requirement
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Changing Advanced Settings

1.

2.

RHG Workstation Operating System Requirement

On the Internet Options screen, select the Advanced tab.

Select the Use TLS 1.2 check box.

Note: Older releases of OPERA 5 may also require SSLv3 or TLS1.0 to function.

Internet Options ?

Settings

Enable DOM Storage "
[ Enable Enhanced Protected Mode™

Enable Integrated Windows Authentication™

Enable native XMLHTTP support

Enable Windows Defender SmartSareen

[ send Do Not Track requests to sites you visit in Interet E
[ usessL 3.0

[ useTis 1.0

2 [JUseTs 1.1
UseTLS 1.2

Warn about certificate address mismatch™

[] warn if changing between secure and not secure mode.

Warn if POST submittal is redirected to a zone that does n
~

< >

“Takes effect after you restart your computer
Restore advanced settings

Reset Internet Explorer settings

Resets Internet Explorer's settings to ther default Reset..,
condition.

You should rly use this if your browser is in an unusable state.

@  some settings are managed by your system administrator.

== I

X

General Security Privacy Content Connections Programs Advanced

<+

Click Apply.

Click OK.

1
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Disabling Add-ons

1. Click the Tools icon from Internet Explorer.

2. Click Manage add-ons.

Print

File

Zoom (100%)
Safety

Add site to Apps

View downloads

F12 Developer Tools
Go to pinned sites

Compatibility View settin

Report website problems

Internet options

About Internet Explorer

Manage add-ons h 2

() g 3 —

Ctrl+J

gs

3. Go to the appropriate type of add-ons and find the one you want to “Disable” and Right- click

a. Select Disable.

Mame

(Mot verified) Think Tank Labs LLC
WinToFlash Suggestor

ClientConnect LTD K

BS Player ControlBar B Too
BS Player ControlBar B Too
Microsoft Corporation
Groove Folder Synchroniza
Office Document Cache H

Publisher

Columns
Group by
Sort by

Copy
More information

Groove GF5 Browser Helper

Mot Available

4. Everything should be Disabled except for Java & Adobe items.

RHG Workstation Operating System Requirement

Microsoft Corporation

Status

Enabled

nabled
Enabled

Disabled
Disabled
Disabled

-~

L
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Disabling SmartScreen Filter

1.

2.

3.

RHG Workstation Operating System Requirement

] [T | b

Settings

Allovs active content from CDs to run on My Computer™ &
Allows active content to run in files on My Computer™
Allows software to run or install even if the signature is inv
Block unsecured images with other mixed content

Check for publisher's certificate revocation

Check for server certificate revocation™

Check for signatures on downloaded programs

Do not save encrypted pages to disk

Empty Temporary Internet Files folder when browser is cl
Enable 64-bit processes for Enhanced Protected Mode™
Enable DOM Storage

Enable Enhanced Protected Mode™

Enable Integrated Windows Authentication™

Enable native XMLHTTP support

Enable SmartScreen Filter -

DOREROOOO

n

=
v
]

*Takes effect after you restart your computer

Restore advanced settings
Reset Internet Explorer settings
Resets Internet Explorer's settings to their default
condition. =

You should only use this if your browser is in an unusable state.

[ o ][ canca [ appy

I

On the Internet Options screen, select the Advanced tab.

General.l Secumyl Privacy | Content | Connecmnsl Progiamsl Advanced L

Click OK.

Scroll down to the Security section and unselect the Enable SmartScreen Filter check box.
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4 Installing Client-Side Applications
If you do not want the OPERA Login Page to automatically install the software required by JInitiator
when you log in, follow these procedures to preinstall all the required client utilities.

Installing the RegTermUtility

1. Ensure the workstation can connect to the application server.
a. [Ensure you are logged into the workstation as an Administrator.
b. Close all Internet browsers, including Opera.

2. Install the RegTerm utility using your environment’s URL:
a. RHWest: https://rhwest.radissonhotels.com/installregterm.exe
b. RHEast: https://rheast.radissonhotels.com/installregterm.exe
c. Premise: https://YourOPERAURL/installregterm.exe

Installing OPERA Print Control
The Print Control is loaded along with the Adobe Object and checks for printer availability and status. If

it is not automatically installed, perform the step below to enable stream printing to work within OPERA.

1. Install OPERA Print Control using the following URL in your browser:
a. RHWest: https://rhwest.radissonhotels.com/installoperaprintctrl.exe
b. RHEast: https://rheast.radissonhotels.com/installoperaprintctrl.exe
c. Premise: https:// YourOPERAURL /installoperaprintctrl.exe
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Installing Adobe Acrobat Reader

If installing the client utilities from the OPERA login, the Adobe Acrobat Reader installation starts

automatically while installing OPERA Print Control.

* Please make sure that workstation has Adobe X or DC installed *

Known Issues

Issue: Workstation Terminals do not Register even with all the above Completed
Sometimes the workstation terminals do not register even with all the above completed.

Solution

1. In Microsoft Internet Explorer, click Tools, click Internet Options, click the Security tab, click Trusted
Sites, click Custom level..., and set these Security Settings:

File Edit View Favorites Help

Internet Options ? X

General Security Privacy Content Connections Programs Advanced

Select a z0ne to view or change security settings.

@ ¢ vV O

Internet  Localintranet Restricted
sites
Trusted sites e
#  This zone contains websites that you
W' trustnot to damage your computer or
your fies.
You have websites in this zone.
Security level for this zone
Allowed levels for this zone: All
Medium
- Prompts before downloading potentially unsafe

content
- Unsigned ActiveX controls will not be downloaded

Enable Protected Mode (requires r Internet Explorer)

Custom level... Defauit level

Reset all zones to default level

0 Some settings are managed by your system administrator.

[ ==

-

Security Settings - Trusted Sites m

¥ Delete browsing history... Ctrl+Shift+Del
" InPrivate Browsing Ctrl+Shift+P
Enterprise Mode
Turn on Tracking Protection
P ActiveX Filtering
M Fix connection problems...
‘ Reopen last browsing session
Add site to Apps
View downloads Ctrl+)
I Pop-up Blocker >
Windows Defender SmartScreen Filter >
Manage media licenses
Manage add-ons
Compatibility View settings
Subscribe to this feed...
Feed discovery >
Performance dashboard Ctrl+Shift+U
F12 Developer Tools
Report website problems
Internet options
—— = — ==
-
Security Settings - Trusted Sites Zone - u
Settings
] -
1#| Allow ActiveX Filtering
[l () Disable
(@) Enable = I
1#| Allow previously unused ActiveX controls to run without pron =
() Disable
(@) Enable
@) Allow Scriptlets
() Disable
O Enable
@ Prompt
|| Automatic prompting for ActiveX controls
() Disable
@ Enable
|#| Binary and script behaviors
() Administrator approved
() Disable -
< I | »

*Takes effect after you restart your computer

Reset custom settings

Reset to: [Medium(default) V] ’ Resat... ]

Lo |

Cancel ]

Settings

o |

JCa} Binary and script behaviors

() Administrator approved
() Disable
@ Enable
|#| Display video and animation on a webpage that does not use

(@) Disable
() Enable

¢ Download signed ActiveX controls
() Disable
O Enable
@ Frompt

¢ Download unsigned ActiveX controls
() Disable
() Enable
(@) Prompt

¥ Initialize and script ActiveX controls not marked as safe for =
O Disable

] I | r

El

*Takes effect after you restart your computer

Reset custom settings

Reset to: [Medtum (default) - ]

s

oo 1

Cancel

RHG Workstation Operating System Requirement
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ety Setine z_

Settings

() Disable
() Enable
(@) Prompt

() Disable
(@) Enable
|#| Run ActiveX controls and plug-ins
() administrator approved
O Disable
(@) Enable
() Prompt
|#| Run antimalware software on ActiveX controls
O Disable
@ Enable
|#| Script ActiveX controls marked safe for seripting™
() Disable

L)} Initialize and script ActiveX controls not marked as safe for P8

|#| Only allow approved domains to use ActiveX without prompt

< I | 3

|
i |

El

*Takes effect after you restart your computer

Reset custom settings

Besetto: | edium (default) |

cancel |

ety St e z_

Settings

[CH] Script ActiveX controls marked safe for scripting™®
() Disable

() Enable
(@) Prompt

] I | »

=x)
-

*Takes effect after you restart your computer

Reset custom settings

Reset 0 | Medium (default) v

cancel |

ety Setine z_

Settings

() Disable
(@) Enable

O Disable
() Enable

@ Prompt

() Disable
@ Enable

|| Display mixed content
() Disable
() Enable
(@ Prompt

|} Allow script-initiated windows without size or position constrjes

| Allow webpages to use restricted protocols for active conten

| Allow websites to open windows without address or status b

] I | 3

|
i |

*Takes effect after you restart your computer

Reset custom settings

Reset to: [Medium(defauh) '] [

Reset...

cancel |

2. If configuring the above still does not allow the terminal to register or Java to launch, we recommend

uninstalling all client side components and then deleting the Opera folder at C:\Program Files

(x86)\ Micros Systems, Inc\ Opera.

3. Also delete the Opera folder at C:\ProgramData\ Oracle\ Opera.

If you cannot delete these folders, this means that some process is still running and a workstation restart

may be needed.

RHG Workstation Operating System Requirement
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4. After restarting the workstation, reinstall all client-side components (RegTerm, Adobe Reader, Jinit,
Java JRE, OperaPrintCtrl, and ScreenWiz, as Administrator user.

5. If TermReg is still not working, then try Restore advanced settings and Reset... on the Advanced tab
as seen below:

T

|General | Security | Privacy | Content | Connections | Programs| Advanced |_

Settings

=
|| use software rendering instead of GPU rendering™
@ Accessibility
["] Always expand ALT text for images
[ | Enable Caret Browsing for new windows and tabs
["| Move system caret with focus/selection changes
I | Play system sounds
|| Reset text size to medium for new windows and tabs
["| Reset zoom level for news windows and tabs
[~ Browsing
|| Always recard developer console messages
[ Close unused folders in History and Favorites*
[ Disable script debugging (Internet Explorer)
[ Disable script debugging (Other)
[ Display @ notification about every script error -

] M | b

Cml»

*Takes effect after you restart your computer

Restore advanced settings
Reset Internet Explorer settings

Resets Internet Explorer's settings to their default
condition. —

‘You should only use this if your browser is in an unusable state.

o] (o ) o]

6. On the Privacy tab, deselect (turn off) Pop-up Blocker:
e

Internet Options

I |General | Secnmy| Privacy | Content | Connections | Programs | Ad\fanced‘

Settings

To set a standard privacy level instead of using custom
settings, click the Default button.

Custom

- Advanced or imported settings

| Sites | [ Import ] l Advanced H Default ]

Location

B Mever allow websites to request your Clear Sites
physical location =

Pop-up Blocker

[CJirurn on Pop-up Blocker; Settings
InPrivate

Disable toolbars and extensions when InPrivate Browsing starts

T ) o [t ]

7. Then close the browser and launch again.
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I[ssue: Opera Workstation Undefined or Keeps Prompting to Install RegTerm,
OperaPrintCtrl, Adobe Each Time Login Screen is opened

Depending on the version of OPERA installed and other software running on the workstation, it is
possible to encounter an issue documented in Oracle support document ID 2193783.1.

When opening the shortcut to access the OPERA login screen, the prompt to install TermReg, JinitCheck,
OperaPrintCtrl, and Adobe keep popping up, even if these have already been installed.

Or

Terminal Name remains UNDEFINDED even though TermReg has been installed.

Cause
1. This could be due to the Anti-Virus program on the workstation stopping the install from
completing or blocking access to certain OPERA component files located in folders such as:

a. C:\program files (x86)\micros systems, inc\opera\*
b. C:\programdata\oracle\opera\*

2. It could be due to the Windows User having insufficient rights to install or access the OPERA
components.

3. TermReg.ini might need to be manually created in the correct location.

Solution
See the above reference support document for solution options that include re-running some of the
installers as administrator, temporarily disabling AV file locking, or manually creating the required files.

[ssue: Java Security Warning
If this Security Warning message keeps coming up follow the steps below to stop it.

Solution — Step 1
1. First, always Click “Don’t Block”.
Security Waming | — —

Uiy  Block potentially unsafe components from being run?

Application: eftclient
Java has discovered application components that could indicate a securi

concern. Contact the application vendor to ensure that it has not been tampered
with.

{1) The application contains both signed and unsigned code.
More information
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Solution — Step 2
1. Open the workstation Control Panel and click on Java

Adjust your computer's settings Viewby: Smallicens =

¥ Action Center
U Backup and Restore

Credential Manager
[ Desktop Gadgets

& Display

Flash Player (32-bit)
=1 Getting Started

Intel® HD Graphics
& Keyboard

@ Mail 32-bit)

B2 Notification Area lcons

& personalization

Administrative Toals
3] Biometric Devices

4 Date and Time

&8 Device Manager

B DivX Control Panel (32-bit)
Folder Options

*& HomeGroup

Internet Options

ﬂ Lenovo - Microphone Mute
F Mouse

45 Parental Controls

[ Phene and Modem

[5g AutoPlay

Kl Color Management
@ Default Programs
oy Devices and Printers
@ Ease of Access Center

J4 Fonts

ﬁ,lndexmg Options

(2] Java « 2

Location and Other Sensors
:.: Metwork and Sharing Center

M Performance Information and Tools

3@ Power Options

Programs and Features B Realtek HD Audio Manager i Recovery
& Region and Language ™ RemoteApp and Desktop Connections & Sound

& Speech Recagnition
\alL, Taskbar and Start Menu
B Windows CardSoace

® Sync Center
Troubleshooting

B Windows Defender

18 System
8, User Accounts
¥ Windows Firewall
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Click on Advanced Tab
Scroll down to Mixed Code (sandboxed vs. trusted) security Verification

Select Enable — Hide warning and run with protections
Click Apply
2

Click OK
B java Control Panel S =] B3

General | Java | Security Advanced |

v Warn if site certificate does not match hostname :'
[~ Show site certificate from server even ifitis valid
Mixed code (sandboxed vs. trusted) seauity verification
" Enable - show warning if needed
© Enable - hide warning and run with protections
" Enable - hide warning and don't run untrusted code
(" Disable verification (not recommended)
Perform certificate revocation checks on
" Pubksher's certificate only
@ All certificates in the chain of trust
(" Do not check (not recommended)
Check for certificate revocation using
" Certificate Revocation Lists (CRLs)
+{" Online Certificate Status Protocol (OCSP)
(* Both CRLs and OCSP
Advanced Security Settings
iV Use certificates and keys in browser keystore
[V Enable bladdist revocation check
[V Enable caching password for authentication
[~ Use SSL 2.0 compatible CentHelo format _er
«| | »

¢ e o | | 5|

Solution — Step 3 Change User Account Control Settings
1. Click the start button

—
(]

2. Inthe search programs and files Type UAC

ok wnN

|uac x | | Shut down | ¥ |

3. Click on Change User Account Controls settings
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4. Here slide down to Never Notify

1#) User Account Control Settings - — =

Choose when to be notified about changes to your computer

User Account Control helps prevent potentially harmful programs from making changes to your computer.
el me mere about User Account Control settings

Always notify

Never notify me when:

®  Progrems tryto install software or make changes to
my computer

®  Imake changes to Windows setings

Not recommended. Choose this only if you need to

use programs that are not certified for Windows 7
# - because they do not support User Account Control.

Never notify

5 |

5. Click OK
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5 Setting Adobe Acrobat Reader Preferences

Depending on your Adobe Acrobat Reader version, the steps below may differ.
1. Open Adobe Acrobat Reader outside of the application.

2. Select Edit, select Preferences, select Updater, and select the Do not download or install updates
automatically option.

~ Check for updates
Adobe recommends that you automatically install updates.
 Automatically install updates

" Automatically download updates, but let me choose when to install them

Q‘F Do not download or install updates automatically

3. Select Edit, select Preferences, select General, and unselect the Enable Protected Mode at startup
check box.

[™ Enable Protected Mode at startup

4. Select Edit, select Preferences, select Security (Enhanced), and unselect the Enable Enhanced
Security check box.

™ Enable Enhanced Security

5. Select Edit, select Preferences, select Security (Enhanced), and select the Automatically trust
sites from my Win OS security zones check box and verify that the OPERA URL is listed.

~Privileged Locations

¥ Automatically trust sites fram my Win OS security zones
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