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Transforming Oracle Database Patching in Hybrid
and Multicloud with Fleet Maintenance

Standardize and strengthen database security posture
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Principal Product Manager
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Safe harbor statement

The following is intended to outline our general product direction.
It is intended for information purposes only, and may not be
incorporated into any contract. It is not a commitment to deliver
any material, code, or functionality, and should not be relied
upon in making purchasing decisions. The development, release,
timing, and pricing of any features or functionality described for
Oracle’s products may change and remains at the sole discretion
of Oracle Corporation.
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Automate database lifecycle operations
Database Lifecycle Management (DBLM) Pack

Compliance
with security

policies
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Protect from breaches

Automated security patch recommendations, intuitive interface to
consolidate, upgrade, patch and secure assets

Audit and manage compliance

Regulatory and industry standards (CIS, STIG, HIPAA, PCI-DSS, custom)
Secure infrastructure with Oracle Autonomous Health Framework
EXAchk

Manage configuration drift and deviation

Baseline definition and compare to detect differences, export/import
baselines between development and production

Automate repetitive provision and clone activities
Deploy standardized database configuration

Multiple interfaces - REST APIs, EMCLI and Ul




Modernize your security compliance and patching process

Patch to secure, Standardize and track
encrypt to protect configuration sprawl

45% of breaches were due to
misconfigurations’

26% of breaches? are due to
unpatched and unencrypted
systems

Risk management
and compliance

#2in IT risk assessment priorities

Manage elevated

privileges
More than 50% of breaches
leveraged weak credentials
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Strengthen security with streamlined quarterly patching
Secure databases across hybrid environment with Fleet Maintenance

Fleet Maintenance AutoUpgrade and FPP

On-premises Exadata Cloud ‘j @
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Azure
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Guided Intelligent Workflows Robust Operational Control
« Automated vulnerability assessment « Consistent interfaces — API, CLI and Ul
«  Smart security patch recommendations «  Scheduling flexibility for reduced downtime
* Fleet level end-to-end patch operations «  Troubleshoot, retry, and resume with procedure activity

«  Lower OpEx with one solution for hybrid environments
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Fleet Maintenance Hub
Single interface for streamlined patch operations

Core capabilities
« Automated vulnerability assessment

ORACLE Enterprise Manager Cioug Control 13

« Assess security patch recommendations
« Evaluate impacted gold images

« Refresh images and update databases

Benefits
* Fleet level end-to-end patch operations

« Lower OpEx with one solution for hybrid
environments

« Scheduling flexibility to deploy and update
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Gold Image management
Seamless workflow in Fleet Maintenance Hub

| Create new image with all recommended security and performance patches
Refresh existing image with all recommended security and performance patches

Make a version of gold image Current
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ORACLE Enterprise Manager Cloud Control 13¢ ..l Enterprise ¥ Iargels v * Eavorites ¥ @ History ¥ '& Setup ¥ O\
eamless end-to-en eet leve ;
Fleet Maintenance Hub Page Refreshed Sep 20, 2 PoT4)
v th SaveReport || Refrash Patch Recommendations 12 PAeb recommendaions upders
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I nteg ratl o n WIt h FI e et Target Subscription Patch Recommendations for Images Target Patch Compliance
Database Grid Infrastructure Database Grid Infrastructure
Maint Hub ) ; 1 ; ‘
alntenance Ru 13 a 3 40 3
3 2 2
ES
W Subscribed B Not Subscribed B Up-to-date B Images with patch recommendations B Compliant B Not compliant
Target Subscription  Patch Recommendations for Images  Target Patch Compliance
- -
Identify patches to include, create 2=
Image Name Target Family Release Platform Patch Recommendations Subscribed Targets Target Compliance Actions
- GL19% Grid Infrastructure 19.00.0.0 Linux_AMD64 (] 3 —— 3333%
new or refresh ima getoup date p—— Datase e0000 —— F R —— ry— e £75%
19cDBN-Linux-x64-Apps Database 19.0.0.0.0 Linux x86-64 © 2 Create newversion 24 (Contains 4. 28 PDBs) ——100%

affected database targets
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Consolidate and standardize Oracle Homes

Reduce configuration sprawl and OpEx

Configuration sprawl
» Pollution with too many configurations of Oracle Home
» Higher OpEx for managing multiple configurations
* Increases exposures to risks

Software Standardization Advisor

 Advisor scans fleet of database configuration
variations

» Get version and patch recommendations to standardize

« Reduce number of versions and patches across
enterprise

Streamline operations
» Automate software upgrade and patching

» Keep current with versions and patches available from
Oracle
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Variations of Oracle Home configurations for each version

JIE T

I/l
JOIE R

AL AT
M

12c+Security patches  12c+Perf patches  19¢ for Commodity 19c¢ for Exadata 19c+

|

il
||

12c

=
O
(¢]

19c+

Standardize on well-defined configurations for each database version




Control privileged access to production systems
Patch databases with secure credentials

Overview Secure Patch Model - Encrypted Password Exchange

* Manage access to critical systems by users with elevated privileges
* Leverage PAM framework to integrate any PAM solution

PAM Providers Fleet Maintenance

+ Enterprise Manager retrieves user privileges, on-demand over password Request

encrypted connection via tokens [:7,CYBERARK .._..
W © SEF Y-

- lhl BeyondTrust HashiCorp Encrypted Exchange
Fleet Maintenance

» Seamless integration with PAM for host and database credentials

* Acquire and release tokens only for required procedures \. J

* No credentials are saved locally in Enterprise Manager

Credentials
Benefits Normal Host Credentials * Preferred Named
» Enhanced security for critical systems ot v
. Reduced risk of data breaches Privilege Host Credentials * Preferred Named
g o_a Select a credential v
» Improved operational efficiency
Database Credentials Preferred Named
Select a credential v
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Continued innovations to modernize database operations
New capabilities to secure databases and audit for patch compliance

* NFS Storage type support
» Create and import gold images using NFS storage options
» Efficient deployment to multiple hosts

* Reduce number of copies and files by storing image in NFS
reference location

» Audit for patch compliance
» Assess patching history for update and upgrade operations
» Export to csv for sharing with auditors

» Convert single instance DataGuard physical standby to
administrator managed cluster database

* Rollback failed updates for single instance or RAC database
operations

» Variables for Oracle Home path and working directory

» Enables easier bulk updates and upgrade by deploying
multiple Oracle Homes on the same host within same job
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Filters Applied
From (Start Time)
To (Start Time)

Total number of records

Target Name
noncdb
PROD

DEV

ERP
noncdbl2c
CRM13¢c

ERP

4/1/2024 16:00
8/14/2024 6:36
7
Target Type Task Status Submitted By Start Time End Time Patches
oracle_database DEPLOY COMPLETED PATCHADMIN  6/14/2024 6:33 6/14/2024 7:01 [29517242 29517243 29517244]
oracle_database DEPLOY COMPLETED PATCHADMIN  6/14/2024 6:33 6/14/2024 7:18 [29517242 29517243 29517244]
oracle_database DEPLOY COMPLETED DBADMIN 8/14/2024 6:33 8/14/2024 7:28 [29517242 29517243 29517244]

oracle_database DEPLOY,UPDATE COMPLETED DBADMIN
oracle_database DEPLOY,UPDATE COMPLETED DBADMIN
oracle_database DEPLOY,UPDATE COMPLETED DBADMIN
oracle_database DEPLOY,UPDATE COMPLETED ERP-DBA

5/14/2024 6:33 5/14/2024 8:00 [29517242 29517243 29517244]
7/14/2024 6:33 7/14/2024 8:08 [29517242 29517243 23517244]
5/14/2024 6:33 5/14/2024 7:58 [29517242 29517243 29517244]
B/13/2024 7:35 8/13/2024 8:43 [29517242 29585399 35943157 35967489]




Preview

What Next?

Preview to upcoming innovations to modernize database operations

» Patch databases in Dataguard configuration — primary and secondary oL/
in one flow ﬂ % f
E &
» Patch databases in EM groups (static, dynamic) or based on target ’\{%
properties (cost center, location, name and more) f@%@\
&)
» Audit for Patch Compliance — extend existing patching history ? : —
2381
» Gold Image/Version CRUD operations management PRIMARY \@ STANDBY

» Create software image using out-of-box Oracle shipped gold image

ORACLE Enerprise Wanagar i oo 13 Bapeons @ e W Quenne Bhaews O ness.

» Exadata Cloud fleet of CDB-level patching — extend PDB-level to - - |
support CDB patching =2 i
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Customer example
Before vs. after DBLM Pack adoption

Objective

Ensure secure Oracle Databases implementation process - apply Critical
Patch Updates (CPUs) as they come out, with other critical patches to

Nationwide'  Watch the video ensure HA of business applications per company defined requirements

Requirements
« Automation to deploy, upgrade and patch all types of database homes
Faster adoption of cloud platforms Greater compliance & standardization . Migrate from non-mu‘titenant to multitenant
v o - Enhance security posture by detection of violations for internal audit
. - Business outcome
. o » Leverage Fleet Maintenance Hub to identify vulnerabilities and patch
. o recommendations for databases in on-premises data center and AWS
h . «  100% of databases patched every quarter

2014 2019 202 2014 2019 2022 — Previously 70% patching 1 year prior to DBLM

mVeritas mStandalone mRAC mRaciNode mVM mDBaaS mwEC2 mExadata 9.2 102 ®111 ®112 121 E19x

» Consistently beat max. patch time goal 30 min
- Avg. 12-15 min/patch

» Consolidated non-multitenant to multitenant Databases using DB
clone management capability

* Has automated patching for ~2300 DBs & ~1300 SIHA /cluster and
300+ databases in AWS E
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https://youtu.be/TXdifd_LCJ0?list=LL&t=417

Demonstration

Fleet Maintenance Hub



Q&A
Learn More Oracle Cloud Free Tier

Web: oracle.com/enterprisemanager

Videos: youtube.com/OracleEnterpriseMgr Always Free

Services you can use for
unlimited time

==

30-Day Free Trial

Free credits you can use for
more services

Blogs: blogs.oracle.com/observability

Docs: http://docs.oracle.com/en/enterprise-manager

Try it now

Hands-on-labs

www.oracle.com/cloud/free
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oracle.com/manageability
http://youtube.com/OracleEnterpriseMgr
http://blogs.oracle.com/observablity
https://docs.oracle.com/en/enterprise-manager/cloud-control/enterprise-manager-cloud-control/13.5/index.html
https://apexapps.oracle.com/pls/apex/dbpm/r/livelabs/view-workshop?wid=574
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