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Optimize On-premises Oracle Database Patching
with Fleet Patching and Provisioning

Leverage Enterprise Manager’s rich features with FPP

Romit Acharya
Principal Product Manager
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Safe harbor statement

The following is intended to outline our general product direction.
It is intended for information purposes only, and may not be
incorporated into any contract. It is not a commitment to deliver
any material, code, or functionality, and should not be relied
upon in making purchasing decisions. The development, release,
timing, and pricing of any features or functionality described for
Oracle’s products may change and remains at the sole discretion
of Oracle Corporation.
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Fleet Patching and Provisioning (FPP)

Features

Out of place patching RHPCTL and API
an

11.2.0.4, 12c¢, 18c, 19¢, 21¢, and beyond

Upgrade and patch databases

958

It
wlp

B8 g
Zero downtime upgrade and Gl patching 5

Database Instance Oracle RAC & RAC One CDB level patching

Custom user actions

. Oracle Restart Grid Infrastructure Data Guard configurationsﬁ/
Automate with DevOps tools =G =[5 ﬁ
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Exadata Commodity o
Interfaces - RHPCTL and APIs . On-premises hardware

Fleet Patching and Provisioning Solution
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Streamlining quarterly patching to strengthen security
Secure databases across hybrid environment with Fleet Maintenance

Fleet Maintenance FPP
& 42
On-premises Exadata Cloud ‘j R}
API CLI ul
D mm Microsoft QWS On-premises

@ ¥ Terraform o

CHEF ANSIBLE
Guided Intelligent Workflows Robust Operational Control
. Automated vulnerability assessment . Consistent interfaces — API, CLI and Ul
. Smart security patch recommendations . Scheduling flexibility for reduced downtime
. Fleet level end-to-end patch operations . Troubleshoot, retry, and resume with procedure activity

. Lower OpEx with one solution for hybrid environments
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Adopting Enterprise Manager for FPP patching efficiency

Onboarding blueprint

Existing users

» Discover Cluster in Enterprise Manager
» Register FPP Server using APl or CLI

» Auto submission of Sync job

* Opt-In or Opt-Out Images

Deployment of new FPP Server

« Use EM automation solution to provision
« Register FPP Server using APl or CLI

* Auto submission of Sync job

« Create new images in Enterprise Manager

Next steps

* Ready to use EM Fleet Maintenance API/CLI/UI for
end-to-end patch operations
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Fleet Maintenance Hub

One-stop place for streamlined patch operations

Core capabilities

« Automated vulnerability assessment

« Assess security patch recommendations
« Evaluate impacted gold images

« Refresh images and update databases

Benefits
* Fleet level end-to-end patch operations

« Lower OpEx with one solution for hybrid
environments

« Scheduling flexibility to deploy and update
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Added value for FPP with Database Lifecycle Management

Security, usability, operational control enhancements

FPP customers must license Database Lifecycle Management (DBLM) pack for Enterprise

Manager driven operations

Secure your data center with built-in mature solutions

& 4o

Lifecycle management Patch recommendations Configuration sprawl

Standardization

Higher productivity Security patches

Automate complex and Deploy recommended Use well defined secure

time consuming tasks for patches with ease, configurations, reduce

database patching reduce breaches maintenance and risks
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Security compliance

Compliance

Secure assets with out-
of-box standards and

audit for compliance

Inventory insight

Reduce cost

Get insight into inventory
utilization, reduce CapEx,
and OpEx




Identify, debug and recover from patching issues faster

o =

Summary
Monitoring
Job

Reports
Configuration

Compliance

Provisioning and Patching

Procedure Activity

Quality Management
My Oracle Support
Cloud

Chargeback

Consolidation

»

Frocedure Library
Software Library

Bare Metal Provisioning
Database Provisioning
Middleware Provisioning
Patches & Updates
Saved Patches

Linux Patching

Single pane of glass for
monitoring and managing
patching/upgrade
operations

Quickly identify what Total control of the deployment

things went wrong by procedures. Stop, Suspend,
looking at exact logs Resume, Retry, Delete and
Reschedule

A 4

Deployment Procedure Manager
Procedure Library Procedure Activity Recycle Bin

All deployment procedures in various stages of their lifecycle are shown below. Set the refresh settings to update the page automatically. Click on the link in the Run column to get mere details on that run.

Search Text Fields

Edit Permissiuns...lstoplSuspend|Re:un1e Retry | Delete | Reschedule

Select | Run

E Advanced Search

| Status | Procedure

Type | Owner | Start Date Last Updated

. Fleet_UPDATE_SALES_03_04_2020_18_14 31_971_PM
SoftwareMaintenance_Attach_CDB_SYSMAN_07_09_19_10_00_910
CYRUS - Tue Jul 09 2019 09:51:20 EDT_CREATE_51_48_1
Fleet_UPDATE_HR_07_09_2019_08_25_12_627_AM
DEPLOY_HR_SYSMAM_07_09_2019_08_07_34 749_AM
Fleet_migrate_SALES_07_09_2019_08_02_46_526_AM
DEPLOY_SALES_SYSMAN_07_09_2019_07_47_04_710_AM

CreateGoldImageProfile_SYSMAN_07_04_2019_07_06_AM

Running  Fleet Maintazinence Procedure

Succzeded Software Life Cycle Management Procedura
Succeeded Process Cloud Request

Succeeded Fleet Maintainence Procedure

Succeeded Fleet Maintainence Procedure

Succeeded Fleet Maintainence Procedure

Succesded Fleet Maintainence Procedure

Oracle Database Provisioning SYSMAN Mar 4, 2020 6:14:35 PM EST  Mar 4, 2020 6:14:42 PM EST
Oracle Database Provisioning SYSMAN Jul 9, 2019 10:00:50 AM EDT Jul 9, 2019 10:01:04 AM EDT
Cloud Framework Request  CYRUS  Jul 9, 2019 9:51:51 AM EDT  Jul 9, 2019 9:54:45 AM EDT
Oracle Database Provisioning SYSMANM Jul 9, 2019 8:25:16 AM EDT  Jul 9, 2019 8:33:41 AM EDT
Oracle Database Provisioning SYSMAN Jul 9, 2019 8:07:40 AM EDT  Jul 9, 2019 8:20:59 AM EDT
Oracle Database Provisioning SYSMAN Jul 9, 2019 8:02:49 AM EDT  Jul 9, 2019 8:04:19 AM EDT
Oracle Database Provisioning SYSMAN Jul 9, 2019 7:47:07 AM EDT  Jul 9, 2019 7:59:50 AM EDT

Succzeded Create Database Profile Deployment Procedure Database Profile Creation SYSMAN Jul 4, 2019 7:06:26 AM EDT  Jul 4, 2019 7:16:01 AM EDT
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Debug and recover from patching issues faster

Procedure Activity: Fleet UPDATE_SALES_03_04_2020_18_14_31_971_PM

Status and elapsed
time of the —
procedure

b +/ Elapsed Time: 12 minutes, 33 seconds I

Procedure Steps

View w

Selec Name

Show

o 4 Update or Switches Oracle Instances

(] Initialize Patch DB Deployment

(] Create the paramaters file for scfli

[} Execute cusiom pre script

All Steps

All Steps

Failed Steps

r| Action Required Steps

Steps Not Skipped

Completed with Error Steps

v

.

(] 4 Switch Database

Deployment
procedure steps and
status

] 4 Switch Oracle Database

Select a deployment

procedure to view <+——
detailed information

Initialize Patch DB Deployment Procedure

Blackout listeners and affected databases

4 For all hosts : Steps for source Cracle home

A

Disable DG Configuration

Shutdown database instance from

Migrate DB Instances for Patching

4 For all hosts : Steps for destination Oracle h

A

Start DB Instances from Destinatio

Migrate tnsnames and listener entr

Rollback Patches

Apply PSU/Patches on the databaz

o £ £ L < L«

of L L L L L«

<

Migrate DB Instances for Patching »

+/ Migrate DB Instances for Patching [ Job summary |+, Download

View Data Real Time: Manual Refresh v & |
Procedure Actions

[ Switch to Stack Vie

Actions  w

Type Directive Start Date Mar 4, 2020

1047 PMEST

I e L B R L

Update and Retry

Incident

» Step filter

Completed  Mar 4, 2020

Date 6:15:52 PM EST
Step: Inline transfer and execution of the Software Library Entities (Succeeded)
Start Date  2020.03.04 18:15:47
Completed Date 2020.03.04 18:15:47
Targets
Inline mode not allowed, will run in normal mode

Step: Create Staging Directory (Succeeded)

Start Date 2020.03.04 18:15:49
Completed Date 2020.03.04 18:15:49

Targets

Created /imp/JOB_A@1895B3E7166CC6ER531200B00ATFAE

Step: Transfer setup environment and Software Library Entity properties file (Succeeded)

a ate
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Deployment
procedure actions

Deployment

— procedure step

actions

Deployment

— procedure detailed

information




Demonstration

FPP Server registration and Fleet Maintenance



Q&A
Learn More Oracle Cloud Free Tier

Web: oracle.com/enterprisemanager

Videos: youtube.com/OracleEnterpriseMgr Always Free

Services you can use for
unlimited time

==

30-Day Free Trial

Free credits you can use for
more services

Blogs: blogs.oracle.com/observability

Docs: http://docs.oracle.com/en/enterprise-manager

Try it now

Hands-on-labs

www.oracle.com/cloud/free
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oracle.com/manageability
http://youtube.com/OracleEnterpriseMgr
http://blogs.oracle.com/observablity
https://docs.oracle.com/en/enterprise-manager/cloud-control/enterprise-manager-cloud-control/13.5/index.html
https://apexapps.oracle.com/pls/apex/dbpm/r/livelabs/view-workshop?wid=574
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