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Database Lifecycle Management Pack (DBLM)
Automate database lifecycle operations
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Protect from breaches
Automated security patch recommendations, intuitive interface 
to consolidate, upgrade, patch and secure assets

Audit and manage compliance 
Regulatory and industry standards (CIS, STIG, HIPAA, PCI-DSS, 
custom) Secure infrastructure with Oracle Autonomous Health 
Framework EXAchk

Manage configuration drift and deviation

Baseline definition and compare to detect differences, 
export/import baselines between development and production

Automate repetitive provision and clone activities

Deploy standardized database configuration

Multiple interfaces – Console, REST APIs, and EMCLI

Secure 
configurations

Patch to harden

Rapid 
provision 
and clone

Consolidate to 
Multitenant

Compliance 
with security 

policies

Database 
Lifecycle 

Management
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Modernizing your security compliance addresses key business concerns
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Misconfigurations and insecure configuration changes are preferred 
ways for bad actors to exploit and get hold of sensitive information.Misconfigurations

Risk Management
and Compliance

Business interruption implies revenue loss. Reputation / negative 
brand can reduce market value. May face penalties besides additional 
scrutiny. Customers with bad experience may not return. 

Administrative 
Privileges

Lack of security policies with principles of least privileges to users for 
database components leads to anomalous behavior.

Breaches due to 
insecure 

configuration

45%

IT risk 
assessment 

priority

#2

Privileged 
credential 

abuse

74%



Security configuration management
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Configuration security

• Automated detection of configuration at fleet-level

• Ensure configuration consistency between primary and standby 
for seamless failover

• Remediation and rollback – either revert or update baseline

• Compliance framework allows drift to align with security policies

Benefits

• Enhanced security – detect unauthorized changes

• Operational efficiency – faster problem resolution

• Consistency across environments – standardized configurations

• Cost reduction – managing sprawl

DB_BLOCK_SIZE 8192

OPEN_CURSORS 100

SGA_MAX_SIZE 32768

PGA_AGGREGRATE_TARGET 4096

AUDIT_TRAIL db

AUDIT_TRAIL = none

Associate database targets

DB_BLOCK_SIZE 4096

Configuration drift: automated detection and remediation



Automate security compliance across full stack 
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Secure entire stack assets, and reduce risks

Stack Security Compliance

Oracle 
Databases

• CIS benchmark guidelines

• DISA STIG security controls

• DBSAT based assessments

• Oracle security best practices

Hosts

• PCI-DSS compliance

• HIPAA privacy rules

• DISA STIG security controls

• Import XCCDF based policies

Exadata 
Systems

• AHF EXAchk health and 

security best practices 

Stack 

Security 

Compliance

• Stack security posture by continuous 

monitoring

• Security policy management across 

heterogeneous targets and hybrid 

environments 

• Leverage industry, and regulatory standards

• Audit security reports for compliance

• Reduce DBA time by auto-remediation of 

security violations



Safeguard databases with compliance best practices
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Protect data through out-of-box security controls

Center for Internet Security (CIS)

• Certified support of CIS benchmarks for Oracle Database 12c and 19c

• Unified & Traditional auditing profiles for Single Instance, Pluggable & Cluster

• Out-of-box or customizable policies to align security requirements

Security Technical Implementation Guide (STIG)

• DoD published standards for Oracle Database 12c and 19c

Oracle security best Practices

Database Security Assessment Tool (DBSAT) 3.1 

• Security assessment of configuration, risky users and sensitive data

• Sensitive data discovery to identify sensitive data and its residency

Database Security Compliance

Oracle 
Databases

• CIS benchmark guidelines

• DISA STIG security controls

• DBSAT based assessments

• Oracle security best practices
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Connection and login 
restrictions

Block unauthorized 
access to data and 
services by setting 

access rules

User access and 
authorization 

restrictions

Implement Users, 
privileges, grants, and 

access control list 
(ACL)

Parameter settings

Ensure auditing is 
enabled, listeners are 

confined and 
appropriate 

authentications 
configured

CIS benchmarks for Oracle 
Database

Continuous vulnerability management
Ensure mission-critical databases are secure

Secure configuration
Automate database configuration to security policies

Minimize administrative privileges
Restrict privileges to users and monitor activities

Analysis of audit logs
Audit database activities, and protect audit trail from 
targeted alterations



User access and authorization restrictions
Minimize administrative privileges
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Principles of least privilege – grant 
privileges only for the job to get done for 
ongoing security checks and to align with 
internal security policies

Restrict *ANY*, EXP*, and IMP* 
privileges

Enterprise Manager compliance checks 
restrictions are in place, flags any 
violations, and auto-remediate

Enterprise Manager compliance check
• Monitors excessive System, Object and 

Role privileges
• Monitors excessive Table and View 

privileges

CIS Benchmark Controls Ensure the 'ALL’ is Revoked from Unauthorized ‘GRANTEE’ on ‘AUD$’

Rationale
Permitting non-privileged users authorization to manipulate SYS.AUD$ table can 
allow distortion of audit records, hiding unauthorized activities

Remediation AUDIT ALL ON AUD$ FROM <grantee>;

CIS Controls v8

3.3 Configure Data Access Control Lists
Configure data access control lists based on a user’s need to know. Apply data access 
control lists, also known as access permissions, to local and remote file systems, 
databases, and applications

Implementation Group IG 1 – Essential Cyber Hygiene

SYS.AUD$ table contains all audit records for the database of non-Data Manipulation Language (DML) events, 

such as ALTER, DROP, CREATE, and so forth. Unauthorized grantees should not have full access to that table



CIS critical security controls implementation
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Implementation Groups (IGs)

• Essential Cyber Hygiene

• Minimum security controls

• 56 foundational safeguards 

IG1 IG2

• Additional safeguards, builds 

on top of IG1

• 74 in addition to IG1 controls

IG3

• Secure sensitive data

• 23 in addition to IG1 and IG2 

controls

Enable or disable auditing

Login authentication attempts

Revoke EXECUTE from PUBLIC on 
packages

Revoke EXECUTE from PUBLIC on 

DBMS_CREDENTIAL package

pdb_os_credential setting 

determines what OS user will be 

utilized to run jobs at OS level

Apply remote user’ OS roles to DB 

management

Ensure DBA users are not 

authenticated by remote OS to 

allow access to databases with full 

authorization



Comprehensive security checks for Exadata ecosystem
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Databases Database Servers Infrastructure

Security

Checks for taints, limits, 
insecure configuration, 

network separation

Performance
Exadata critical issues, verify 
memory allocations, network 

fabric, latency

Availability
Exadata critical issues, 

database protection, verify HA 
services startup 

Scalability
Verify database instances, 
memory allocation, SCAN 

listeners, parameters

Lightweight and non-intrusive compliance check framework for Oracle Exadata Engineered systems designed 

to check and secure Oracle stack of software and infrastructure components ensuring seamless, reliable and 

secure database services for users

Oracle Autonomous Health Framework EXAchk

Comprehensive security checks for Exadata ecosystem



Common use cases

Oracle Exadata System security and compliance

• Detect, analyze issues and violations

• Automated remediation to comply 
with security policies

• Audit for compliance with reports

Risk management & audits

• One management tool for hybrid 
environment: Exadata on-premises, 
and Exadata Database Service

• Dedicated Engineered Systems tab 
in Compliance Dashboard

• Native EXAchk report for continuity

• Improved customer satisfaction

User experience

• Customer onboarding to configure 
and manage compliance

• Fleet level compliance insights of 
hybrid Exadata systems

• Day to day operational consistency 
with no unplanned status changes

• Cost efficiency gains with automated 
remediations 

Operational efficiency
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Fleet-level health checks

Exadata compliance management

Database Instance Best Practices InfiniBand Switch Best Practices

Cluster Database Best Practices ASM Best Practices

Oracle Home Best Practices High Availability Service Best Practices

Host Best Practices Systems Infrastructure Switch Best Practices (RoCE)

Cluster Best Practices Virtual Server Best Practices

ASM Cluster Best Practices Virtual Platform Best Practices

Storage Server Best Practices
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Oracle Exadata Database Machine

AHF EXAchk System Best Practices for Oracle 
Engineered System 

Fleet level association of Engineered Systems for 

immediate health checks

All components in each Exadata will automatically 

get associated to its corresponding compliance 

standards

Exadata

On-premises

Exadata 
Database Service

Cloud@Customer

Oracle Cloud 
Infrastructure

Oracle Exadata Infrastructure

AHF EXAchk Exadata Infrastructure Best 
Practices for Oracle Engineered System 
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Demo : Assess compliance posture with CIS Benchmark v1.2.0
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Database configuration security and compliance

• DBSAT 3.1 support for SI, RAC, and Multitenant

• CIS Oracle Database 19c Benchmark v1.2.0.next

• Oracle Database STIG Version 3, Release 2

Oracle Linux 9 configuration security and compliance

• Security Content Automation Protocol (SCAP) based standards

• NIST, STIG, PCI-DSS and Standard Security Profile

Upcoming security compliance standards

Preview

SCAPDBSAT 3.1



Web: oracle.com/enterprisemanager 

Videos: youtube.com/OracleEnterpriseMgr

Blogs: blogs.oracle.com/observability

Docs: http://docs.oracle.com/en/enterprise-manager

Try it now  

Q&A 
Learn More

Always Free
Services you can use for 
unlimited time

www.oracle.com/cloud/free

30-Day Free Trial
Free credits you can use for 
more services

Oracle Cloud Free Tier

Hands-on-labs

15 Copyright © 2024, Oracle and/or its affiliates  

oracle.com/manageability
http://youtube.com/OracleEnterpriseMgr
http://blogs.oracle.com/observablity
https://docs.oracle.com/en/enterprise-manager/cloud-control/enterprise-manager-cloud-control/13.5/index.html
https://apexapps.oracle.com/pls/apex/dbpm/r/livelabs/view-workshop?wid=574
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