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Application DatabaseMiddleware

Oracle Fusion 
Middleware 

Non-Oracle 
Middleware 

End-to-end IT assets needed for your business’ systems



Middleware

Discover, Monitor, Alert, 
Administer.. 
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Enterprise Manager 13.5 MW Certifications

• Oracle Fusion Middleware 
• Oracle WebLogic Server 
• Oracle Access Manager 
• Oracle Analytics Server 
• Oracle Coherence
• Oracle Data Integrator
• Oracle Forms & Reports
• Oracle Golden Gate
• Oracle HTTP Server
• Oracle Identity Manager 
• Oracle SOA & OSB
• Oracle Tuxedo
• Oracle WebCenter

• Non-Oracle Middleware *
• Apache Tomcat  8, 8.5, 9, 10
• IBM WebSphere Application Server  8.5.5.x, 9.0.5.x
• JBoss Enterprise Application Platform 6, 7
• Microsoft IIS 10

12.2.1.4 & 14.1.2 *

* Support for FMW 14.1.2 and new targets in Non-Oracle middleware are planned for EM 24.1



DEMO
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Middleware
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Can I use EM to monitor 
WebLogic Server in 
Kubernetes?

Middleware



YES 
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Middleware

✓ The WebLogic runs in a cloud provider’s hosted 
Kubernetes service , such as Oracle container 
engine for Kubernetes (OKE)

✓ The WebLogic Kubernetes Operator was used to 
manage the domain 

Verified the solution in the 
environment where..
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Challenges

Can’t you just install an EM agent on Kubernetes pods? 

Agent cannot be remotely installed in the container host (no connection from OMS)

OMS cannot communicate with agent bidirectionally 

Agent has to be re-installed and re-configured at the pod regeneration

Pod

Admin 
Server

Pod

Managed 
Server 1

Pod

Managed 
Server 2

WebLogic 
Cluster

WebLogic Domain
Private subnet Enterprise Manager 

Server

OMS

WebLogic 
Operator

VCN

Cannot access from outside of the network!

VCN

EM can’t 
push the EM 
agent to the 

container 
host..
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Pod

Admin 
Server

Pod

Managed 
Server 1

Pod

Managed 
Server 2

WebLogic 
Cluster

WebLogic Domain
Private subnet

WebLogic 
Operator

VCN VCN

No bi-directional connection between OMS and agent!

Enterprise Manager 
Server

OMS

Can’t you just install an EM agent on Kubernetes pods? 

Agent cannot be remotely installed in the container host (no connection from OMS)

OMS cannot communicate with agent bidirectionally 

Agent has to be re-installed and re-configured at the pod regeneration

Challenges

They 
cannot talk 

to each 
others..
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Pod

Admin 
Server

Pod

Managed 
Server 1

Pod

Managed 
Server 2

WebLogic 
Cluster

WebLogic Domain
Private subnet

WebLogic 
Operator

VCN

Agent will be lost when a pod is re-generated!

Enterprise Manager 
Server

OMS

Can’t you just install an EM agent on Kubernetes pods? 

Agent cannot be remotely installed in the container host (no connection from OMS)

OMS cannot communicate with agent bidirectionally 

Agent has to be re-installed and re-configured at the pod regeneration

VCN

Challenges Challenges to 
expect when 
installing EM 
agent in the 
Kubernetes pods

I have to 
install the 

agent 
manually 

again..



Copyright © 2024, Oracle and/or its affiliates10

Solution 

Use Kubernetes load balancer service 

A type of service that provides access externally through a cloud provider's load balancer functionality

Connect to the load balancer service instead of the WebLogic Server pod

Pod

Admin 
Server

Pod

Managed 
Server 1

Pod

Managed 
Server 2

WebLogic 
Cluster

WebLogic Domain

Private subnet

VCN VCN

Private subnet Public subnet

Instance

EM Agent

Port 8001Port 7001 Port 8001

Port 3872

Instance

K8S LB Service K8S LB Service K8S LB Service

Port 7001 Port 8001Port 8001

SSH

Enterprise Manager 
Server

OMS

HTTPS

EM agent can 
securely connect to 

the WLS, collect 
the metric data , 

and bring it all the 
way back to EM 

server!!
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Solution 

Use Kubernetes load balancer service 

A type of service that provides access externally through a cloud provider's load balancer functionality

Connect to the load balancer service instead of the WebLogic Server pod
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Managed 
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the WLS, collect 
the metric data , 

and bring it all the 
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Pod

Admin 
Server

Pod

Managed 
Server 1

Pod

Managed 
Server 2

WebLogic 
Cluster

WebLogic Domain

Private subnet

Private subnet

Port 8001Port 7001 Port 8001

K8S LB Service K8S LB Service K8S LB Service

Port 7001 Port 8001Port 8001

Instance

EM Agent

Port 3872

Secure access

Configure the subnets and security rules to:  

Restrict the access to the load balancer services within the VCN

Control the agent port access only from the EM server (Firewall, VCN SecurityList)

Private subnet

VCN VCN

Public subnet

Instance

Only the EM agent 
can access the Load 

balancers

SSH

Enterprise Manager 
Server

OMS

HTTPS

Only the EM server can 
access the EM agent

Only through the 
EM server, you can 

access the  
WebLogic Servers
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Instance

EM Agent

Port 3872

Continuous monitoring at pod regeneration

When a pod is regenerated, the load balancer service connects to the Cluster IP service, which automatically re-
connects to the new WebLogic pod

Reinstallation or re-configuration of the EM agent is not required

Use the same target in EM console

Historical metric data is preserved for performance and availability analysis

Pod

Admin 
Server

Pod

Managed 
Server 1

Pod

Managed 
Server 2

WebLogic 
Cluster

WebLogic Domain

Private subnet

VCN VCN

Private subnet Public subnet

Port 8001Port 7001 Port 8001

Instance

K8S LB Service K8S LB Service K8S LB Service

Port 7001 Port 8001Port 8001

Targets are down…

Targets are DOWN

SSH

Enterprise Manager 
Server

OMS
Restoring the pods..

HTTPS

Monitoring 
Continues, even if 
the pod restarts !
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Instance

EM Agent

Port 3872

Continuous monitoring at pod regeneration

When a pod is regenerated, the load balancer service connects to the Cluster IP service, which automatically re-
connects to the new WebLogic pod

Reinstallation or re-configuration of the EM agent is not required

Use the same target in EM console

Historical metric data is preserved for performance and availability analysis

Pod

Admin 
Server

Pod

Managed 
Server 1

Pod

Managed 
Server 2

WebLogic 
Cluster

WebLogic Domain

Private subnet

VCN VCN

Private subnet Public subnet

Port 8001Port 7001 Port 8001

Instance

K8S LB Service K8S LB Service K8S LB Service

Port 7001 Port 8001Port 8001

Targets are down…Targets are back!

Targets are DOWNTargets are UP

SSH

Enterprise Manager 
Server

OMS

HTTPS

Monitoring 
Continues, even if 
the pod restarts !
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Pod

Admin 
Server

Pod

Managed 
Server 1

Pod

Managed 
Server 2

WebLogic 
Cluster

WebLogic Domain

Private subnet

Private subnet

Port 8001Port 7001 Port 8001

K8S LB Service K8S LB Service K8S LB Service

Port 7001 Port 8001Port 8001

Instance

EM Agent

Port 3872

WebLogic domain target discovery

Use Middleware home page in the EM console to discover and monitor WebLogic Servers 

Use the EM agent in the same VCN with the Kubernetes cluster for a remote JMX call

Utilize the port and the external IP of the Load Balancer service (of the Admin Server) as discovery parameters

VCN VCN

Public subnet

Instance

SSH

Discover the targets 
from the Middleware 

home page 

Use EM agent to 
remotely discover the 

targets 

Use IP & port of the LB 
service, instead of the 

actual WLS pod or node

Enterprise Manager 
Server

OMS

HTTPS
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Server

Pod
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Server 1

Pod

Managed 
Server 2

WebLogic 
Cluster

WebLogic Domain

Private subnet

Private subnet

Port 8001Port 7001 Port 8001

K8S LB Service K8S LB Service K8S LB Service
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EM Agent
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WebLogic domain target discovery

Use Middleware home page in the EM console to discover and monitor WebLogic Servers 

Use the EM agent in the same VCN with the Kubernetes cluster for a remote JMX call

Utilize the port and the external IP of the Load Balancer service (of the Admin Server) as discovery parameters

VCN VCN

Public subnet

Instance

SSH

Discover the targets 
from the Middleware 

home page 

Use EM agent to 
remotely discover the 

targets 

Use IP & port of the LB 
service, instead of the 

actual WLS pod or node

Enterprise Manager 
Server

OMS

HTTPS
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WebLogic domain target discovery

Use Middleware home page in the EM console to discover and monitor WebLogic Servers 

Use the EM agent in the same VCN with the Kubernetes cluster for a remote JMX call

Utilize the port and the external IP of the Load Balancer service (of the Admin Server) as discovery parameters
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Resources
Hands on workshop available in Oracle Help Center

• Monitor WebLogic Server on Kubernetes using Oracle Enterprise Manager Workshop

https://docs.oracle.com/en/learn/monitor_weblogic_server_kubernetes/

• Consists of 8 step by step tutorials

1. Verify WebLogic in Kubernetes

2. Create a private subnet for LB services

3. Create Kubernetes LB services

4. Create a public subnet for EM agent

5. Set up EM Agent

6. Discover WebLogic Servers as managed targets

7. Verify the continuous monitoring at the pod restart

8. Enable JVM Diagnostics



Key takeaways
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• EM supports end-to-end IT asset management essential for business systems.

• EM manages both Oracle Fusion Middleware and non-Oracle middleware as targets.

• EM offers in-depth monitoring of Java applications.

• EM enables direct database access from the JVM for detailed analysis.

• EM can monitor WebLogic Server in Kubernetes environments.

 



Web: oracle.com/enterprisemanager 

Videos: youtube.com/OracleEnterpriseMgr

Blogs: blogs.oracle.com/observability

Docs: http://docs.oracle.com/en/enterprise-manager

Try it now  

Q&A 
Learn More

Always Free
Services you can use for 
unlimited time

www.oracle.com/cloud/free

30-Day Free Trial
Free credits you can use for 
more services

Oracle Cloud Free Tier

Hands-on-labs
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oracle.com/manageability
http://youtube.com/OracleEnterpriseMgr
http://blogs.oracle.com/observablity
https://docs.oracle.com/en/enterprise-manager/cloud-control/enterprise-manager-cloud-control/13.5/index.html
https://apexapps.oracle.com/pls/apex/dbpm/r/livelabs/view-workshop?wid=574
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