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Architecture Overview
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Customers rely on EM for 24x7 mission critical monitoring 

OMS is a single monolith application consist of Console 
Service  and Platform Background Service (PBS) 

OMS application doesn’t support uninterrupted monitoring 
during planned maintenance (patching)

OMS side improvements are done to reduce the 
maintenance window during patching through Rapid 
Platform Update method

Still the current architecture lacks Zero Downtime (ZDT) 
monitoring during planned maintenance

Enterprise Manager 13c – current architecture
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Enterprise Manager 13c 

DevOps Tool Chains

   
WebLogic Container

Console Service

Platform Background 
(PBS) Service

Oracle HTTP Server 
(OHS)

Oracle Management 
Servers (OMS) Hosts

EM Console

Repository Database

Host, Database, Exadata Targets

EM Agents



Why we wanted to re-architect Enterprise Manager?
Goals for new EM 24 architecture
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Continuous operations Lightweight appModular services

Shift from monolith application to 
dual container architecture 
including ZDT container 

ZDT services (Monitoring, Jobs) 
and so on are always  available 
even during planned maintenance

Split EM into multiple smaller 
services instead of a single large 
application 

Enables adopting modern 
technologies easily, promoting 
innovation, faster time to market

Reduce dependencies on legacy 
components so that new services 
should not use them

Lightweight application improves 
performance, user experience and 
scalability
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Platform Modernization 
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Key components
EM architecture evolution – a closer look (1/3)
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Modernizing EM - Dual container architecture

• OMS previously a single unit now contains two containers 
WebLogic Container and Zero Downtime (ZDT) 
WebLogic Container 

WebLogic Container 

• Houses traditional services (Console, PBS Service) as it did 
in previous versions

• Console Service helps to render GUI-rich console for EM

• PBS is needed to run jobs, upload operations, and more

ZDT WebLogic Container

• Services in ZDT WebLogic Container are available during 
planned maintenance

• Includes Monitoring Service, Login App and more

• ZDT Container runs on separate WebLogic domain to 
support rolling patching

Repository Database

Enterprise Manager 24 – Modern Architecture

   
WebLogic Container

(Monolith)

Console Service

   
Zero Downtime (ZDT) 
WebLogic Container

Monitoring Service 

Login App
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Oracle Management Servers (OMS’s)

Platform Background 
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Key components
EM architecture evolution – a closer look (2/3)
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Monitoring Service

• Uninterrupted monitoring during planned maintenance

• Monitoring and notification features are part of Zero 
Downtime Monitoring Service

• Monitoring, alert evaluation and all notifications will 
continue to work seamlessly in the same way as if 
Enterprise Manager was fully available 

• SYSMAN_ZDTUSER

• New schema for ZDT service created using deployment

• Monitoring service connect to the repository database as 
SYSMAN_ZDTUSER

Login Application

• Login app is deployed in the ZDT WebLogic Container 
provides authentication solution to ZDT Services and 
Monolith

• Login application supports token-based authentication

• Session will be created in each containers 

Repository Database

Enterprise Manager 24 – Modern Architecture

   
WebLogic Container
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Key components

API Gateway

• API Gateway replaces OHS

• External communication

• Single point of entry for all external communication includes 
handling user interface traffic, API calls, agent 
communication

• OMS availability management

• API Gateway monitors the health and status of both the 
Monolith and ZDT containers  

• Listening ports and load balancer 

• API Gateway listens on the same ports that were previously 
used by OHS for console and upload functionality

• No changes to the Server Load Balancer (SLB). Allowing users 
to continue accessing EM through SLB without modifications 

• Simplified configuration and management

• Emctl commands are extended to manage API Gateway, 
including starting and stopping alongside OMS (emctl 
start/stop oms) and securing (emctl secure oms)

EM architecture evolution – a closer look (3/3)
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Repository Database

Enterprise Manager 24 – Modern Architecture

   
WebLogic Container

(Monolith)
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Zero Downtime (ZDT) 
WebLogic Container
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Login App

API Gateway

Oracle Management Servers (OMS’s)

Platform Background 
Service (PBS)
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• OMS deployment constitutes two Oracle homes

• OMS Home 

• Extended OMS Home

• Instance home (gc_inst)

• gc_inst home is shared between two containers

• OMS home

• Install software binaries for WebLogic (Monolith) home 

• Binaries includes WebLogic server, JDK, Plug-ins, Perl, etc.

• WebLogic (Monolith) container runs from this home

• Extended OMS home

• Install software binaries for ZDT home

• Binaries includes WebLogic server, JDK, API Gateway, Login 
App

• Monitoring Service and Login App runs from this home

• Log file locations 

• Similar logs files like in previous version - emoms.* for 
console, emoms_pbs.* for pbs, emoms_ms.* for Monitoring 
Service, emoms_login.log for Login App

Platform updates – Oracle home structure 
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• Enhanced emctl command to internally handle servers running in two containers (Monolith & ZDT)

• New architecture uses same emctl start oms and emctl stop oms with all supported options as it 
did in previous versions

• No change in user experience related to emctl control commands 

• All emctl command executions are from OMS Home 

• Sample command output 
[skb@em24gen-pm bin]$ pwd

/sca/skba/em24mw/OMS_HOME/bin

[skb@em24gen-pm bin]$ ./emctl status oms

Oracle Enterprise Manager Cloud Control 24 Release 1  

Copyright (c) 1996, 2024 Oracle Corporation.  All rights reserved.

WebTier is Up

Oracle Management Server is Up

JVMD Engine is Up

[skb@em24gen-pm bin]$

Emctl control commands (1/2) 
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Emctl details command shows domain information for Monolith and ZDT containers

Sample ‘emctl status oms –details’ command output

Emctl control commands (2/2) 
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Security Enhancements
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• Login app is deployed in the ZDT container provides authentication solution to ZDT Services and 
Monolith

• LDAP configuration  will happen in both the containers Monolith and ZDT containers

• SSO authentication is supported only using SAML 

• Oracle Access Manager (OAM) using WebGate integration is not supported

• Only TLSv1.2 protocol is supported for secure communications

• Upgrade case – Older 13.5 agents with TLSv1.1 communication with OMS will be broken post upgrade

• New credential wallet to store repository credentials and EM key for ZDT applications

• No changes to the existing emctl commands for ‘emkey’ or ‘store repos credentials’

• emctl status emkey, emctl config emkey –copy_to_credstore, emctl config oms -change_repos_pwd

Enterprise Manager 24 – security enhancements
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Manage the Manager (MTM) Overview 
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Overview 

• ZDT domain (EMExtDomain1)  on each OMS is 
discovered automatically

• ZDT Domain – Oracle WebLogic Domain

• Admin Server – Oracle WebLogic Server 

• Managed Server – Oracle WebLogic Server 

• New MTM targets for each OMS are discovered 
automatically 

• API Gateway (OMS API Gateway)

• Monitoring Service (OMS Service Application)

• Login Service (OMS Service Application) 

• Newly discovered targets Managed Server and 
MTM targets are associated to OMS

Monitoring of new OMS components
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• Management Services and Repository 
health checks enhanced with new metric 
‘Check Evaluated At (UTC)’

• Metric helps to determine if scheduled 
health checks were executed during 
downtime example: Ping system has run 
during planned downtime

• Helps to identify if a health check was 
executed during downtime as scheduled 
or not

MTM health check enhancements
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WebLogic domain and server targets

• New WebLogic domain (EMExtDomain1) target is created in system and will be running from extended OMS home

MTM – New ZDT service components 
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API Gateway1
oms.oracle.com:4899_Management_Service_APIGATEWAY  (OMS API Gateway)

OMS1
oms.oracle.com:4899_Management_Service  (Oracle Management Service)

Domains GCDomain (Monolith) EMExtDomain1 (ZDT)

Admin Servers
EMGC_ADMINSERVER

/EMGC_GCDomain/GCDomain/EMGC_ADMINSERVER
EMEXT_ADMINSERVER

/EMGCEXT_EMExtDomain1/EMExtDomain1/EMEXT_ADMINSERVER

Managed Servers
EMGC_OMS1

/EMGC_GCDomain/GCDomain/EMGC_OMS1
EMEXT_OMS1_ZDT

/EMGCEXT_EMExtDomain1/EMExtDomain1/EMEXT_OMS1_ZDT

OMS Service 
Applications 

Console 
oms.oracle.com:4899_Management_Service_CONSOLE

PBS 
oms.oracle.com:4899_Management_Service_PBS

Monitoring
oms.oracle.com:4899_Management_Service_MONITORING

Login
oms.oracle.com:4899_Management_Service_LOGIN

New ZDT Domain Targets



Management servers list page 
Manage the Manager – UI updates (1/3)
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Table list the admin server running on 
each OMS with status with UP or Down

Status column list the apps running 
(console, PBS, Monitoring, Login) on 
each OMS with status UP or Down

CPU and Heap usage of WebLogic servers per 
OMS is shown with their percentage usage



Oracle Management Service target home page 
Manage the Manager – UI updates (2/3)
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OMS home page shows extended home and 
API Gateway details

OMS service applications listing 
per OMS with the status



API Gateway target home page 
Manage the Manager – UI updates (3/3)
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Shows availability status of API Gateway



Web: oracle.com/enterprisemanager 

Videos: youtube.com/OracleEnterpriseMgr

Blogs: blogs.oracle.com/observability

Docs: http://docs.oracle.com/en/enterprise-manager

Try it now  
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Learn More

Always Free
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30-Day Free Trial
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