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Safe harbor statement

The following is intended to outline our general product direction.
It is intended for information purposes only, and may not be
incorporated into any contract. It is not a commitment to deliver
any material, code, or functionality, and should not be relied
upon in making purchasing decisions. The development, release,
timing, and pricing of any features or functionality described for
Oracle’s products may change and remains at the sole discretion
of Oracle Corporation.
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Monitor targets in Enterprise Manager

Enterprise Manager (EM) can be used for monitoring Oracle and non-Oracle technologies such as
Oracle Database, Microsoft SQL Server and Apache Tomcat

Monitor non-Oracle technologies as targets in EM using their corresponding plug-in

How to use plug-ins:
« Download plug-in from Self-Update
* Deploy plug-in first to the Oracle Management Service (OMS) and then to the EM agent
» Discover targets
« Start monitoring using homepages
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MySQL
Database plug-in

Comprehensive monitoring

Use homepages to monitor aspects of MySQL health such
as status, response time, and performance

Monitor and view topology of InnoDB Cluster/ClusterSet

View metrics on query activity, InnoDB buffer pool usage,
replication activity and more

Create Corrective Actions to auto-resolve alerts for MySQL
down

|dentify of slow queries using Query Analyzer

View a point-in-time snapshot of the top 100
queries/statements ordered by total latency

Compliance management

6

Evaluate compliance against best practices for
performance, replication, security, schema, and
administration

Comply with industry security frameworks for MySQL such
as DISA STIG and CIS Benchmark
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Microsoft SQL Server
Database plug-in

Comprehensive monitoring

« Use homepages to monitor status and health of SQL
Server instance and all its individual databases

ORACLE enterprise Manager Cloud Contred 13c WmEvion s @ tgisr W i O vy L soin L, oeseEE

« View metrics on query performance, memory and space
usage, associated services, and more

Leverage job system for automation
« Start/Stop SQL Agent
» Schedule/Restore/Delete SQL Server Backup
« Kill Session
Drill down into session and query statistics

« |dentify top session statistics by CPU time and memory
usage

« |dentify top queries impacting performance by CPU time,
execution count and blocked time

Compliance management & >

« Evaluate compliance of SQL Server against configuration
best practices for backup frequency, index rebuild and
more

SQL Server Homepage
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IBM DB2
Database plug-in

Comprehensive monitoring
« Use homepages to monitor status and health of DB2

» View metrics for query performance, tablespace utilization,
High Availability Disaster Recovery (HADR) cluster status,
lock waits and more

* Apply Monitoring Templates with thresholds on 1/O as well
as locks and deadlocks

Leverage job system for automation
« Startup/Shutdown DB2
» Quiesce/Unquiesce DB2 during maintenance modes
« Kill DB2 Application

View top SQL activity and lock waits
« |dentify top SQL queries by execution count and CPU time

» |dentify lock waits by blocking application, blocked
application and table
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Non-Oracle Middleware plug-ins

Apache Tomcat
» Supports versions: 8.0, 8.5, 9.0, 10

JBoss Enterprise Application Platform
* Supports versions: 6, 7

Microsoft Internet Information Server (11S)
» Supports version 10

IBM WebSphere Application Server
* Supports versions: 8.5.5, 9.0

W Microsoft
oS

&

® B
s JBoss =5 WebSphere

® ZESE
@ @ by Red Hat
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Features

Status and performance monitoring

Out-of-box performance metrics and
configuration settings

Jobs to automate start & stop target servers
Information Publisher Reports




Features across all target types

Monitoring
Setup

Corrective Actions to automate alert resolution

Metric Extensions to create custom metrics

Monitoring Templates to contain alert thresholds, Corrective Actions and Metric Extensions
Administration Groups to automate monitoring template apply operations

}

Incident
Management

Incident creation from actionable events

Event Compression Policies to reduce incident volume by grouping related events into incidents
Notifications via email, Slack, Webhooks, SNMP Traps, OS Commands and PL/SQL Statements
Integration with ticketing and event management systems such as ServiceNow and Microsoft SCOM
Dynamic Runbooks to encapsulate executable steps to diagnose and resolve an issue

Blackouts to suspend unwanted alerts during planned maintenances

-<

\

\.

Compliance
Management

Compliance Standards to evaluate compliance against best practices
Fleet-wide compliance view with dashboards
Evaluation Report to view list of compliance violations and recommended remediations

b,
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How to monitor other infrastructure or apps
Create custom target type

Extensibility Development Kit (EDK)

« Develop
— Define infrastructure or apps to include as a target type
— Identify performance and configuration metrics needed

— Construct metadata files (in XML) of the target types
including details such as metrics, target properties and
credentials

. Test Develop

— Evaluate plug-in in a test environment

<
it
@

« Release
— Distribute plug-in for use to other EM admins

— Deploy plug-in first to the Oracle Management Service
(OMS) and then to the EM agent

— Use as any other plug-in
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Agenda

Monitor non-Oracle technologies using plug-ins

Send notifications for incidents or events to external systems and stakeholders
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Send notifications for incidents or events
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Open tickets or share events with external systems using connectors
Management connectors

Ticketing Connectors
» Open tickets in external ticketing systems based on

EM incidents/incidents with compressed events =
cent Connectors 3 Jira

« Share EM events with external event management D
s PagerDuty
Three steps to use: Event Connectors
1. Configure connector settings )= e
2. Use ticket/event templates - f\/
_ _ System Center Netcool
3. Use connector in Incident/Event Rules Configuration Manager OMNiIbus
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Step 1 - Configure ticketing connector
ServiceNow

Management Connectors

Configure connector with a few properties: s b el o chpl el
« Connection Settings — communicates to General | et
ServiceNow for ticket creation and update ﬁﬂuﬂmmﬁngs \

Enter a set of administrator credentials and the webservice end points for relevant operations of the ticketing system. These are required for communications.
* Web Service End Points  Operation

° We b Co nsol e Setti n gs _ e n a b] eS h n kS to createTicket [https:,f,'-.servlce-now.cam,'apl,fnuw,ftablef\nddent
o o o getTicket h s:,f,'-.service-mw.cnm,'apl,t‘mw_u‘tahle,’\nddem?number:xTKTfKEV#
ServiceNow tickets from Incident Manager ’

updateTicket https:// .service-now.com/api/now/table/incident/ # TKT_KEY #
(¥ TIP Replace parameters in the above URLs with the server name of your Ticketing System. If you have custom

« Grace Period - time window in which the N—

reoccurrence of the same incident should R e

Enter a valid ticket number from the ticketing system to test connection to this system.

reopen the existing ticket rather than creating a o Setis 3

new one 1 i — o f
proxy Username | proxyPassword [
Web Console Settings

° Retry - ena b]es a fa]]ed t]Cket] ng req ueSt to be If you're using a web console, you can enable the connector to provide URL links to the ticket on the metric details page and vice versa.

re t r.l e d Enable web console features
ServiceNow Subdomain -

Grace Period
The grace period is a time value that is compared against the data of the time an alert cleared to the time it transitioned out of clear, If the time data is greater than the grace pe|
[_] Enable grace period
Grace Period (Hours,

Retry
Specify whether or not you want to retry this connector operations if they fail, as well as the expiration time after which retry is aborted.
["] Enable Retry

Expiration (Hours) L]
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Step 2 - Review ticket template
ServiceNow

Ticket templates specify mappings from EM
incident attributes to ServiceNow ticket attributes

Use one of the out-of-box ServiceNow ticket
templates:

« Create and Update
« Create, Update and Resolve
| Create, Update and Close

OR customize ticket templates to change mappings

« Example: Map ‘Warning’ incidents in EM to
‘Low Impact’ tickets in ServiceNow

OR create new ticketing template
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Workflow: Create, Update and Close Ticket Template

EM Incident Rule Set

Targets: ProdGroup

Rule 1: Create incidents from events
Rule 2: Open ServiceNow tickets from incidents

[v] Template: Create, Update and Close

events

[ EM Incident: Fatal ‘

|

Ve Y
ServiceNow Ticket:

High Impact




Step 2 - Review ticket template
ServiceNow

Ticket templates specify mappings from EM
incident attributes to ServiceNow ticket attributes

Use one of the out-of-box ServiceNow ticket
templates:

« Create and Update
« Create, Update and Resolve
| Create, Update and Close

OR customize ticket templates to change mappings

« Example: Map ‘Warning’ incidents in EM to
‘Low Impact’ tickets in ServiceNow

OR create new ticketing template
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Workflow: Create, Update and Close Ticket Template

EM Incident Rule Set

Targets: ProdGroup

Rule 1: Create incidents from events
Rule 2: Open ServiceNow tickets from incidents

[v] Template: Create, Update and Close

events
A

EM Incident: Clear ‘

|

" ServiceNow Ticket:

Closed




Step 3A - Create ticket

ServiceNow

1. Set up Event Rule to create incidents from
events

2. Create ServiceNow tickets from EM incidents
« Automatically create ServiceNow tickets
from EM incidents via Incident Rules
— Specify template to use
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4 Tracking + Acknowledge B& Add Comment ... [5+ Manage ... More | v
Escalated No Owner - Create Ticket...

Priority None Acknowledged No .

Edit Summary...
Status New
Last Incident created by rule (Name = Incident management rule set for all targe ~ SUPPress... )
Comment standard violation events [System generated rule]).: on Sep 18, 2024 4:45: 17T AM GMT
(¥This incident will be automatically cleared when the underlying issue is resolved.
Create Ticket X

incident.

Connector Name ServiceNow Demo v

Select a ticketing device that you want to use to create a ticket for this

Connector Type ServiceNow REST Ticketing Connector 13.5.1.0.0 v

Template Name ServiceNow Create, Update, and Close v

‘E‘ ‘ Cancel ‘




Step 3B - Create ticket

ServiceNow

1. Set up Event Rule to create incidents from
events

2. Create ServiceNow tickets from EM incidents
« Automatically create ServiceNow tickets
from EM incidents via Incident Rules
— Specify template to use

OR

* Manually create ServiceNow tickets in
Incident Manager
— Specify template to use
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Add Actions
Add Conditional Actions

Define actions to be taken when an incident matches this rule.

4 Conditions for actions

You can define the actions to apply whenever the rule matches or apply them conditionally.

@ Always execute the actions

@) Only execute the actions if specified conditions match o

) Send Notifications

» Update Incident

4 Create Ticket

Create Ticket - Select a ticketing device that you want to use to create a ticket for this incident.
Connector Type ServiceNow REST Ticketing Connector 13.5.1.0.0 v
Connector Name ServiceNow Demo v

Template Name ServiceNow Create, Update, and Close v




Access ticket from Enterprise Manager
ServiceNow

Access ServiceNow ticket directly from the context of an incident in Incident Manager

4 Tracking + Acknowledge E= Add Comment ... G+ Manage ... More v
Escalated No Owner -
Priority High Acknowledged No Number [ INC0010119 l] Contact type — None -
Sk e Ticket ID INC0010119 (4dcbc5bb2f * Caller Q U
Last (Ticket INCOO10119 (4dcbc5bb2f4041102963af5¢f699b6bd) Category  Inquiry /Help . mpact | 1_High

Comment ServiceNow Demo.) SYSMAN on Dec 2, 2021 4:51:21 PM G|

Subcategory --None -- ~ Urgency 2 -Medium
(& Tnis incident will be automatically cleared when the underlying issue is r¢
Service a Priority, 2-High
Service offering aQ, Assignment group
Configuration item a Assigned to
>k Short description CPU Utilization is 100%, crossed warning (80) or critical (95) threshold.
Description Incident created in Oracle Enterprise Manager: CPU Utilization is 100%, crossed warning (80) or critical (95) threshold.

Original Severity: CRITICAL
Original Priority: High

Target Type: host
Target Name:
Original Owner: SYSMAN

Additional Properties:
* Target Host:
* Target Version: 7.7.0.0.0
* Operating System: Linux
* Platform: x86_64

This incident was created at: 2021-12-02T16:50:30.000Z
To manage the incident in Oracle Enterprise Manager, navigate to the following URL: https://
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How do | integrate with systems that aren’t covered by the connectors?

Ticketing systems Event management systems
» Create your own ticketing connector « Create your own event connector
— Use Connector Framework to build ticketing — Use Connector Framework to build event
connectors via XML and XSLT metadata files connectors via XML and XSLT metadata files
— Requires a web service in the ticketing system to — Requires a web service in the event management
create and update ticket information system to create and update event information
 Notification methods  Notification methods
— Webhooks — Webhooks
— SNMP Traps — SNMP Traps

— 0OS Commands — 0OS Commands
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Notification methods

Send EM events and incidents/incidents with event compression to external systems

Email
« Send emails to individuals or distributions lists
» Customize email subject and body

Webhook

« Send notifications to any external application that accepts
webhook requests and can parse payload specific content

Slack

« Send notifications to Slack

SNMP Trap
» Send SNMP traps to SNMP-enabled external systems

OS Command

« Execute OS commands or scripts to send notifications to
external systems

PL/SQL Statement

» Pass EM incident and event payload to PL/SQL procedures
to share with external systems
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Two steps to use:
1. Configure notification method

2. Use notification method in Incident/Event Rule
actions




Step 1A - Configure Webhook Notification Method

Applies to: Add Notification Method

* Incidents — Select this option to integrate

with ticketing systems Applies to

- Events - Select this option to integrate with i S

event management systems [ Incidents

Events

[& Webhook ] |ST| Slack
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Step 1B - Configure Webhook Notification Method

Webhooks and Slack
&S Add Webhook Method for Incidents
N -
Name * ) A Payload variables
Webhook for Incidents
Description Token Name Description
${incident.incidentID} ID of the incident
Webhook URL and Connection Details
Enter valid URL starting with either http:// or https:// * § P P . P
https://hooks/ ] ${incident.incidentNum} Display ID for the incident
If you are specifying a port number, supported port numbers are : 80, 443 ${|’ncident.severity} Severity for the incident
Authentication Type * Username * Password *
H v inuser = sssasss . .
Basic acminusey ${incident.target} Name of the target
Proxy Host Proxy Port L.
www-[ J 80 ${incident.targetType} Target type
HTTP Headers ${incident.creationTimestamp} Incident creation timestamp
Name Value ® ${incident.summary} Summary message for the incident
Webhook Payload ${incident.resolutionStatus} Resolution state for the incident
{ - L
"username": "Enterprise manager notification”, ${incident.owner} Owner of the incident

“icon_url": "https://www.optimadata.nl/_images_upload/pagelo_15348540015b7c0371e1ec8.png",

"text": "${incident.severity} Incident ${incident.incidentNum} created against the target : ${incident.target\n Summary

: ${incident.summary}\n Created on:${incident.creationTimestamp}"
}

N

Repeat Notification .~
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Step 2A - Use notification method in Incident Rule actions
Select type of rule to create

1. Set up Event Rule to create incidents from

Select Type of Rule to Create
events

X

A rule applies to incoming events, incidents or problems. Accordingly, the
selection mechanism and available set of actions varies in rule definition.
Choose the type which best matches your requirement.

2. Set up Incident Rule to send incident

What will the rule apply to?
notifications via Webhooks:

O Incoming events and updates to events
([ ]

L Applies to incomi ts and updates t ts (f le,
Newly created incidents or updates to conective action falled for a metric ler). The rule can be used fo
incidents

create incidents, send e-mails or pages, or clear the event if
possible.

[

\
O] Newly created incidents or updates to incidents

Applies to new incidents or updates to incidents (for example, an

incident is escalated to level 2). The rule can take actions like send e-
mails, assign an owner, and set a priority.
N\

J

O Newly created problems or updates to problems

Applies to new problems or updates to problems (for example, a
problem is escalated to level 2). The rule can take actions like send
e-mails, assign an owner, and set a priority.

’Continue” Cancel ‘
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Step 2B - Use notification method in Incident Rule actions
Select notification method

4 Send Notifications

Assign recipients for notifications. Recipients for the "To" list can only be added or removed in this section. Users who subscribe to this rule will be added to the "Cc" list; users who unsubscribe to this rule will
separated by commas. Recipients could be Enterprise Manager users, direct E-mail address or predefined variables.

P Basic Notifications

4 Advanced Notifications

The 'Manage Target Event' privilege is required to trigger advanced notification for targets.
Name Description Supports Repeat

Webhook for Incidents (Webhook) v

26

“Add Actions” in Incident Rule
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Summary
Enterprise Manager: Central monitoring solution for all infrastructure and apps

Monitor non-Oracle technologies using plug-ins Send notifications for events or incidents
« MySQL « Connectors
« SQL Server — ServiceNow
- IBM DB2 - e
Apache T ; — PagerDuty
pache fomca —  Microsoft SCOM
« JBoss —  IBM Tivoli Netcool /OMNIBus
* Microsoft IIS —  Custom connectors using Connector Framework
* |IBM WebSphere Application Server
« Custom plug-ins using Extensibility Development * NOt'f'C_at'On Methods
Kit (EDK) - Email
—  Webhooks
— Slack
—  SNMP Traps
—  0OS Commands
— PL/SQL Statements
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Q&A )
Learn More hwigweiill  Oracle Cloud Free Tier

Web: oracle.com/enterprisemanager

Videos: youtube.com/OracleEnterpriseMgr Always Free
Services you can use for
Blogs: blogs.oracle.com/observability unlimited time
Docs: http://docs.oracle.com/en/enterprise-
manager
Search in your browser for the following docs: _
» Custom Plug-ins: Enterprise Manager 24.1 - 3O'Day Free Trial
Extensibility Programmer's Guide Free credits you can use for

more services

Custom Connectors: Enterprise Manager 24.1
- Connectors Integration Guide

www.oracle.com/cloud/free
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oracle.com/manageability
http://youtube.com/OracleEnterpriseMgr
http://blogs.oracle.com/observablity
http://docs.oracle.com/en/enterprise-manager
http://docs.oracle.com/en/enterprise-manager
https://docs.oracle.com/en/enterprise-manager/cloud-control/enterprise-manager-cloud-control/24.1/emprf/index.html
https://docs.oracle.com/en/enterprise-manager/cloud-control/enterprise-manager-cloud-control/24.1/emprf/index.html
https://docs.oracle.com/en/enterprise-manager/cloud-control/enterprise-manager-cloud-control/24.1/emcig/index.html
https://docs.oracle.com/en/enterprise-manager/cloud-control/enterprise-manager-cloud-control/24.1/emcig/index.html
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