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Safe harbor statement

The following is intended to outline our general product direction.
It is intended for information purposes only, and may not be
incorporated into any contract. It is not a commitment to deliver
any material, code, or functionality, and should not be relied
upon in making purchasing decisions. The development, release,
timing, and pricing of any features or functionality described for
Oracle’s products may change and remains at the sole discretion
of Oracle Corporation.

2 Copyright © 2024, Oracle and/or its affiliates




Agenda

 Oracle SaaS business portfolio
* Enterprise Manager monitoring
« Observability challenges
 Oracle Saa$S observability strategy
« Observability architecture
« O&M deployment usecases
* Logging Analytics
 Application Performance Monitoring
* Ops Insights
« Saa$S observability strategy - key takeaways
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Oracle SaaS portfolio

Enterprise Resource Planning (ERP)

& Enterprise Performance Management
@ Enterprise Resource Planning

Marketing

Elogua Marketing Automation
Infinity Behavioral Intelligence
Maxymiser Testing and Optimization
Responsys Campaign Management

0000
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Human Capital Management (HCM)

& Human Capital Management

@ Talent Management - Taleo Enterprise

0000

Commerce

Configure, Price, Quote
DataFox Data Management
Sales Automation

Supply Chain & Manufacturing (SCM)

0000

Internet of Things (10T)
Supply Chain & Manufacturing
Transportation Management
Warehouse Management

Service

Q000

Digital Customer Service
Field Service

RightNow Service Center
Service Center
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Oracle SaaS locations* A
North America - 13 Europe - 15 Asia Pacific - 10
South America - 5 Africa - 2 Middle East - 4
@
33 %
oo *°° ) g ®
0:29 0 : ..9.@
’. g. o® ®a
® » “eoc
@ Current regions ..9 PN
@ Regions coming soon o ‘.
© Azure Interconnect ) ®
https://www.oracle.com/cloud/public-cloud-regions/
5 Copyright © 2024, Oracle and/or its affiliates * Expand]ng footpr]nt g]Oba"y E



https://www.oracle.com/cloud/public-cloud-regions/

Enterprise Manager (EM) for Saa$S

DevOps _ ]
r@\ EM 13.5 in OCl regions
fg Q‘ v Real-time monitoring
| § v' Alerts and notifications
OCI Regi S ey
S Ny v Support workbench
Cloud Portal Xﬁ,—‘!’ Glol\lilaalr:;\;ﬁent v Perf Hub
v \ ,f”‘” v One-off patching
Control Plane ——» EM = Fleet Manager v Seerce ]nventory
! - \ v' Service Topology
My Oracle
S Support v Fleet scan

v Data masking

v' Auto-remediation

v Publish service metrics
v" SQL Worksheet
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Observability challenges: SaaS distributed architecture

Increased complexity Predefined monitored Criticality of the

several loosely Explosion dg{;elemetry metrics are not applications being

coupled microservices enough monitored

Unpredictable Additional debugging |eetwide analyrics

problems/failures — tools to effectively
Apps, DB, Infra Logs triage DB and
to triage quickly application issues

Identify outlier applications Dete_Ct COde.
Quickly assess capacity regressions during
needs updates
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Oracle SaaS Observability Strategy

Combine Enterprise Manager (EM) with OCI Observability and
Management services such as Logging Analytics, APM, and Ops
Insights to give cloud DevOps teams full visibility and efficient
issue triage capabilities.
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Oracle Multicloud Observability and Management

D 8 B 2 B

ApplE\tion _ :l
Performance Stack Logging Database and OS Ops
Monitoring Monitoring Analytics Management Insights

Metrics

ORACLE EE Microsoft 3 aWws

HE Azure -) v
\ Cloud Google Cloud S— On-premises /
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Enterprise
Manager
(EM)

Collection and
analysis of specific
metrics about a
system's health &
performance
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Logging
Analytics
(LA)

Application
Performance
Monitoring
(APM)

Ops Insights
(OPSI)

Diverse sets of data,
including logs,
metrics, traces, and
other telemetry, to
gain insights into
how a system
behaves under
various conditions




Observability architecture
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Cloud Portal
Control Plane
Hi Services

OCI Regions

Logging Analytics

Application
Performance
Monitoring (APM)

DevopsObserv Tenancy

Enterprise
Manager

Ops Insights
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Global Incident
Manager

Fleet Manager

My Oracle
Support
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Logging Analytics

Oracle SaaS DevOps leverage machine learning powered
Logging Analytics to triage issues in Saa$S applications
fleet, ensuring rapid identification and resolution.
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Gain visibility into entire stack logs

|dentify relevant logs for each application, microservice across the stack

Fusion Apps Unified Model
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= 192+ applications

= Non-standard log types
= 157 log types

= 250+ TB logs/day

= 247 billion log
entities/day

= Database logs, Exadata
logs

= WLS, OHS logs
= Custom parsers




Logging Analytics deployment tip

= Use Logging Analytics extensibility features to prepare logs
= Enrich with OCI metadata and environment details like service name, type, DB name etc.
= Group logs by environment across all the relevant stacks - environment specific view
= Group logs at stack level across all environments - stack specific view
= Group Logs for shared stack ex: Exadata, cluster, ASM, Akamai, Redwood etc. into custom groups

= Data transformation during log collection and ingestion
= Data masking, parsers, labels, fields

= Lookup tables for further enriching logs with business metadata (customer name, customer type,
product mapping etc)

= 400 parsers, 1820 fields/extended fields, 160 labels
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OCI Logging Analytics - use case: Examine pod health (end-to-end)

) : Last 30 Minutes < [P ketons =
Pod_detailsvl 0@ @ Today 07:54 PM - 08:24 PM UTC-05:00
Jser Activity- OHS Response Time (90t... & GC Time Trend O ServiceServers Restart %
.
e 10 B admins... A__ 1 Group
2 8 8 i bi_serv...
g 22 6 I W bi_serv... j\ 2 Log Records
= 2 E : -
29 TE 4 I i bi_serv...
= S i !
= Z 2 ll I II l M bi_serv...
@ L -!_!!l !ll,ll.--!l._ql!‘,,l- LI B bip ser... i
9 0 P Size
5 7.55PM  8:05PM  8:15PM  825PM  bip_ser... 2
S 14 May 2024 S G... v
7:54 PM T '
14 May 2024 8 serviceserver_...
o] 2l Te]
ebServices Error Codes WLS Failures (Overview) Top Poor WebServices
/
~ = 4,300 Groups /hcmservice/alloc...
/fscmservice/exte... o—
: 500
\ 65.9M Log Records /1SCMSEIVICe/app. . mmm— » e
/fSCMSEVICe/iNVO. .. " 4 (
. — W 404
1 Size /iscmservice/cred... | 401
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- Null Pointer E... 3 ‘ & - -
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OCI LA - use case: Service-server health overview

Generic: CRM Pod Details O @ o

Generic: ServiceServer: Full GC events
BK
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& 06K
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0.0

: ServiceServer: Incident Errors
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W serviceserver_11(...
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OCI LA - use case: Page views

CMOS Page Flow Details @@ @ Last 7 Days v | Actions +

May 7 08:42 PM - May 14 08:42 PM UTC-05:00

Page Visit o Page Visits - Percent o Page Visits - Time series K
0.76% B add-environment 500
| gggg add-groups 2 400
] 0.15% W add-members &
// 1.19% add-to-groups 5 o 300
, =" gijg W cp-news-view-more-start gi £ 200
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OCI LA - use case: Analyze impact after service maintenance

— Connection Error Trend Exception Trend — Application Erro Trend = MNull Pointer Excephio... — Stuck Thread Trend
300 ! 1.2K 1.2K A 50 70 J‘n
0 00 —— - 0.0 0 0
— Internal Error Trend Socket Timeout Trend HTTP Error Trend — |/ Error Trend Session Error Trend
3 50 5 20 l 240
0 n 0 - -0 0 A 0
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OCI LA - use case: App/DB errors trend after maintenance

ASE Proactive: Trend Errors for Fleet O @ @
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10M 250M
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APM Synthetic Monitoring for service
availability monitoring

Oracle SaaS DevOps leverage APM Synthetic Monitoring
to continually assess service availability and proactively
test latency of SaaS instances, ensuring optimal
performance and uptime.

Copyright © 2024, Oracle and/or its affiliates




APM helps organizations monitor SLA performance
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ORACLE

Oracle SaaS Public Cloud
Services-Pillar Document

Effective Date: December 2022 | Last Update: June 2022
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https://www.oracle.com/assets/saas-public-cloud-services-pillar-3610529.pdf

“For the purposes of calculating the Service Availability Level of
the Oracle Saa$S Public Cloud Services, “Available” or
“Availability” means that You and Your Users are able to log in
and access the OLTP or transactional portion of the Oracle SaaS
Public Cloud Services. “




Testing with Synthetic Monitors

Monitor types

= TCP ping tests

= REST API testing

= HTTPS - browser tests

= Scripted browser Selenium tests to run login flow, module
access flows etc

Execute monitors from multiple vantage points on a
pre-set schedule 5 min, 10min and 30 mins

Capture response, errors, duration, snapshot images,
and other monitor-specific data

Alarms configured
= Forlatency > 4 seconds

=  When monitor test fails in more than 2 vantage points and
for 2 subsequent occurrences
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Runs by vantage point &

B Failure B Success

Australia East (Sydney) || I
Australia East (Sydney) - External _
Brazil East (Sao Paulo) [N
Canada Southeast (Montreal) [
Canada Southeast (Toronto) [N
Chile (Santiago) NN
Germany Central (Frankiurt) |-~
Germany Central (Frankfurt) - External [INEG—_GNGG
Italy Northwest (Milan) - External [N
Japan Central (Osaka) [N
Japan East (Tokyo) ||
Japan East (Tokyo) - External [N
Switzerland North (Zurich) [N
UAE East (Dubai) [
US East (Ashburn) - External [
US West (Phoenix) |
US West (San Jose) - External [N
e-store [N
0 10 20 30 40 50 60 70
Runs

Vantage point

80




APM deployment tip

= Define availability & performance metrics

= Availability metric

— Failed/Succeed value for every scheduled time
interval execution

— Must be one metric

= Service availability (SLA)
— Percentage of the time service was available
— Required in different time
— Address planned downtime and exceptions

= Performance metrics
— % of network packet loss
— Number of DNS lookups for each host
— Average time for DNS lookups
— Average time to establish connection to host
— Average time to load request
— Average bytes loaded in request

= Availability % change
— Week over week dashboard
— Month over month dashboard
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= ORACLE Cloud | Cloud Classic >

‘Search resources, services, documentation, and Marketplace

APM | Dashboards s Selected dashboard

Monitors
APM domain

MERN s MERN_APM_Domain s

Availability Report

Monitor name Time covered by reports (min)

Availability (%)

Senice_Test 40320 | 100 ~

Load & Execution Times

oM o1 oW oM B oW W oW o9 N

Load Time Breakdown by Ajax, CSS, image, Javascript

HHHHHH
#:Iwwh.Mm,umﬂ“mwu‘\»\/w“\rvm O I ',\i'/‘hM"WWf WAy

Zooms |V o 1,1/ w11 | W W o |\ WY W W | W7 WY1 3,1 POReP vy W71 WSV Svwmeww oot

Senice_Test

Prior Period Availability (%)

BELreea

US East (Ashbur) v/

Custom
M 7710330 - e 240830 FOT

Shovwing: 1 Runs by Vantage points

Downtime (min)

9895 0

Total runs.

fnfl

Connect Time Breakdown




APM use case: Gain insight to network path latency and packet loss

u Gai n i n Si g ht tO n etWO r k pat h Iate n Cy = ORACLE Cloud m Search resources, services, documentation, and Marketplace US East (Ashburn) ~ 260
and packet loss

LA

Network Data Explorer

" U Si n g N etWO r k Dat a EX p] O re r VT;?:s:iT::nix) X Switzerland North (Zurich) X S
= Compare multiple synthetic monitor | . .
r u n S/exe c Ut] O n S S:: Twi':ezuza 04:43UTC B Er::ir: 2023 05:43 UTC 5
1 1 Link delay(ms) @& Forwarding loss(%) (& Link width () Search Network nodes
. I d e nt]fy n u m be r Of h O ps ] n ea C h r u n 100 " 10 " Average packet respo... T Search on IP address, server name, forwarding loss, latitude, longitude, country etc. _._

= |dentify slow connections
= |dentify where packet loss occurs
= Checkif a particular ISP is involved US West (Phasni

Switzerland North (Zurich) @
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Ops Insights

Oracle SaaS DevOps leverage Ops Insights for Database
and Exadata capacity planning and to identify outliers in
the database fleet using SQL Insights, ADDM Spotlight,
and AWR HUB.
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SaaS Ops Insights use cases

= Monitor resource capacity and performance of Oracle Database fleet and Exadata

= Fleet analytics to enhance stability and better customer experience

= |dentify outlier databases by plans changes or degraded SQLs in the DB fleet with drill down from fleet to
database to SQL through SQL Insights . Sqlstats data is collected every 30 mins for top 2000 SQLs from each
database and curated by SQL-id with average latency and by SQL plan changes.

= Define strategic database performance improvements plans using recommendations of ADDM Spotlight
insights factoring by wait time and DB-time.

= Gather AWR (Automatic Workload Repository) snapshots from multiple Oracle Autonomous Databases every
20 minutes and store centrally.

= SQL performance analysis across SaaS-fleet using ASH data stored for 25 months in AWR Hub
= Weekly Capacity Planning News Report for host , database and Exadata

= Weekly News Report of fleet-wide SQL Insights highlighting SQL plan changes and performance
degradation of SQLs
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Key takeaways

= Enhance your observability strategy by integrating APM, Logging Analytics, Ops Insights and
Enterprise Manager

= |dentify different personas and the observability services and resources they will need to access
= |dentify data parsing/transformation/enrichment needs based on use cases

= Review with application owners and security teams on masking sensitive data

= Measure Service Availability, SLA and performance using APM Synthetic Monitors

= Tenancy and region architecture - plan for future growth
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Q&A

Oracle Cloud Free Tier
Contact us by emailing us at

observability-and-mgmt ww@oracle.com

Learn More Always Free
Services you can use for
Web: oracle.com/manageability unlimited time
Videos: youtube.com/OracleManagement Cloud I
Blogs: blogs.oracle.com/observability
Docs: http://docs.oracle.com/en/observability 30-Day Free Tnal
Free credits you can use for
Hands-on-labs T . more services

www.oracle.com/cloud/free
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