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Upgrade to EM24 – Strategy, planning and best practices 

Enterprise Manager release model and support timelines

Why upgrade to EM24?

4 Agent upgrade using gold image
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EM release model and support timelines
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Continued investment and support
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EM13.4 EM13.5

July 2018 January 2020

Delivered

EM 24.1

April 2021

EM13.3

Nov 2024

*

New
Version

EM 24.2

*EM13c Terminal Release MOS notes 1595197.1 and 793512.1

Roadmap



Enterprise Manager lifetime support policy
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• EM 12c platform - Premier support ended. No more PSUs or one-off provided 

• EM 13c platform – EM 13.2, 13.3 & 13.4 already out of support. Should consider upgrade to 13.5

• EM 13.5 - Long term waived extended support till Dec 2026

• EM 24 – Premier support till the end of Dec 2027 and extended support till the end of Dec 2029

• Always refer to MOS Note: Release Schedule of Enterprise Manager Releases and Patchsets (Doc ID 793512.1)
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20
30

EM 12c Platform (12.1.0.5) * Extended

EM 13c Platform (13.1, 13.2, 13.3, 13.4, 13.5 *)

Premier Support Extended Support Waived Extended Support * EM12c & EM13c Terminal Release

EM 24  Platform Extended

13.5 Waived 
Extended
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Why upgrade to EM24?
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Ket innovations and enhancements 
Oracle Enterprise Manager 24
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Modern Management 
Platform

Operational Continuity

AI-Based Insights

Elevate Performance 
and Productivity

Platform

Monitoring

AI-Insights

Efficiency



Superior scalability, performance, and operational continuity 
Modern management platform reimagined 
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Zero downtime 
monitoring service  
Uninterrupted full monitoring, 
alerting, notifications and corrective 
actions functionality at all times, 
even during EM planned 
maintenance

Zero downtime 
Job service

Highly available
remote agent

GenAI assistant - 
Ask EM

Uninterrupted job performance, 
even during EM planned 
maintenance

Remote agents are always available 
for monitoring. Small remote agent 
pool can remotely monitor large 
database fleet

Delivers fast, reliable information 
and elevates user experience.
Provides visual insights and 
analytics, helping users make 
informed decisions
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Upgrade to Enterprise Manager 24
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Step 2

Upgrade checklist 
and health checks
MOS Note: 3043081.1

your key to 

Successful Enterprise Manager Upgrades

Step 1

Download and s/w 
only install EM24 
Oracle.com / eDelivery

Step 3

Upgrade using 
ConfigureGC script

Step 4

Performance Stability 
new feature adoption
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Enterprise Manager upgrade process – a 360o view 
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Enroll  PUMA Program via   Customer 
Success Manager (CSM)

Fill the pre-engagement document with 
environment information

PUMA assistant

Test system upgrade
Non-prod and prod repository database 
only upgrade
Maintenance window for production 
upgrade

Upgrade

Agent upgrade rollout plans
Performance and stability
New feature adoption

Post-Upgrade 

Execute repository database and 
oms/plug-in health checks using 

emprereqkit utility

Patch OMS and repository database  to 
the latest RU

Upgrade health checks



Get engaged today for a better tomorrow
Enterprise Manager PUMA program – value addition
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• Fewer SRs to manage during 
upgrade

• Completing upgrades within 
scheduled maintenance windows

Saving Time

Proactive Upgrade Migration Assistance

o Fewer SRs to manage during 
upgrade

o Completing upgrades within 
scheduled maintenance windows

Saving Time

o Avoid reactive issues and 
escalations 

o Tuning the environment post-
upgrade

Reduced RiskIncreased Efficiency

o Planning & getting environment 
ready for upgrade

o Post-Upgrade follow-up calls for 
environment stability

o Consistent patch 
recommendations

o Proactive in nature to avoid 
running into patch failures

Pain Free Patching  



13 Copyright © 2024, Oracle and/or its affiliates   

Check Before Upgrade



Database version and OS support

Upgrade Supportability – certification matrix
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• Enterprise Manager 24.1 does not support Oracle Database 12.1.0.2 or 12.2 as repository 

• Installation and upgrade are blocked if repository database version is 12.1.0.2 or 12.2

• Oracle Database 19c with RU22 (19.22) and higher is the supported repository database

• Check MOS certification matrix to ensure the existing OS platform EM version running on is certified 
for EM 24.1 version. OL7/RHEL7 and above are supported for EM 24.1

• Solaris X64 Platform is not supported in EM 24.1
• EM13.5 is running on Solaris X64 platform ensure to migrate the EM to supported platform (Linux X64, AIX, etc.) 

and then perform upgrade EM 24.1

• Check OMS Migration MOS note: 2753739.1 for details

• Cross-platform repository database migration support in 13.5 (example: AIX to Linux X64). Migrate 
repository database if required before EM 24 upgrade
• Reference document 

https://docs.oracle.com/en/enterprise-manager/cloud-control/enterprise-manager-cloud-control/13.5/emadm/cross-platform-enterprise-manager-repository-migration.html#GUID-FF902C70-D6E0-4EE2-92AA-F24292CEBBE4


Enterprise Manager 24.1 upgrade – supported releases
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24.113.5

13.5 24.113.3 / 13.4

24.112.1.0.5 13.3 13.5
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Execute repository database and OMS 
health checks before upgrade



OMS and database health checks – EM prereqkit utility (1/3) 
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• Consolidated repository database and system prerequisite related checks are in single pane view

• AutoFix option to reduce the manual effort

• Standalone execution of the prerequisite kit (OUI and Silent) before install or upgrade process 

• em24100_linux64.bin EMPREREQ_KIT=TRUE

• prereqResultReport.html report to review the list of prereqs with status (success, warning, failed)



OMS and database health checks – EM prereqkit utility (2/3)

Copyright © 2024, Oracle and/or its affiliates   18

• OMS system prerequisite checks are executed to verify the host meets minimum requirements for upgrading the 
current 13.5 environment

• Review the failed or warning prerequisite checks and take actions to fix them before upgrade

• Secure configuration for repository database

• If configured with SSL provide the required Truststore and Keystore details for connection



OMS and database health checks – EM prereqkit utility (3/3)
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• New screen introduced in 24.1 to perform health checks using SYS or non-SYS user

• SYS is the default user in repository database. 

• If you would like to avoid using SYS user for upgrade, select ‘non-SYS’ user option and enter user details

• Username should start with ‘SYSMAN_<username>’ 

• Installer will create this user in repository database and use it for prereq execution and further down to upgrading OMS 

NEW
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Upgrade Best Practices Checklist



Enterprise Manager upgrade - best practices checklist (1/2)
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• Always review the checklist note before upgrade - EM13.5 to 24.1 - MOS ID 3043081.1

• Release update (RU) checks on repository database and OMS
• Ensure repository database is patched to DB 19.22 or later
• Ensure OMS is patched with RU22 or later. RU22 is the minimum RU supported for upgrade
• Upgrade will be blocked if minimum RU requirement is not met

• Undeploy obsolete plug-ins from OMS and Agent before upgrade
• Cloud Services Management (oracle.sysman.csm)
• Big Data Appliance (oracle.sysman.bda)
• Oracle Fusion Application (oracle.sysman.emfa)
• Oracle Virtualization (oracle.sysman.vt)
• Oracle OraHealth Checks (oracle.sysman.orhc)
• Apache Tomcat (oracle.em.satc)
• Microsoft .NET Framework (oracle.em.smdn)
• Microsoft Active Directory (oracle.em.smad)

• Additional 24.1 compatible plug-ins (Goldengate, EBS, Audit Vault, ODA, etc.) can be staged and 
passed to the installer during upgrade 
• em24100_<platform>.bin PLUGIN_LOCATION=<path where the plugins are staged>



Enterprise Manager upgrade - best practices checklist (2/2)
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• EM 24.1 upgrade will be blocked if older agents13.4 and 13.3 are present in pre-upgrade 
environment

• EM 24.1 supports TLSv1.2 protocol for communication. Older13.5 agents configured with TLSv1.1 
communication will be broken post upgrade
• Check for older agents and configure them with TLSv1.2

• Oracle Access Manager (OAM) SSO configuration check
• If OAM SSO is configured in 13.5 then convert the OAM SSO to SAML SSO and retry the upgrade
• MOS notes 1620784.1 and 2976413.1

• Repository database edition actualization 
• EM prereqkit is enhanced to check for editions in repository database that are created as part of Rapid 

Platform Update (RPU) patching
• The editions in repository database will be actualized to the latest edition
• Pre-upgrade task recommended to execute as part of EM prereqkit execution. If this task is missed then 

upgrade flow will detect and recommend to execute through EM prereqkit execution
• Running object actualization doesn't impact running EM



Recommended practice for minimizing maintenance window
Upgrade software only with plugins and configure later
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• Invoke EM 24.1 installer and select the ‘Upgrade Software only with Plugins and Configure Later’ option

• EM 24.1 binaries will be deployed in the new middleware home. No impact to the running 13.5 OMS

• Stop all the OMS’s. Execute ConfigureGC.sh script to upgrade the Repository + OMS

• Central agent will be upgraded as part of OMS upgrade



Upgrade using Non-SYS user 
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• New option introduced in upgrade flow to 
perform upgrade using ‘Non-SYS’ user

• Select the ‘Non-SYS’ user option if you would 
like to avoid using SYS user for upgrade and 
other lifecycle activities 

• Non-SYS user will be created in the repository 
database with name ‘SYSMAN_<username>’

• Non-SYS user if exist in 13.5 repository 
database the OUI will auto-populate the user 
and recommend that user for 24.1 upgrade 

NEW



Upgrade planning is a strategic priority 
Small Strategies – Big Difference
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Upgrade and migration 
planning

Migrating to new 
hardware, new data center

Backup and fallback  
strategies

Least critical system Big bang strategy Most critical firstStep-by-step strategy

Stage the new software, 
Plug-Ins

All in one maintenance 
window

Patching upgraded system 
– CPU patches , Release 
Update

Performance monitoring, 
data validations and site 
stability

New features review and 
adoption

Development system 
upgrade

Non Production system 
upgrade

Production system upgrade



Your key to successful Enterprise Manager upgrades
Enterprise Manager upgrade testing strategies 
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1          2 3

Clone - Repository + OMS on new 
hardware

Upgrade the cloned environment for 
overall upgrade readiness  

Lab or Dev/Test system upgradeRepository Only – Data upgrade testing 

Full blown EM13.5 Production 
Clone Copy

1010101010

Clone EM Repository 
Production Copy

Development / Test system 
upgrade

Repository OMS
Repository

Cloned 
Repository Repository OMS
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Post-upgrade activities



• Apply the latest release update patch on top of EM 24.1 version

• Refer to the master MOS ID for 13.5 latest release updates (RU) – 2760230.2

• Delete old middleware home post-upgrade

• Verify the upgraded environment for SSO login, if configured in the old 13.5 environment 

• Verify the older 13.5 agents and targets are showing UP and communicating with upgraded OMS

• Monitor the health of repository, OMS, upload backlogs etc.. from Manage the Manager (MTM) page

• Roll out agent upgrade using Gold Agent Image or Agent Upgrade Console (AUC)

Post-upgrade
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Agent upgrade 



Simplified agent upgrade operations at scale
Agent upgrade using Gold Agent Image
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Update target agents with 

Gold Image and propagate 

with ease

Create Gold Image and 

versions for each 

platform series.

Subscribe  target agents 

to the images

Select source agent 

from the system and 

apply patches and test 

the agent

Push Image
And Update

 Agents

Create Gold 
Image &

Subscribe
 Agents

Patch 
Source
Agent Ver.1

Ver.2

Ver.3



Enterprise Manager 24.1 - upgrade summary
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Upgrade preparation, planning and using the right upgrade 
strategy to test your upgrade to EM 24.1 ensures smooth 
transition and upgrade with minimal downtime

Leveraging PUMA program you can experience better 
engagement, collaboration and painless upgrades

Following upgrade process provides the guided and 
predictable upgrade for a stress-free tomorrow



Web: oracle.com/enterprisemanager 

Videos: youtube.com/OracleEnterpriseMgr

Blogs: blogs.oracle.com/observability

Docs: http://docs.oracle.com/en/enterprise-manager

Try it now  

Q&A 
Learn More

Always Free
Services you can use for 
unlimited time

www.oracle.com/cloud/free

30-Day Free Trial
Free credits you can use for 
more services

Oracle Cloud Free Tier

Hands-on-labs
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oracle.com/manageability
http://youtube.com/OracleEnterpriseMgr
http://blogs.oracle.com/observablity
https://docs.oracle.com/en/enterprise-manager/cloud-control/enterprise-manager-cloud-control/13.5/index.html
https://apexapps.oracle.com/pls/apex/dbpm/r/livelabs/view-workshop?wid=574
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