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Agenda

1 Admin Challenges with Agent Lifecycle Management
Remote Target Monitoring Overview
Remote Monitoring Topology and Remote Agent Deployment Setup

Remote Host Addition and Monitoring
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Database Target Discovery and Monitoring
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Agent Lifecycle Management Challenges

Complexity

Thousands of agents deployed
across regions

Multiple agent versions on
heterogeneous platforms

Security risks if agents are not
properly secured and configured
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Configuration Sprawl

£

Agent
Lifecycle
Management
Challenges

Maintenance Challenges

Admin spend bulk of their time on agent maintenance - |

Patching to keep agents on latest patch, JDK Update

Maintaining agent health across environments for better
monitoring, data collection, and overall performance

Lack of centralized agent
increases deploying agents on
every single database server

Agents deployed across
infrastructure has its own unique
configuration




Monitor and manage your fleet of databases, Exadata - Remote Agent
New simplified model: use smaller set of core agents

Remote Host \
Target 1

1 %
Resource reduction and increase productivity
« Reduce agent footprint for easy agent lifecycle and manageability

Remote Host
Target 2

iI=]g

No need to deploy and manage an agent on every
single host

Remote Host
Target 3

Remote Host
Target n

DBn

« With less agents to manage, frees up administrator time to focus on
database monitoring and management

Streamline Monitoring and Management

« Remote discovery, monitoring and management of Oracle Database
and its related targets, Exadata using remote agent

« All database monitoring and management features that you already
use with locally monitored targets will work the same way as remotely

monitored targets T T oo
Oracle Management Servers (OMS)

Highly available Remote Agents®

« Remote agents are highly available with primary and standby support Repository |
to continue monitoring for mission-critical targets

nsole Service Monitoring Service
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Remote target monitoring topology overview

Remote Host Target 1
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i DB1
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;4: Oracle Management Servers (OMS) | -] Remote Cache _
| | | SSH/HTTP (S) Remote Cache Sbin
~!  WLS Container ZDT WLS Container | [¢============= !
'l Console Service Monitoring Service | '
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Legend
----- OMS to target direct connectivity
SSH connection from OMS for next gen agent deployment
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Simplified monitoring with remote agent

Embrace remote target monitoring with confidence

6 Deploy Remote Agent

Agent push, pull and emcli methods are available
to deploy remote agent on a host for remote
target monitoring

g Add Host Targets

Simplified flow for adding target hosts to the
remote agent for monitoring through console
and emcli

9 Discover and Monitor Targets

Discover and promote the database and its
related targets to remote agent for monitoring
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Simplified monitoring with remote agent

Embrace remote target monitoring with confidence

Q Deploy Remote Agent

Agent push and emcli methods are available to
deploy remote agent on a host for remote target
monitoring
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Remote Agent - deployment setup (1/2)

Prerequisites

 Platform - LinuxXé4 is supported for remote agent deployment

« Dedicated host for remote agent deployment
— Remote agent host should not contain any local targets other than internal targets - Host, Oracle_emd

Best Practices
« Remote agent supports database and its family of targets - SI, RAC, CDB/PDB for monitoring and management

Remote agent patching support through agent patch plan method

Always deploy fresh remote agent for remote target monitoring

Existing local agents cannot be converted to remote agents”®

Sizing guidelines Small, Medium, Large, Extra-Large will be available as deployment options for remote agent
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Remote Agent - deployment setup (2/2)

» Supported deployment methods
— Agent Push
— Agent Pull
— Silent agent deployment (agentDeploy.sh)

« Add targets manually page will have new option
to deploy remote agent and view the deployment
results

« Same agent push console experience for
deploying remote agent

« User inputs for agent base directory, host
credentials etc. are same like normal agent push

« Command line option to deploy remote agent

— emcli submit add host -host names=<hostname> -
platform=226 -credential name=<credential name>

-installation base directory=<agent base dir>
-remote agent
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— Enterprise Manager 24

Add Targets Manually

» Overview

Add Host Targets

[ Install Agent on Host [

7 View Agent Installation Results

Add host targets by installing an agent on
that host. You can track the agent
installation process and view its status.

Remotely Monitor Host
Targets

[} Install Remote Agent on Host ‘

‘ [} Add Host Targets to Remote Agent ‘

‘ [=.] View Remote Agent and Host Addition Results

Remotely monitor host targets without installing an
agent on each host. To achieve this, identify a host and
install the remote agent. Add host targets to be
remotely monitored by the remote agent. Track and
view the status of this process.

Add Non-Host Targets
Using Guided Process

2

10,

#. Add Using Guided Process |

Run guided discovery on a host to find
manageable targets. Choose to promote
some or all discovered targets to become
managed.




Simplified monitoring with remote agent

Embrace remote target monitoring with confidence

9 Add Host Targets

Simplified flow for adding remote hosts to the

remote agent for monitoring through console
and emcli
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Add host target to remote agent for monitoring (1/3)

Prereq UiSites = Enterprise Manager 24

Add Targets Manually
* LinuxX64 platform only supported for remote host | » overview
addition to remote agent

Add Host Targets Remotely Monitor Host Add Non-Host Targets
Targets Using Guided Process

o)

10,

j I} Install Agent on Host ‘ | Install Remote Agent on Host i, Add Using Guided Process

* Ensure SSH connection is enabled from remote
agent host to all remote hosts

« Password-less sudo configuration is required for
the remote host target

{ [} Add Host Targets to Remote Agent |

[ View Agent Installation Results

LI mltatl O n [ =] View Remote Agent and Host Addition Results
° Powe r b ro ke ro pt] onisn Ot Su p po rted fo ra d d] n 8 Add host targets by installing an agent on Remotely monitor host targets without installing an Run guided discovery on a host to find
that host. You can track the agent agent on each host. To achieve this, identify a host and manageable targets. Choose to promote
re m Ote h OSt ta rget tO re m Ote a ge nt installation process and view its status. install the remote agent. Add host targets to be some or all discovered targets to become

remotely monitored by the remote agent. Track and managed.
view the status of this process.

* Initial phase
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Add host target to remote agent for monitoring (2/3)
Host Monitoring Credential

Add Remote Host

» Used for monitoring and will not need escalation

) _ : : @
to root. All metric collections will use this blost lnpiis Review
credential
« Supports SSH keys and username/password Add Remote Host Target: Host inputs
Load Inputs from Previous Session (Select \,7

Host Admin Credential

« Root credentials used for pushing sbin content as f R B | ADDREMOTE_HOST_ EMADMIN. Ocl.2. 2024.9:00:18.FA.UTO
part of Cache Maintenance operations

» Require ability of escalating to root without a

7 ‘ |
Remote Agent abom.oraclevcn.com:3872 Q i

password using PDP settings (sudo) _ Host Monitoring Credentel | JADMINMON_GREDSEMADMINY |
e Remote Cache * Host Admin Credential (ADM,N_CREDS(EMADM,N) .| &
» (Cache of scripts, archives, monitoring utilities and 8SHdPort |22 |
application metadata maintained on remote host. Privileged Delegation Setting | /usr/bin/sudo -u %RUNAS% %COMMANDY% i
Minimum 1 GB space required on remote host * Remote Cache | [ /u01/apprrecache

I

Remote CaChe Sbi n * Remote Cache Sbin j:/u01/app/recsb|n

« (Cache contains utilities like nmosudo and
nmgsshe root owned contents on remote
host. Remote agent may need certain root owned
executables for monitoring
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Remote Agent — add remote host (3/3)

» Review screen to verify the user inputs to add
remote host o the remote agen

Add Remote Host

* Flexible option to go back and modify the inputs o °
before submitting the add host job Host Inputs Review
 Command line option to add remote host to Add Remote Host Target: Review Back ftep20f2 Next || Submit | Cancel

remote agent

Review the details you have provided for this deployment session and click Submit.

Semcli submit add remote host
— — — Session Name ADD_REMOTE_HOST_EMADMIN_Oct_3_2024_1:51:24_ AM_UTC

-host names=slc.oracle.com

Remote Agent B nfrabom.oracleven.com:3872

-remote cache root=/u0l/app/rcache Hosts: raiiio e iass
—remote cache sbin root=/ul0l/app/rcacheroo Host Monitoring Credential  ADMIN_MON_CREDS:EMADMIN

—agent=02.oracle.com:1838 Host Admin Credential ADMIN_CREDS:EMADMIN
-host cred mon=SSH Privileged Delegation Setting /usr/bin/sudo -u %RUNAS% %COMMAND%
-hos t_C re d_a dmin=SSH ROOQOT Remote Cache /u01/app/recache
— N o o SSHd Port 22
privilege delegation setting="/usr/bin/sudo Remote Cache Sbin /u01/app/recsbin

-u 3SRUNASS$ 3%COMMANDS" -wait for completion
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Remote Agent — add remote host job execution

Remote host addition to remote agent results page showing the complete execution of the job

Search target names and menus Q SNRAMASW =2

Enterprise Manager 24

Add Remote Host Page Refreshed Oct 3, 2024 2:21:02 AM UTC 4

+ Add Remote Host Succeeded ' Done | Add Host Resuts |

Add Remote Host Summary: ADD_REMOTE_HOST_SNRAMASW_Oct_1_2024 6:08:39 PM_UTC

Agent Host Initialization “"“"‘";::::““'““" Host Addition

et1rg2phxsu... hxsu.emdevinfraphx1.oracleven.com V4 L v

Add Remote Host Deployment Details 2phxsu.emdevinfraphx1.oracleven.com
Prerequisite Check Name Status Error Cause Recommendation
Checking SSH Connection
Checking Platformn Compatibility

Checking Remote cache directory
permissions

Checking Space requirements for cache
location

Checking connectivity with Admin credentials

LA N U N A

Checking Sbin directory permissions

4 Host Addition Details

OMS Log Location OMS0.emh:s |pp/oracle/ge_inst/em/EMGC_OMS1/sysman/agentpush/2024-10-01_18-08-39-PM/applogs hxsu.emdevinfraphx1.oracleven.com_deploy.log

[C] Show only warnings and failures
Deployment Phase Name Status Error Cause Recommendation
Adding Remote Host v
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Remote Agent lifecycle management

« Agents page will have indication to
distinguish between normal agent and
remote agent in the system

« Remote agents can be patched with release
updates using agent patch plan or using
standalone patching (agentpatcher)

« Remote agents can be updated with JDK
updates and all secure configuration like
importing custom certificates, updating
cipher suites can be updated like normal
operation
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Manage Cloud Control

Agents

Showing: All(61) ‘4 Up (56) < Down (2) & Under Blackout (0) 43 Agent Unreachable (2) [5] Metric Collection Error (1) Blocked (0)

View w Block Unblock Start Up... Shut Down... Restart... Agent Decommission Secure.

Name ﬁ:f:;: Status e ;cldants ~ Last Successful Load RU Version %9::1 av
emccplq... Yeos + 0 0 0 0 Oct 3, 2024 9:25:33 PM UTC  24.1.0.0 Remote
shortter... Yes f 0 0 0 0 Oct 3, 2024 9:25:06 PM UTC  24.1.0.0 Remote
hhimans... Yes 4+ 0 0 0 0 Oct 3, 2024 9:31:50 PMUTC  24.1.0.0 Remote
vghanvat... Yes : 3 0 0 0 0 Oct 3, 2024 9:28:56 PM UTC  24.1.0.0 Remote
emdbqa. .. Yes 4+ 0 0 0 0 Oct 3, 2024 9:28:38 PM UTC  24.1.0.0 Remote
shortter... Yes f 0 0 0 0 Oct 3, 2024 9:32:36 PM UTC  24.1.0.0 Remote
emccplg... Yes f 0 0 0 0 Oct 3, 2024 9:26:21 PM UTC  24.1.0.0 Remote
phxemra... Yes f 0 0 0 0 Oct 3, 2024 9:30:24 PM UTC  24.1.0.0 MNormal
emesqal... Yes gh B 0 2 0 0 Sep 30, 2024 7:11:53 AMU... 24.1.0.0 Normal
sles26ad... Yes 1‘ 0 0 0 0 Oct 3, 2024 9:26:27 PM UTC 24.1.0.0 MNormal
apmga0... Yes E 0 1 0 0 Normal
se020.su... Yes : 3 0 1 0 0 Oct 3, 2024 9:25:38 PMUTC  24.1.0.0 Normal

Enterprise Manager 24




Simplified monitoring with Remote Agent

Embrace Remote Target Monitoring with confidence

9 Discover and Monitor Targets

Discover and promote the database and its
related targets to remote agent for monitoring
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Remote database monitoring topology overview

Standby

Enterprise Manager 24
Primary
% | Oracle Management
- Servers (OMS)

Repository L
Database

A database and its related targets
should be monitored by the same
Remote Agent if they are in close
network proximity to the agent

If related targets are in different

datacenter, use another Remote
Agent in that datacenter.
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Discover and monitor targets (1/5)

For each set of database and related targets:

1. Determine the agent(s) to be used for the database and
its related targets

* Needs to be close in network proximity to the agent
« If all the targets are close to the agent, use that same agent

2. Add ALL of the hosts of the database and its related
targets to the same agent (best practice)

3. Add database targ]ets using the same discovery
workflow that you would use if you were using a local agent

All database discovery options are supported

» Auto-discovery, ﬁui_ded discovery, manual discovery, emcli
add_target, emcli discover_db, etc.

As an example, we'll walkthrough the Guided Process
discovery
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Add Targets Manually
b Overview

Add Host Targets

 Install Agent on Host

= Install Agent Results

Add Remote Host Targets

Add Non-Host Targets
Using Guided Process

2

103

 Install Remote Agent on Host

‘ &, Add Using Guided Process }

. Add Remote Host Targets

Add Host targets by installing an agent
using remote Installation process. View
status of past Agent installations.

== Remote Agent Install Results

Add RemoteHost targets by Instaliing an agent
using remote Installation process.Add targets

to remote agent by specifying monitoring

properties. View status of past Remote Agent.

Run guided discovery on a host to find
manageable targets. Choose to promote
some or all discovered targets to bacome
managed

Remote

Agent




Discover and monitor targets (2/5)
Oracle Cluster and High Availability Service

Choose Oracle Cluster and High Availability Select the host on which the cluster resides
Service (remotely monitored host)

Add Using Guided Process Select Targets x

Guided Discovered Target

Discovery Types

Guided Discovery Discovered Target Types 4 Search

Exadata Infrastructure Autonomous Exadata VM Cluster, Exadata VM Cluste....

Fusion Instance Fusion Instance Target Type . Hoek

Giobal Data Services Giobal Data Services, Giobal Service Manager, Globa. .. Target Name

18M WebSphere Application Server IBM WebSphere Application Server Cluster, IBM Web...

JBoss Application Server JBoss Partition On Host

Oracle Bl Suite EE Oracle Bl Analytics Server (10g), Oracie Bl Cluster Co...

Configuration Search <No configuration search selecled:ao\

Oracle Bare Metal Cloud Region Oracle Bare Metal Cloud Region, Oracle Bare Metal ...
Oracle Big Data Appliance Big Data Appliance, Hadoop Cluster, Hadoop DataNo. ..
Oracle Cloud Service Manager Oracle Cloud Service Manager

Oracle Cluster and High Avallabliity Service Cluster, Oracle High Avallabllity Service

Oracle Coherence Oracle Coherence Cluster, Oracle Coherance Cache, ...
Oracle Compute Site Oracle Compute Cluster, Oracle Compute Site, Oracl...
Oracle Database, Listenar and Automatic Storage Management Database Instance, Listener, Pluggable Databasa, Clu...

Oracle Directory Server Enterprise Edition Oracle Directory Server Enterprise Edition Server, Dir...
Add ... | Cancel |

-»-v-v-»-»g g

Mode Single Select
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Discover and monitor targets (3/5)
Oracle Cluster and High Availability Service

Remaining workflow is
the same:

fill in cluster target
properties such as SCAN
Name, SCAN Port, etc.
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Add Target: Cluster and Oracle High Availability Service

4 Specify Host

In order to add targets to be monitorad by Enterprise Manager, you must first specify the host on which those targets reside. Chek the icon to select host target name.

Specify Host P71

Cluster Target Properties
The cluster targe! will be added with the following properties. SCAN Name, SCAN Port and ONS Port properties are applicable to Clusterware versions 11.2 and higher.

Target Name ph

Oracle Home

SCAN Name
SCAN Port

ONS Port

Cluster Host and High Availability Services Targets
The following host targets along with the comesponding Oracle High Avallability Senvice targets will be added as members of this cluster.

= add X Remove
Host Target Name Oracle High Availability Service Target Name

ph has

Discover Target Cancel

/" Set Global Target Properties = Save




Discover and monitor targets (4/5)
Oracle Database, Far Sync, Listener and Automatic Storage Management

Choose Oracle Database, Far Sync Instance, Choose the host on which these targets reside.
Listener and Automatic Storage Management (host is remotely monitored)

Add Using Guided Process X
Select Targets x
Guided [| Discovered
Discovery Target Types

4 Search
Guided Discovery Discovered Target Types
Autonomous Databases Autonomous Data Warehouse, Autonomous Transactio... Target Type Al .
Exadata Infrastructure Autonomous Exadata VM Cluster, Exadata VM Cluster, _..

Target Name
Global Data Services Global Data Services, Giobal Service Manager, Global ...
Oracle Bl Sulte EE Oracle Bl Analytics Server (10g), Oracle Bl Cluster Co... On Host
Q
Oracle Cluster and High Availability Service Cluster, Oracle High Availabllity Service Configuration Search <No configuration search selected>"
Oracle Coherence Oracle Coherence Cluster, Oracle Coherence Cache, ... Search
Oracle Database, Far Sync Instance, Listener and Automatic Stor...  Database Instance, Far Sync Instance, Listener, Plugg. ..
Target Name Target Type On Host Status
Oracle Directory Server Enterprise Edition Oracle Directory Server Enterprise Edition Server, Dire... &
. Host
Oracle Exadata Database Machine Oracle Exadata Database Machine, Oracle Engineered. .. %
Cluster

Oracle Fusion Migdleware/\WebLogic Domain Oracle WebLogic Domain

I phx I Host E o
Oracle SuperCluster Oracle Exadata Storage Server, Systems Infrastructure.... i Y
Sharded Database Shard Director, Sharded Database, Shardgroup, Shar... Soat 4+
Standalone Oracie HTTP Server Oracle HTTP Server Mode Single Select
Systems Infrastructure Arista Switch Systems Infrastructure Arista Switch o

— — b - &ﬂﬂ Cancel
Add ... | cance! | [ fowen |
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Discover and monitor targets (5/5)

Oracle Database, Far Sync, Listener and Automatic Storage Management

Same discovery process for discovering
databases, ASM, etc.

(*) Processing
Target Discovery - In Progress.

E]Hida

Discovering on hostis) (o« —

I

& If you wish to stop this process, click the cancel button,
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Same process for choosing the targets to
promote

o) [ ] O
Search Griteria Results Feview

Database Discovery: Results | # Setalobal Target Properties. | "‘Memupﬂr‘fm | swzuia Cancel

Manlioring Cradantils' action. You can set Global Target Propertes for all slactad targeis of add theem (0 a Targas Group wile Saving (e tengets for mantoring.

4 Gluster Databases

View ¥ /' Specify Gommon Monitoring Credentials  /~ Configure

Monltoring Credentials
0 Target Name Monitoring  Monitoring  p_ [=wetamy
sermame  Password

P db23 (Container Database) dbsnmp I Normal v

4 Cluster ASM

Tho following Cluster ASM target has boen discovared on this cluster,

Select Target Name Monitoring | Monttoring Target Group
Username Password
(=] 4 +ASM_phxemra-cluster asmsnmp SYSDBA v Q

+ASM1_on

L e sd—




Monitoring is the same with the Remote Agent

« After discovery, all database monitoring features work in the same way
* Metrics and thresholds
« Monitoring Templates
» Metric Extensions
« Corrective Actions
« Blackouts
» Notifications / Connectors
« Alerts and Incidents
* Incident Management
« Event Compression
« Dynamic Runbooks

« Your existing monitoring set up (monitoring templates, metric extensions, corrective actions, etc.)
will automatically work with remotely monitored database targets
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Supported host and database-related target types

These target types will work with the Remote Agent for remote monitoring, performance diagnostics,
jobs, management operations (e.g., backup, Data Guard failover/switchover, etc.).

* Host™* (host) * Oracle Autonomous Data Warehouse (oracle_cloud_adw)
* Listener (oracle_listener) * Oracle Autonomous Transaction Processing
* Database Instance (oracle_database) (oracle_cloud_atp)

* Pluggable Database (oracle_pdb) * Oracle Connection Manager (oracle_cman)

* Oracle Database Service (oracle_dbsvc) * Far Sync Instance (oracle_farsync)

e Cluster (cluster) * Global Data Services (gds_cloud)

e Cluster (RAC) Database (rac_database) * Global Service M-anager (gds_gsm)

* Oracle High Availability Service (has) * Global Data Services Pool (gds_pool)

e Cluster ASM (osm_cluster) e Shard Director (gds_shard_director)

 ASM (Automatic Storage Management) (osm_instance) ° >harded Database (gds_sharded_database)

* ASM IO Server (osm_ioserver) * Shardgroup (gds_shardgroup)

* ASM Proxy (osm_proxy) e Shardspace (gds_shardspace)

* LinuxX64 (initial phase)
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Host availability monitoring

* Remote host monitoring begins when Remote Agent receives a
host target that has the remote monitoring credentials

» Hosts page identify hosts that are remotely monitored

* If host goes down and is monitored by local Agent
+ Agent, Host, and its targets go into Agent Unreachable status

o If I)most goes down and is monitored by Remote Agent (which is
up
* Host goes into Host Unreachable status
*  Monitored targets status will be in error

« Alljobs for the host/monitored targets will be auto-retried and set to
failed if not successfully executed

« Create incident, send notifications for Host Unreachable on host targets

» If Remote Agent or its host go down
*  Monitored targets go into Agent Unreachable status
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Hosts

Search |
View »

Name

em

hhi

Enterprise Manager 24

|-_-'-\ Advancad Search

== Add

Run Host Command

Status

L L L L E L LR

Remote

aw

LS N U N Y

e
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0

Incidents

o

s e o e o o 9 o 2 o 2 8 8 O - o0

n




Benefits: Remote target management with remote agent

Streamline Monitoring
Remote Agent supports monitoring

ﬁ and managing targets at scale with
reduced overall agent footprint and
lifecycle management tasks

Better Manageability

Detailed auditing and reporting
capabilities, making it easier to track
remote agents in the system for
ease of lifecycle management
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]

Resource Reduction

Reduced hardware resource
consumption on all managed target
hosts that no longer require co-located
agent

Increased Productivity

With less agents to manage, frees up
administrator time to focus on
database monitoring and
management




Q&A
Learn More Oracle Cloud Free Tier

Web: oracle.com/enterprisemanager

Videos: youtube.com/OracleEnterpriseMgr Always Free

Services you can use for
unlimited time

==

30-Day Free Trial

Free credits you can use for
more services

Blogs: blogs.oracle.com/observability

Docs: http://docs.oracle.com/en/enterprise-manager

Try it now

Hands-on-labs

www.oracle.com/cloud/free
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oracle.com/manageability
http://youtube.com/OracleEnterpriseMgr
http://blogs.oracle.com/observablity
https://docs.oracle.com/en/enterprise-manager/cloud-control/enterprise-manager-cloud-control/13.5/index.html
https://apexapps.oracle.com/pls/apex/dbpm/r/livelabs/view-workshop?wid=574
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