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Safe harbor statement

The following is intended to outline our general product direction.
It is intended for information purposes only, and may not be
incorporated into any contract. It is not a commitment to deliver
any material, code, or functionality, and should not be relied
upon in making purchasing decisions. The development, release,
timing, and pricing of any features or functionality described for
Oracle’s products may change and remains at the sole discretion
of Oracle Corporation.
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Agenda

Managing alert fatigue
Event Compression
Dynamic Runbooks

Resources
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Managing alert fatigue

As enterprises grow, alerts increase
causing event fatigue

How do you work smarter instead of
just harder?

Solution:

1. Create incidents for actionable
events

2. Compress events to reduce volume
of incidents

3. Use Dynamic Runbooks to triage
and resolve incidents in a
streamlined way
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Event Compression



Compress events into Incidents

Reduces incident volume by compressing
related events into incidents

How to set it up:
« Event Compression Policy

» Identifies...
— WHAT set of events should be grouped together
— HOW they should be grouped together

* Oracle-provided event compression policies
* You can create new policies
* Incident Rule Set

« Identify events and create an incident using
Event Compression Policies
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Locate matching policy*
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Incident Rule Set

Targets: ProdGroup

Event Compression Policies

Rule: All Target Down events

Action: t
| [v] Use Event Compression Policies]

o

*Policy = Compress Target down events
for a cluster database and its members
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2. Use policy logic to correlate and
compress events into one incident

!

NN

Incident




Event Compression Policies and Incident Rule Sets

Setup (menu) = Incidents - Event Compression Policies

ORACLE. Enterprise Manager Cloud Control 13c

Event Compression Policies

..I Enterprise ¥ Targets ¥ * FEavorites ¥ G) History ¥ '& Setup ¥ O\

Event Compression reduces event noise by automatically compressing, or grouping, sets of related events into a smaller number of actionable incidents. Event compression policies specify the different types of even|

they are compressed together. These policies work with your incident rule sets.

Use Event Compression Analysis to see how much incident reduction can be achieved using event compression policies.

Policy Name

Target down events for a cluster database and its members

Target down events for a DB High Availability Cluster and its members

Availability events from all components of Exadata Database Machine

Awvailability events for System Infrastructure Targets

Target availability (i.e. down and error) events for the Weblogic cluster and its members

Metric evaluation error events for a target

Agent unreachable events for targets monitored by the same agent

Descripticn

Compress target-down events for a cluster database and its
member instances occurring within the 60-minute time window.

Compress target-down events for a DB High Availability Cluster
and its member instances occurring within the 60-minute time
window.

Availability events for Exadata Database Machine and its member
instances occurring within 30 minute time window

Availability events for Access Points of System Infrastructure
targets

Compress target availability (i.e. down and error) events for the
Weblogic cluster and its members occurring within 5-minute time
window.

Compress Metric collection error events for a target occurring
within a 1-hour time window

Compress agent unreachable events for targets monitered by the
same agent occurring within 1-hour time window.

AAAAAAAI

Order &

L

-

Import Policy

Created By

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle
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Event Rule with Event Compression enabled

Add Actions
Add Conditional Actions

Define actions to be taken when an event maftches this rule.

4 Conditions for actions
You can define the actions to apply whenever the rule matches or apply the

(@ Always execute the actions

() Only execute the actions if specified conditions match

A Create Incident or Update Incident

I there is no incident associated with the event, you could create one and o
If an incident exists, you could update the incident.

Create Incident (If not associated with ong)

(@ Use Event Compression F'Dlicies[Remmmended)ﬂ

(") Each event creates a new incident

() Compress events into an incident




Incident with compressed events

Incident Manager
Incident Manager = Incident Details

@ There are 5 target_availability events on members of db19c.subnet.vcn.oracleven.com_sys

Cause, Unassigned, Not acknowledged

General | Events | Nofifications  All Updates

Page Refreshed Nov 10, 2024 5:57:34 PM GMT 0

& Open in new tab

its Members, Policy: Target down events for a database system and its members

Events are compressed into this incident by rule Rule:Compress Target Down Events for Oracle Database System, Database Instance, and Pluggable Databases, Rule Set:Compress Target Down Events for Database System and

(View compression
criteria)

Latest Events
View » Remove from incident...

Message

Target is down; 1 member is down: db19¢.subnet ven oracleven.com

Failed to connect to database instance: Failed to connect: java.sgl. SQLException: Listener refused the connection wit...

The pluggable database db19c.subnet.ven.oracleven.com_OLTP_CL2 is down.
The pluggable database db19c subnet ven.oracleven.com_PSAL_CL1 is down.

The pluggable database db19c subnet ven oracleven.com_CDBROOT is down.

Columns Hidden 9

Event Sequence o for selected event: Target is down; 1 member is down: db19c.subnet.vcn.oracleven.com
Following table shows all events in the event sequence.

Message

Target is down; 1 member is down: db19¢.subnet ven oracleven.com

Target is down; 1 member is down: db19¢.subnet.ven.oracleven.com

4

Sever Target

db19c.subnet.ven.o...
db19c.subnetven.o...
db19c.subnet.ven.o...
db19c.subnetven.o...

db19c.subnet.ven.o...

Target Type
Database System
Database Instance
Pluggable Database
Fluggable Database

Pluggable Database

Show All Events For Event Sequences In Incident ‘

Reported at

Mov 10, 2024 5:51:07 PM GMT
Aug 27, 2024 4:02:54 PM GMT
Aug 27, 2024 4:02:52 PM GMT
Aug 27, 2024 4:02:52 PM GMT

Aug 27, 2024 402:52 PM GMT

Causal Analysis

Cause

Show Complete History
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Event
Compression
Policy and
Incident Rule Set
used for
compression




Creating your own Event Compression Policies

What types of events can | compress together?

Multiple events of the same event type

Example:
RAC and RAC instances are down

Events:

« Target Availability events on RAC and its RAC
instances

Event Compression Policy:

All Target Availability (down) events from the (RAC)
cluster database and its RAC instance targets
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Multiple events across different event types

Example:
In an Exadata, InfiniBand switch goes down

Events:

« Target Availability (down) event(s) on InfiniBand
Switch

» Metric Alerts on each compute node connected to
InfiniBand Switch

» Metric Alerts on each storage server connected to
InfiniBand switch

Event Compression Policy:
All Target Availability (down) events and all Metric

Alerts events from targets from the same Exadata
system




Demo: Creating and Using Event Compression Policies
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Handling Agent Unreachable event scenarios

If there are network outages or load balancer issues causing communication issues between OMS and
agents, you may see a large set of Agent Unreachable (AUR) events

« Agent Unreachable means OMS and agent cannot communicate with each other
* AUR events generated for the agent, host, all targets on the host

Solution:
* Prevent generation of AUR events for all non-host targets (database, listener, WebLogic server, etc.)
« Set OMS property oracle.sysman.emdrep.target.PublishUnreachableEventsForAll = FALSE
* Once property is set, AUR events will trigger only for the host and agent targets
« Use Event Compression to compress AUR events for agents and hosts
« Example: One team manages all hosts, another team manages all agents
« Event Compression Policy #1: compress all AUR events across all hosts into 1 Incident
« Event Compression Policy #2: compress all AUR events across all agents into 1 Incident
« Order these policies ahead of "Agent Unreachable events for targets monitored by the same agent”
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Solution: Event Compression Policies and Incident Rule

Event Compression Policy for AUR events on Agents

Event Compression Policy for AUR events on Hosts

Incident for agent AUR evenis

Columns Hidden 5

Specific Target Availability. ..

o« Use Event Compression Policies

Create Incident
& Use Event Compression Policies

Enabled

Save

Create Compression Policy Save x Create Compression Policy
Create Compression Policy of your own that will compress related events together into one incident based on the criteria you Crests Compression Po fyour own that wil compress r2 ated events together into one incdant based
specify for compression. on the criter; u specify compression.
Mame ™ T O
Event Compression for Agent Unreachable events for all hosts Compress Agent Urreachable Events for all agants
Description 2 n i
Compress AUR events for all agents
Event Compression Logic Event Compression Logic
When these events occur Do you want to pre-populate the events from an event rule;
Events of type On targets of type ‘With event severity
Target Availability X Host X Fatal®  Critical X = Warning X
Within this time window Fatal ¥ | | Critical X
60| ¥ A~ minutes
Compress into One incident by
select event type ¥ -
same target type
Incident Message
The incident message will follow this format.
Incident Message
For Non Clear State The incident message will follow this format
G, There are 3%EVENT COUNT%% %EventTyped events on target %TARG...
For Clear State EVENT_COUNTS% %EventType¥ events on ta.
O, %%EveniType% events on targe
Targets | Rules o
IWRGET_TYPES are cle...
Select a rule and click "View” button to view details
view v View Incident Rule
Name Applies To Action Summary &% Use Event Compression Policy L]
Incident for Host AUR events Specific Target Availability. .. = (Create Incident Enabled com p ression

compression
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Create incident for Host AUR events, use

» Create incident for Agent AUR events, use




Event Compression Policies and Incident Rule Sets
Additional considerations

Order matters
* Incident Rule Sets are evaluated based on order

« Event Compression Policies are evaluated based on order

Scope of targets in Incident Rule Sets
» Set of events eligible for compression are based on targets in Incident Rule Set

' Event Compression Incident Rule Set - PROD Incident 1

Policies
Targets: ProdGroup ‘ AUR event -ProdHost3

1 Rule: All AUR events for host
Action: Create Incident AUREVent Erodtost *
[v] Use Event Compression Policies AUR event -ProdHost2

3 Incident Rule Set - Non-PROD Incident 2
Targets: Non-ProdGroup
AUR event -NonProdHost5
Rule: All AUR events for host ‘ evem monTrodes
O Action: Create Incident AUR event -NonProdHost4
Policy = Compress all AUR [V] Use Event Compression Policies

events on all hosts
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Dynamic Runbooks



Dynamic Runbooks

Enables subject matter experts to capture standard operational procedures in the form of executable
runbooks in EM. Use it for incidents and metrics (more to come...)

by
Create Runbooks [F«] \

Runbook Draft

Add and Test
Runbook Steps

What actions

Publish Runbook canldoina
Runbook?

Create Runbook from
Incident or Metric

/
Published Runbook

Use Runbooks =—

In Incident Manager or
All Metrics

select Runbook...

Execute Steps in

Start Runbook Session Runbook Session
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13 1

Dynamic Runbook Steps

Note * Providing instructions, can use markdown syntax
« Add link to MOS note [MOS Link Text](MOS:MOS ID)
« Add link to anywhere [Link Text](http//www.somesite.com)
« Add link to any EM page [Link Text](relative link to EM page)
« Jump to any runbook step
Target SQL * Running queries, DML, DDL against a target database
« Uses Named Credentials (including PAM-integrated credentials)
Repository SQL Running queries against EM repository views
Metric Data Showing metric data in a chart for the target or related targets
OS Command Running synchronous OS command or script against:

* Host target
» Target’s host
Uses Named Credentials (including PAM-integrated credentials)
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Demo: Using and Creating Dynamic Runbooks
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Summary: Managing alert fatigue

Create
Incidents

Compress
Events

Use Dynamic
Runbooks
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- Create incidents for actionable events

- Reduce incidents by using event
compression policies

- Use Dynamic Runbooks to capture expertise

and streamline incident resolution




Q&A
Learn More Oracle Cloud Free Tier

Web: oracle.com/enterprisemanager

Videos: youtube.com/OracleEnterpriseMgr Always Free
2) Services you can use for
ogs: .. g

https://blogs.oracle.com/observability/categor unlimited time

enterprise-manager

Docs: http://docs.oracle.com/en/enterprise-manager I

Ul s @ty E".'IF*-E 30-Day Free Trial

j:r e Free credits you can use for

H ST more services

Hands-on-labs

www.oracle.com/cloud/free
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oracle.com/manageability
http://youtube.com/OracleEnterpriseMgr
https://blogs.oracle.com/observability/category/oem-enterprise-manager
https://blogs.oracle.com/observability/category/oem-enterprise-manager
https://docs.oracle.com/en/enterprise-manager/cloud-control/enterprise-manager-cloud-control/13.5/index.html
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